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management-access MGMT

!

interface GigabitEthernetl/1
nameif outside
security-level 0

ip address 10.106.223.1 255.255.255.0
!

interface GigabitEthernetl/8
nameif MGMT
security-level 90

ip address 192.168.10.1 255.255.255.252
!

interface Managementl/1
management-only

no nameif

no security-level

no ip address
!

object network obj_any

subnet 0.0.0.0 0.0.0.0
object-group network LOCAL-LAN
network-object 192.168.10.0 255.255.255.0
object-group network REMOTE-LAN
network-object 192.168.11.0 255.255.255.0



access-list INTREST-TRAFFIC extended permit ip 192.168.10.0 255.255.255.0 192.168.11.0
255.255.255.0

access-list TEST extended permit tcp any any eq www

access-list TEST extended permit tcp any any eq https

nat (MGMT,outside) source static LOCAL-LAN LOCAL-LAN destination static REMOTE-LAN REMOTE-LAN
route-lookup

object network obj_any
nat (any,outside) dynamic interface

route outside 0.0.0.0 0.0.0.0 10.106.223.2 1

crypto ipsec ikevl transform-set TRANS-SET esp-3des esp-md5-hmac
crypto ipsec security-association pmtu-aging infinite

crypto map CMAP 10 match address INTREST-TRAFFIC

crypto map CMAP 10 set peer 10.106.223.2

crypto map CMAP 10 set ikevl transform-set TRANS-SET

crypto map CMAP interface outside

crypto ikevl enable outside
crypto ikevl policy 10

authentication pre-share

encryption 3des

hash md5

group 2

lifetime 86400

!

tunnel-group 10.106.223.1 type ipsec-121
tunnel-group 10.106.223.1 ipsec-attributes

ikevl pre-shared-key *****
|

class-map TEST
match access-list TEST

policy-map global_policy
class TEST

sfr fail-close
1
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