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Firewall Management Center

Devices | NGFW Routing Overview Analysis Policies Devices Objects Integration Deploy

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)
Manage Virtual

Global v

Protocol MNeighbor Filter Bidirectional Neighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router

enerate older 10S compatible register messages(enable if vour Rendezvous Point is an 10S router)

Add Rendezvous Point -]

Rendezvous Point Multi; | Rendezvous Point IP address:*
RP_198.51.100.1 v | +

5 List Point

Use bi-directional forwarding

I ) Use this RP for all Multicast Groups I

Use this RP for all Multicast Groups as specified
below

Standard Access List:*

Cancel m

IGMP Stub 2t E! 2! PIMO| CHal ASA/FTDE SA|of| 4 E 4= gi&LCt

Error - Device Configuration

A PIMRP and IGMP Forward can not be configured together!
Both PIM RP and IGMP forward are configured at the
device(FTD4125-1) !

PIM RP and IGMP Forward can not be configured together!

PIM RP and IGMP forward cannot co-exist. Please unassign PIM policies

FTDO CHEr 21t Zm| 322 0f4:

<ttroot>



firepower#

show runni ng-config nmulticast-routing

mul ticast-routing

<-- Multicast routing is enabled globally on the device

firepower#

show runni ng-config pim

pi m rp-address 198.51.100.1 <-- Static RP is configured on the firewall

firepower#

ping 198.51.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.1, timeout is 2 seconds:

(NRRN <-- The RP is reachabl e

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ASA E3teol= fAFEH ZI|agolMdo] U&LICH

<#root>
asa(config)#

mul ticast-routing

asa(config)#

pi m rp-address 198.51.100.1

RP T 4(Cisco 2t E):

<#root>
ip multicast-routing

ip pimrp-address 198.51.100.1 <-- The router is the RP



interface GigabitEthernet0/0.206
encapsulation dotlQ 206
ip address 192.168.103.61 255.255.255.0

i p pi msparse-dense-node <-- The interface participates in nulticast routing

ip ospf 1 area O
|

interface GigabitEthernet0/0.207
encapsulation dotlQ 207
ip address 192.168.104.61 255.255.255.0

i p pi msparse-dense-node <-- The interface participates in nulticast routing
ip ospf 1 area O

!

interface Loopback0

ip address 198.51.100.1 255. 255. 255. 255

<-- The router 1is the RP

i p pi msparse-dense- nbde <-- The interface participates in nulticast routing

ip ospf 1 area 0

M
o]
)
fjo
o
o
o

HE|FHAE EcfE(L AR E= 4R O] 9is < FTDOIM HE[FHAE HEE

<#root>
firepower#
show piminterface

Address Interface PIM Nbr HeTllo DR DR
Count Intvl Prior

192. 168. 105. 60 NET207 on 1 30 1 this system

<-- PIMenabled on the interface. There is 1 PI M nei ghbor

192.168.1.50 I NSI DE on 0 30 1 this system <-- PIMenabled on t
0.0.0.0 diagnostic off 0 30 1 not elected
192. 168. 103. 50 QUTSI DE on 1 30 1 192.168. 103. 61 <-- PIMenabled on t

PIM 2174 C|HtO|A & = QIgfLCH.



<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.105.50 NET207 00:05:41 00:01:28 1 B
192.168.103.61 OUTSIDE 00:05:39 00:01:32 1 (DR)

RP= ™A HE|PHAE O & HIE FgfLCh

<#root>
firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address Info

224.0.1.39/32%* DM static O 0.0.0.0

224.0.1.40/32%* DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/8* SSM config O 0.0.0.0

224.0.0. 0/ 4* SM config 2 198. 51.100.1 RPF: OUTSI DE, 192. 168. 103. 61 <-- The nult
224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0

4 51ed mroute B0l 0= Uk ZHad gl &= 0| Q1A LICH239.255.255.2502 MAC OS X
Microsoft Windows2} Z 2 22

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.255.250), 00:17:35/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.103.61
Immediate Outgoing interface list:
INSIDE, Forward, 00:17:35/never

43t nt RP AFO[Of PIM E{'E0| 5 E[0{ Q&LILCE.



<tfroot>

firepower#
Source Address

show pi m t unnel
Interface RP Address
Tunnel O 198.51.100.1 192. 168. 103. 50
<-- PIMtunnel between the FTD and the RP
PIM B #3te 017 EfolZolME 2 4 laLich
<#root>
firepower#
show conn all detail address 198.51.100.1
PIM QUTSI DE: 198.51.100.1/0 NP Identity Ifc: 192.168.103.50/0,
bet ween the FTD and the RP
ti meout 2nDs, bytes 6350

PI M tunne
idle 16s, uptinme 3nBs,

< -
flags ,
Connecti on | ookup keyid: 153426246

Hy st
= =

ASA 235t

<#root>
asa#
show pi m nei ghbor
Uptime Expires DR pri Bidir
00:01:29 1 (DR) B
00:01:37 1 (DR)

Interface
2d21h
00:00:18

Neighbor Address
192.168.105.60 NET207
192.168.104.61 OUTSIDE

<#root>
asa#
Source Address

show pi m t unnel
RP Address
192. 168. 104. 50

Interface
198.51.100. 1

Tunnel O
bet ween the ASA and the RP

<-- PIMtunne



RP(Cisco 2t*E{) RP & ¢Ql. SSDP & Auto-RPE @8t & 7t X| HE|FHAE O F0| U &LICt

<#root>
Routerl#
show ip pimrp

Group: 239.255.255.250, RP: 198.51.100.1, next RP-reachable in 00:01:04
Group: 224.0.1.40, RP: 198.51.100.1, next RP-reachable in 00:00:54

AR EME S2|H &ol
~ D ol MM LEet U= firewall BHE2 ASA L FTDO| 25 MEELICH

ASAE IGMP Membership Report(IGMP HH{ 4! 2 1 A) HAIX|E 7}X 21 IGMP 2 mroute(*, G)

g5 ddguoh

<#root>
asa#
show i gmp group 230.10.10. 10

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.10. 10. 10 I NSI DE 00:01:15 00:03:22 192.168.2.100 <-- Host 192.168. 2. 100 repor

ASA dt3tede HE|FHAE T20] CHEF mrouteE A4 AIEHL|CE.

<#froot>
asa#

show nroute 230.10.10.10

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10. 10. 10)

, 00:00:17/never,



RP 198.51.100.1

, flags: SCJ
<-- The nroute for group 230.10.10. 10

QUTSI DE

I nconmi ng interface:
received on this int

<-- Expected interface for a multicast packet fromthe source. If the packet is not
RPF nbr: 192.168.104.61
I medi ate Qutgoing interface |ist: <-- The AL points towards the rece
I NSI DE, Forward, 00:01:17/never
& CHE ¢t E#ole PIM EE 2 K| St
<#root>
asa#

show pi m topol ogy 230.10. 10. 10
mul ti cast group 2:¢

<-- An entry for

(*,230.10.10.10) SM Up: 00:07:15 RP: 198.51.100.1

JP: Join(00:00:33) RPF: OUTSIDE,192.168.104.61 Flags: LH
00:03:15 fwd LI LH

INSIDE

N ato: wsteiol RP2 &

<#root>
asa#

debug pim
<-- The RPF | ook fails because ther

IPv4 PIM RPF | ookup failed for root 198.51.100.1

IPv4 PIM: RPF lookup failed for root 198.51.100.1

IPv4 PIM: (*,230.10.10.10) Processing Periodic Join-Prune timer

IPv4 PIM: (*,230.10.10.10) J/P processing
IPv4 PIM: (*,230.10.10.10) Periodic J/P scheduled in 50 secs



IPv4 PIM: (*,230.10.10.10) No RPF neighbor to send J/P

2

rin

<#root>
asa#

debug pi m group 230.10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4 PIM: (*,230.10.10.10) J/P scheduled in 0.0 secs
IPv4 PIM: [0] (*,230.10.10.10/32) MRIB modify A NS

IPv4 PIM: [0] (*,230.10.10.10/32) NULLIF-skip MRIB modify !A INS

IPv4 PIM: [0] (*,230.10.10.10/32) OUTSIDE MRIB modify A NS
IPv4 PIM: (*,230.10.10.10) Processing timers

IPv4 PIM: (*,230.10.10.10) J/P processing

IPv4 PIM: (*,230.10.10.10) Periodic J/P scheduled in 50 secs

IPv4 PIM (*,230.10.10.10) J/P adding Join on OUTSI DE

Z17{= PIM Join HIA|X|7F 12 0tCH PIM Hello7} 30& 0tCH A& &
224.0.0.132 AtE&LCt.

7i0| HAQl A st 2 RPOY| PIM Join-Prune HIA|X|E K&

gLk,

g HodELICE PIM2 IP

([ {ip-5rc==192.168.104.50 88 ip.dst==224.0.0.13) &k (pirn.group == 230.10.10.10)

Ho. Tima Delta Source Dastination Protocol Identification Length | Group Infa
7 35.484328 9.000000 192.168.104.50 224.8.8.13 PIMv2 0x1946 (647@) 68 230.10.19.10,230.10.16.19 Join/Prune
19 95.411896 6@.887568 192.168.184.58 224.0.0.13 PIMv2 exdaee (18944) 68/ 230.18.19.10,238.10.16.18 Join/Prune
31 155.419473 68.807583 192.168.104.50 224.8.08.13 PIMw2 ex4868 (18528) 68/239.10.10.10,230.10.16.18 Join/Prune

Frame 7: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: Cisco f6:1d:8e (@@:be:75:f6:1d:8e), Dst: IPwdmcast _&d (01:08:5e:00:00:8d)
Internet Protocol Version 4, Src: 192.168.184.50, Dst: 224.8.8.13
v Protocol Independent Multicast
801@ .... = Version: 2
.. B@11 = Type: Join/Prune (3)
Reserved byte(s): @@
Checksum: @xs8ebb [correct]
[checksum Status: Good]
~ PTM Options
Upstream-neighbor: 192.168.164.61
Reserved byte(s): oe
Hum Groups: 1
Holdtime: 218
v Groun @

Group @: 238.16.18.18/32

-

~ IP address:|198.51.1ae.u32 (sz)| The RP address
Address Family: IPva (1)
Encoding Type: Native (@)
Flags: @x@7, sparse, WildCard, Rendezvous Point Tree
Masklen: 32
Source: 198.51.188.1

Num Prunes: @

p El: Wireshark C|AZ 80| ZE: (ip.src==192.168.104.50 && ip.dst==224.0.0.13) &&

(pim.group == 230.10.10.10)

- 192.168.104.502 O|2d|A QIE{H|0|A Q| EshEd |PRILICH
-224.0.0.132 PIM =01 A Z 20| MEE|E PIM HEFHAE

E2| PIM |0l &),
o

A
=Lt



52 -230.10.10.102 CHZ0ll CHEH PIM Join/Prune e F4 3t

rr

HE|FHAE O & QiLCH

RPE (*, G) mroute® MM LICt Ot& M7} @122 2 Incoming Interface= Null I L|C}.

<#root>
Routerl#

show i p nroute 230.10.10.10 | b \(

(*, 230.10.10.10), 00:00:27/00:03:02, RP 198.51.100.1, flags:

Incom ng interface: Null

, RPF nbr 0.0.0.0 <-- No incoming multicast stream

Qutgoing interface list:

G gabi t Et her net 0/ 0. 207

, Forward/Sparse-Dense, 00:00:27/00:03:02

<-- There was a PIM Join on this interface

S <-- The nroute for the multicas

o(,‘ S50 e ASA 230 10.10.10)
H1 o : .
R1 PIM Join
6 S _ IGMP Report
— - —d—
E P01.205 P01.206 E1/4 E1/2
, : INSIDE OUTSIDE RP OUTSIDE INSIDE

Le0 198.51.100.1

server 192.168.1.100 Pol.207
(multicast source for e -
group 230.10.10.10) NET20

client 192.168.2.100
(multicast receiver)

E1/3
NET207

N

1. ASAOIAM IGMP E M7}t 4= Al E | LCH.
2. A(*, G) mroute7} F7}HEILICE,

3. ASA= RP(198.51.100.1)01 PIM Join HIA|X|& 2 &L|C}.

4. RP= Join HIA|XIE =415t (*, G) mrouteE F7+EHLICY.

SAlo| FTDOM|l= IGMP 2 ME @11 PIM ZRIE = AIE|X| &

<ttroot>

firepower#

o2 2 mroutes?t Q& LICH.



show nroute 230.10.10.10

No mroute entries found.

M7t HE[FHAE AEZIE WM& W

=0
=

—

FTD= H10|M HE|IFHAE AEZIZ 7121 RPE AI23510{ PIM S8 T2 MAE A|ZHEHL|CE.
FTDE |RLIFHAE PIM B X|AE HA|X|E RPO| & EHLICH RPE HE|FHAE E2|0f & 7}5H7|

213l FHR(First-Hop-Router)ol PIM & 7} HIA|X|E

Stop HIAIXIE TS ELICH

<#root>
firepower#

debug pi m group 230. 10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10
firepower#
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:

[0] (192.168.1.100,230.10.10
[0] (192.168.1.100,230.10.10
(192.168.1.100,230.10.10.10)

IPv4 PIM (192.168. 1.100, 230. 10. 10. 10) RPF changed from 0.0.0.0/- to 192.168. 1. 100/ | NSI DE

.10/32) INSIDE MRIB update (f=20,c=20)
.10) Signal presenta on INSIDE

Create entry

<-- The FTD receives a multicast streamon INSIDE interface for group 230.10.10. 10

IPv4 PIM:
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:

(192.168.1.100,230.10.10.10)

(192.168.1.100,230.10.10.10)

IPv4 PIM (192.168.1.100, 230. 10. 10. 10)

IPv4 PIM:
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:
IPv4 PIM:

(192.168.1.100,230.10.10.10)
(192.168.1.100,230.10.10.10)
(192.168.1.100,230.10.10.10)
(192.168.1.100,230.10.10.10)

(192.168.1.100,230.10.10.10)

IPv4 PIM: [0] (192.168.1.100,230.10.10.
.10/32) OUTSIDE MRIB modify !A
IPv4 PIM: [0] (192.168.1.100,230.10.10.
IPv4 PIM: [0] (192.168.1.100,230.10.10.
IPv4 PIM: [0] (192.168.1.100,230.10.10.
IPv4 PIM: [0] (192.168.1.100,230.10.10.

IPv4 PIM: [0] (192.168.1.100,230.10.10

[0] (192.168.1.100,230.10.10.
[0] (192.168.1.100,230.10.10.
[0] (192.168.1.100,230.10.10.

[0] (192.168.1.100,230.10.10.
[0] (192.168.1.100,230.10.10.

[0] (192.168.1.100,230.10.10.

Connected status changed from off to on
10/32) OUTSIDE MRIB modify NS

10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify !INS

10/32) MRIB modify !DC

Start registering to 198.51.100.1

Tunnel0 J/P state changed from Null to Join
Tunnel0 FWD state change from Prune to Forward
Updating J/P status from Null to Join

J/P scheduled in 0.0 secs

10/32) INSIDE MRIB modify NS

Set SPT bit

10/32) MRIB modify NS

10/32) INSIDE MRIB modify A INS
10/32) TunnelO0 MRIB modify F NS
10/32) INSIDE MRIB modify !SP

10/32) INSIDE MRIB update (f=2,c=20)

IPv4 PIM J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM: (192.168.1.100,230.10.10.10)

OUTSIDE J]/P state changed from Null to Join

HeHL|CHo| A< FTD). 2™ CHS Register-

<-- The FTI

<-- The FTI



IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE FWD state change from Prune to Forward
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify F NS

IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE Raise J/P expiration timer to 210 seconds
IPv4 PIM: J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE Raise J/P expiration timer to 210 seconds
IPv4 PIM: (192.168.1.100,230.10.10.10) Processing timers

IPv4 PIM: (192.168.1.100,230.10.10.10) J/P processing

IPv4 PIM: (192.168.1.100,230.10.10.10) Suppress J/P to connected source

IPv4 PIM: (192.168.1.100,230.10.10.10) Suppress J/P to connected source

IPv4 PIM: (192.168.1.100,230.10.10.10) Tunnel0 Processing timers

IPv4 PIM: J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM: (192.168.1.100,230.10.10.10) NET207 J/P state changed from Null to Join

IPv4 PIM: (192.168.1.100,230.10.10.10) NET207 FWD state change from Prune to Forward
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify F NS

IPv4 PIM: (192.168.1.100,230.10.10.10) NET207 Raise ]/P expiration timer to 210 seconds
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=29,c=20)

IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on NET207

IPv4 PIM: (192.168.1.100,230.10.10.10) Send [0/0] Assert on NET207

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=9,c=20)

IPv4 PIM: J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Join to Null

IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE FWD state change from Forward to Prune
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify !F INS

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=29,c=20)

IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on NET207

IPv4 PIM: (192.168.1.100,230.10.10.10) Send [0/0] Assert on NET207

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=9,c=20)

IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE Processing timers

IPv4 PIM (192.168.1.100,230.10.10.10) Received Regi ster-Stop <-- The RP s

IPv4 PIM (192.168.1.100,230.10.10.10) Stop registering

IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO J/P state changed from Join to Null
IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO0 FWD state change from Forward to Prune
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) TunnelO0 MRIB modify !F INS

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Tunnel0 Processing timers

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=22,c=20)

IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on INSIDE

IPv4 PIM: (192.168.1.100,230.10.10.10) Set alive timer to 210 sec

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=2,c=20)

PR RPRRRRRR

PIM 2| X|AE] HA|X|= PIM &I X|AE] A E 9} &7 UDP Cl|O|E{E MME 5= PIM HIA|R|Q)L]|C}.



A [pim.type in {1 2)

No. Time Delta Source Destination Protocel Tdentification Length  Group Infor

[ 23 15.8209023 8.000015 192.168.1.100 236.10.10.10 PIMv2 @x9802 (38914).. 1482 Register
24 15,829623 0.000000 192.168.1.100 230.10.10.18 PIMv2 ex9902 (39179). la8z2 Register
25 15.829653 9.000038 192.168.1.180 236.18.10.18 PIMw2 @x9a@2 (39426).. 1482 Register

| | 26 15.829653 8.008000 192.168.1.108 230.10.10.18 PIMv2 oxobe2 (39682).. 1402 Register |
27 15.833224 @.983571 198.51.168.1 192.168.183.58 PIMv2 ex187c (4220) 56 230.16.10.10,2360.18.18.18 Register-stop
28 15,833468 @.009244 198.51.188.1 192.168.183.58@ PIMv2 ox1e7d (4221) 56 239.19.19.10,230.10.16.10 Register-stop
29 15,833681 8.008213 198.51.100.1 192.168.1083.50 PIMv2 exlave (4222) 56 220.10.10.10,230,10.10.10 Register-stop
3@ 15.833018 ©.000220 198.51.108.1 192.168.103.52 PIMv2 ex1e7f (4223) 56 230.10.10.10,230.10.18. 10 Register-stop
31 15. 834109 @.904199 198.51.108.1 192.168.183.58 PIMv2 9x1088 (4224) 56 230.10.10.10,236.10.10.18 Register-stop
32 15.836092 8.881983 198.51.188.1 192.168.183.58 PIMv2 ox1esf (4239) 56 239.19.190.10,230.10.16.10 Register-stop
33 15.836306 8.008214 198.51.1808.1 192.168.183.580 PIMv2 axlaoe (4248) 56 230.16.18.16,236.108.18.16 Register-stop
34 15.836535 2.008220 198.51.108.1 192.168.103.58 PIMv2 ax1e91 (4241) 56 230.10.10.10,230.10.18. 18 Register-stop
e e e e e A s A A s 4 e s Ak s e emy e mme e ae e mme e am am Maal aliam sdam

w

Frame 26: 1402 bytes on wire (11216 bits), 1482 bytes captured (11216 bits)
Ethernet II, Src: Cisco 33:44:5d (fd:db:ed:33:44:5d), Dst: Cisco_fc:fc:dd (dc:de:35:fc:fcida)
£802.10Q virtual LAN, PRI: @, DEI: @, ID: 206

r r jon 4, Src: 192.168.103.58, Dst: 198.51.100.1

v oW

@91e .... = Version: 2
vaa. BBO1 = Typed Register (1)
Reserved byte(s): &u

[Checksum Status: Bad]
» PIM Options

User Datagram Protocol, Src Port: 64742 (64742), Dst Port: avt-profile-1 (5884)
Data (1328 bytes)

W

PIM Register-Stop HIA|X[:

Nlpmipein{12y |
No. Tirne Detta Source Destination Protocal Identification Length  Group ifa
22 15.8296232 @.008015 192.168.1.100 230.10.10.10 PIMv2 2x9802 (38914). 1482 Register
24 15.829623 B.000000 192.168.1.100 230.10.10.10 PIMy2 @x9992 (39170).. 1402 Register
25 15.829653 B.000030 192.168.1.180 230.19.168.10 PIMy2 ©x9a02 (39426).. 1lae2 Register
26 15.829653 0.900008 192.168.1.100  230.19.10.18  PIMv2 exabez (39682). 1402 Register
27 15.833224 9.8083571 198.51.188.1 192.168.183.58 PIMv2 ax1evc (4228) 56 230.10.12,10,230,10.18,. 18 Register-stop |
28 15.833468 B.000244 198.51.1008.1 192.168.103.58 PIMv2 exle7d (4221) 56 239.10.10.1¢,230.10.10.10 Register-stop
29 15.833681 @.900213 198.51.100.1 192.168.103.50 PIMv2 ex1e7e (4222) 56 239.10.198.10,230.10.10.18 Register-stop
3@ 15.83391@ B.008229 198.51.100.1 192.168.13.58 PIMv2 ox1e7f (4223) 56 23@.18.1@.10,230.10.18.18 Register-stop
31 15.834109 @.000199 198.51.168.1 192.168.103.58 PIMv2 Ox1080 (4224) 56 238,18.10,10,230,10.18.18 Register-stop
32 15.836092 ?.201983 198.51.180.1 192.168,123.58 PIMv2 oxlesf (4239) 56 239.10.10.10,230,10.10.18 Register‘-stop
33 15.836306 0.800214 198.51.100.1 192.168.103.58 PIMv2 8x1090 (4240) 56 230.10.19.10,230.108.10.180 Register-stop
34 15.836535 B.008229 198.51.108.1 192.168.103.50 PIMv2 @x1091 (4241) 56 238.18.10.10,230.10.10. 18 Register-stop
iy g, A AmAs R s As ma smm s S PO T R s am sa i mmm am Am sA ey e——
» Frame 27: 56 bytes on wire (448 bits), 56 bytes captured (448 bits)
» Ethernet II, Src: Cisco_fc:fc:d8 (4c:4e:35:fc:fc:d8), Dst: Cisco_33:44:5d (fa:db:e6:33:44:5d)
> 8082.1Q Virtual LAN, PRI: @, DEI: @, ID: 286
» Internet Protocel Version 4, Src: 198.51.100.1, Dst: 192.168.103.58
~ Protocol Independent Multicast
8018 .... = Version: 2
Reserved byte(s):
Checksum: @x29be [correct]
[Checksum Status: Good]
» PIM Options

p £l Wireshark0ll A PIM Register 2! PIM Register-Stop H|A|X|2F & A|5t24H {1.2}2] pim.type
EA EHEE MEELICH

4t 5t (last-hop Bt E{)2 QIE{H O|A OUTSIDEMHIM HE|FHAE AERIE 7121 QIEH o|A
NET207 2 SPT(Shortest Path Tree) &2 A|=HEfLICEH

<#root>
asa#

debug pi m group 230. 10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10



IPv4
IPv4
IPv4
IPv4

<-- A PIM Join nessage

IPv4

| Pv4

PIM:
PIM:
PIM:
PIM:

PIM:

PI M

(*,230.10.10.

(*,230.10.10.10) 31/P processi

(*,230.10.10.
(*,230.10.10.

[0] (192.

168.1.100,230.10.10.

[0] (192.168.1.100, 230. 10. 10.

IPv4 PIM: (192.168.1.100,230.10.10.10)

IPv4

PIM:

[0] (192.

168.1.100,230.10.10.

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10)

<-- The SPT swi tchover starts fromthe

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
(192.168.

Set SPT bit

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

| Pv4

IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

[0] (192.
[0] (192.
[0] (192.
(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.

(192. 168.

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

10) Processing Periodic Join-Prune timer

ng

10) Periodic J/P scheduled in 50 secs
10) J/P adding Join on OUTSIDE

is sent fromthe interface QUTSI DE

10/32) OUTSIDE MRIB update (f=20,c=20)

10) Signal presenta on QOUTSI DE

Create entry
10/32) OUTSIDE MRIB modify NS

RPF changed from0.0.0.0/- to 192.168. 105. 60/ NET207

interface QUTSIDE to the interface NET207

Source metric changed from [0/0] to [110/20]
10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS
10/32) INSIDE MRIB modify F NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify INS

10/32) MRIB modify !DC

Updating J/P status from Null to Join
J/P scheduled in 0.0 secs

10/32) NET207 MRIB modify NS

10/32) OUTSIDE MRIB modify !SP

10/32) OUTSIDE MRIB update (f=2,c=20)
10/32) NET207 MRIB update (f=28,c=20)
10) Signal presenta on NET207

<-- The SPT bit is set

10/32) MRIB modify !SP
10/32) OUTSIDE MRIB modify !A
10/32) NET207 MRIB modify A INS

1.100,230.10.10.10)RPT Updating J/P status from Null to Prune
1.100,230.10.10.10)RPT Create entry
1.100,230.10.10.10)RPT J/P scheduled in 0.0 secs

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.

Set alive timer to 210 sec
10/32) NET207 MRIB modify !SP
10/32) NET207 MRIB update (f=2,c=20)

1.100,230.10.10.10)RPT Processing timers
1.100,230.10.10.10)RPT /P processing

1.100, 230. 10. 10. 10) RPT J/ P addi ng Prune on QUTSI DE

A PI M Prune nessage is sent fromthe interface QUTSI DE

PIM:
PIM:
PIM:
PIM:

(192.168.1.100,230.10.10.10)RPT Delete entry
(192.168.1.100,230.10.10.10) Processing timers
(192.168.1.100,230.10.10.10) J1/P processing
(192.168.1.100,230.10.10.10) Periodic J/P scheduled in 50 secs

<-- The r



IPv4 PIM (192.168. 1.100, 230. 10. 10. 10) J/ P addi ng Join on NET207

<-- A PIMJoin nmessage is sent fromthe interface NET207

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=22,c=20)
IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on NET207

IPv4 PIM: (192.168.1.100,230.10.10.10) Set alive timer to 210 sec

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=2,c=20)

Zgho| erA8g mf FTDS| PIM CI

<tfroot>

IPv4 PIM: J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM (192.168.1.100, 230. 10.10.10) NET207 J/P state changed fromNull to Join
<-- A PIMJoin nmessage is sent fromthe interface NET207
IPv4 PIM (192.168.1.100, 230. 10.10. 10) NET207 FWD state change from Prune to Forward

<-- The packets are sent fromthe interface NET207

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify F NS
IPv4 PIM: (192.168.1.100,230.10.10.10) NET207 Raise ]/P expiration timer to 210 seconds
IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO Processing timers

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=9,c=20)

IPv4 PIM: J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S
IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE J]/P state changed from Join to Null

IPv4 PIM (192.168.1.100, 230. 10.10.10) OQUTSIDE FW state change from Forward to Prune

<-- A PIMPrune nessage is sent fromthe interface OUTSI DE

SPT Z&to| A|ZE|™H FTD mroute:

<#root>
firepower#

show nroute 230.10.10. 10



MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:06/00:03:23, flags: SF

T <-- SPT-bit is set when the swi tchover occurs

Incoming interface: INSIDE
RPF nbr: 192.168.1.100, Registering
Immediate Outgoing interface Tist:

NET207, Forward, 00:00: 06/ 00:03:23 <-- Both interfaces are shown ir

QUTSI DE, Forward, 00:00: 06/00:03: 23 <-- Both interfaces are shown ir

Tunnel0, Forward, 00:00:06/never

SPT Zgto| ZLtH FTDL| OILol= NET207 QIE{H|0|ABF E A[E LICEH

<#root>
firepower#

show nroute 230.10.10. 10

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:28/00:03:01, flags: SFT
Incoming interface: INSIDE
RPF nbr: 192.168.1.100
Immediate Outgoing interface list:

NET207, Forward
, 00:00:28/00:03:01

<-- The interface NET207 forwards the nulticast streamafter the SPT switchover



ASA(last-hop router)l M= SPT HIEE M™ELICH

<{froot>
asa#

show nroute 230.10.10.10

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 01:43:09/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.104.61
Immediate Outgoing interface Tist:
INSIDE, Forward, 01:43:09/never

(192.168.1.100, 230.10.10.10)
, 00:00:03/00:03:27, flags: SJ

T <-- SPT switchover for group 230.10.10.10

I nconmi ng interface:

NET207 <-- The multicast packets arrive on interface NET207

RPF nbr: 192.168.105.60
Inherited Outgoing interface Tist:
INSIDE, Forward, 01:43:09/never

lfo

ASA NET207 QIE{H|O|A(TIEHE =T & ] & EIRE)ZFE Q| ™2 PIM Join(PIM =) H|

AlX|7F FTD(HAE &l ClHto|A)2 MEELCH



[ [{pim.group == 230.10.10.00) && pim.type == 3) && (ip.src == 152.168.105.50)

No. Time eRa Source Destination

| 282 61.891684 2.080000 192.168.105.58 224.0.8.13
1873 120.893225 59.001541 192.168.105.58 224.8.9.13
1174 188.894766 6@.201541 192.168.105.58 224.08.8.13
1276 248.896307 6@, 801541 192.168.185.58 124.8.8.13

£

Provocel
PIMv2
PIMv
PIMv2
PIMv

Identifscation

ex1c71 (7281)
ex6Bac (26796)
exedfa (3576)
Bx6B58 (26712)

Length  Growp
68 230.10.198.19,230.10.10.18
68 238.10.19.10,230.10.10.10
68 230.10.190.19,230.10.10.10
68 238.10.19.18,230.10.10.10

Info

Join/Prune
Join/Prune
Join/Prune
Join/Prune

» Frame 2@2: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)

» Ethernet II, Src: Cisco fé:ld:ae (@d:be:75:f6:1d:ae), Dst: IPvdamcast_od (©1:00:5e:00:06:ad)
> Internet Protocel Versiom 4, Src: 192.168.105.58, Dst: 224.08.8.13

w Protocol Independent Multicast
2018 .... = Version: 2
o el
Reserved byte(s): @@
Checksum: @xfied [correct]
[Checksum Status: Good]
~ PIM Options
» Upstream-neighbﬂr:
rReserved byte(s): o9
Hum Groups: 1
Holdtime: 218
» Groun @
s|Group @: 238.10.10.10/32 |
~INum Joins: 1|
»|IP address: 192.168.1.100/32)(S)
Num Prunes: @

OUTSIDE 2IE{H| 0| A0 A PIM Prune HIA|X|7} RPE & E|o{ HE|IFHAE AEZ|IZ SX|EHL|CH.

[ W [{ip.src == 192.168.104.50 &b pim.type == 3) && (pim.group == 230.10.10.10) &k (pim, e == ) |

Mo, Time Delta Source Destination Protecol Identification Length  Group Info
61&91653 ©.000900 192.168.104.50 224.0.0.13 PIMvZ ©x3a56 (14934) 68 239.10.19.10,230.10.10.10 Join/Prune |
2818 1137.915409 1676.823741 192.168.184.50 224.0.0.13 PIMvZz oxlacf (6863) 68 239.109.19.10,230.10.10.18 Join/Prune
5124 1257.917182  120.001694 192.168.184.58 224.8.8.13 PIMvZ  @xabs52 (2898) 68 239.10.10.10,230.10.10.18 Join/Prune

£ v oW

Protocol Independent Multicast
0018 .... = Version: 2
. 8811 = Type: Join/Prune (3)
Reserved byte{s): @@
Checksum: @xfse2 [correct]
[Checksum Status: Good]
v PIM _Options
>[Up5treamvneighbor: 192.163.19&.61'
Reserved byte(s): @@
Wum GI"-DI.IPS! 1
Holdtime: 21@

~ Group 8
}[Eﬂgup @: 230.10.10.18/32 |
Hum Joins: @
v Num Prunes: 1
> IP address: 192,168.1.108/32 (SR)

Frame 282: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: IPvamcast_ed (81:08:5e:80:00:0d)
Internet Protocol Version 4, Src: 192.168.104.58, Dst: 224.0.0.13

PIM E24Z| &l

<#root>
firepower#

show pimtraffic

PIM Traffic Counters

ETapsed time since counters cleared: 1lw2d



Received

Valid PIM Packets 53934
Hello 36905
Joi n- Prune 6495
Regi st er 0
Regi ster Stop 1501
Assert 289
Bidir DF Election 0
Errors:

Malformed Packets

Bad Checksums

Send Errors

Packet Sent on Loopback Errors

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version
Packets Received with Incorrect Addressing

Sent
63983
77023

494

2052

362

0
0
0
0
0
0
0

L2 Z2 of & B2 of Mo{ XI™HAM MEIE !+

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:
MCAST_FP_FROM_PUNT
MCAST_FP_FORWARDED
MCAST_FP_TO_SP

MCAST_SP_TOTAL
MCAST_SP_FROM_PUNT
MCAST_SP_FROM_PUNT_FORWARD
MCAST_SP_PKTS
MCAST_SP_PKTS_TO_FP_FWD
MCAST_SP_PKTS_TO_CP
MCAST_FP_CHK_FAIL_NO_HANDLE
MCAST_FP_CHK_FAIL_NO_ACCEPT_IFC
MCAST_FP_CHK_FAIL_NO_SEQ_NO_MATCH
MCAST_FP_CHK_FAIL_NO_FP_FWD
MCAST_FP_UPD_FOR_UNMATCH_IFC

EHAEZ s™dclEs 5HE 20 F=

2712 Number
94901 Number
1105138 Number

1107850 Number
2712 Number
2712 Number
537562 Number
109 Number
166981 Number
567576 Number
223847 Number
131 Number
313584 Number
91 Number
cholo 2 3:

<- -

<- -

<- -

of
of
of
of
of
of
of
of
of
of
of
of
of
of

CRIEET

Pl M Regi st er

PI M Joi n/ Prune nessages

nessages

Pl M Regi ster Stop nessages

multicast packets punted from CP to FP
multicast packets forwarded in FP

multicast packets punted from FP to SP
total multicast packets processed in SP

multicast
multicast
multicast
multicast
multicast
multicast
multicast
multicast
multicast

times that multicast flow's ifc_out

packets
packets
packets
packets
packets
packets
packets
packets
packets

punted from CP to SP

coming from CP that are for
that require slow-path atte
that skip over punt rule an
punted to CP from SP

failed with no flow mcast_h
failed with no accept inter
failed with no matched sequ
that cannot be fast-path fo
cannot b



FTD (*, 230.10.10.10)@ ASA {19230 Lais-a0]

IM Register+Data
Multlcast stream (Data i R1 ‘M IGMP iﬁi :
: INSIDE SIDE § PIM Prune INSIDE

% -g.n-_p RP QUTSIDE

— 198.51.100.1

Data . client 192.168.2.100
\'% ) > NET207  (multicast receiver)
PIM Join (SPT Swnc_hover}

server 192.168.1.100 )
(multicast source for NET207
group 230.10.10.10)

1.9E SAEH2)E HE|FHAE AEZ 230.10.10.100 7t 43t7| /51 IGMP 2T ME T&E
L|Ct.

2. PIM DRQ! ASA(last-hop router)= (*, 230.10.10.10) &S5 & MAgL|CH
3. ASAE & 230.10.10.1001 CH3H RPZ PIM Join HIA|X|& EHL|Ct
4. RPE (*,230.10.10.10) &S & MMgtL|CH
5. M= HE|FHAE AEZ HIO|EE & FLICH
6. FTDE= PIM B XIAE| HIAIR|OIAM HEIFHAE TZS HE3516101 RPE ME(RLIFHAE)EL
Ct. O] AU RPE &4 =417|7t JUS S &Qlstn HEIFHAE IHZ 2 U &35t6t0{ +4
7|2 HESELICE
7. RPE PIM Join(PIM = Q1) HIA|X|E FTDOI| & 5lod HEIFHAE EE|of| ZQlgtLCt
8. RP= FTDO PIM Register-Stop HA|X|E & EHLICH
9. FTDE RPE &3l WO|E|2 HE|FHAE AEZ|(PIM 9H§—§+ )2 &t
10. ASA(last-hop router)= A 2A(192.168.1.100)7F NET207 QE{HO|AMM O LI2 ZBZE 71X|

T USS EQIsn MEE AIRELICE PIM Join(PIM Z9Q) HIAIX|E YA ER] ClHIO|A
(FTD)E &Lt

11. OtX[8} & 2t E{= RPO{ PIM Prune HIA|X|& ZEL|Ct,

12. FTD= HE|IFHAE AERIZ NET207 QUE{H 0| AE M ELICH ASATH 3R EEI(RP EC
)M &4 EE|(SPT)Z O|S & LICt.

29 2 - PIMBSR(REAE® B} RE) 724
BSR 7|& At

. BSR(RFC 5059)2 PIM Z2E 22 A5t C|HIO|A7} RP HEE SX0 2 sta s £ 9
L8 ot ZHEE Z2Q HEFHAE HIFALIE LT
« BSR 78'9_|:
- 22 RP(C-RP): RP7} £|7|& ¢35l ClHFO|AQILICH
. Candldate BSR (C-BSR) : BSRO| £| 1A} 5t= & %|2 RP-sets& CHE & x|2 Z T EHCH

X
40
x
H>
Ho
N

- BSR: B2 C-BSRE &0iM BSRE M &l C|HIO|AO|CH 7HE £2 BS
M7HolM s 2Btk

- RP-set: 2& C-RP ¥ alid @M =2l S5 L|CH

- RP:RP M=2|7t 7HE &2 Ex|7F M=ol S LIC

- BSR PIM HIAIX|(H[0{ R1F): BSR ME0f| AL Eli= PIM MHIA|X|LICEH.

. BSR PIM HIA|X|(2E}): 224.0.0.13 IPE M El= PIM HIAIX|2, RP-set 2! BSR M
7t 2=l A& Lt

BSR2| 55 4]



1.BSR & 7|7

Zt C-BSR2 M&=2|E Z&sl= Bl PIMBSR HAIX|E MESHCH ME=Q7 71 =2
(fallbackO| 7}& =2 IPY) & x|7t M7{0l M £2l5t04 BSRO| ElCt. LIHX| & %|= O 0|4 ¥l BSR
HIAIXRIE ELHX| &t =L}

F{ (p:100)

h ':F’ mD]’

C-BSR (p:70)

l BSR election
C-BSR (p:200)

C-RP (p:100) C-RP (p:0)

— = v

-ﬂ:

- . .
B 7 |

M7 3Hol M A8 E[= BSR HIAIX|= C-BSR M= HEBHES Z &L




A [pim.type == 4

Fio. Timeg Delta Source Destination Protocol Identificatian Length  Group Info
2 6.437481 a8.8008e88 192.168.183.58 224.8.8.13 PIMv2 ax2748 (IBBIIB:I 52 Bmtstrap
8 66,.643725 68, 286324 192,.168.183.50 224.08.08.13 PIMw2 8x1559 (5465) 52 Bootstrap
13 126. 858814 68, 286289 192.168.183.50 224.8.8.13 PIMw2 exod3iz (3378) 52 Bootstrap

<

» Frame 2: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)
» Ethernet II, Src: Cisco_33:44:5d (fd:db:e6:33:44:5d), Dst: IPvamcast_©d (91:00:5e:90:80:0d)
» 802.1Q virtual LAN, PRI: ©, DEI: @, ID: 286
» Internet Protocol Version 4, Src: 192.168.103.58, Dst: 224.0.08.13
~ Protocol Independent Multicast
2818 .... = versiom: 2
. 8188 = Type: Bootstrap (4)
Reserved byte(s): @@
Checksum: @xdaad [correct]
[Checksum Status: Good)
~ PIM Options
Fragment tag: @x687b
Hash mask len: @
BSR priority: e
» BSR: 192.168.183.50

WiresharkOl|A{ BSR H|A|X[E EA|SIE{H CHE EA| HEIE AFSELICEH pim.type ==

2. C-RP= C-RP &M &=2|7} &=l BSRE {L|IFHAE BSR HA|X|E A& EHLICEH

C-BSR (p:100)
C-RP (p:100) C-BSR (p:70)

ﬁ

—
= S

C-RP

I am the BSR
C-BSR (p:200) C-RP

C-RP (p:100) d— | rp (p0)
ﬁ —— ——

e ) ] :
ﬁ ﬁ

=H RP HAIX|:



A [pimtype == 8

lig. Time
35 383.703125

Deka Source

@, 000000 192.0.2.1

Destnation Frotocol
192.168.183.50 PIMv2

802,10 Virtual LAN, PRI: 8, DEL: @, ID: 206
Internet Protocol Version 4, Src: 192.9.2.1, Dst:
v Protocol Independent Multicast

woowr owr e |

192.168.183.50

ee1e .... = version:
. 1008 = Type:%ndidate-RP—Aduerti;euent & |
Reserved byte(s):

Checksum: 8x3263 [correct)
[Checksum Status: Good]
~ PIM Options
Prefix-count: 1
Priority: @

Iv RP: 192.68.2.1 I

Address Family: IPva (1)

Encoding Type: Native (@)

Unicast: 192.8.2.1

Address Family: IPwa (1)

Encoding Type: Mative (@)
> Flags: oxge

Masklen: 4

Group: 224.9.8.8

WiresharkO| A BSR H|A|X|E EA|SIE{T™ CI E A

3. BSR2 RP-setg #4311 2 PIM W|O|HHof| &1

Idemification
Bxdcal (19624)

Frame 35: 68 bytes on wire (488 bits), 6@ bytes captured (48@ bits)
Ethernet II, Src: Cisco_fo:fc:d® (dc:de:35:fc:fc:da), Dst: Cisco_33:44:5d (fd:db:es:33:44:5d)

il
=

St
=

EE A8

Length  Growp Infa
6@ 224.0... Candidate-RP-Advertisement |

grL|Ct. pim.type =

LICt.

C-RP (p:100)

C-BSR (p:200) |
C-RP (p:100)

i —

RP-set

-ii:.:Ih-

C-BSR (p:100)

RP-set

RP-set

C-BSR (p:70)

o
-1-:!g:.--

C-RP (p:0)

o
—
= Sl

RP-set




| {ip.sre == 102.168.105.60) 8& (pim.type == 4) |

M, Time Dalta Source Dastination Fratocol Edartification Length  Group

[ 152 747.188256 1.891297 192.168.105.60 224.8.8.13 PIMv2 exabec (2@52)
<

Inifiy
24 224.9.9.8,224.0.8.8  Bootstrap |

Frame 152: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II, Src: Cisco_33:44:5d (f4:db:e6:33:44:5d), Dst: IPvdmcast_ed (01:00:5e:00:00:ad)
802.1Q Virtual LAN, PRI: &, DEL: @, ID: 207
Internet Protocel Version 4, Src: 192.168.105.68, Dst: 224.0.0.13
Protocel Independent Multicast
2018 .... = version: 2
Reserved byte(s): @@
Checksum: @x264f [correct]
[checksum Status: Good]
~ PIM Options
Fragment tag: @x2412
Hash mask len: @
BSR priority: 188
» BSR: 192.8.2.2
~ Group @: 224.0.8.0/4
Address Family: IPva (1)
Encoding Type: Native (@)
» Flags: exee
Masklen: 4
roup: 1.0.8.0
| RP count: 2
RP count:
Priority: @

€ W W W

0 1

pldtime: 158

> RP 1: 192.0.2.2
Holdtime: 158

Reserved byte(s): @@

Reserved byte(s): @@

4. ctRE/Y3HE0|RP MEE 7t 7t 2 ?4deflof wet RPE MEfEfLICH

[ |

C-BSR (p:100)
C-RP (p:100) C-BSR (p:70)

| use R6 as RP since
has priority 0

| use R6 as RP since
has priority 0




ko
=

A
FO
0o

T A
ol EZZX|o] 2} C-BSR 2! C-RPE FAJghLCt.

C-BSR pricrity 100
C-RP priority 100
lo0 192.0.2.2

INSIDE 192.168.2.x/24

192.168.104.x/24

NET207 .50 .70

192.168.105.x/24 192.168.3.x/24

NET207 go
61

sl R

mOUTSIDE  192.168.103.x/24
lo0 192.0.2.1

C-BSR priority O

C-RP priority 0

0| 2F42 I3 FTDE BSR priority 02 2 OUTSIDE QIE{H|0|A 9| C-BSRE A AIS g E3HoF &L
Ct.
£58M

FTDO CHEF FMC 7 A:



Overview Policies

~L Firewall Management Center R
NGEW Bout alysis

Devices

Objects Integration

FTD4125-1
Cisco Firepower 4125 Threat Dafense
Interfaces Inline Sets DHCP
X Enable Multicast Routing (Enabling Multicast Routing checkbox
Manage Virtual Routers
Protacol Meighbor Filter Bidirectional Neighbor Filter

Interaca:®
OUTSIDE v

Hashmask Langth

OSPFu3 0
EIGRP Priority:
RIP 0

Palicy Based Routing

~ BGP Configure this FTD as Border Bootstrap Router (BSR) (opticnal)

1Py

Interface

*~ Multicast Routing

IGMP

multicast-routing
|

pim bsr-candidate OUTSIDE 0 0O

CHE ClHfola o] m e o]M:

R1

ip multicast-routing

ip pim bsr-candidate LoopbackO 0

ip pim rp-candidate Loopback0

I

interface Loopback0

ip address 192.0.2.1 255.255.255.255
ip pim sparse-mode

I

Rendervous Points Route Tree

will emable both IGMP and PIM on all Interfaces.)

Request Filter

Enalble BSR

! PIM is also enabled on the transit interfaces (e.g. G0/0.203, G0/0.207, G0/0.205)

R20| M= S5t X|EF C-BSR & C-RP M =2|7| CI&

ip pim bsr-candidate Loopback0 0 100
ip pim rp-candidate LoopbackO priority 100

Bootstrap Router




LIC O|&H st 2 E QIE{H| 0|A 0| A PIMO|

ASAOIME MAMo = HYSHE HEIFHAER &
st ELuc.

multicast-routing

=H0|

= -

R2= 7t% =2 M= 2 elsi MEE BSRLICY.
<#root>

firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information

BSR Address: 192.0.2.2

Uptime: 00:03:35, BSR Priority: 100

)

Hash mask length: 0
RPF: 192.168.1.70,INSIDE

<-- The interface to the BSR

BS Timer: 00:01:34
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priori

R12 2M&=L71 7HE Hot RPE MEEILICEH

<#root>
firepower#

show pi m gr oup- map

<-- This is the IP of the BSR (Rl |00)

ty: 0, hash mask length: 0

Group Range Proto Client Groups RP address Info
224.0.1.39/32%* DM static 0 0.0.0.0
224.0.1.40/32%* DM static 0 0.0.0.0
224.0.0.0/24* L-Local static 1 0.0.0.0
232.0.0.0/8* SSM config 0 0.0.0.0



224.0.0.0/4

*

SM
BSR
0
192.0.2.1

RPF: OUTSIDE,192.168.103.61

<-- The el ected BSR

2.2 RPF: INSIDE,192.168.1.70
.0 RPF: ,0.0.0.0

o

224.0.0.0/4 SM BSR
224.0.0.0/4 SM static 0

o
o N
o o

fjo
ok
o
ok
4>
30
Iy
r
o

BSR MHIA|X|= RPF AALE #H&LICE debug pim bsr& &/d3t5t0{ CHS

<#froot>

IPv4 BSR: Received BSR message from 192.168.105.50 for 192.0.2.2, BSR priority 100 hash mask Tength 0
IPv4 BSR:

BSR nessage

from 192.168.105.50/
NET207

for 192.0.2.2

RPF fail ed, dropped

<-- The RPF check for the recei ved BSR nessage failed

RPF QIE{H|O|AE #HZBstEA™ ™ mroute& T HE £ AUELICH O ool M &=t 2 1P
192.168.105.502| BSR HIA|X|E $=2t8tL|LCt.



Danvice Routing Interiaces Irlire S5 DHCP

Sourca NMeterork RPF Address Source Interfnce

Add Multicast Route Configuration @

Souncl MNetwark:*
| bsr_192.0.2:2 r | 4+
nierface
- Address
RPF Ackdngss:"

| 192.168.105.50

B .
LHETance

<ffroot>

firepower#

show run nroute

mroute 192.0.2.2 255.255.255.255 192.168.105.50

<#root>
firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information
BSR Address: 192.0.2.2
Uptime: 01:21:38, BSR Priority: 100, Hash mask Tength: 0

RPF: 192.168. 105. 50, NET207

<-- The RPF check points to the static mroute
BS Timer: 00:01:37
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask length: 0

O|AM NET207 2/E{H|0|A S| BSR HIA|X|= =2 Z|X|2 INSIDEM| M= AFAELICEH



<ffroot>

I Pv4 BSR Received BSR nessage from 192.168.1.70 for 192.0.2.2, BSR priority 100 hash nask |l ength O

I Pv4 BSR BSR nessage from 192.168. 1. 70/ 1 NSIDE for 192.0.2.2 RPF failed, dropped

I Pv4 BSR Received BSR nessage from 192. 168.105.50 for 192.0.2.2, BSR priority 100 hash mask length O

<-- RPF check is K

U3t M traceE S8t captureE #4385t BSR HAIX|7t XME|Zl= & Al & QIgLCt.

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 276 bytes]
match pim any any

capture CAPO type raw-data trace interface OUTSIDE [Capturing - 176 bytes]
match pim any any

PIM @4732 WatHolM SRE|22 £HolM 88
of BLCt

HEE EAlsted™ o Ciet AZEE XI*

rob

<#root>
firepower#
show conn all | i PIM

firepower# show conn all | include PIM

PIM OUTSIDE 192.168.103.61 NP Identity Ifc 224.0.0.13, 1idle 0:00:23, bytes 116802, flags
PIM NET207 192.168.104.50 NP Identity Ifc 224.0.0.13, idle 0:00:17, bytes 307296, flags
PIM NET207 192.168.104.61 NP Identity Ifc 224.0.0.13, 1idle 0:00:01, bytes 184544, flags
PIM NET207 192.168.105.50 NP Identity Ifc 224.0.0.13, +idle 0:00:18, bytes 120248, flags
PIM INSIDE 192.168.1.70 NP Identity Ifc 224.0.0.13, +idle 0:00:27, bytes 15334, flags

PIM OUTSIDE 224.0.0.13 NP Identity Ifc 192.168.103.50, idle 0:00:21, bytes 460834, flags
PIM INSIDE 224.0.0.13 NP Identity Ifc 192.168.1.50, idle 0:00:00, bytes 441106, flags
PIM NET207 224.0.0.13 NP Identity Ifc 192.168.105.60, idle 0:00:09, bytes 458462, flags

firepower#
clear conn all addr 224.0.0.13

8 connection(s) deleted.
firepower#

clear cap /al



<#root>
firepower#

show capture CAPlI packet-nunber 2 trace

6 packets captured

2: 11:31:44.390421 802.1Q vlan#205 P6

192.168.1. 70 > 224.0.0.13
ip-proto-103, length 38

<-- Ingress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

ResuTt: ALLOW

ETlapsed time: 4880 ns
Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTt: ALLOW

Elapsed time: 4880 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP Toad balancing

Result: ALLOW

ETlapsed time: 9760 ns

Config:

Additional Information:

Destination is Tocally connected. No ECMP load balancing.
Found next-hop 192.168.1.70 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

Elapsed time: 4392 ns

Config:

Additional Information:

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 4392 ns
Config:

Implicit Rule



Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 18056 ns
Config:

Additional Information:

Phase: 9

Type: MUILTI CAST <-- The multicast process

Subtype: pim

Result: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 10

Type: MULTICAST
Subtype:

Result: ALLOW

ETapsed time: 488 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20008 ns

Config:

Additional Information:

New flow created with id 25630, packet dispatched to next module

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up



output-line-status: up

Action: allow

Time Taken: 76616 ns

RPF Alm{2 QI3 PIM Z{Z!O| AMA|E|H FH2 CHS

<#root>
firepower#

show capture NET207 packet-nunber 4 trace

85 packets captured

4: 11:31:42.385951 802.1Q vlan#207 P6

192.168. 104. 61 > 224.0.0.13 i p-proto-103

, length 38

<-- Ingress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 11224 ns

Config:

Additional Information:

1 2o EAIELICH

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 3416 ns



Config:
Additional Information:
Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Result:

input-interface: NET207(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Time Taken: 25376 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: franme 0x0000558f240d6el5 fl ow (N

<-- the packet is dropped due to RPF check failure

ASP El0|£0]| ArM| & A E|™ CHZ 1 Z 0] show RPF-failed TZ!0| & A|ELICH

<#root>
firepower#

show asp drop

Frame drop:

Reverse-path verify failed (rpf-violated) 122
<-- Multicast RPF drops
Flow is denied by configured rule (acl-drop) 256
FP L2 rule drop (12_acl) 768

RPF A= Qls A& mZ!S ZxistcdH

<#root>
firepower#

capture ASP type asp-drop rpf-violated

<#root>
firepower#

show capture ASP | include 224.0.0.13

2: 11:36:20.445960 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 38
10: 11:36:38.787846 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 38



15: 11:36:48.299743 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, length 46
16: 11:36:48.300063 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, length 46

H|-2|.|:|=101| |_-_|.|o|- EC 4%_#5 uku-l%

e =2 HE|IFHAE EEZZ X|0f|AM eatedo| odstof et EhatE
LICH A siES e HE BHA S5

1. —'?'—Xﬂ dY A Yol CHer XEAE LIE S BE S| LI HRIE HEE Z8(IGMP/PIM) &
ol 2

= Olo|E{ ZCiQ(HEIFHAE AER]) BEXNZE &5 EAAI2.
2. Hfgru#ow HE|FHAE BEXME EB{EwTst7| fIE B+ A =2 HE|FHIAE EEZX|

E HE5| stle JeLIc x|ASHCS AME S ZO._IéH E&tL|C},
- HE|FHAE EZEZX|0M &3lE9| 48 - FHR, LHR, RP &

=ClE 7+ i
4 — - =
o Wateof HEIFHAE QlasAa 2 OI:LE{lﬁ OIE{m|O|A 7} T EHL|CH
* RP.
o HFAXI AAIP FTA.
- HEIHAEE IP 4 U SMX| ZES J&seLCH

. YEPHAE AERIO| S ATIRILICH

3. WEIHAE 228 SH(Stub £ PIM HEPHAE 2H9E)S AldeiLin
« Stub HE|FHAE E|'°E' SHMIAE %%E M3stn HEIFHAE EIfE S &0[5HH &
C}. stub HEIFHAE 22 Elof l:HéH TAE 42 ASAE IGMP Z= A| of|0|FE 8te &fLc}
(ASAE HEIFHAE 2t E/0f 2F15| Zofsts CHAIIGMP HAIXIE HAER HEPHAE &t
SE{Z MEFLICH YAER HEIHAE BH2EIE TEIHAE Clo| HEFS MHELICH

stub ZE 2tRE S A¥H35tE{™ show igmp interface W& E AFE St IGMP forward Z1I|1

cilo|ME felghLict.

<#root>
firepower#

show i gnp interface

inside is up, line protocol is up
Internet address 1is 192.168.2.2/24
IGMP is disabled on interface
outside is up, Tine protocol 1is up
Internet address 1is 192.168.3.1/24
IGMP is enabled on interface
Current IGMP version is 2
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP Timit 1is 500, currently active joins: 0
Cumulative IGMP activity: 0 joins, O leaves

I GW forwarding on interface inside



ICGMP querying router is 192.168.3.1 (this system)

PIM2 QIE{H[O|A0A & E3tE[X|2F Q1Y 2A|7F DEE(X| ef&LICH

<#root>
firepower#

show piminterface

Address Interface PIM Nbr HeTllo DR DR
Count Intvl Prior

192.168.2.2 inside on 0 30 1 this system
192.168.3.1 outside on 0 30 1 this system
firepower# show pim neighbor

No nei ghbors found.

PIM-SM/Bidir ¥ IGMP &2 SA|ol| X| ¢ ElX| L& LIt

RP AL Z2 SM2 28 &+ i&LICH

rlo

<#froot>

%rror: PIMSMBidir and 1 GW forwardi ng are not supported concurrently

. PIM HE|FHAE IR E - PIM HE|FHAE 2} SREIO| 7FAF Htxio| 1=l |C}, dtste
PIM-SM & Fehgf PIME 25 X|@ELICH PIM-SM2 7|2 |RLIFIAE 2t*E
£ o WEPHAE XY 22T HE 7|8 A8 st HEPIAE BleE Z2E2Q |E
HEIFHAE D&Y B RP(Rendezvous Point)ofl FE7I Qe B & B2 EEE 255D
MEfMo = HE|GHAE AAT 2B Fz EEE YEELICH 0| 75 ZE0AME stub 2=
o S| ALV} Ut o 2 RP FA HI|ado|ME FAI5HH, wate2 mlo2te| PIM Q!
Hde d-goh

(oE
=5
7

r—.I r|o

CC
o

—_

|_

<#root>
firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map



Group Range
224.0.1.39/32%*
224.0.1.40/32%*
224.0.0.0/24%*
232.0.0.0/8*

224.0.0.0/ 4*

224.0.0.0/4

firepower#

show pi m nei ghbor

Neighbor Address

192.168.2.1
192.168.3.100

4. RPIP FA7I =D EH 7S

<#root>
firepower#

show run pim

Proto Client

DM static
DM static
L-Local static
SSM config
SM config
SM static

Interface

inside

outside

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group Range
224.0.1.39/32*
224.0.1.40/32*%
224.0.0.0/24*
232.0.0.0/8*

224.0.0. 0/ 4*

224.0.0.0/4

<tfroot>

firepower#

show pi m gr oup- map

Group Range

224.0.1.39/32*

Proto Client

DM static
DM static
L-Local static
SSM config
SM config
SM static

Proto Client
DM static

Groups
0

0
1
0

[

Uptime

00:02:52 00:01:19 1

RP address
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
10.10.10.1
0.0.0.0

Info

RPF. inside, 192.168.2.1 <---

RPF:

,0.0.0.0

Expires DR pri Bidir

00:03:03 00:01:39 1 (DR)

Groups RP address

0

0
1
0

BN

Groups RP address

0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
10.10.10.1
0.0.0.0

0.0.0.0

Info

RPF: inside, 192.168.2.1 <---

RPF:

Info

,0.0.0.0

RP address is 1(

RP is 10.10. 10.



224.0.1.40/32%* DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/8* SSM config O 0.0.0.0

224.0.0.0/ 4* SM config 1 192.168.2.2 RPF: Tunnel 0, 192. 168.2.2 (us) <---
224.0.0.0/4 SM static 0 0.0.0.0 RPF: ,0.0.0.0

A #1:wsise = A0 RPY FHRO| 2 4 gieLch

5. HE|FHAE EEZX[0lM E3teo| g BX| S0 et FIF 232 Lo
FHR

« QIE{HO|A Tunnel0 & EHE & QIEILICI O| QIE{H|O|A = PIM HO|ZE LHE 9|
AE EffEE =315t PIM B R|AE HIE EEH0| & RPO| RLIFHAE uH%’J% &6t
= ol A2 ElLCH

<tfroot>

firepower#

show interface detail | b Interface Tunnel O

Interface TunnelO "", is up, line protocol is up

Hardware is  Available but not configured via nameif
MAC address 0000.0000.0000, MTU not set
IP address unassigned
Control Point Interface States:
Interface number is un-assigned
Interface config status is active
Interface state is active

firepower#

show pi m tunnel
Interface RP Address Source Address

Tunnel0 10.10.10.1 192.168.2.2

« mroutes E0l:

<#root>
firepower#

show nroute

“us” mear



Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Regi stering state
indicates raw traffic is encapsul at ed.

Gl

Timers: Uptime/Expires
Interface state: Interface, State
(192.168.2.1, 230.1.1.1), 00:00:07/00:03:22, flags: SFT
t hat

Incoming interface: inside
192.168. 2.1, Registering <---

RPF nbr:
Immediate Outgoing interface list:
outside, Forward, 00:00:07/00:03:26
Tunnel 0, Forward, 00:00:07/never <--- TunnelO is in AL,
ZEEPIM 2! £ 415HH Tunnel0O| OILMIAM AN HEILICH 1
T o|aBlA QIEHO|AE Sdl HA| HE|IFHAE ERiEE MEE

43124 0| Register-Stop HIE 7}
ChS 22 H=sE X6t
LICt.

<#root>
firepower#

Multicast Routing Table
C - Connected, L - Local, I - Received Source Specific Host Report,

show nroute
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:07:26/00:02:59, flags: SFT
Incoming interface: inside

192.168.2.1

RPF nbr:
Immediate Outgoing interface Tist:

Forward, 00:07:26/00:02: 59

out si de,
E+0|.
= —-

« PIM BIX|AE 7I2H

<#root>
firepower#

show pimtraffic



PIM Traffic Counters
ETapsed time since counters cleared: 00:13:13

Received Sent
Valid PIM Packets 42 58
Hello 27 53
Join-Prune 9 0
Regi st er 0 8 <--- Sent to the RP
Regi ster Stop 6 0 <--- Received fromthe RP
Assert 0 0
Bidir DF Election 0 0
Errors:
Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing 0

o« &3t RP 7Ho| RLIFHAE PIM THZ! X E & QIgtLCt.

<#froot>

firepower#

capture capo interface outside natch pimany host 10.10.10.1 <--- RP IP

firepower#

show capture cap

4 packets captured

1: 09:53:28. 097559

2: 09:53:32.089167
3: 09:53:37.092890

4: 09:53:37.095850

P V|
o
O T
o> i
T mo
=

192.168.3.1 > 10.10.10.1 ip-proto-103, |length 50 <--- Unicast to RP

192.168.3.1 > 10.10.10.1 1ip-proto-103, length 50
192.168.3.1 > 10.10.10.1 1ip-proto-103, length 50

10.10.10.1 > 192.168.3.1 ip-proto-103, length 18 <--- Unicast fromRP

A

fLICHx.xxxE HEIFHAE &, yyyyE RPIP). 38 E #H £ &

P

I
o
rr



<tfroot>

show

show

show

show

show

show

show

show

show

show
show

conn all protocol udp address x.X.X.X

| ocal - host x. x. X. X

asp event dp-cp

asp drop

asp cluster counter

asp table routing y.y.y.y

route y.y.y.y

nrout e

piminterface

pi m nei ghbor
pimtraffic

show i gnp interface
show nfib count

- YA HE[FHAE QIE{H 0|4 mHZ! L ASP AKX X E =TT LICH
<#root>

capture capi interface

buf fer 32000000 match udp host X host Z <---

(ingress capture for nulticast

UDP traffic from host



capture capo interface

multicast UDP traffic from host )

(egress capture for

buf fer 32000000 mat ch udp host X host Z <---

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for multicast |
Syslog HIA|X] - ID= 302015, 302016 2! 710005.
RP
« QIE{HO|A Tunnel0 4EHE = QIELICH O QIE{H|0|A= PIM HO|2ZE LHo| HA| HE|FHA
E E21Z2 Z£ 85T PIM-stop HIE E&0| /= FHROI fLIFHAE 1jZg HM&sHs o
ArZEL|CH
<#root>
firepower#
show interface detail | b Interface Tunnel 0
is up

is up, line protoco

Interface Tunnel O
AvailabTle but not configured via nameif

Hardware is
MAC address 0000.0000.0000, MTU not set

IP address unassigned

Control Point Interface States
Interface number is un-assigned

Interface config status is active
Interface state is active

firepower#

show pi m tunne
Source Address

Interface RP Address



192.168.2. 2

Tunnel O 192. 168. 2. 2
Tunnel0 192.168.2.2 -
« mroutes &9l
<tfroot>

firepower#

show nroute
C - Connected, L - Local, I - Received Source Specific Host Report,

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

Multicast Routing Table
S<--- *, Gentry

J - Join SPT
fl ags:

Timers: Uptime/Expires
Interface state: Interface, State
01: 04:30/00: 02: 50, RP 192.168.2.2,

230.1.1.1),

*

Tunnel O

I ncom ng interface:

RPF nbr: 192.168.2.2
Immediate Outgoing interface list:
ST S<--- S, Gentry

fl ags:

out si de
Forward, 01:04:30/00:02:50
00: 00: 04/ 00: 03: 28,

(192.168. 1. 100, 230.1.1.1),

Incoming interface:

i nsi de
RPF nbr: 192.168.2.1
Immediate Outgoing interface list:
out si de, Forward, 00:00:03/00: 03: 25

5tO|-
—_-

« PIM 7}2E

<ttroot>



firepower #

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 02:24:37

Received Sent

Valid PI M Packet s 948 755
Hell o 467 584
Joi n- Prune 125 32
Regi st er 344 16
Regi ster Stop 12 129
Assert 0 0
Bidir DF Election 0 0
Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing 0

- Tt £ P LICHxx.xx= HEIFHAE OF,yyyy=E RPIP). &
[0l E&Lct.
<#root>

show conn all protocol udp address Xx.Xx.X.X

show conn all | i PIM

show | ocal - host Xx. X. X. X

show asp event dp-cp

show asp drop



show asp cluster counter

show asp table routing y.y.y.y

show route y.y.y.y

show nroute

show pi minterface

show pi m nei ghbor

show i gnp interface

show nfi b count

- HAIHEFHAE QIE{H 0o|A IiZ! L ASP A K| X E +EITFLICH

<tfroot>

capture capi interface

buf fer 32000000 nmatch udp host X host Z <--- (ingress capture for nulticast UDP traffic from host

capture capo interface

buf f er 32000000 mat ch udp host X host Z <--- (egress capture for multicast UDP traffic from host >



capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for nulticast |

« Syslog - 3& ID= 302015, 302016 Z! 710005.

LHR

* Mroutes:

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:23:30/never, RP 10.10.10.1, flags: SCJ <--- C flag neans connected

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tlist:

out si de

, Forward, 00:23:30/never

receiver

(192.168.1.100, 230.1.1.1), 00:00:36/00:03:04, flags: SIT <--- J flag indicates switchover to SPT, T fle

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Inherited Outgoing interface Tlist:



out si de

, Forward, 00:23:30/never

(*, 230.1.1.2), 00:01:50/never, RP 10.10.10.1, flags: SCJ <---
Incoming interface:
i nsi de
RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:
out si de
, Forward, 00:01:50/never
(192.168.1.100, 230.1.1.2), 00:00:10/00:03:29, flags: SIT <---
Incoming interface:
i nsi de
RPF nbr: 192.168.2.1
Inherited Outgoing interface Tist:
out si de
, Forward, 00:01:50/never
« IGMP 1 &:
<#root>
firepower#
show i gnp groups detail <--- The list of | GW groups
Interface: outside
G oup: 230.1.1.1
Uptime: 00:21:42
Router mode: EXCLUDE (Expires: 00:03:17)
Host mode: INCLUDE
Last reporter: 192.168.3.100 <--- Host joined group 230.1.1.1

Source 1ist 1is empty
Interface: outside

G oup: 230.1.1.2

C flag nmeans connected receiver

<--- J flag indicates switchover to SPT



Uptime: 00:00:02

Router mode: EXCLUDE (Expires: 00:04:17)
Host mode: INCLUDE

Last reporter: 192.168.3.101 <---

Source 1ist 1is empty

- IGMP EZ{E &

<#root>
firepower#

show ignp traffic

Al:

IGMP Traffic Counters
ETlapsed time since counters cleared: 1d04h

Host j oined group 230.1.1.2

Received Sent
Valid IGMP Packets 2468 856
Queries 2448 856
Reports 20 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
MaTlformed Packets 0
Martian source 0
Bad Checksums 0
B AE| Od29/x
PIM EEE4#E BH(XIE AE)
BHE2 ASELCH MH
show running-config HE|FHAE 2} ||&&2 0| HE[FHAE 2t 0| 8 H35tE[o] U=X] &l
<& sto{™
show run mroute weteo A HE 1 EH 2 E 2™
show running-config pim 3ol PIM Aol E EiEdH




show pim 2IE{H| 0| A

PIMO| &4
ghlct.

431l sk ©

OIE{H|0|A L PIM W|O|HHE

show pim neighbor

PIM 4 O|HHE Er{H

show pim group-map

RPO| OfEE HE|FHAE O &

mroute E A

A HEPHAE 2t S HO|ES EoiH

mroute 230.10.10.10 ZEA| Ed HEFHAE O 50f CiE HE|FHAE E|0|E S EBiH
. 2320t RP AtO[of PIM E{EO| T F E[0{ U=XK| QT
show pim tunnel ct
show conn all detail address gh3teqnt RP AFO[Od| 242 (PIM E{'d)0| A E|o{ JI=X| =
RP_IP_ADDRESS 2l
show pim EZZX| 2l pIM EEZX| £ He{H
. Ol CIHO= WatHoM ELD 8= 2 E PIM HAIRIE &
C
IE1=L pim Al
. Ol ClHaE= §H HEIFHAE T Eo| Y3tHo|MH 2L &
ClHH a8 10. -
|42 pim 215 230.10.10 = D E PIM HIAIXIE EAIRLCH
show pim traffic =4 2 MEE PIM HAIX|of CHEF SHIE 2™
2 A2 o wE ZZ ol Mo{ X|I™HoM M2z A
show asp cluster 7H2E a0l it BRI xIEAM MBS S =+
asp EE EA| 2aledo| R E AT EQ o B AXE EE{H
capture CAP interface INSIDE trace |&&t80oiM Q1324 PIM HE|FHAE THAE 2R L T

match pim any

sted™




capture CAP interface INSIDE trace
match udp host 224.1.2.3 any

show pim bsr-router

show conn all address 224.1.2.3

show local-host 224.1.2.3

et ] = elofl CHEF XbAMIEH LIS

gt =X

Firepower HE|FHAE X3t ALE:

« IPv6S R|HSHK| & LCH
« PIM/IGMP HE|ZHAE £ EMCP(E 2= )9
. dt3iede = Alof| RP2F FHRO| & £ 914 IEP

« show conn all B2 ID HE|FHAE 94730 B A
E Al5tE4™ show local-host <group IP> & 5'%

vPC NexusO| A PIMO| X|HE|X| &t

Nexus vPC2} &3t 7ol PIM QI -E 2 &5 3ledn
LIC}.

Nexus ZSHEM 7t T E IS ST 2t
NGFW 27X 0f|A 2™ capture with trace this dropO|
<#root>

Result:

input-interface: NET102
input-status: up
input-Tine-status: up
output-interface: NET102
output-status: up
output-line-status: up

Action: drop

Dr op-reason:

i

LICt,
Attt

(no-nctast-intrf) FP no ntast output intrf

5t o47|of M

T AIELICH

<- -

CIEH|O|A MM X[ EIX| &t &LICEH

stub/secondary HE[FHAE A2

Zl CH2 Nexus Mt0| /&

2lof Cisl X|HEl= EEEX]

The ingress nulticast packet is dropped


https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/ko_kr/support/docs/ip/ip-routing/118997-technote-nexus-00.html
https://www.cisco.com/c/ko_kr/support/docs/ip/ip-routing/118997-technote-nexus-00.html

23t M RP

<#root>
firepower#

show nroute 224.1.2.3

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(*, 224.1.2.3), 01:05:21/never, RP 10.1.0.209, flags: SCJ

Incoming interface: OUTSIDE

RPF nbr: 10.1.104.10
Immediate Outgoing interface Tist:
Server_102, Forward, 01:05:21/never

(10.1.1.48, 224.1.2.3), 00:39:15/00:00:04, flags: SFIT

Incoming interface: NET102

RPF nbr: 10.1.1.48, Registering

Immediate Outgoing interface Tist:
TunnelO, Forward, 00:39:15/never

CHe F0| x| =|X] ef&LICH.

HE|F|AE E| D}
Ct.

1. Firewall Management Center
& FTD_Access_Control_Policy

Rules Advanced

Security Intelligence HTTP Responses Logging

¥ Search Rules i

-+ Default - FTD_Acce:

<-- The RP Registration is stuck

Frefilter Policy: Default Prefiles F

Ol LI 2 FMC At A Mol HBx|of U&LICH.

2 X8
o ¢ e
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“~" Routing
Static and Default Routes
Virtual Routers
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Policy Based Routing

Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group is not created when enabling
multicast routing for the reserved addressess.

Clustering
In clustering, for IGMP and PIM, this feature is only supported on the primary unit.
Additional Guidelines

= You must configure an access control or prefilter rule on the inbound security zone to allow traffic to the multicast host,
such as 224.1.2.3. However, you cannot specify a destination security zone for the rule, or it cannot be applied to
multicast connections during initial connection validation.

» You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface (see Configure
PIM Protocol), disabling the multicast routing and PIM does not remove the PIM configuration. You must remove (delete)
the PIM configuration to disable the interface.

+ PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.

+ Do not configure FTD to simultanecusly be a Rendezvous Peint (RP) and a First Hop Router.

Configure IGMP Features

IP hosts use IGMP to report their group memberships to directly-connected multicast routers. IGMP is used to dynamically
register individual hosts in a multicast group on a particular LAN. Hosts identify group memberships by sending IGMP

4582 HSRPE ©

O|5H A EZ| 2t RE|2 HAIX|E PIMSIHK| &2

Multicast client

192.168.1.x/24
R1
.10 HSRP IP .1
inside outside
172.16.1.1
route outside 0.0.0.0 0.0.0.0 192.168.1.1 Multicast
3
R2

0| A< w3t=0i= HSRP(Hot Standby Redundancy Protocol) IP 192.168.1.1 &! 2t *E R1 &
R22to| PIM HIO|HE S&t 7|28 B27}F [U&LCt

<#root>
firepower#

show run route

route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

dhsl#d2 R1 L R20{M QIE et E 2/ QIE{HO|A IP AFO[od PIM @14 E 7FEILICE

<#root>
firepower#

show pi m nei ghbor



Neighbor Address 1Interface Uptime Expires DR pri Bidir

192.168.1.1 outside 01:18:27 00:01:25 1

192.168.1.2 outside 01:18:03 00:01:29 1 (DR)

2382 PIM Join HIA|XIE HAEZ HERIE TE5HX| A &LICH PIM debug B3 debug
pim2 Ct& £ EAIELICH

<#root>

firepower#

debug pim
IPv4 PIM: Sending J/P to an invalid neighbor: outside 192.168.1.1

REC 2362= "2FE{7 Zf (S,G), (*,G) & (*,*,RP) & =1} AZAE ZF 74 RPF QI C|Hto|AOf F
71X Q1 Join/Prune HIA|X|E EHLICE Join/Prune HA|X|= RPF Q17 C|HIO|A 7 PIM @17 C|Ht
O|AQl B0 2 M&SEL|CH"

- -O

=M E 2t5tst7| /st APRXPE 230l 1 mroute YIEZIE FIHE = JU&UCt EIREE F
EF2E| QIE{H|O|A IP A & 51LH(192.168.1.2 EEE 192.168.1.3)2 7I2|740F & LICHURI Mo 2
HSRP &4 2l H IP).

of:

<#root>
firepower#

show run nroute

firepower#

nmoute 172.16.1.1 255.255. 255. 255 192.168. 1.2

X mroute ZAI|2d|0|40| At 2| ZHe™ RPF = 3|2 Q|sH &3l ASAS| RLIFHAE Bt E
Eflo|£ CHAl HE|FHAE Bt E EIO|EE RMA|SIH PIM HIAIX[E 217 C|H}O|A 192.168.1.22
A ME gL

%’é.h_ 1H FE2EE FAM0NAT ZEY 1702] next-hopth & SIE R
HSRP 0|&3}o| £A40| Wo{Z|L|Ct. mroute 2o x|XH=l Cle EOI
T QA £/ WS 0| CHE BHREE EWE[X| ot&LCt

[¢]
> 110

>
ot

0z

=)

0

§'|=l

x

rir
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192.168.1.x/24

—-_—
Multicast client

2
inside
— .
172.16.1.1
e >N Multicast
source
3

R1

uhsheie

<#froot>

firepower#

show pi m nei ghbor

Neighbor Address Interface

192.168.1.3 i nsi de

ZE0|HEZEE IGMP 72 20|

1

mroute= OILE F7} Null€ EA|3t1 Pruned Z2Ei1E

<#root>
firepower#

show nroute

Multicast Routing Table

Uptime

Alz|H EH5E0| LHRO| &/ K|

LAN MIZHE S| PIM @IF] C|HIO|AZ R1€ 7+EILICH R12 PIM DRYILICE.

Expires DR pri Bidir

00:12:50 00:01:38 1 (DR

ot &Lch.

&Lt

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State




(*, 230.1.1.1), 00:06:30/never, RP 0.0.0.0,
flags

: S

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface list:

inside, Null, 00:06:30/never <--- AL has inside and Nul

YEHE LHR= BHE7| flall QIE{H 0| DR 2 M=2& =Y = U&LICH

<#root>
firepower#

interface G gabitEthernet0/0
firepower#

pimdr-priority 2

firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir

192.168.1.3 i nsi de 17:05:28 00:01:41 1

PIM debug B& debug pim2 Ct= £32 E AIFLICH

<#root>
firepower#
debug pim

firepower#

IPv4 PIM (*,230.1.1.1) inside Start being last hop <--- Firewall considers itself as the |lasp hop

IPv4 PIM (*,230.1.1.1) Start being last hop



IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(*,230.1.1.1) Start signaling sources

[0] (*,230.1.1.1/32) NULLIF-skip MRIB modify NS
(¥,230.1.1.1) inside FWD state change from Prune to Forward
[0] (*,230.1.1.1/32) inside MRIB modify F NS

(*,230.
(*,230.
(*,230.
(*,230.
(*,230.
(*,230.

1.

N = = S
R R R R

1.
.1) J/P scheduled in 0.0 secs

.1) Processing timers

.1) J/P processing

.1) Periodic J/P scheduled in 50 secs
.1) No RPF interface to send J/P

1) Updating J/P status from Null to Join

Pruned Z242 2! Null mroute0i| A A|7HELIC}.

<{froot>

firepower#

show nroute

MuTlticast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT
Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 16:48:23/never, RP 0.0.0.0, flags:

SCJ

Incoming interface: Null

RPF nbr:

0.0.0.

0

Immediate Outgoing interface Tist:

odd}
— o

i nsi de,

o

g2 ™

Ct
=

Forward, 16:48: 23/ never

Jlob

Fel Al

Hu

Qlsf et HE[FHAE mj

FIl At

A

=

A



192.168.1.x/24 e 18022k

-_— [
Multicast client Multicast
source

route outside 192.168.2.0 255.255.255.128 192.168.1.100

0| 2 w30l Q|8 QIE{H|O|AE S8l OfA 3 255.255.255.1282 Al5t= O *A|XQI B2 E
7tX|E2 RPF 2F 2 Q5 HEIFHAE UDP mZ!0| A A& LIC}.

<#root>
firepower#

capture capi type rawdata trace interface inside match udp any any

firepower#

show captureture capi packet-nunber 1 trace

106 packets captured
1: 08:57:18.867234 192.168.2.2.12345 > 230.1.1.1.12354: udp 500
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
ETapsed time: 2684 ns
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

ETapsed time: 2684 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

ETapsed time: 13664 ns



Config:
Additional Information:
Found next-hop 192.168.1.100 using egress ifc outside

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 8296 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: drop

Time Taken: 27328 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: franme 0x0000556bcb1069dd fl ow

(NA) /NA

firepower#

show route static

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 192.168. 2. 0 255.255.255.128 [1/0] via 192.168.1.100, outside

ASP AM| Z{FOH| = rpf7t SIEHEH AKX AR 7E EAIELICH

<#root>
firepower#

show capture asp

Target: OTHER

Hardware: ASAv

Cisco Adaptive Security Appliance Software Version 9.19(1)
ASLR enabled, text region 556bc9390000-556bcd0603dd

21 packets captured



1: 09: 00:53. 608290 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) Rever

2: 09:00:53.708032 192.168.2.2.12345 > 23

w

4: 09:00:53.908613 192.168.2.2.12345 > 23

MFIB £33 2| RPF Alml| 7} 2E{7t S7FEFLICH

<tfroot>

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics

7 routes, 4 groups, 0.00 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)

Goup: 230.1.1.1

RP-tree:

Forwarding: 0/0/0/0, Other: 6788/6788/0

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:

Forwardi ng: 0/0/0/0, Other: 6812/6812/0 <--- RPF failed counter increased

|Z%e RPF Z4AF AITHE 48 sHe ZelUich 8 71x| 8MS 18 B2 8 M7shs RYLCH

ol

O o4 RPF 2Rl @77} gie mZ!o| ME |1 MFIB £33 9| Forwarding 7t2E{7t &7t &fLICH.

<tfroot>

firepower#

0.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R
: 09:00:53.812152 192.168.2.2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) R
0.1.1.1.12354: wudp 500 Drop-reason: (rpf-violated) R



show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168. 2. 2,

Forwar di ng: 1033/9/528/ 39

, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: O

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168. 2. 2,

Forwar di ng: 1044/ 10/ 528/ 41

, Other: 0/0/0

<--- Forward counter increased

Tot. shown: Source count: 1, pkt count: O

13
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Best path toward the source

3 A g 4 7 Bl 7 I 6 g 6
. _ﬁ outside dmz NEIRIM ﬁ

192.168.34.x/24 192.168.47 x/24 192.168.67 .x/24 192.168.6.x/24

.100-

Multicast client R4 FW RS Multicast
< 7 | inside 6 source
5 |i——i 5
192,168,57 x/24 RP 192,168.56 x/24

0| B2 W32 dmz IE{H0|A R4 > FW > R62 &ofl HE|FHAE AAR ote= B2E &5
= Bt AA 01IA-I ZCI0|¢EZ Q| 7| ECHE BEE= R6 > RP > DW > R4QILICEH
<#root>
firepower#
show route 192.168. 6. 100
Routing entry for 192.168.6.0 255.255.255.0

Known via "ospf 1", distance 110, metric 11, type intra area
Last update from 192.168.67.6 on dnz, 0:36:22 ago

Routing Descriptor Blocks:
* 192.168.67.6, from 192.168.67.6, 0:36:22 ago, via dnz

Route metric 1is 11, traffic share count is 1

R4= SPT MEE A|&Hs T SPT MEH QUAH|IZL0l EEEH AAH PIM Q1 HA|IX|E FEELICH

SPT Tgto| Ydstx| o & YatHo M= (5,6) B2 T Eei27t &L

<#root>
firepower#

show nroute

MuTticast Routing Table



Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:00:05/00:03:24, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface list:
outside, Forward, 00:00:05/00:03:24

(192.168.6.100, 230.1.1.1), 00:00:05/00:03:24, flags: S

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface list:
outside, Forward, 00:00:05/00:03:2

PIM debug B3 debug pim2 (*,G) & (S,G)0l CHal |0 R40IM 27H2] A= PIM =21 @HE
odEFLICt &aleol M (*,G) YAERof CHet PIM =0l 2 Efion, 2 E QI ClHlo|A
192.168.67.62 2 Qlall AAH 2HE HLHX| 2s&LICE

<#root>
firepower#

debug pim

IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st PIMjoin to tt

IPv4 PIM J/P entry: Join root: 10.5.5.5 group: 230.1.1.1 flags: RPT WC S <--- 1st PIMjoin with root

IPv4 PIM: (*,230.1.1.1) Create entry

IPv4 PIM: [0] (*,230.1.1.1/32) MRIB modify DC

IPv4 PIM: [0] (*,230.1.1.1/32) inside MRIB modify A

IPv4 PIM: (*,230.1.1.1) outside ]/P state changed from Null to Join

IPv4 PIM: (*,230.1.1.1) outside Raise J/P expiration timer to 210 seconds
IPv4 PIM: (*,230.1.1.1) outside FWD state change from Prune to Forward
IPv4 PIM: [0] (*,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (*,230.1.1.1) Updating J/P status from Null to Join
IPv4 PIM: (*,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: (*,230.1.1.1) Processing timers

IPv4 PIM: (*,230.1.1.1) 1/P processing

IPv4 PIM: (*,230.1.1.1) Periodic J/P scheduled in 50 secs
IPv4 PIM: (*,230.1.1.1) 1/P adding Join on inside

C

IPv4 PIM Sending J/P message for neighbor 192.168.57.5 on inside for 1 groups <--- PIMJoin sent fror

IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st PIMjoin to tt



IPv4 PIM J/P entry: Join root: 192.168.6.100 group: 230.1.1.1 flags: S <--- 1st PIMjoin with

IPv4 PIM: (192.168.6.100,230.1.1.1) Create entry

IPv4 PIM: Adding monitor for 192.168.6.100

IPv4 PIM: RPF lookup for root 192.168.6.100: nbr 192.168.67.6, dmz via the rib

IPv4 PIM: (192.168.6.100,230.1.1.1) RPF changed from 0.0.0.0/- to 192.168.67.6/dmz
IPv4 PIM: (192.168.6.100,230.1.1.1) Source metric changed from [0/0] to [110/11]

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) MRIB modify DC

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) inside MRIB modify A

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside J/P state changed from Null to Join

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Imm FWD state change from Prune to Forward
IPv4 PIM: (192.168.6.100,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (192.168.6.100,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) dmz MRIB modify NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Raise J/P expiration timer to 210 seconds
IPv4 PIM: (192.168.6.100,230.1.1.1) Processing timers

IPv4 PIM: (192.168.6.100,230.1.1.1) J1/P processing

IPv4 PIM: (192.168.6.100,230.1.1.1) Periodic J/P scheduled in 50 secs

IPv4 PIM: (192.168.6.100,230.1.1.1) J1/P adding Join on dmz

IPv4 PIM Sending J/P to an invalid neighbor: dnz 192.168.67.6

<--- Invalid neighbor

show pim neigbour & £230f R60| gi& LIC}.

<#root>
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.47.4 outside 00:21:12 00:01:44 1
192.168.57.5 inside 02:43:43 00:01:15 1

PIM2 3} QIE{H| 0| A dmz0i| A EAISHEIL|CE.

<#root>
firepower#

show piminterface

Address Interface PIM Nbr HeTllo DR DR
Count Intvl Prior

192.168.47.7 outside on 1 30 1 this system



192. 168.67.7 dnz on 0 30 1 this system

192.168.57.7 inside on 1 30 1 this system

PIM2 R6 QIE{H| 0| A 01| A H|E & &t ELICH

<tfroot>
R6#

show i p interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 192.168.6.1 YES manual up up
GigabitEthernet0/1 192.168.56.6 YES manual up up
GigabitEthernet0/2 unassigned YES unset administratively down down

G gabi t Et hernet 0/ 3 192. 168.67. 6 YES manual up up
TunnelO 192.168.56.6 YES unset up up

R6#

show ip piminterface G gabitEthernet0/3 detail

GigabitEthernet0/3 1is up, line protocol is up
Internet address 1is 192.168.67.6/24
Multicast switching: fast
MuTlticast packets in/out: 0/123628
Multicast TTL threshold: 0

PIM disabled <--- PIMis disabled

Multicast Tagswitching: disabled

22 R62| QIE{H 0| A GigabitEthernet0/30 M PIME & M3tetE ZdlLct

<#root>
R6(config-if)#

interface G gabitEthernet0/3

R6(config-if)#

i p pi msparse-node

R6(config-if)#
*Apr 21 13:17:14.575: %PIM-5-NBRCHG: neighbor 192.168.67.7 UP on interface GigabitEthernet0/3



*Apr 21 13:17:14.577: %I M 5-DRCHG DR change from nei ghbor 0.0.0.0 to 192.168.67.7 on interface G gabit

I:cl,l-

ol

P2 SPT M&tS LIEtU= T Zei2 8 MRIgfLICh

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:26:30/00:02:50, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface Tist:
outside, Forward, 00:26:30/00:02:50

(192.168.6.100, 230.1.1.1), 00:26:30/00:03:29, flags: ST

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface Tist:
outside, Forward, 00:26:30/00:02:39
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firepower#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 2062

"

show asp cluster counter BYEE AL&3510{ SPO|A CPE ELHTI HE|FHAE THZ! =& & QlgtL(Ct.

<#root>
firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:

MCAST_FP_FROM_PUNT 30 Number of multicast packets punted from CP to FP
MCAST_FP_TO_SP 2680 Number of multicast packets punted from FP to SP
MCAST_SP_TOTAL 2710 Number of total multicast packets processed in SP
MCAST_SP_FROM PUNT 30 Number of nmulticast packets punted fromCP to SP <--- Nunber of
MCAST_SP_FROM_PUNT_FORWARD 30 Number of multicast packets coming from CP that are forwarded
MCAST_SP_PKTS 30 Number of multicast packets that require slow-path attention
MCAST_SP_PKTS_TO_CP 30 Number of multicast packets punted to CP from SP
MCAST_FP_CHK_FAIL_NO_HANDLE 2650 Number of multicast packets failed with no flow mcast_handle
MCAST_FP_CHK_FAIL_NO_FP_FWD 30 Number of multicast packets that cannot be fast-path forwarded

show asp event dp-cp punt BE 2 AL&5t0{ FP > CP #2| THZ! = 2 15% £ & =elgfLct

<#root>
firepower#

show asp event dp-cp punt | begi n EVENT- TYPE

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE
punt 24452 0 24452 0 10852 1402
mul ti cast
23800 0
23800
0 10200

1402
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<#root>
firepower#

show capture capi packet-nunber 1 trace

10 packets captured

1: 08:54:15.007003 192.168. 1. 100. 12345 > 230.1.1.1.12345: udp 400

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.2.1 using egress ifc inside

Phase: 4

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW



Config:
Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 8

Type: QOS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: MILTI CAST

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: FLOW CREATI ON

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 19, packet dispatched to next nodule <--- New fl ow

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up



Action: allow

Syslog:

<{froot>

firepower# Apr 24 2023 08:54:15: %ASA-7-609001: Built local-host inside:192.168.1.100
Apr 24 2023 08:54:15: %FTD-7-609001: Built local-host identity:230.1.1.1

Apr 24 2023 08:54:15: %TD 6-302015: Built inbound UDP connection 19 for inside:192.168. 1. 100/ 12345 (19

0| 2442 show conn all E& 2| £240i| A EA|ELIC}H

<#root>
firepower#

show conn all protocol udp

13 1in use, 17 most used

UDP inside 192.168.1.100:12345 NP Identity Ifc 230.1.1.1:12345, idle 0:00:02, bytes 0, flags —

4.CPE RPF AZ, PIM &3 (Y3t 0| FHRQ! Z#<), OIL =2l St Z2 FIHxQl HE|FHA

E 224 E0o18 ol HE|FHAE T Z2 M|A0f EFo4ghL|Ct.

5. CP= mrouteO| =41 & &A1 QIE{H|O|A T} RI= (S,G) T2 MgLch.

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:19:28/00:03:13, RP 192.168.192.168, flags: S
Incoming interface: inside
RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:
outside, Forward, 00:19:28/00:03:13



(192.168.1.100, 230.1.1.1), 00:08:50/00:03:09, flags: ST

I nconming interface: inside

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:

out si de, Forward, 00:00:32/00:02:57

6. CP= CP>SP >FP A2 E &3l FPoilH| =41 & & Al QlE{m|o]A& 7+ &t 2l/A

St 5 KIA[ELICH

M3

0| 242 show local-host B& 2| E=240{ MPH E A|E LICY.

<#root>
firepower#

show | ocal - host

Interface outside: 5 active, 5 maximum active
Jocal host: <224.0.0.13>,

Jocal host: <192.168.3.100>,

Jocal host: <230.1.1.1>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100: 12345, idle

0:00:04, bytes 4000, flags -

Jocal host: <224.0.0.5>,

Jocal host: <224.0.0.1>,

Interface inside: 4 active, 5 maximum active
Jocal host: <192.168.1.100>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100: 12345, idle

0:00:04, bytes 4000, flags -
Jocal host: <224.0.0.13>,
Jocal host: <192.168.2.1>,
Jocal host: <224.0.0.5>,
Interface nlp_int_tap: 0 active, 2 maximum active
Interface any: 0 active, 0 maximum active

Cisco H1 ID CSCwe7} =HE AZ E 0] B{T121280

047

—_=


https://tools.cisco.com/bugsearch/bug/CSCwe21280

IE 3t SFl/A % 30201501 CHEH syslog HIAIX| = 4 ELICH

<#froot>
Apr 24 2023 08:54:15: %FTD-6-302015:

Bui It out bound UDP connection 20 for outside:230.1.1.1/12345 (230.1.1.1/12345) to inside:192.168. 1. 100/

2 X otPl/AaH dZo| 25 HEEH QoA miZlo] 7| & 40 LR|stH FPolM MEEL



firepower#

show capture capi trace packet-nunber 2

10 packets captured
2: 08:54:15.020567 192.168.1.100.12345 > 230.1.1.1.12345: udp 400
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 19, using existing flow <--- Existing flow

Result:
input-interface: inside
input-status: up
input-line-status: up
Action: allow
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https://tools.cisco.com/bugsearch/bug/CSCsl26860

https://bst.cloudapps.cisco.com/bugsearch
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