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<ttroot>

firepower#

capture CAPlI interface INSIDE match icnmp host 192.168.103.1 host 192.168.101.1
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<#root>
firepower#

capture ASP type asp-drop all

FTP ME{Z FTD Lina Zix{ LHELH7:

<tfroot>



firepower#

copy /pcap capture: CAPl ftp://ftp_usernane:ftp_password@92. 168. 78. 73/ CAPI . pcap

FTD Lina ZiX& TFTP MHZE LH 2 HL|Ct.

<#root>
firepower#

copy /pcap capture: CAPl tftp://192.168.78.73
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<#root>
firepower#

copy /pcap capture:capin disk0: capi n. pcap

Source capture name [capin]?

Destination filename [capin.pcap]?
1

2EHA|

expert 2ZEZ 0|535t04 X E M E &2 CHF /ngfw/var/common | x|01| = AHEfLICE.

<#root>

firepower#

Console connection detached.
>

expert

admin@firepower:~$

sudo su

Password:



root@firepower:/home/admin#
cd /mt/di skO
root@firepower:/mnt/disk0#
Is -al | grep pcap

-rwxr-xr-x 1 root root 24 Apr 26 18:19 CAPI.pcap
-rwxr-xr-x 1 root root 30110 Apr 8 14:10

capi n. pcap

-rwxr-xr-x 1 root root 6123 Apr 8 14:11 capin2.pcap
root@firepower:/mnt/disk0#

cp capin. pcap / ngfw var/conmon
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Snort 2| ZH&| &35}

<ffroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router
Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:


https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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-n host 192.168.101.1

capture.pcap O|& 2 7I%! Lt ol ZIXE M1 FTPE Sall ¥4 Mo SAtSIE{HCIS S
L|Ct.

<ffroot>

>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router
Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

>
file copy 10.229.22.136 ftp / capture.pcap

Enter password for ftp@10.229.22.136:
Copying capture.pcap
Copy successful.
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<#root>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Q Server
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NGFW INSIDE QIE{H| 0| A0 A ZiR{E LHE2 CtS1t Z&Lct

(Ml CAPl-working.peap
Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Iools Help
An @ TRE QewnEFE =5 QaQqif
[ W [tcp.stream eq 1 o
Na. Time SourcE Destination Pratoeal  Leagth  Info
2 9.250878 |192.168.0.100 16.16.1.18@ TCP 66 1779 - 80 [SYN] Seq=0|Win=8192 Len=8 M55=1460 WS=4 SACK_PERM=1
3 9.801221 |10.16.1.108 192.168.9. 168 TCP 66 82 » 1779 [SYN, ACK] $eg=@ Ack=1 Win=8192 Len=@ M55=138@ WS=256 SACK_PERM=1
4 9.000488 |192.168.68.168 16.16.1.188 TCP 54 1779 -+ 86 [MK] Seg=1|Ack=1 Win=66248 Len=0
5 ©.000290 |192.168.0.100 10.10.1.100 HTTP 369 GET / HTTP/1.1
eﬁ 2.082182 |16.10.1.108 192.168.8.188 HTTP 966 HTTP/1.1 288 0K (text/himl)
7 ©.066830 |192.168.9.100 19.10.1.100 HTTP 331 GET /welcome.png HTTP/1.1
8 9.821727 |10.16.1.108 192.168.0.168 TCP 1434 88 » 1779 [ACK] Seq=913 Ack=593 Win=65792 Len=138@ [TCP segment of a reassembled PDU]
9 ©.000000 |10.10.1.1060 192.168.98.160 TCp 1434 80 » 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1388 [TCP segment of a reassembled PDU]
16 @.898626 |192.168.9. 100 18.16.1.1e8 TCP 54 1779 » 80 [ACK] Seq=593 Ack=3673 Win=66248 Len=0
» Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
> Ethernet II, Srcy Cisco fc:fc:d8 (dc:de:35:fc:fc:d8),| Dst: Cisco f6:1d:ae (00:be:75:f6:1d:ae) o
> Internet Protocol Version 4, Src: 192.168.8.100, Dst: 108.10.1.108
N ;

. TCP 3-way $HEM|0|=.
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Ml CAPO-working.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 2@ 1NRE QesEFEC]EQaql
M [tcp.stream eq 1
Ho. Tirme Source Destination Protocol  Length  Info
2 9.250787 192.168.9.100 16.18.1.100 TCP 78 1779 » 80 [SYN] Seq=0 Win=8192 Len=0 MS55=1380 WS=4 SACK_PERM=1
30.000534 10.16.1.100 192.168.6.100 TCP 70 88 » 1779 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS55=1460 W5=256 YACK_PERM=1
4 9.000564 192.168.9.1600 16.10.1.108 TCP 58 1779 » 8@ [ACK] Seq=1 Ack=1 Win=66248 Len=@
59.808534 192.168.0.108 18.18.1.186 HTTP 373 GET / HTTP/1.1 o
6 9.801663 18.10.1.108 192.168.8.188 HTTP 978 HTTP/1.1 200 OK (text/html)
79.067273 192.168.0.100 16.10.1.100 HTTP 335 GET /welcome.png HTTP/1.1
89.021422 10.10.1.100 192.168.0.100 TCP 1438 80 + 1779 [ACK] Seq=913 Ack=593 Win=65792 Len=1388 [TCP segment gf a reassembled PDU]
9 9.200015 10.18.1.160 192.168.6.106 TCP 1438 80 + 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=138@ [TCP segment [of a reassembled PDU]
L4
> Frame 2: 7@ bytes on wire (560 bits), 70 bytes captu bits)
> Ethernet II, Src: Cisco_f6:1d:8e (00:be:75:f6:1d:8e),| Dst: Cisco_fe:fe:d8 (4c:de:35:fc:fc:d8) e
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 202
> Internet Protocol Version 4, Src: 192.168.0.160, Dst: 19.10.1.100
> [ -

1. CAP| ZH%x{Q} =3t of|o|E].
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<#root>
firepower#

show capture



capture CAPI type raw-data interface INSIDE
[Capturing - 484 bytes]

match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.0.100 host 10.10.1.100

CAPI LHE:

<#root>
firepower#

show capture CAPI

6 packets captured

1: 11:47:46.911482 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 11:47:47.161902 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 11:47:49.907683 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
4: 11:47:50.162757 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 11:47:55.914640 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460, nop,nop, sackOK>
6: 11:47:56.164710 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460, nop,nop, sackOK>

<#root>
firepower#

show capt ure CAPO



0 packet captured

0 packet shown

CH=2 2 Wiresharke| CAPI Zi&x{ o|O| x| L|Ct.

.No. Time Source Destinaticn Pratocol Length Info
160.000000 192.168.0.100 10.10.1.188 TCP
4 192.168.8._106 16.16.1.186 TCP

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet I c:I(isco_Fc:'Fc:dB (dc:de:35:+czfc:d8)] Dst: Cisco f6:1d:ae (@@:be:75:f6:1d:ae)
Internet P ol Version 4, Src: 192.168.9.188, Dst: 10.10.1.180

Transmission Control Protocol, Src Port: 3171, Dst Port: 80, Seq: @, Len: @
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2. M™E 4 e 2709 TCP MIM(AA ZE 3171 & 3172)0] QU&LICH AA SEH0|ET}
TCP SYN THZ! 2 ChA| &S FFLICE o248t RIS E T2 Wiresharkod| 2|3 TCP AHTHE 2
2 Algd=]) |C},

3. TCP AHIMER 3%X ~6X 7t 2 Eh4

4dwaC$¢:%m%m%ﬁé%H%MAwHﬂﬁgum

2740 ZHX{E HIEIO 2 C}21

e
rlo
!
ri
[0
-
1L
4>
0
Iy
rC
[ul

« EX 5% Z m§Z(src/dst IP, src/dst port, protocol) O] 0|4 QIE{H| O|A(INSIDE) 2| & stedol &
Argrct
- IfZlo| 23t QIE{mH O|A(OUTSIDE)S| &l dlo{Lt x| ob&L|Ct.
Xt X+

FBizl0l w3fstoh oio xizlsl w2

:t:é
N
Xy
i
2N
MHm
mjo
z >
oo
g'l_l
(@]
W

<#root>
firepower#

packet-tracer input INSIDE tcp 192.168.0.100 11111 10.10.1.100 80

Phase: 1
Type: CAPTURE
Subtype:
ResuTt: ALLOW



Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow
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<{froot>

firepower#



capture CAPI trace

Ax HHE XIS LT

<#root>
firepower#

cl ear capture /al

mfZ!0| Uated M| A HHol ofsl A K|E E
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1
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o
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[ul

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 12:45:36.279740 192.168.0.100.3630 > 10.10.1.100.80: S 2322685377:2322685377(0) win 8192 <m
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4
Type: ACCESS- LI ST

Subtype: Tlog

Resul t: DROP

Config:



access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

1 packet shown

i
o
(0]
o

L

0

2t 3. FTD Lina 21
FMCE S3lf FTDO|M Syslog& Tdstti™ CtS EAE H st &AL,

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-
on-FTD-via-FMC.html

FTD Lina 2301 Chall 2|2 Syslog MtHE A5t Zdo| E&LICH TAE 27 Syslog AME{7} ¢
£ e EHE sizsts Sot wakuold 22 ufnf 228 FyshUn of ofol EAE 23 d
masolMde Fe AEEelLch

<#root>
firepower#

show run | oggi ng

Togging enable

logging timestamp

Togging buffer-size 1000000
Togging buffered informational

E0|'d HO|XE Mofsted™ E{O'd HO|ME 248 o= MY ELICH

<tfroot>

firepower#


https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html

term nal pager 24

Ax HHE XIS LT

<#root>
firepower#

cl ear | ogging buffer

1Z4S E|AES T ThA TE{Z 202 0ISLICH 0] ollof A= THZ/0| Bated QA A E x| of

<#root>
firepower#
show | oggi ng | include 10.10.1.100

Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.
Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.

.100/80
.100/80
.100/80
.100/80

[
cooo
H H H H

mjZlo| &=tof olsl A XE Wez olpEleE B AZES o] BlHol|M Hatof olal ArxlE 2
E P

<#root>
firepower#

show asp drop

Frame drop:
No route to host (no-route) 234
Flow is denied by configured rule (acl-drop) 71
Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15
Flow drop:

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15

2
i
]
0x
Em
Mok
1
30
o>
C
o

DEASP AZEQ0{ =& AXE EBqT



<#root>
firepower#

capture ASP type asp-drop all buffer 33554432 headers-only

52 =l mz Ligol 2 ajol gt B2 T S

St X HIHo| M 2 B2 TS AXY = JU&LIch 3 AN HIHe| 37| 32MB(H
H SMMK &8 = ASLICHZIE 22 500Kbytes). OFX[SF2 2 FTD BT 6.30 A& file-
size M E AME5H £|CH 10GBytes2| 2 s e = U&LICH 0| B2 AKX 2EI=
= pcap A 20O & = QU&LICEH
2™ LHE S #elstei™ HEIE ArEs5tod AM HRIE & = JU&LICt
<#root>
firepower#
show capture ASP | include 10.10.1.100
18: 07:51:57.823672 192.168.0.100.12410 > 10.10.1.100.80: S 1870382552:1870382552(0) win 8192
19: 07:51:58.074291 192.168.0.100.12411 > 10.10.1.100.80: S 2006489005:2006489005(0) win 8192
26: 07:52:00.830370 192.168.0.100.12410 > 10.10.1.100.80: S 1870382552:1870382552(0) win 8192
29: 07:52:01.080394 192.168.0.100.12411 > 10.10.1.100.80: S 2006489005:2006489005(0) win 8192
45: 07:52:06.824282  192.168.0.100.12410 > 10.10.1.100.80: S 1870382552:1870382552(0) win 8192
46: 07:52:07.074230 192.168.0.100.12411 > 10.10.1.100.80: S 2006489005:2006489005(0) win 8192
ol % W2 olol QIE{TolA BHol M £HED2 A OlRE ASP X0l A EIX| baLict
mZl2 gt ZoMet FAE = JU&LIchlaeA QEHO0|A EE= ASP E&). 0| < 048] ASP
ARE £85t T S ASP ARl 0198 MAsHe ol TaLICH MY M wale o2l Zal
CH.
1. 31X ASP &AMl 7t 2E{E XIS LICH

<#root>
firepower#

cl ear asp drop

i
ffo

2. 43l E35H

<{froot>

firepower#

<mss
<mss
<mss
<mss
<mss
<mss



show asp drop

Frame drop:
No route to host (

no-route

) 234
Flow is denied by configured rule (

acl -drop

) 71

4. EAE S Atx|of CH3H ASP XS & AdstatLct.

<#root>

firepower#

capture ASP_NO ROUTE type asp-drop no-route
firepower#

capture ASP_ACL_DROP type asp-drop acl-drop

6. ASP ZiME HQIELICL o] 32 mWZlo| +&E d== Qo MM E[R&LICH

<#root>
firepower#

show capture ASP_NO ROUTE | include 192.168.0.100.*10. 10.1. 100

93: 07:53:52.381663 192.168.0.100.12417 > 10.10.1.100.80: S 3451917925:3451917925(0) win 8192 <mss
95: 07:53:52.632337 192.168.0.100.12418 > 10.10.1.100.80: S 1691844448:1691844448(0) win 8192 <mss
101: 07:53:55.375392  192.168.0.100.12417 > 10.10.1.100.80: S 3451917925:3451917925(0) win 8192 <mss
102: 07:53:55.626386  192.168.0.100.12418 > 10.10.1.100.80: S 1691844448:1691844448(0) win 8192 <mss
116: 07:54:01.376231 192.168.0.100.12417 > 10.10.1.100.80: S 3451917925:3451917925(0) win 8192 <mss
117: 07:54:01.626310 192.168.0.100.12418 > 10.10.1.100.80: S 1691844448:1691844448(0) win 8192 <mss

%tQd 5. FTD Lina @14 El|o|2 & &Ql&LC}.

mZ!o| o|adA QUEHO|A X0 EEH St B UE = U H O|RAHME QE{molA
'Y'E 0|2oi|A(egress)ELICH et o|2p||A QIE{HO|A AXMS OIS &HE =AM E J|Htez ¢
L|C}.

1. M%I=E 0474 = 3|
2. NAT(Network Address Translation) & Z| - UN-NAT(destination NAT) EtA|7} PBR & B2 &



E|2Ct Mg
3. PBR(Policy-Based Routing)
4. 2t 8 HOIE =3

FTD 214 E|o|2& =& 2l5t2{H™

<#root>
firepower#
show conn

2 in use, 4 most used
Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 0 most in effect

TCP
D\VZ
10.10.1.100:

80

I NSI DE
192.168.0.100:
11694
, idle 0:00:01, bytes 0, flags
aA N1
TCP
Dz
10.10.1.100:80
I NSI DE
192.168.0.100:
11693
, idle 0:00:01, bytes 0, flags

aA N1

FO
Al

« Z2a(Aa)ol ek e3Z 0| HA[(HEFOo] B3] - S| TCP SYNEF EA[E)ILI|CEH
o AAFHMX| ZEO 2 Q1adA QIEH O|AE INSIDEO| O|2d|A QIE{H|0O|AE DMZY
LIC}.

CtE 380l AlZret e = d&LCh



Expected forwardin Server

Client .168.1.%/24 192.1689.2-)(/24 10.10.1.100
192.168.0.100 £1/3.202 e

OUTSIDE
—— 1 B m— E]
B

N 27 2= FTD QIE{B oA 9] 2ot 30| 00|22 show conn Z210| QIE{T|0|A 2= AE QI
EiHO|A HS E 7[8to 2 FLICH &2 2, vpif-num(virtual platform interface number)O|
o £2 QUEHO|AE inside2 MEISHT, vpif-numO| B &2 2IE{H| 0|A = outsideZ MEHE
LIC}. show interface detail @22 At& 304 QIE{H|O|A vpif Zf2 & = JUE&LICH &3 M

A& Cisco {1 ID CSCvi15290
ENH: FTDE= FTD 'show conn' 2301 o143 ¥&E T A|EfLICH

<#root>
firepower#

show i nterface detail | i Interface nunber is|Interface [P|E].*is up

Interface Ethernetl/2 "INSIDE", is up, Tine protocol 1is up
Interface number is

19

Interface Ethernetl/3.202 "OUTSIDE", 1is up, Tline protocol is up
Interface number is



https://tools.cisco.com/bugsearch/bug/CSCvi15290

20

Interface number is

Interface Ethernetl/3.203 "DMZ", dis up, Tine protocol 1is up
22

S

£ 10: Firepower

r&ZEQ|o] 2E|A 6.5 ASA E2|A 9.13.x0| A show conn long & show
conn detail BE £32 44 JHAIXF & SEXRHO| CHEF HEE MS &L

£ 1:

<#root>

firepower#

show conn | ong

TCP OUTSIDE: 192.168.2.200/80 (192.168.2.200/80) INSIDE: 192.168.1.100/46050 (192.168.1.100/46050), fla
Initiator: 192.168.1.100, Responder

192. 168. 2. 200
Connection lookup keyid: 228982375

29 2:

T

<#root>
firepower#

show conn det ai

TCP OUTSIDE: 192.168.2.200/80 INSIDE: 192.168.1.100/46050
flags aA N1, idle 4s, uptime 1lls

, timeout 30s, bytes 0
Initiator: 192.168.1.100, Responder

192. 168. 2. 200
Connection lookup keyid: 228982375

cc St

_

show conn long2 Network Address Translation2| 22 &3 2tofl NATed IPE E A|EfLICH.
<#root>

firepower#

show conn | ong



TCP OUTSIDE: 192.168.2.222/80 (192.168.2.222/80) INSIDE: 192.168.1.100/34792 (192.168.2.150/34792), fla
Initiator: 192.168.1.100, Responder: 192.168.2.222
Connection lookup keyid: 262895

Y2t ARP FHAIE EBiH CHS BE S MEELICH

<tfroot>

firepower#

show arp
=5 EOIT|X| of2 BAETL QIEX| HOlsRw Che WS ASE 4 YaUrt

<#root>
firepower#
show arp statistics

Number of ARP entries in ASA: 0O

Dropped blocks in ARP: 84

Maximum Queued blocks: 3

Queued blocks: 0

Interface collision ARPs Received: 0
ARP-defense Gratuitous ARPS sent: 0
Total ARP retries:

182 < indicates a possible issue for some hosts

Unresolved hosts:

< this is the current status

Maximum Unresolved hosts: 2



firepower#
capture ARP ethernet-type arp interface OUTSI DE
firepower#

show capture ARP

4: 07:15:16.877914 802.1Q vlan#202 PO arp

who- has 192.168.2.72 tell 192.168.2.50

5: 07:15:18.020033 802.1Q vlan#202 PO arp who-has 192.168.2.72 tell 192.168.2.50

O] £290i| M ¥3124(192.168.2.50)2 next-hop(192.168.2.72)2 & Ql5t2{1 3t X|2H ARP SE O] 1
&Lct

Server
192.168.2.x/24 10.10.1.100

SR 1/3.202

—@_ OUTSIDE /2
arp who-has 192.168.2.72 tell 192.168.2.50 L E|

Client
192.168.0.100

192.168.1.x/24

— —ﬁ | .
$ arp who-has 19i.1£a.‘2q_2 tell 192.168.250

E1/3.203
192.168.3.x/24] DMz

Ct

o

2 XA{5t ARP 20| Z &=l 7|5 AlL}Z|2 9] Lct.

T3
i

<#root>
firepower#

show capture ARP

2 packets captured

1: 07:17:19.495595 802.1Q vlan#202 PO
arp who-has 192.168.2.72 tell 192.168.2.50

2: 07:17:19.495946 802.1Q vlan#202 PO
arp reply 192.168.2.72 is-at 4c:4e:35:fc:fc:d8

2 packets shown

<#root>
firepower#
show arp

INSIDE 192.168.1.71 4c4e.35fc.fcd8 9
OUTSIDE 192.168.2.72 4c4e.35fc.fcd8 9



ARP & 50| gie B2 2}0|E TCP SYN WZ!o| &£x2 ct=2at Z&Lct.

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 07:03:43.270585

192.168. 0. 100. 11997 > 10. 10. 1. 100. 80

: S 4023707145:4023707145(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4814, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:
input-interface: INSIDE
input-status: up



input-line-status: up
out put-interface: QUTSIDE

output-status: up
output-line-status: up

Action: allow

E20IM 2 = U IXHO S &0l (2 = i1 o] H3tHol ol RIS 2 A XEl= &3
L0l Action: allow(2d: 51&)7t &0 ZA[ELICt 0| 3¢ WA FX7| E2 ECt et &3
2 X352 2 BtEA| 2 elstof hct.

<#root>
firepower#

packet-tracer input INSIDE tcp 192.168.0.100 1111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4816, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:



found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Dr op-reason: (no-v4-adjacency) No valid V4 adjacency, Drop-location: frame 0x00005647a4e86109 fl ow (NA)/

Z|2 ASA/Firepower HHT10{ A= O HIAIX|7t CtE 22 £[M3H L& LICH

<#root>
Drop-reason: (no-v4-adjacency) No valid V4 adjacency.
Check ARP table (show arp) has entry for nexthop

., Drop-Tlocation: f

JtsEh el A WY =X 29

aef|A QIE{m|ojA | TCP SYN WZ!EF EA|Z|X[BF of &f o|2Ei& RIE{H| oA M HEE TCP
SYN I{Zlo| glz B CEnt &2 %O.JOI A = AU&LICH

Ths 8t 249l R
. Waio| IS XMalsts WHE HaH iz &
M7 E= ”i-l witraceE AFE & LICEH
~ } i o Ht5lHd 2 72 =tolghL|C}.
DZ 2 Bhshed HA|A ZAHof of3H AFK . :}-=|.|:|_I=| ASPTF;IIIE &olstL|CH(sh d
=00 PR R NS FPUE (show asp drop

or capture type asp-drop).
+ FMC Connection Events& *._‘|E—|§.
TtEo| 2Z0| #MEt ko /Ct

J

+ show conn long B& £20{ = NATed IPE £
o4& LCt.




ELCH

mjZl2 ctE ol QEmo|AR ME

- 30| WAE AMElste WHE E2{H packet-
tracer EE = capture witraceE AFSELIC}H 0|1
BlA °._|E-IH1IOIA A%, $Al 2422, UN-NAT, PBR
U IR & EHO|Z X3 1E{stE Mol =ME
7|O-I=|.AIA|O

dfsted 218 =QIgLIc.

. g5t 047 E|0|E (show conn)2 & QIsfLCt.

\OII

mZ!o| FKH @421 Yx|57| W20l 2= QIE{H 0|
A2 MSE|E 2 clear conn address HH 2 A2t
1 X|E 24Z49| 5-tuple2 X|HELICEH

SMXIIHK| 7= 4ol glole

o 93lE0| IHZIE MElste WHE Eed{H o3l
XM7| EEE= A witraceE AF2EHLICEH
. dF5}Ed ASP

a5t Al K| (show asp drop)0il A no-route
AKX O|RE EelgLct

LICE.

o|adA 9IE{H| 0|A0 ARP & =0| 9i&

« W3t ARP FHAIE 2 IEFL|CH(show arp).
« packet-tracer& Ar&35t0{ R &8t QI H0| U=
x| &elghct.

o|zzllA QlEmo|A 7t o2 =R

I
o

4340 M show interface ip brief 20| £242

ot QlE{m|oj& &EHE EQIEfLIC

Atgdl 2. 2210|HE Q| TCP SYN, AMH{2] TCP RST

ol 2ZoM=E EEEX|E Eo{ELICH

. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 £1/3.202
INSIDE OUTSIDE
i =
|_\' ___/.
E1/3.203

192.168.3.x/24] DMz

M LAY HTTP7I &S 35HK| &S

o4
o

0ok
mo
ne
rr
|l
ojm



A 1P: 192.168.0.100
Dst IP: 10.10.1.100
ZE=EZ:TCP 80

LEIRRE
= 1

FTD LINA 2T ZHR{E & stEL|Ct.

<ttroot>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 E1/2 E1/3.202

— INSIDE OUTSIDE
ey

192.168.3.x/24

kS

DMZ

Hx - 2 Sstk| e AlLtE|2:

C|HFO|A CLIOIM M= ChSxt Z ol R AIELICH

<#root>

firepower#

show capture

capture CAPI type raw-data trace interface INSIDE [Capturing -

834 bhytes

1
match ip host 192.168.0.100 host 10.10.1.100

capture CAPO type raw-data interface OUTSIDE [Capturing -

878 bytes

1
match ip host 192.168.0.100 host 10.10.1.100

e1/3.200 | AP0

Server
10.10.1.100




CAPI LHE:

<{froot>

firepower#

show capture CAPI

1: 05:20:

S

1397289928
2: 05:20:

S

2171673258
3: 05:20:

R

1850052503
4: 05:20:

S

2171673258
5: 05:20:

R

36.654217 192.168.0.100.22195 > 10.10.1.100.80:

1397289928(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
36.904311 192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
36.905043 10.10.1.100.80 > 192.168.0.100.22196:

1850052503(0) ack 2171673259 win O
37.414132 192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
37.414803 10.10.1.100.80 > 192.168.0.100.22196:

31997177:31997177(0) ack 2171673259 win O

6: 05:20:

S

2171673258:

CAPO LH&:

<tfroot>

firepower#

37.914183  192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460, nop,nop,sackOK>

show capt ure CAPO

1: 05:20:
S

2866789268
2: 05:20:

S

36.654507 802.1Q vlan#202 PO 192.168.0.100.22195 > 10.10.1.100.80:

2866789268(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
36.904478 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

4785344:4785344(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>

3: 05:20:

36.904997 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:



0:0(0) ack 4785345 win O
4: 05:20:37.414269 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4235354730:4235354730(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414758 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4235354731 win O
6: 05:20:37.914305 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4118617832:4118617832(0) win 8192 <mss 1380,nop,nop,sackOK>

0| o|O|X|= Wireshark0l M CAPIS Zi&x{3t {8 Eo{FL|C}.

[ho. Time Source Destination Protocol Length  Info
1 @.000000 192.168.8.100 16.10.1.100 TCP 66 22195 » 8@ [SYN =0 Win=8192 Len=0 M55=146@ WS=4 SACK_PERM=1
28.250094 192, 168 B 1e@ 198.10.1.100 TCP 66 22196 + 89 [SYN i =4 SACK_PERM=1
32 i 168.0.100

16.10.1.168 92. 3.186 54 8@ » 22

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: Cisco fc:fc:d8 (4c:4e:35:fc:fc:d8), Dst: Cisco f6:1d:ae (%:be:?s:fé:ld:aeo
Internet Protocol Version 4, Src: 192.168.0.100, Dst: 19.16.1.100

Transmission Control Protocol, Src Port: 22195, Dst Port: 8@, Seq: @, Len: @

.

O XH-
it 'H.

AATFTCP SYN I ™M&ELICH
.TCPRSTE AAE M&SEL|CH
2ATHTCP SYN I Z2 RS FELICEH

.MAC FA7 HEEILICHAA MAC A7 CHRAER! BHRE0] &35t Q1A THZI0d A
£ CHA MAC A7 23 INSIDE QIE{H 0| A0 & &h.

-P.W'\’.—‘

0| O|O|X|&= Wireshark0i A CAPOE Z{x{Et 248 Eo{ELICt.

Mo, Time Source Destination Protoced  Length Info
12819-18-11 67:28:36.654507 192.168.6. 164 16.16.1.1680 TCP Té 22195 + E@ [SYN] N].n 8192 Len=@ MS5=1380 WS=4 SACK_PERM=1
18.16.1.180 TCP 76 22196 + SE! [SYH] "

Frame 1: 78 bytes on wire (568 bits), 7@ bytes capa (568 bits)

Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e)5" Dst: Cisco_fc:fc:dB (dc:de:d5:fc:fcidB)
$02.10 Virtual LAN, PRI: @, DEI: @, ID: 202

Internet Protocol Version 4, Src: 192.168.0.180, Dst: 10.10.1.108

Transmission Control Protocol, Src Port: 22195, Dst Port: 88, Seq: @, Len: @

O XS
ai’ma.



1. AA7FTCP SYN Izl M& &Lt

2. TCP RSTE OUTSIDE QIE{H|O|A0f| = &FEFLICEH

3. &AA7F TCP SYN IZ! 2 RS ELICEH

4. MAC F247t e gfLcho| a4 Ao He w3t OUTSIDE7} &4 MACO|Z YA EE]

2R E{7t CH& MACH).
2702 HAME HIE = ChEnt 22 ZES LHE = /&Lt

Zcto|HEQL M 72| TCP 3-way $EAM0|27} 2= E|X| o &LICH
- 3t o|aal& QB o|A0| =& stE TCP RSTIt Ql&LICH
Ht5lEH0| MASH AEZ QI I AEZ| C|HFo|A0f 'odZa (MAC =4 7||:|})

-'|'-I_-|7él- Xt

J
104

rl

ol ol Let o= Fxls EXIB o E517] I3 SR
A4 1. TCP RSTE T™&st=s 24 MAC F

TCP SYN mZ!oj| EA|E! CHA MACO| TCP RST ZHZ!0f| E A=

M CAPO_RST_SERVER pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm . ® RE Qe EF S _||E QAT

W] Apply a display filter ... <Curi-

IMo. Time Source Destination Frotocol  Length Info
1 2019-1@-11 87:20:36.654587 192.168.0.100 10.108.1.100 TCP 79 22195 + 8@ [SYN] Seq=0 Win=8192 Len=0 M55=138@ WS=4 SACK_PERM-=1
2 2019-10-11 97:20:36.904478 192.168.0.100 10.10.1.100 TCP 79 22196 + 80 [SYN] Seq=0 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1

<

> Frame 2: 7@ byte i i ed ( hit=)

> Ethernet II, Srcf Cisco_f6:1d:8e (@0:be:75:f6:1d:8e) Dst:i(isco_fc:-Fc:dE {dc:e:35:fc:fc:d8) I
202.1Q \.I'lrtual LAN, 170, 10T 102

> Internet Protocol \.I'ersmun 4 Src: 192.168.0.108,

Dst: 10.16.1.180

- Transmission Control Protocol, Src Port: 22196,

M CAPO_RST SERVER.pcap
File Edit View Go Capture Analyze Statistics Telephony Wirele
dm @ BB QenEmjg s =

A [Apply & display filter .. <Ctrl-

Protocol Length  Info

No. Time Source
12019-10-11 97:20:36.654507 192.168.0.100
2 2019-10-11 07:20:36.904478 192.168.0.104
3 2819-19-11 @7:208:36.984997 10.16.1.1648

10.16.1.160
16.16.1.160

ACK] Seq=1 Ack=s1 Win=@ Len=@

58 80 » 22196 [RST,

> Frame 3: 58 bytes _go i 4 ot - -
Ethernet II, Src:fCisco_fc: Fc d3 (41: de:35: Fc fc: dB) Dst:

802.1Q Virtual LANG™T o 5
» Internet Protocol vers:.on d Src 10. 19 1.100, Dst: 192.168.0.100

> Transmission Control Protocol, Src Port: 8@, Dst Port: 22196, Seq: 1, Ack: 1, Len: @

70 22195 » 88 [SYN] Seq=@ Win=8192 Len=0 MS5=1388 WS=4 SACK_PERM=1
7@ 22196 » 80 [SYN] Seq=0 Win=8192 Len=0 M55=1380 W5=4 SACK_PERM=1

O| EQI2 C}2 27HXIE &Q2lste Ol 50| U&LICH
- HICHZE & &0| Qi=x| & lghLct.
MAC7} 0 & LAAEZ! C|HIo|A | &5t=X| & QIFFLICE.

2. Qlael4a izl o|asA WS Hlw gL Ct

A

WiresharkOll A 2702| THZ!E Al M2 2 H|5to{ Y a0l IS +H/2 S AZ|X| =X




QUErLIct ol & El= 2 7Hx| Xto[&0| 2= EAIFELICH

I
AN & RE QesZ§F 4 a8 i
N a despley fls g 3 -] Expressicn..  +
Ho. Time Sowron Destinaton Frotocol Langth Infs =
1 2019-18-11 ©7:20:36.654217 192.168.9.100  10.10.1.108 e £6 22105 + 50 [SYN] Seq=0 Win=8192 Len=0 MSS=1468 WS=4 SACK_PERM=1
2 2615-18-11 97:20:36.904311 192.168.0.100  19.16.1.100 e 66 22196 + 30 [SYN] Seq=0 Win=8192 Len= MSS=1468 WS=4 SACK_PERM=1 v
3
Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) ~

Ethernet 1I, Src: Cisco_fo:fc:d8 (dc:de:35:fc:fcids), Dst: Cisco_f6:1d:ae (B0:be:¥5:f6:1d:ae)
Internet Protocol Wersion 4, Src: 192.168.0.100, Dst: 18.10.1.1060
~ [Transmission Control Protocel, Src Port: 22196, Dst Port: 88, Seq: @, Len: @

Source Port: 22196
CAPD_RST_SERVER,
Destination Port: 5@ A _RST poap

[Stream index: 1] File Edit Yiew Go Caplure Analyze Statistics Telephony Wireless Tools Help
[TCP Segment Len: 8] ‘. @ RE A«=sEFEEEaqs
Sequence number: @ (relative sequence number) | [l - e E3 -] Bpeesen...
[Mext sequence rumber: &  (relative sequence mu
Acknowledpsent nusber: & M Time 9 Seerce Destnation Frotmcl  Leegth e .
1000 _... « Header Length: 32 bytes (8) 1 2019-18-11 87:20:36.654567 192.168.9.180  10.19.1.180 T 70 22195 + B8 [SYN] Seqsd WinsS192 Lens@ MSS=1388 WSed SACK_PERMs1
'Fl.‘“ @xd02 (SYH) ] 2 7919-19-11 87:28:36.984478 192.168.0.188 18.18.1.18@ TP T8 22196 -+ BB [SYN] Seqed Win=82192 Lens=@ MSS=1380 WS=4 SACK_PERM=1
Window size value: B192 2 i
[Calculated window size: §182] Frame 2: 70 bytes on wire (560 bits), 70 bytes captured (568 bits)
Checksum: @xBf7c [unverified] Ethernet II, Src: Cisco f6:1d:8e (80:be:75: d:8e), Ost: Cisco fo:fc:ds tk:ﬂc:kS:Fc:Fc:dWe
[Checksum Status: Unverified] 882,10 Virtual LAN, PRI: @, DEI: @, ID: mz@
Urgent polnter: @ Internet Protocol Version 4, Src: 192.168.0.100, Dst: 198.10.1.100
w Options: (12 bytes), Maximum sepment size, No-Ope v Transmission Control Protocol, Sre Port: 22106, Dst Port: 88, Seq: 8, Len: @
TCP Option - Maximus cegment size: 1450 bytes Source Port: 22196
TEP Option - Mo-Operation (NOP) Destination Port: BO
TCP Option - Window scale: 2 {multiply by 4) [Stresm index: 1]
TCP Option - Mo-Operation (NOP} [TCP Segment Len: @]
TCP Option - Wo-Operation (NOP) Sequence number: @ {relative sequence number)
TCP Option - SACK permitted [Next sequence number: @ {relative sequence nusber)]
o fcknowledgment number: @
Q Ethesnet (th], 14 bytes

1808 .... = Header Length: 32 bytes (8)

Flags: @x892 (SYM)

Window size walue: 8192

[Calculated window size: 8192)

Checksum: 8x26df [wnverified]

[Checksum Status: Unverified]

Urgent pointer: @

~ Options: {12 bytes), Maximus segment size, No-Opecafion (WOP), Window scale, No-Operation (WOP), No-Operaticn (WOP), SACK permitted

TCP Option - Maximum segment size: 1380 bytes
TCP Option - Mo-Operation (NOP)
TCP Option - Window scale: 2 (multiply by 4)
TCP Option - Mo-Operation (NOP)
TCP Optien - Mo-Operation (NOP)

O ¥ cAF)_RST_SERVER.ptap Fadets: 11 - Deplayed: 11 (100.0%) Profile: Defaul

+

o
"

H:
1. EFIAR T = CtELCH Bt T Rtol= = 1 g 2|1%0lo{of &tCt. o= T2l MBE 7|5 &
HA Ao ClHIo|A S| 20 2t Eet &L
2. iZ!o| Zo|= &3] 8% Mook &3t o|a FIHAHE dot1Q FH7E e B EErE

.MAC F47} CHELCH

.5t 2] QIE{H|o| A0 HAHE T B dot1Q SIHE AMEE += JU&LCt

. NAT &&= PAT(Port Address Translation)7t THZ0f| ME £|= B2 IP 47t et &LICtH

.NAT = EE'— PATZ} THZl0] MEB |z B2 A4 = SMX| ZEJL CHELICH

. Wireshark Relative Sequence Number 42 H|& 43} 5™ ISN(Initial Sequence Number)
ol MHo = Q5 Wat ol o3 TCP A|ZHA HE /821 HE I - ELICH

. UE TCP SM2 Ho{# = JU&LICH o|E 504, ETR F2o| IfZ! EHHEE U X[6H7| <
3 &ated2 7B 2 2 TCP MSS(Maximum Segment Size)E 13802 2 #4Z3EHLIC.

~N o Oovh W

(o]

24 3. S K| M BRELICEH

JtsstH SHK|o| M 2™ LICH o]0l 7tssetx| fe
StAAIR. 07| S E= 7} TCP RSTE M&sH=X
A= CHE CIHFO|A?).

T4 z|cHEt |HXof 7Hh2 2ol X E

| &elsts WULICHOHY M EE 74§O1I




AtEdl 3. TCP 3-Way SHEM|0|3 + $F AIE X QIEO| RST

Ol AZlMME EEEKX|E Eo{&LIC}.

. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 g E1/3.202
INSIDE OUTSIDE

=]

$ \ b

E1/3.203
192.168.3.x/24| DMZ

2X M HTTP7t &5 51K St 2

(o}

4
o

gt
=]

0%
o
rir
o
Oj

A 1P: 192.168.0.100
Dst IP: 10.10.1.100
Z=EZ:TCP 80

x| 24
.

FTD LINA 2 Zlo| M 4™ E & d3tefLCt.

<#root>
firepower#

capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int OUTSIDE match ip host 192.168.0.100 host 10.10.1. 100

Q Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 S E1/3.202 s
INSIDE OUTSIDE

=

©- |
" "'\_ _4
e1/3.205 | CAPO

DMZ

192.168.3.x/24

A - A SsHR| i e AlLIEIL:

Ol EX|7 XM LIEHE & 2= E 7kX| o] A& LIt



3.1-TCP 3-way HEM|0|3 + EEI0|HE| M X|Q1E RST

Y82 CAPIE Z*{st 1 CAPOE O|O|X|of EA[E Zdnt Zr2 miZlE Z&ErLict

™ Time Source Destination Frotocol Length  Info
2 201%-18-13 17:86:27.874845 192.163.8.18¢ 108.18.1.186 TCP B6 46295 + BB [SYH] Seq=179531561 Win=8192 Len=0 MS5=14568 WS=4 SACK_PERM=1
3 2019-10-13 17:06:27.874741 10.10.1.100 192.168.0.100  TCP 66 B0 + 48295 [SVN, ACK] Seq=3838911937 Ack=179631562 Win=8192 Len=0 M55=1380 W5=256 SACK_PERM=1

TCP 54 45295

4 2019-18-13 17:06:27.875183 192.163.9.106  10.10.1.180 » B0 [ACK] Seq=179631562 Ack=3838911938 Win=66248 Len=0

17 200%-10-13 17:06:47.943631 192.163.0.100  10.10.1.100 P 8 [R5T, ACK] Seq 52 Ack=3838911938 Win=0 Len=0

TCP 3-way SHEM|O|Z &= Y3t E SotgLiCt.
ME{7t SYN/ACKE CHA| T& &L,

1.
2.
3. 2C0|HETI ACKE MTSELICE
4. ~20% ¥ 22I0|MEE TCP RSTE Z 7|6t TM&ghL|Ct

_,_
bl

HE 5he
Ol MMof Lot Q= Zxls 2ME o F517| /8 SHULICH
5191 1. 7h5 8 B £ A= ZQIE 7}7tolof RIS hxIZLICH

Yt XM= 2EH0[UE ACKZE MHUIM MEIZ[X] E%4S S LIEHRLICH Ol CHSah 242 Atd
H S

« MB{7} SYN/ACKE CIA| M&EhL|CH
- Z2}0|1EJ} ACKE RS EHLICY.
- Z2I0|HE £ O|0|E| O|F0f TCP RST EE= FIN/JACKE M&8tLCt

MEOIAM ZHx 5t EAM7E EAIELICEH TCP 3-way $HEM0|3 2| 22I0|1E ACK7} =2&H5HK]| oF
A& LICH.

= 26 7.636612 192.168.08.160 18.18.1.106 TCP 66 55324288 [SYN] Seq=4332081323 Win=8192 Len=@ MS5=1380 WS=4 SAC..
29 7.637571 l16.l1e.1.1ee 192.168.6.188 TCP 66 88255324 [SYN, ACK] Seq=4863222169 Ack=433201324 Win=8192 Len..
3@ 7.930152 192.168.68.168 16.18.1.166 TCER 66 55325+8@ [SYN] Seq=366197499 Win=8192 Len=8 M55=1380 WS=4 SAC..

31 7.930221 1@8.18.1.106 192.168.8.1868 TCP 66 88255325 [SYN, ACK] Se 54798336 Ack=366197500 Win=8192 Len..

3.2 - TCP 3-way $i=M0|3 + 2Et0IME oM X|QIE! FIN/ACK + ME{0IM X|4E RST

23l 2 CAPIE A5t CAPO= O|0|X|ofl ZAIE Zd0t 242 1iZle Z& &Lt

I

25 2019-19-13 17:07:06.853334 192 .168.0.100 10.10.1.100 TCP 66 48299 + 88 [SYN] Seq=3230914802 Win=8192 Len=0 MSS5=1460 WS=4 SACK_PERM=1
38 2819-19-13 17:87:99.854344 19.10.1.108 192.168.08.188 TCP 66 30 » 48299 [SYN, ACK] Seq=B88763519 Ack=3239914003 Win=8192 Len=8 M55=1388 WS=256 SACK_PFERM=1
31 2619-19-13 17:87:09.855287 192.168.0.180 10.10.1.109 TP 54 48299 + 80 [ACK] Seq=3239914803 Ack=8088761520 Win=66248 Len=0

34 2819-19-13 17:87:14.856996 192.168.0.18¢ 18.19.1.109 2 54 48299 + 8@ [FIN, ACK] Seq=32399140803 Ack=808763528 Win=66242 Len=@



FO
il

—
T

. TCP 3-way = M0|3 & Watedg SnefLct.
2. ~5% %0i 220/ E 7} FINACKE M4 &HL|Ct.
3. ~20% 0| M7} SCTHE|11 TCP RSTE

O| Z4&{of [t Wated2 Stst= TCP 3-way SHEM 0|3 71 U KB AN Z 5tLto| A= ZQIEOf
MetRE|R| ot A Zotn 282 U2 = USLICHRHTIS Al O|E LIEHH).
2| Kb KFod

L-_O 1 =
case 3.1} 5

3.3-TCP 3-way SHEM|0|Z + E2t0|HE0|M X[AE RST

Y2t CAPIE ZA{5t CAPOE= O[O[X|of ZAIE! A1t 2 WIS Z&FfLC
No. Time Source Destination Protocal Length Info

|~ 129 2019-16-13 17:09:20.513355 192.168.0.160 10.10.1.160 TCP 66 48355 + 80 [SYN] Seq=2581697538 Win=8192 Len=@ MS5S=146@ WS=4 SACK_PERM=1
136 2619-18-13 17:09:20.514011 18.10.1.1008 192.168.0.100 TCP 66 80 » 48355 [SYN, ACK] Seq=1633018698 Ack=2581697539 Win=8192 Len=0 MS55=1

131 2819-18-13 17:09:20.514438 192.168.0.168 10.10.1.108 TCP 54 48355 + 8@ [ACK] Seq=2581697539 Ack=1633018699 Win=66248 Len=0
99 Win=@ Len=@

132 2819-16-13 17:89:39.473089 192.168.0.168 10.108.1.108 TCP 54 48355 + 8@ [RST, ACK] Seq=2581697939 Ack=1633@

H:

1. TCP 3-way HEMO|Z &= &3tedg SuotgrLct
2.~20% % Z2}0|MEE= TCP RSTE T 7|5t ™M&ghLCt.

Olz{3t AXE HIYO R CiET 28 =S L§E & QlaLich

« 5-20% Fol & AEXQIETI (AE SEotn HEE S=ot7|= ZHELICH

—

&b KFOA

-_-O 1 k-
case 3.11t 5¢
3.4 - TCP 3-way $HEM|0|3 + ME{0lM FA| RST

20 20| & &ated @5 CAPIQH CAPOO] o|248t miZlg = &hefLct.

Ho. Time Source Destination Frotocol Length Info

| 26 2819-10-13 17:07:67.104416 192.165.9.100 18.16.1.108 TCP 66 48300 + 80 [SYN] 5eq=2563435279 Win=8192 Len=08 M55=1468 W5=4 SACK_PERM=1
27 2819-10-13 17:07:67.105112 16.18.1.168 192.168.0. 180 TCP 66 88 - 48368 [SYN, ACK] Seq=3757137497 Ack=2563435288 Win=8192 Len=8 M55=1380
28 2819-10-13 17:07:87.105554 192.168.0.160 10.18.1.100 TCP 54 48393 + EB [MR] Seq 2563435233 Ack 3?5?13?4‘38 Win=66248 Len=0

41 2019-10-13 17:07:07.106325 10.10.1.180  192.168.0.100 TCP

|

1. TCP 3-way iEAilolaE grstedg Satglct.
2. ACK IiZ! 0| | MEe| TCP RST7}F Ql&LICH

-|0I-
mE
o
B
o 0
=]



ZR|: Y E TtsT B Mol 7L A ==~FLICH

M| HZ QI TCP RST= &&36tX| &t= M EE= TCP RSTE T& = Z=0f /= ClHtO|
AE LIEFH £ Q& LICH M KA A E $&5t0 TCP RSTS| AAE =015 LIEP
Atgl 4. 2E2t0|1E Q| TCP RST
ol 2BME EEZXIE Eo{ELICH
Client 192.168.1.x/24 192.168.2.x/24 10_51?__‘;?{30

192.168.0.100 El/2 B F£1/3.202

Z INSIDE OUTSIDE

192.168.3.x/24 | E1/3.203
DMZ

=M M HTTP7} 2t S35t X| e &LCh
0i5FS HI= 5=
ocoo=2 - —BA[3

A 1P: 192.168.0.100
Dst IP: 10.10.1.100

ZZEZ:TCP80

x| 24
—_ 1

FTD LINA 2Tl R E & stEhLCt.

<ffroot>

firepower#

capture CAPI int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100



Client
192.168.0.100

<ffroot>

firepower#

show capture CAPI

14 packets captured

12:
12:
12:
12:
12:
12:
12:
12:
12:
:12:
:12:
:12:
:12:
14: 12:

32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:

O oo NOYULID WN

22.
23.
23.
25.
25.
26.
26.
26.
31.
31.
31.
32.
32.
32.

860627
111307
112390
858109
868698
108118
109079
118295
859925
860902
875229
140632
159995
160956

14 packets shown

CHZ & CAPO L8 Lt

<tfroot>

firepower#

show capt ure CAPO

11 packets captured

12:
12:32:
12:32:
12:32:
12:32:
12:32:

32:22

SV WN R

.860780
23.
23.
25.
25.
26.

111429
112405
858125
868729
108240

192.168.1.x/24
E1l/2

INSIDE

192.168.2.x/24

E1/3.202
OUTSIDE

192.168.3.x/24] DMZ
AlLt2[2
192.168.0.100.47078 > 10.10.1.100.80: S
192.168.0.100.47079 > 10.10.1.100.80: S
192.168.0.100.47079 > 10.10.1.100.80: R
192.168.0.100.47078 > 10.10.1.100.80: S
192.168.0.100.47078 > 10.10.1.100.80: R
192.168.0.100.47079 > 10.10.1.100.80: S
192.168.0.100.47079 > 10.10.1.100.80: R
192.168.0.100.47079 > 10.10.1.100.80: R
192.168.0.100.47078 > 10.10.1.100.80: S
192.168.0.100.47078 > 10.10.1.100.80: R
192.168.0.100.47078 > 10.10.1.100.80: R
192.168.0.100.47079 > 10.10.1.100.80: R
192.168.0.100.47079 > 10.10.1.100.80: S
192.168.0.100.47079 > 10.10.1.100.80: R
802.1Q vlan#202 PO 192.168.0.100.47078 >
802.1Q vlan#202 PO 192.168.0.100.47079 >
802.1Q vlan#202 PO 192.168.0.100.47079 >
802.1Q vlan#202 PO 192.168.0.100.47078 >
802.1Q vlan#202 PO 192.168.0.100.47078 >
802.1Q vlan#202 PO 192.168.0.100.47079 >

4098574664 :
2486945841:
3000518858:
4098574664 :
1386249853
2486945841:
3000518858:
3000518858:
4098574664 :
1386249853
1386249853
3000518858:
2486945841:
3000518858:

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

e1/3.200 | AP0

N N e e

.100.
.100.
.100.
.100.
.100.
.100.

Server

10.10.1.100

4

4098574664 (0)
2486945841(0)
3000518858 (0)
4098574664 (0)
1386249853(0)
2486945841(0)
3000518858 (0)
3000518858 (0)
4098574664 (0)
1386249853(0)
1386249853(0)
3000518858 (0)
2486945841(0)
3000518858 (0)

80:
80:
80:
80:
80:
80:

nhnoxun=uvwun

1386249852:
3000518857
3514091874:
1386249852:
2968892337:
3822259745:

=]

win 8192
win 8192
win 0
win 8192
win 0
win 8192
win 0
win 0
win 8192
win 0
win 0
win 0
win 8192
win 0

<mss
<mss

<mss

<mss

<mss

<mss

138624985
300051885
351409187
138624985
296889233
382225974



12:32:26.109094 802.1Q vlan#202 PO 192.168.0.100.47079
12:32:31.860062 802.1Q vlan#202 PO 192.168.0.100.47078
12:32:31.860917 802.1Q vlan#202 PO 192.168.0.100.47078
10: 12:32:32.160102 802.1Q vlan#202 PO 192.168.0.100.47079
11: 12:32:32.160971 802.1Q vlan#202 PO 192.168.0.100.47079
11 packets shown

O 00 N
V V. V VYV

YEH 230| EAEZE LIS2 ChSo 2 &Lt

<#root>
firepower#

show log | i 47741

Oct 13 2019 13:57:36: %FTD-6-302013: Built inbound TCP connection 4869 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:36: %FTD-6-302014: Teardown TCP connection 4869 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:39: %FTD-6-302013: Built inbound TCP connection 4870 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:39: %FTD-6-302014: Teardown TCP connection 4870 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:45: %FTD-6-302013: Built inbound TCP connection 4871 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:45: %FTD-6-302014: Teardown TCP connection 4871 for INSIDE:192.168.0.100/47741 to OUT

Ojo

O| 21 &3t INSIDE QIE{H|O|A 0| E2F5H= TCP RST7F US S LIERLICH
Wireshark0l| A CAPI Z4%:

olOlx|o ZAIE CHZ % #Hmi TCP £2E &S [ELICH

10.10.1.100.80: R 40865466:40865466(0)
10.10.1.100.80: S 4294058752:429405875
10.10.1.100.80: R 1581733941:158173394
10.10.1.100.80: S 4284301197:428430119
10.10.1.100.80: R 502906918:502906918(

Ho. Time Source Degtinabion Protocol Length Info
1 2019-10-13 14:32:22.868627 192.168.8.100 10.10.1.100 TP 66 47078 + 80 [SYN] Seq=0 Win=8192 Len= MSS=1460 WS=4 SACK PE™" ~ =
2 2019-10-13 14:32:23.111307 192.168.08.160 10.10.1.180 TP 66 47079 » 88 [SYN] Seq-8 Win-8192 Len-§ MSS-1460 Ws=4 SACK pp  MarkiUnmark Packe

lgnore/Unignare Packet
1 ¢ ’ ; Win=819; Set/Unset Time Reference
10.1.160 cp 54 T @ Len=d Time Shift...

) Packet Comment...

80 10.18.1.180 C 54 47879 + 39 [RS 7 Win=0 Len=@

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
g ¢ 1 SCTP

@ 16.10.1.160 P =5 7 W =& Follow

Copy
Protocel Preferences
Decode As...

Show Packet in Mew Window

Wireshark Of2H04| A Edit(Td &) > Preferences(2td &) > Protocols(Z2EE) > TCPE 0|83
0|0 X|0oi| & A|El Relative sequence numbers(&CH A[HA HE) SMHo| MEHZ F|ATHL|CEH

TCP Stream

st



M Wireshark - Preferences ? =
Steam IHS D & || o ot Protocal ~
::_': [*] show TCP summary in protocol tree
STUN [] validate the TCF checksum if possible
SUA [#] AMows subdéssactor to reassemble TCP streams
sV [«] Analyze TCF sequence numbers
¥
';..EE HROPH E Relative sequence nsmbers
Symergy Sealing factor o use when not available from capture | Not known w
Syslog [] Track number of bytes in flight
I.3B8 [«] calculate comversation timestamps
:i-:{:{c:*- [] Try heuristic sub-dissectors first
TALI [] tgnore TCF Timestamps in sammary
TAPRA [«] Do not call subdissectors for error packets
TCAP [«] TP Experimental Options with a Magic Humbser
(] oesplay process information via IPFDX
TCPEMCAP ™ :
< > || TCPUDP port 0 o
ot ||

Ol 2 &oM= CAPI {2 & ¥l & 0| LIES 204 FLICH.

' [bepustream eq 0
Ko, Tiema Source: Deshnebon Protooed  Lengfh Inf

1 215-18-13 14:32:22 860627 192.168.8.188 18.18.1.108 TP 66 ATATE + B0 [5YN] SeqedB08574664 WinsE8192 Lens8 M5S5-1468 WS=4 SACK _PERMs1

3.18.1.198

Frase 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Sre: Cisco_fo:fc:dB (dc:de:35:fc:fc:dB), Dit: Cisco_f6:1d:ase (80:be:75:F6:1d:ae)
Internet Protocol Wersion 4, Src: 191.168.9.100, Dst; 10.10.1.100
~ Transmission Control Protecol, Src Port: 47978, Dst Port: B8, Seq: 4098574664, Len: ©
Source Port: 47478
Destination Port: 26
[Stressm index: @]
(TCP Segment Len: 8] e
Sequence nusber: 48585746064
[Mext sequence nusber: 808574664
heknow ledgment nusber: @
1980 ..., = Header Lemgth: 32 bytes {83
Flags: Qw882 (5YN)
Window size valus: B192
[Calculated window size: 81%2]
Checksum: @xBedl [unverified]
[Checksium Status: Unverified]
Urgent pointer: @
Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scele, Mo-Operation (MOP), Mo-Operation (NOP), SACK persitted

[ Timestamps ]
2H:
1. 22I0|ME = TCP SYN m{Z! & &t
2. 2Cl0|ME &= TCP RST I{Z!E ™&ELICH
3. TCP SYN IiZ! 2| Sequence Number(A|HA B135) Zf2 4098574664 &/ L|C}.



Z2ol= chgo| ZeHELICH

13

CAPO Zix{o| S st

Ho, Tirne Source Destination Protocol Length Tnfa

1 2019 10 13 14 32:22.860780 ‘192 ‘168 B 1% 19 ‘lﬂ 1 1'&0 TCP ?0 4?6?8 > 3@ [SYN] Seq 1386249352 053192 l_en 0 NSS ‘1330 H5—4. SMK F’ERI"‘I 1

58 47078 + 80 [}'\kT| Seq= 37 Win=0 Len=0

5 2019-18-13 14:3 32.168.0.100 10.10.1.100 TCP

Frame 1: 78 bytes on wire (56@ bits), 7@ bytes captured (56@ bits)

Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB)
802.1Q Vvirtual LAN, PRI: @, DEI: @, ID: 202

Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.10.1.168

v Transmission Control Protocol, Src Port: 47878, Dst Port: 88, Seq: 1386249852, Len: @

H:
1. 22I0|E = TCP SYN IZ!E2 HEELICH &2 ISNS 0|2 K|™EeL|ct
2. 22}0|¢1E= TCP RST WZ!8 XM&ghct

Soff Ct3nt 242 ZES LWE = &Lt

5 7hR| A

« ZEI0|HES} M ZHoll= TCP 3-way BHEMO|Z 7} ei&LICH

« Z2t0|UEN M 2= TCP RST7t JU&LICH CAPI ZIX 2| TCP RST A|#A #HF 7f2
1386249853 L|Ct.
He =y

Ol Mddofl Ltgt Q= Zxls BME O 317|918 S ML
atef 1. SatoltEof CHEH ZRIE S BHLICH
=

HICHE E2 <01 CHet & ASF X|E7t U&LICH ol E2to|H

abstefol A £ ZIE AR E 7lEte X
N) 22 ALE 5104 TCP RSTE ™& L= AHAE T(|Ete 2 gL Ct.

E 7} 1386249853( 2l IS

0. Time: Source Destination Protocol Length Info
— 19 6.848337 192.168.0.1680 18.10.1.168 TCP 66 47878808 [SYN] Seq

192.168.68.188

31 9.248184

£ 40985746640| 0 &f &t

P)
9'I_I
C
o
>
i
>
II
for

1. 20| E &= TCP SYN I{Z! 2 & E
CAPI(INSIDE interface)0ll EA|E|= Zd3} %%'?;LIEP

2. ACK 5 7} 1386249853(ISN /o] x| o 2 Ql5H of AHEl)QI TCP SYN/ACK 7} Ql&LICH. o]
mZl2 Ysted HXHIM = = &L

3. 22t0|YME = ACK #13 Z10| 40985746652! SYN/ACK7ZF &2 51 X2+ 7t 0| 13862498539

L-—I- HA

SYN/ACKE ttoto o2 TCP RSTE EyliLCt

F

1 ZHo| Al = U&LICH

ol
nek

o

rir
n
ajo



TCP SYN
. """"4""T!!1!ﬂ'f'7!5""""'TE!1E91'7!!"""""""".' Server
Client . i 4 . L. X 10.10.1.100

192.168.0.100 E1/2 \ E1/3.202
INSIDE OUTSIDE | L

-—
xted 2. BetolE o Wat 7ro| Bl Elg olFtLint
CHe g EolRLIc
+ 0| EAISIE MAC FAE o4 ZaeiLic

. s Zeto|iE Zhol Bt EI0| CHRIQIX] BQIstLIC

L% L= 9l=0] HICHE BH2E0] 2= SoF YatI 2310/91E Abolof U ko] £ 0] A
RST7H 2 AlLIEIR7 U LICH LErsel 27t olnlx|of EAIELICH

Client (1)

192.168.0!

192.168.2.x/24

L E1/3.202
OUTSIDE

TC
192.168.1.x/24

TCP SYN/ACK

0| 32 Zix{ol= o] LHE0o| Z&r=lL|Ct. TCP SYN mIZ/o| AA MAC T4 TCP RSTO| AA
MAC &4 2/ TCP SYN/ACK I{Z!e| S XX| MAC 4 7+o| RIO|E = QIEFLICt.

<#root>

firepower#

show capture CAPI detai
1: 13:57:36.730217

4c4e. 35fc. fcd8

00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47740 > 10.10.1.100.80: S [tcp sum ok] 3045001876:3045001876(0) win 8192 <mss 1460,
2: 13:57:36.981104 4c4e.35fc.fcd8 00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47741 > 10.10.1.100.80: S [tcp sum ok] 3809380540:3809380540(0) win 8192 <mss 1460,
3: 13:57:36.981776 00be.75f6.1dae

a023. 9f 92. 2a4d

0x0800 Length: 66
10.10.1.100.80 > 192.168.0.100.47741: S [tcp sum ok] 1304153587:1304153587(0) ack 3809380541 win
4: 13:57:36.982126



a023. 9f 92. 2a4d

00be.75f6.1dae 0x0800 Length: 54
192.168.0.100.47741 > 10.10.1.100.80:

R

[tcp sum ok] 3809380541:3809380541(0) ack 1304153588 win 8192 (ttl 255, id 48501)

AR 5. =21 TCP & (AILIZI2 1)
A M.

SAE 10.11.4.1713 10.77.19.11 ZtC| SFTP M&0| L2ILICH F S AE 7t9| 2|A A=
(BW)2 100MbpsO|X|BF F& ST 7} 5MbpsE 'AX| of&LCH.

0|2t SAlO| ZAE 10.11.2.1242} 172.25.18.134 7to| M& £ = M| O WHEL|CH

HiZE O|E:

Etel TCP E222 9| %|Ci M& & T = BDP(Bandwidth Delay Product)oll 2|3 ZA™EILICH AFS El
S4/o| o|O|x|ofl E AIELICE.

TCP Window (Bytes)
Max Single TCP Flow Throughput [bps] = x 8 [bits/Byte]
RTT (Seconds)

BDPO| CHEF RtMIEF LI 2 TS ElAAE HRStAAR.

- 2137t 1GbpsQIc]| of Z2|#[0]440] 10MbpsEt A ESt= O|f = FAUULITH?
+ BRKSEC-3021 - 1 - &34 s J05}

AlL2I2 1. XM& s

ol 2Z0M=E EEEX|E Eo{ELICH


https://www.cisco.com/c/ko_kr/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/ko_kr/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/ko_kr/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/ko_kr/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
https://www.cisco.com/c/ko_kr/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance

- Server
ient 10.77.19.11
10.11.4.171

INSIDE OUTSIDE

=]

oisk2 HI- s 2.
ocoo=2 E—- —A[1[-

AP 10.11.4.171
Dst IP: 10.77.19.11

ZZEZ: SFTP(FTP over SSH)
TR 2 A

FTD LINA 1 Zlo| M 4™ E & &3tefLct.

<ttroot>

firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

firepower#

capture CAPO int QUTSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

41 FP1xxx & FP21xx2| LINA ZH*{= FTDE E1tsl= EofElol ME ST of %;'%f% EL
:r. HS(FTDE S8 M& & X5t EXE HZ
X E &95ts x| Ot AA|. CHAl AA T CHA SAE 0| Z4X{2f & 7H SPAN EEE HW Tap

ClHHO|AE AR ELICH O] 2A|= Cisco B ID CSCvool 2 A{38HE|0] 944 LICH30697 "'-

<tfroot>

firepower#

capture CAPl type rawdata trace interface inside match icnp any any

WARNING: Running packet capture can have an adverse impact on performance.

2 XF XKFO4

—_Oo 1k

ol M Mof| Ltet 9l Zxl= EME O F317| g SxiLIn


https://tools.cisco.com/bugsearch/bug/CSCvo30697

RTT(ZS= AlZh) A&

m}
—

-4
Rl

, M4 582 0totstn o mELICH

Protocel Length  Window size value

Mark/Unmark Packet

30.000168 10.11.4.171 Ignore/Unignore Packet 58 49680 :
40.877068 10.77.19.11 Set/Unset Time Reference 8@ 49680 *
58.000152 10.11.4.171 Time Shift... 58 49680 |
60.000244 10.11.4.171 Packet Comment... 80 49680 (
7 8.871545 10.77.19.11 . 58 49680 |
8 8.800153  10.11.4.171 bk Resotved Hiame 538 49680 {
9@9.041288 10.77.19.11 Apply as Filter v | 738 49680 ¢
16 9.900168  10.11.4.171 Prepare a Filter v 58 49680 |
11 8.830165 10.77.19.11 Comversation Filter ; 58 49680 |
| 120.000168 10.11.4.171 P ——— ; 82 49680 (
£ SCTP ! |
* Frame 1: 7@ bytes on wire (568 Follow v TCP Stream
» Ethernet II, Src: Cisco_fB8:19:f UDP Strearm
» $02.1Q Virtusl LAN, PRI: @, DEI  COPY "|  ssistream
» Internet Protocol Version 4, Sr Protocol Preferences 3 HTTP Stream

Wireshark 27|& 94735101 O|Toi| EA|El THZ! O|F AlZH(E)2 EAIELICEH O|FEHA 5t RTTE
A AL = A&

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A W 7 |~ Main Toolbar e &
M [apply a ai ¥ Filter Toolbar
No.  Tir¥. StatusBar Protocol Length  Window size value Info
TN k=T EET TCP 58 49680 39744 » 22 [ACK] Seq=1737026894
4 9. ¥ Packet Details SSHY2 20 49680 Server: Protocol (SSH-2.8-Sun_SSI
5 @. ¥ Packet Bytes TCP 58 49680 30744 » 22 [ACK] Seq=1737926@94
69."  Time Display Format r Date and Time of Day (1970-01-01 01:02:03.123456) Cirl+Alt+1
; :' Name Resolution > Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
9 ﬂ-: T o Time of Day (01:02:03.123456) Ctri+Alt+2
100 Seconds Since 1970-01-01 Ctri+Alt+3
11 G. Expand Subtrees Shift+Right Seconds Since Beginning of Capture Ctrl+Alt+4
12 @. Collapse Subtrees Shift +l..eft Seconds Since Previous Captured Packet Cri+Alt+5
< =il Cul+Right 5% Seconds Since Previous Displayed Packet Ctri+Alt+6

RTT= 2702 TH&! E(%PLPE SAE %ﬂﬂ CHE stLi=E SHMXIZ &g 7He| Alzt gt2 T15+0d
HoHg = l&Lict of 4hsted 0t SYN/ACK THZ! 2 ™&EF ClHFO[A(ME) ZHel
RTTE EA|gL|C}. uHi # Ht St i.'I'_}A K IiZ)(2e2to|HE)2 EH C|Hto|A ZHo| RTTE E 04
ELICH 2702 =XHE F7I6IH = & A= RTTO| CHEE 7F7AX 0| &S & L|Ct

oﬁ
:Fé
»
3
N
FIF
\'OII



39.000168 110.11.4.171 16.77.19.11 TCP 58 49688 39744 + 22 [ACK] 5Seqe1737626094 Ack=835172682 Win=49680 Len=8

48.077868  10.77.19.11 19.11.4.171 55Hv2 89 49680 Server: Protecol (SSH-2.0-Sun_SSH 1.1.8)
5 8.880152 18.11.4.171 18.77.19.11 TCP 58 49638 39744 « 22 [ACK] Seq=1737826894 Ack=835172784 Win=49688 Len=8
6 0.000244  10.11.4.171 19.77.19.11 S5Hv2 a9 49680 Client: Protocol (SSH-2.8-Sun_5SH 1.1.4)
7 8.871545 10.77.19.11 18.11.4.171 TP 58 40680 22 + 39744 [ACK] Seq=835172784 Ack=1737026116 Win=49588 Len=6
£ 9.000153 18.11.4.171 18.77.19.11 S5Hv2 538 495638 Client: Key Exchange Init
96.841288 10.77.19.11 16.11.4.171 S5Hv2 FE 49638 Server: Key Exchange Init
19 6.080168  10.11.4.171 19.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seq=1737026596 Ack=835173384 Win=49680 Len=8
11 8.838165 18.77.19.11 18.11.4.171 TCP 58 49688 22 + 39744 [ACK] Seq=B351733B4 Ack=1737826596 Win=49688 Len=8
12 8.090168  108.11.4.171 16.77.19.11 S55Hv2 82 49688 Client: Diffie-Hellman Group Exchange Request

RTT = 80 msec

TCP & 37| A4t

TCP I{Z!2 & &5t1, TCP SIHE & & 5t1, Calculated(ZIAHE) & 27|18 ME4St D, Apply as
Column(@ 2 XME)S MEIgFLICY.

v Transmission Control Protocel, Src Port: 22, Dst Port: 39744, Seq: 335184824, Ack: 1758069388, Len: 32
Source Port: 22
Destination Port: 39744
[Stream index: 8]
[TCP Segment Len: 32]
Sequence number: 8351840824
[Hext sequence number: Z35184856]
Acknowledgment number: 1758069388
8161 .... = Header Length: 28 bytes (5)
» Flags: @xB18 (PSH, ACK)
Window size value: 49680
[Calculated window size: 496881

[Window size scaling factor: | Expand Subtress
Checksum: 8x2b4% [unverified] Collapse Subtrees
[Checksum Status: Unverified] Expand All
Ll amde
Collapse All
2 ¥ The scaled window size (if scaling has been .
[ v Apply as Column |

LQI_'
o
[e][]

tod TCP MM &ofl =|CH & 37| Ztol

Calculated window size value(H|&HE & 3.7 =2
138 = U&LCH

|
HotR=X] R LICH E o|F 2 MEstD ¢

I CR2ZEE HAEES ZAR(server > client) MM Z T 6ts 22 =QlsioF BfL|ch ME{7t
Ynste = |I= 37| ol et =c & £ =71 2-ELICH

0| A TCP £ 3 7|= =50000H}0|E QlL|C}

ll___-‘«w by & display filter ... <Ctrl-/> ) )
Ho. Tima Source Dastination Protocol Length leulated window size Infa
| [24.. ©.000091 10.11.4.171 18.77.19.11 TCP 58 40680 39744 » 22 [ACK] Seq=1758069341 Rck:B?pl,'

12.11.4.171

.@71685 10.77.19.11 49680 22 + 39744 [ACK] Seq=835184152 Ack=175

49680 Client: Encrypted packet (len=32)

- 2.000443 10.11.4.171 19.77.19.11
24 ©.871666 18.77.19.11 16.11.4.171 SSHv2 154 49680 Server: Encrypted packet (len=96)
24.. 9.944050 10.11.4.171 19.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seq=1758069308 Ack=83
24 ©.673605 18.77.19.11 16.11.4.171 SSHV2 L) 49680 Server: Encrypted packet (len=32)
24.. ©.800747 18.11.4.171 10.77.19.11 SSH2 9g 49680 Client: Encrypted packet (len=32)

Ol Z{=t CHE = XA XM E SAS AMAEsto{ T2 Z2 ZHM U2 & U= 0|2 2|0 CHAF
£ F8fLICH 50000%8/0.08 = 5Mbps Z|CH 0|2 4 CHOAZ,

o
on
rr
Y
il
e
gl
i
r
n

Ol of AtgllollA 2 24o| F



TCP 3-way HEM|O|Z & AtA|S| & lgf | Ch &Z 25 O S28tHE M#HE 200 = 1(¥ 3 | =
Helg)e eilste 8 37| g2 02z FFELICH Ol & o #EMA IEE 0

Na. T Time I Sowrce T Destination I ﬁuml. Length T Window size value I Info

w

Frame 2: 78 bytes on wire (568 bits), 78 bytes captured (560 bits)

» Ethernet II, Src: Cisco 1f:72:4e (0@:5d:73:1f:72:4e), Dst: Cisco_f8:19:ff (0@:22:bd:fB8:19:ff)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 102

Internet Protocol Version 4, Sec: 18.77.19.11, Dst: 16.11.4.171

v ow

Source Port: 22

Destination Port: 39744

[Stream index: @]

[TCP Segment Len: @]

Sequence number: 335172681

[Mext seguence number: B35172681)
Acknowledgment number: 1737026094

looa .. Header Length: 32 bytes (8)

Window size value: 49680

[Calculated window size: 4968@)

Checksum: @xa%1lb [unverified]

[Checksum Status: Unverified)

Urgent pointer: @

v Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
» TCP Uptmn Max Lrium segment size: 1380 bytes

» TCP Option - Window scale: & (multiply by 1)

> TCP QOption - No-Operation (NOP)

oltf MM ZHX5tT RI=ES? HIE2 022 &1 5t= CHAQRIX| & Qlst 1 CHA| T2 433 oF & LCtH
(O] 2 M MEME I ESHAAIL).
AlLtE[2 2. & M&
O|M £2 AlLt2|(5YeEt HEXHIE S HE ™ME)E A2 &LCt
EZZX|
. Server
Client - 172.25.18.134
10.11.2.124 —
— INSIDE OUTSIDE y
:_ R E!
5 &:

£ |P:10.11.2.124
Dst IP: 172.25.18.134
ZEEZ: SFTP(FTP over SSH)

FTD LINA QI TIo|M Zix] 445t

<#root>
firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134



firepower#

capture CAPO int QUTSI DE buffer 33554432 nmatch ip host 10.11.2.124 host 172.25.18.134

RTT(Round Trip Time) 7|4t: 0] A2 RTTE = 300 msec®L|C}.

Destination

3 6.6ea137 10.11.2.124 172.25.18.134

4 8.883784 18.11.2.124 172.25.18.134 55Hv2 91
5 6.266863 172.25.18.134 10.11.2.124 TCP 7@
6 6.6135880 172.25.18.134 10.11.2.124 SSHv2 91

TCP & 27| Hth: MM TCP & 27| 7l 78 L&LICH

> Internet Protocol Version 4, Src: 172.25.18.134, Dst: 19.11.2.124

Source Port: 22
Destination Port: 570932

[5tream index: @]

[TCP Sepment Len: 8)

Seguence number: 661963571

[Hext sequence number: 661963571]
Acknowledpment number: 1778516295

1818 .... = Header Length: 48 bytes (18)

Window size wvalue: 14480
[Calculated window size: 14438]
Checksum: @x6497 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1390 bytes
TCP Option - SACK permitted
TCP Option - Timestamps: TSwal 398233208, TSecr 931650424

TCP Option - No- )]
TCP Option < Window scale: 7 (multiply by 128) I

» [SEQSACK analysis]

L A T

MHe| TCP & 37| =1600000H} O|E &lL|C}.

W [2poly a display filter ... <Carl-/>

Timeg

Mo

i!?._ @.266847 (172.25.18.134 18.11.2.124

i23_ B.268080 172.25.18.134 18.11.2.124

i]?._ B. pERaTE 172.25.18.134 18.11.2.124 55Hwv2 11% 12854 Server: Encrypted pac
:23“ 8. 2aa351 172.25.18.134 18.11.2.124 S5Hv2 118 12854 erver: Encrypted pac
i23_ 0.000092 §172.25.18.134 18.11.2.124 TCP 7o 12854

(23 @.ee0el1>  172.25.18.134 18.11.2.124 TCR i 12854

|23 ©.0000891 172.25.18.134 18.11.2.124 TCP 7a 12854

Bandwidth Delay Product(CH3Z x| M|E) SA2 OIS 22 7IHS 2 FLch

1600000*8/0.3 = 43Mbps2| O|2 4 2|C S S



Server

Client 192.168.1.220

192.168.2.220

4

OUTSIDE

=]

(e}

q

3 2F

0ok
fjo
rr
ol
i

A 1P: 192.168.2.220
Dst IP: 192.168.1.220
ZEEZ:FTP

FH ‘.| BXM

= -

FTD LINA 21Tl R E & stELCt.

<tfroot>

firepower#

capture CAPlI type raw data buffer 33554432 interface INSIDE match tcp host 192.168.2.220 host 192. 168. 1.

firepower#

cap CAPO type rawdata buffer 33554432 interface OQUTSIDE match tcp host 192.168.2.220 host 192.168. 1. 22(

FTP-DATA mI{Z!E MBSt FTD INSIDE CAPTURE(CAPI)2| FTP Data Channel& [} & LICt.

—_



75 9.808412 192.168.2.220 192.168.1.228 66 54494 » 2388 [ACK] Seq=1884231612 Ack=2678018183

76 0.000518 192.168.1.220 192.168.2.220 msaimwem . asesooa(pacy) (RETR FiledSmb)

77 @.9000061 192.168.1.228 192_168.2.220 P-0 Mark/Unmark Packet PASV) (RETR filelSmb)
7o onaie 192 163 Laso 12 isa2. 20 e o TR

79 0. 000015 192.168.1.226 192.168.2.220 FTP-DATA Set/Unset Time Reference Epnsv} (RETR filel5mb)

28 2.9808187 192.168.2.228 182 . 168.1.228 TCP Time Shifft... =1884231612 Ack=2678819631

81 2.888492 192.168.2.220 192.168.1.228 TCP Packet Comment... =1884231612 Ack=2670020879

82 0.000091 192.168.2.220 192.168.1.220 TCP e 4094 » 2388 [ACK] Seq=188423

£3 8.000815 192.168.2.220 102_168.1.220 TCP 94 » 2388 [ACK] Seq=188423

84 8.888321 192.168.1.220 192.168.2.228 FTP-DATA Apply as Filter * [PASV) (RETR filelSmb}

85 8.888a61 192.168.1.220 192.168.2.228 FTP-DATA Prepare a Filter v [(PASV) (RETR TilelSmb}

86 0.806153 192.168.2,.228 197 168.1.228 TCP Conversation Filter » P494 + 2388 [ACK] Seq=188423

87 8.000122 132.168.2.228 192.168.1.229 TCP ETrere G » 0494 » 2388 [ACK] Seq=188423
[ 830.918415  192.168.1.220  192.168.2.220  TcP  [NENNGE ;

£9 @.006397 192.168.2.220 102 .168.1.220 TeR T . TeREraa F 2670027119

90 8.988869 192.168.1.228 192.168.2.220 FTP-DATA | et [215mb)

FTP-DATA AEZ| EHIX:

waale

ecre

. 168.2. L168.1. 1o [ACK] Seqe che:
34 0.001617 192.168.1.220  192.168.2.220 FTP-DATA 1314 FIP Data: 1248 bytes (PASV) (RETR file1Sab)

35 0. 53351 192.168.2.229 192.168.1.228 T 66 54404 + 2388 [ACK] Seq=1884231612 Ack=2660000027 Win=32128 Len=0 TSval=3577291510 TSe¢r=4264384
37 0. P0061 192.168.1. 229 192.168.2,220 FIP-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSsb)
38 0. BaN158 192.168.2. 329 192.168.1.220 Tee 78 [TCP Window Update] 54494 -+ 2388 [ACK] Seqe1884231612 Ack=2669900027 Wine35072 Lens=0 TSwval=3577291511 TSecr=4264324 SLE-266999217S SRE-2665993423

30 0. 0077 192.168.2.229 192.168.1.220 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack=2669900027 Win=17888 Lens@ TSwal=1577291511 TSecr=4264384 SLE-2669597175 SRE=2660994671

41 0. BRMER 192.168.2.229 192.168.1.228 TP 66 54404 + 388 [ACK] Seq=1884231612 Ack=2669004671 Win=20832 Len=@ TSval=3577291820 TSecr=4264415%
A7 0. PAMES 192.168.1.279 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
|| 430.008045 1921681229 __192.168.2.728 __FIP-DATA 1314 [1CP Frevious segment not captured] FIP Data: 1248 bytes (PASV) (RETR filetsst) |
44 0. 2aeaTT 192.168.1.229 192 168.32.230 FTF-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSsb)
45 0. Paazas 192.168.2.3229 192.168.1.238 TCP 66 54494 -+ 2388 [ACK] SeqelBB4231612 Acke2G69995919 Wined3776 Lens@ TSvals3577291221 TSecr=426441%
46 0. 0038 192.168.2.279 192.168.1.238 TCP 7B [TCPF Window Update] 54494 + 2388 [ACK] Seqe1884331612 Ack=2669995919 Win=48768 Lens=0 TSwal=35772918Z1 TSecrs=4264415 SLE=2669997167 SRE=2669999663
A7 0. 000504 192.168.1.270 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
4B 8. PR0253 192.168. 2. 229 192.168.1. 226 TCR 78 [TCP Window Update] 54494 + 2388 [ACK] Seq=1884331612 Ack=2669995019 Win=51584 Len=0 TSval=3577201622 TSecr=4264415 SLE=2669997167 SRE=1670000911
[ 490518106 1921681230 192.168.2.730 __TCP 1314 [TCP fut-0F-Order] 2385 + 58454 [ACK] 5¢q=3669995919 Ack=1864231612 Win=66043 Len=1348 FSval=6aser Tsecea3s7imuizz |
58 8. BOeIne 192.168.2.229 192.168.1.238 TCP 66 54494 » 2388 [ACK] SeqelBB84231613 Acke2670000911 Wine54528 Lens@ TSwvals=3577292741 TSecr=4254507
51 0.988519 192.168.1.229 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
52 0. D061 192.168.1.228 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb}
|| s3o.oep0is 192.166.1.200 _192.168.2.220 __ FIP-DATA 1314 [TCP Previous segeent nat coptured] FIP Data: 138 bytes (PRSV) (RETR filetssb) |
54 0., 900815 192.168.1. 229 192,168,228 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filelSeb)
55 0,800199 192.166. 2. 229 192.168.1,220 T 66 54494 + 2368 [ACK] Seqe1834231612 Ack=2670002159 Win=5T472 Lensil TSval=3577292742 TSeor=4264587
56 0000229 192.168.2.22% 192.168.1.220 TP 66 54494 + 2388 [ACK] Seqeli84231612 Acke=2070003407 Win=560288 Lens@ TSvals3577292742 TSecr=4264507
57 0.080183 192.168.1.209 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
58 0.000106 192.168.2. 229 192.168.1.228 TP 78 [TCP Window Update] 54494 + 2388 [ALK] 5eqe1884231612 Ack=2670003407 Win=G5280 Len=0 TSwal=3577202747 TSecr=4264507 SLE=2670804655 SRE=1670807151
50 0.000168 192.168.2. 229 192.168.1.229 TP 78 [TCP Window Update] 54404 + 2388 [ACK] Seq=1884231612 Ack=2670003407 Win=68224 Len=0 TSval=3577202743 TSecr=4264507 SLE=2670004655 SRE=2670008399
50 0. p0M0S 192.168.1.220 192.168.2.228 FTP-DATA 1314 FTP Dota: 1248 bytes (PASV) (RETR filelSsb}

CAPO= CtE1h 22 ZHXE AMELICH

1 0 .168.1. t [
13z 193 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)
B08541 . 3 1. TP 66 54404 + 2188 [ALK] Seq=2157030682 Ack=2224318168 Win=32128 Leén=d TSval=3577291518 TS

1.22% T o FTP-DATA 1314 FTP Data: 1248 bykes (PASV) {RETR filelSsb)
43 0, 600250 192.168.2.230 192.168.1, 2206 (<] 78 [TCP Window Update] 54454 + 2388 [ACK] Seq=2157030682 Ack=2224318150 Win=35072 Len=0 TSval=3577291511 TSecr=4264384 SLE=2124319408 SRE=2334320656
44 . BSDTE 192.168.2.229 192.188.1.2206 TP 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030587 Ack-2224318158 Win=27288 Lens8 TSwal=3577261511 TSecr=4264324 SLE-2224319408 SRE-22243215084
46 0. B5ED 192.168.2.27%9 192.168.1.220 e 66 54494 -+ 2188 [ACK] Seqe2157030682 Ack-2224321904 WinedBB32 Len=d TSval=3577291820 TSecr-4264415
A7 0. B00412 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSsh)
49 ©, BI0OTS 192.168.1,229 102,168, 2, 230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR filelSsb)
50 0. 0299 192.168.2.229 192.168.1.220 e 66 54494 - 2388 [ACK] Seqe2157030682 Ack-2224323152 Win=43776 Lens TSval=3577291821 TSecr-426441%
51 0. 900045 192.168.2.20% 192.168.1.2200 e 78 [TCP Window Update] 54404 + 2388 [ACK] Seqe2157030682 Acks2224323152 Win=48768 Lens@ TSwal=1S7T201821 TSecr=4264415 SLE=2224324400 SRE=2224326896
52 0.000412 192.168.1.27% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)
53 8. 800351 192.168.2.27%9 192.168.1.220 TP 78 [TCP Windew Update] 54404 + 2388 [ACK] Seq=215703B682 Ack=2224323152 Win=51584 Léns@ TSwal=3577201822 TSecr=4264415 SLE=2224324400 SRE=2224328144
55 @, o107 192.168.2.229 192,168, 1, 220 e 65 54494 - 2388 [ACK] Seqe2157030680 Ack=2224328144 Win=54528 Lensd TSval=3577092741 Toecr=A364507
56 ©. 000457 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsh)
57 0. 00061 192.168.1.22%9 192.168.2.220 FTP-DATA 1314 FTP Dats: 1248 bytes (PASV) (RETR filelSmb) a
50 0. pOG0MD 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSsb)
60 8. p0e3T4 192.168.2.279 192.168.1.330 e 66 50494 + 2388 [ACK] Seqe2157830681 Ack=2224320302 Win=57472 Lens=@ TSvals=3577192741 TSecr=4264587
61 8, 900714 192.168.2.229 192,168, 1, 2200 (<] 66 50494 » 2388 [ACK] SeqeZ1STO30682 Ack=2224330640 Wine6O2E8 Lensd TSvale3577192742 TSecr=4264507
G2 0. 000122 192.168.1.22% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filelSmb)
63 0. 000168 192.168.2.22%9 192.168.1.22080 e 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030682 Acks2224110640 WinsG65280 Lens@ TSwal=3S7T202742 TSecr=4264507 SLE=22241318B8 SRE=2224334384
64 0. 000107 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
L .

1. TCP O0O(Out-Of-Order) T{Z/0| Q& LIC}.
2. TCP "M% 0| &Lt
3. %! A& XNIE THZh S LEFHLICH

52 &l File(1h2) > Export Specified Packets(XI&E T{Z! LI 72 OIS & mf xS xR



(= v 17 -—
Fili pame FTD_Data_only - —
ek L Wiresharicicpdump/. - peap (" dmp gz.* dmp" cap gz cap:” peap gr” peap) ~ Cancel

Help
|| Compress with gaip
PackelRange
CiCaptwred [ Displayad
Al packets 23954

() Salected packal 1

(IRange: 1

| xF KFOA

HE &Y

Ol MMofl Ltet Rl Zxl= EME O F317| 213 38U

27t A&Lch

1. % &S e KA Qs YAELICH
T2 A8 Wik ClHholA(MEol A 2EH0IIE R JHe WEo| e AERo 2 WAIRL
ct
3. %! A2 Wahe ClbholA HAE oM YAFLICHZH0IAE0M MHZ W),

Ysteo R QIFt 2! £ 4 THZ £ 40| WEHO R QIFt ZQIX| BOlstHH QIaEA WHE O
T34 R0 HImEHOF BLICH T JHOl ME CHE 24348 HIm3HE Wi W Bich of B0l
ol 5eig +#sts B x| WHiS Hod FLiC

2 &S AlEsty| 9o 270l WAE HImshs HA

124, 2 Zidol S8t Bt Rl o miZlo] e k[0 [U=X| &HFTLICH &, & AXoll= CHE
A Mol =of & El mjZlo] giofor gfLICH ChExt 22 H 7HX| Yol &L

- A #imiQt ot x| TiZ! IP ID(IP ID) gt2 & QlgLct.

= 1
. ’;‘d Hu_'mH E—:I |:||'7(|E# EH;| El_(l)zlAEHE ke il-Ol%I-L|[_—_|._

Ol ool M= Z Zix 2| 2 Hmif IiZlo| St IP ID 2f2 A =Cte WS &l = AU&LCh



™ Teme — [rseep— La— s

192.168.1.. axiais (2612 544394 + 2388 [SYN] Seqe1B84231611 Win=29200 L 5521468 SACK PERM=1 TSwval=357 7288500 TSecrsd) =128

3

-18-16 1
-10-16 16:

1314 9x1521 (5409) Ml Wireshark
152.16%.2. 208 .168.1. 6 Bwad? (2615)

File Edit View Go Captore Analyre Staimics Ter.l'w-vy Wiseless. Tools  Help
192.168.1. 230 192.168.3. 1314 9x1524 (5412) nse RE Q«=»EF 3 == 888l

8 2019-10-16 16:13:47.180507

9 2019-10-16 16:13:47.180715  192.168.2.229 192.168.1. TCP T8 DuadB (2616) ¥

18 3019-18-16 16:13:47.180792  192.168.2.220 192.268.1.. TcP 7i Guda3d (2617) pr— [e— [ ¥
- L 449

12 2019-18-16 16:13:47. 490376  192.168.2.20% 192.168.1. TP 66 Bxlada (2518)

13 3019-10-16 16:13:47. 490865  152.168.1.23% 192.168.2. TEP 1314 8x1526 (54143

; 1
4 2919-18-16 1 192.168.2.220 192.168.1. 66 Bxdale (2614) 54454 + 2388 [ACK] Seqe2157
L L e ) 5 2009-18-16 16: 192.168.1.220  192.168.2.220  TCP 1314 @x1521 (5489) 2388 + 54494 [ACK] Seqe22249
16 2019-10-16 16:13:47.491231  192.168.2.230 192.168.1.220  TCP 60 Oxdadh (2619) 6 2009-18-16 16:13:47, 192.168.2.229 192.368,1. 66 QxBa37 (2615) 5494 « 7388 [ACK] Seqe2157
17 2019-10-16 16:13:47.491261 152.168.2.228 192.168.1.220 TP T8 udadc (2628) -
18 7019-10-16 16:13:47.491765  192.165.1.200  192.168.2. e 1314 Gx152a ($418) ' 2019-10-16 161 : 102,168,200 192.160.2. 1314 Bx1524 (5412)
19 2019-16-16 16:13: 47472004 192.108.2.220 172.168.1.. ToF 70 Cxvazd (2621) 9 019-10-16 16:13:47.180746  102.168.2.220  192.168.1.228  TCP 78 dals (2616)
10 2019-18-16 16:13:47. 180832 102.168.2.220  192.168.1. 78 @039 (2617) [TCP Window Update] 58494 4

2308 + 54494 [ACK] Sequ2224
[TCP Window Update] 54458 4

152.168.2.2% 192.168.1. TR B Budhade [2622)

21 2019-10-16. 16:
e b d el S 1318 GAS2F (S423) 12 2019-10-16 16:13:47.4504087  192.168.2.220  192.168.1. 66 Gxdada (2618) 54454 = 2388 [ACK] Seqs2157
23 2910-16-16 16: 192.168.1.22% 102.168.2.. TP 1314 1530 (5424) 13 3019-10-16 16:13:47.459819 192.168.1.239 192.168.2. 1314 Bx1526 (5414} 2388 =+ 54434 [ACK] Seqeizid

25 1019-10-16 16:13:48.411668  152.168.1.228 192.168.2. TP 1314 8wl533 (5427) 15 2010-19-16

16:13:47. 499956 192.168.1.229 192.168.2. 1314 dx1525 (5417} 2388 + 54434 [ALK] Seqe2E2d

2% 2019-10-16 16:13:45.411859  10.168.3.20 182,163.1.20%  TCP 66 Bxda3f (2623) 16 2019-18-16 16:13:47 451245  1952.168.2.230 192.168.1. 6 Bdadb (2615) S4454 » 2388 [ACK] Seqe215]
27 2019-10-16 16:13:48, 412088 192.16.2.220 192.268.1.220  TCP 50 Oxdadd (2624) 17 2019-19-16 16:13:47.451202  192.168.2.220  192.168.1.228  TCP 78 exbade (2620} [TCP Window Update] 54454 4
Frome 1: 74 bytes om wire (592 bits), 74 bytes captured (502 bits) 16 2019-10-16 16:13:47.491784  192.168.1.228  192.168.2. 1314 Bx152a (5418) 2385 + 54494 [ACK] Sequazad

Ethernet II, Src: Veware @b:elich (@0:0c:20:0b:edzch), Dit: Cisco O9d:89:07 (50:1d:e5:04:89:97) 19 2019-10-16 16:13:47. 492055 192.168.2.220 192.168.1. 78 iidald (2621} [TCP Mindow Update] 54454 4
» Internet Protocol Version 4, Src: 192.168.2.239, Dst: 192.168.1.330
- Transmission Control Protocel, Sec Port: 54494, Dst Poct: 2388, Seq: 1884231611, Len: @ 21 1019-19-16 16:13:48.411881 192.168.2.220 192.168.1. 66 Bxbate (2622) Saa%4 = 7388 [ACK] SeqezlS]

12 W19-10-16 16:13:48,411538 192.168,1.229 192.168.2. 1314 @x152f (5423) 2388 + 54494 [ACK] Sequd2id
23 M0i9-19-16 16:13:48, 411599 192,168,120 192,068,220 TP 1314 1539 (5434) 2388 - 54494 [ACK] Seq=2224

SYotx| 2 B 2 sELICH

Na. Timne Sourca Destination Pratocol LE'rlg'l!l Trifig

3:43.245638 192.168.1.228 192.168.2.228 TCP ?d 21 + 38480 [5
3:43, 245867 192.168.2.228 192.168.1. 226 TCP 66 38480 + 21 [A

2 2819-18-16 16:
16 16

1
3 2019-18- :1
€

w Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2619 16:13:43.24563800¢ ~--~~-7 " =-=--= Podi-ki i
[Time shift for this packet: ©.600000000 secc P SuDIEes

Epoch Time: 1571235223.245638000 seconds Collapse subtrees
[Time delta from previous captured frame: @.¢ Expand All
[Time delta from previous displayed frame: @. Collapse All
[Time since reference or first frame: @.@809:
Apply as Column
Frame Mumber: 2
Frame Length: 74 bytes (592 bits) Apply as Filter ’
Capture Length: 74 bytes (592 bits) Prepare a Filter L3 Selected |

(frame.time >="2019'4 10& 16 Y 16:13:43.244692000") &&(frame.time <= "2019'4 10& 16
16:20:21.785130000")

3. X|IHE g M X Z LHE LW, File > Export Specified PacketsE &4t C}2 Displayed
WA E MEELICH o & ;’”K-loﬂf Ueh EtY IR E 7HH{st= 0| 2 & E[o{oF g LICt.
OlA| 27H2| WX E HIwE £ U&LCt

2EHA. &A™ Zho| Hwol AASE 2! HEE X|EELULCH ASE & e EEQ o

. |F)‘AIH4

1AM XIS 2 miZle] vt 23 El 2 x| HAE HTE WEELICH o= A sted &
& £04, IPIDE 7|Z2 2 I{ZE H|nsted= E< O|0|X[of EAIE

0

CHE AME sYELIch



dm i@ 1 NRE QesEFesEaqar

W | Apply a display filter ... <Ctri-f>

{ Right-click here }—

Ho. Time Source Destination

3 2019-10-16 16:13:43.245867
4 2019-10-16 16:13:43.558259

192.168.2.220
192.168.1.220

192.168.1.220
192.168.2.220

Protocol

——

Align Left
Align Center
Align Right

Length  Info

66 38400 » 21 [ACK] Se
229 Response: 220-File,

M Wireshark . Preferences ? *
- e
| | Displayed Titie Type Fields  °
Font and Colors O ke Number
Layout a Time Teme (format as specified)
Capture O Scurce Souwce address
Expert L] Destination Destination address
Filter Buttons 0 Protocol Protocol
Name Resolution O Lengw Raciet length (bytes)
v PrOMOEols (] Sequence rumber Custom bopseg
b Statistics O Source Pon Custom wdpsrcpon
Advanced 0  Destination Pont Custom wdip.dstport
O w Custom vianid
! et i %34 s bl
= JOre Iragment LusTom Tl oA
[0  Dont agment Custom ipflags.af
£ >
£ » | B =
[ox ] comw e




identification

Bx150e (5390)
fxfdbl (549440
Bx1512 (5394)

@xfdbl (64945)

fafdbl (64947
Bx1513 (5395)
fcfdbd (64948)

Bx1516 (5398)

dxfdbb (64958)
Ax1517 (5399)
Bxtdb? (6495%1)
Ax1518 (5408)
pxfdba (64952)

Bx151b (5483)

Bxfdba (64954)
Hxiolc (5484 )
Bxfdbb (64955)
fxl51d (5485)
BcBa3d (2612)
fxfdbe (64956)

51f (5487)

sl FE FAETAN

w Frame 23988: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2009 16: 3:21.785130080 Central European Daylight Time

3EHA. o|O|X|ofl EAIE CHE ZHR{ o] EIAE H{T(File > Export Packet Dissections > As Plain
Text..)2 A4AdBrLICH



;‘ Wiresharlk

|File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ctrl+ 0 F I E e &l

Open Recent ¥

Merge... 1
oo fom e« Bune.- e
Close Cirl =\

Save Ctri+5

Save As.. Ctrl+5Shift+5

Frle Sl L

Export Packet Byles...
Export PDUs to File...
o|O|X|of EAIE WMH EAIE EE=2

Packet Range

(®) All packets

(") Selected packet
Marked packets
First to last marked

(O Range: |

Remowe lgnored packets

Cirl #Shift+X

As OV
As " Arrays...

Include column headings and Packet
F| gt

Packet Format

f] Packet summary line

[] inchude column headings
] Packet detais:

As desplayed

0 [[] Packet Bytes
[] Each packet on a new page

AT ool il H=-ELICE Linux sort BEE AHE50 LSS e = UAELICH
<#root>

#

sort CAPl IDs > filel.sorted

#

sort CAPO IDs > file2. sorted

5EA|. HIAE H|W =7(0d: WinMerge) =& Linux diff 22 AF&35t0o{ & ZHX{ Z+Ho| xt0|E &2l



gfLCt.

0x0a3d (2621) 0x0a3d (2621)
0x0a3e (2622) 0x0a3e (2622)
0x0a3f (2623) 0x0a3f (2623)
0x0ad0 (2624) 0x0ad40 (2624)
O0x0adl (2625) _ O0x0adl (2625)
0x0ad42 (2626) WinMerge X | loxoad2 (2626)
0x0a43 (2627) N 0x0a43 (2627)
0x0ad44 (2628) . The selected files are identical. 0x0ad44 (2628)
0x0a45 (2629) @) 0x0a45 (2629)
0x0a46 (2630) [pon't display this message again. 0x0a46 (2630)
0x0a47 (2631) 0x0a47 (2631)

0x0a48 (2632) 0x0a48 (2632)

0x0a49 (2633) 0x0a49 (2633)

0x0ada (2634) 0x0ada (2634)

0x0adb (2635) Ox0adb (2635)

0x0adc (2636) Ox0adc (2636)

0x0ad4d (2637) 0x0add (2637)

Ox0ade (2638) Ox0ade (2638)

(Ciar M= A F FDETI0N NarNi= AF IDETIQN

< > | <

Ltn: 27 Col: 14/14 Ch: 14/14 1252 Win Ln: 23955 Col: 1/1 Ch: 1/1 1252

Soures Destination

4 2019-18-16 16:13:47.173060 192.168.2.229 192.168.1.220 TP 66 58494 » 2388 [ACK] Seq=2157030682 Ack=2224316912 Win=29312 Len=0 TS5val=3577291508 TSecr=4264384

5 2019-18-16 16:13:47.17938% 192.168.1.229 192.168.2. 226 TCP 1314 2388 -+ 54494 [ACK] Seq=2224316912 Ack=2157930682 Win=66048 Len=1248 Tival=4264384 TSecr=3577291508

6 2819-10-16 16:13:47.188629 192.168.2.220 192.168.1.220 TCP 66 54494 » 2388 [ACK] Seqe2157030682 Ack=2224318160 Win=32128 Len=B TSval=3577291518 TSecr=4264384

B 2019-10-16 16:13:47_188456 192 .168.1.22¢ 192.168.2.228 TCP 1314 2388 » 54404 [ﬂ.CK] Seqe2224320656 Ack=2157030682 Win=66048 Len=1248 TSval=4264384 TSecr=3577291510

9 2019-18-16 16:13:47.180746 192.168.2.229 192.168.1. 228 TCP 78 [TCP Window Update] 54434 + 2388 [ACK] Seq=2157030682 Ack=2224318160 Win=35072 Len=@ TSval=357729151
18 2819-18-16 16:13:47_1883822 192 168.2.220 192.168.1.2208 TCP 78 [ICP Window Update] 54494 + 2388 [MK] Seq=2157830682 Ack=2224318168 Win=37888 Len=@ TSval=357729151
12 2019-10-16 16:13:47_400407 192.168.2.220 192.168.1. 220 Tcp 66 54494 5 J3BE [ACK] Seq=2157030682 Ack=2224321904 Win=48832 Len=0 TSval=3577201820 TSecr=4264415

13 2819-108-16 16:13:47.458819 192.168.1.239 192.168.2. 228 TCP 1314 2388 -+ 54494 [ACK] Seqe2224321904 Acke2157930682 Win=66048 Len=1248 TSval=4264415 TSecr=3577291820
15 2819-18-16 16:13:47_408956 192 168.1.22¢ 192.168.2.228 TCP 1314 2388 + 544904 [MK] Seq=2224325648 Ack=2157030682 Win=66048 Len=1248 TSval=4264415 TSecr=3577291820
A 210 10-1/ 1R 13- 47 4012445 192 1RR. 2. 220 192 1RR. A 220 TR A 54404 & 28R TACK] Sens2IS7A06R2 Acke2224373152 Wined 1776 | onefl TSvaleaA877201821 TSarred2hdd1s

HX:

1. 0| WZ!2 TCP R ™S QL|CH E3F| MA|E 2E0| FTP C|O|E{of CHal E2to|HEMA HHE
& E|= TCP SYN izl elL|Ct. %EPOIO*Eﬂ mZle MAEE D 7] SYN@Z #1)2 2 £ Q2
S22 HZlo| YetHo 2 PYAE MM & AERE&LICH

_ TCP SYN (packet #1) - x/ Server
Client 192.168.1.220

=
192.168.2.220

INSIDE OUTSIDE

TCP SYN Retransmission (packet #2)

O| Z< SYN IiZ!0| Mol =& IX|E ESot2= &0 SYN/ACK IZ!0| £ AE|AE = U&L
CtH.



TCP SYN (packet #1)

Client —
192.168.2.220 : '

INSIDE Ele3W OUTSIDE

TCP SYN Retransmission (packet #2)

4(_-'"'

| —/:

Server

92.168.1.220

£

TCP SYN/ACK =

2. len_'l A‘”:L'.:'_'iEj} E_II-()_I/EI*{E'” I_|.c> 7_|OE §—|

2l

2 Wireshark| TZ!0| A& LICH A

— A —
Z[X] 2 0| M| A EEI0|ER MEE[RSH %"2“'—1 Aol M 2 O[X| e£7] 2 0d| AEd
= T N 2
ot gfsted 7hol| mfZlof & A E(I& LY.
Packet sent Server
Client ) S i 220
192.168.2.220 4
| _ INSIDE OUTSIDE )
—— l/ ;'\I |Ilr | —
- 4 | %ket sent

— — IN o (=)
Ol= FTP Aol &sted Zhof mi=! & Alo| /IS LIELICEH
2. FIHAAN

-7 = = = AN o - 3 —_
QI ZOISOM xS B 27} HAME WAELICH 12! & 410 [Ll0| ElE BRIV U= M
(=) =]

HE E f Z42|5l24™ Divide and Conquer &S M5l 24 A2.
No, Tima Saurce Dastingtion Protacsl Length Trifg

155 2819-18-16 16:13:51. 749845 192.168.1.220 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)

156 2019-18-16 16:13:51. 749868 192.168.1.228 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)

157 28619-168-16 16:13:51. 749872 192.168.1.228 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)

158 2019-10-16 16:13:51.758722 192.168.2.220 192.168.1.229 TCP 66 54494 » 2388 [ACK] Seq=2157030682 Ack=2224385552 Win=180480 Len=@ TSvi

159 2019-18-16 16:13:51. 758744 192.168.1.2209 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)

168 28619-18-16 16:13:51. 7587638 192.168.2.228 192.168.1.228 TCP 66 541494 + 2388 [MK] Seq=2157030682 Ack=2224386800 Win=183424 Len=8 TSv|

161 2819-18-16 16:13: 192.168.1.2209 192.168.2. AR g, leelSmh)

1314 - (PAS‘.I'} (RETR

163 2019-18-16 16:13:51.751824 .168.1.220 192.168.2.

165 2619-18-16 16:13:51.751482 FTP-DA.. 131

192.168.2.

[ Frame 167: 1314 bytes on wire (10512 bits), 1314 bytes captured (18512 bits) on interface 8
Ethernet II, Src: Veware _30:2b:78 (00:0c:29:30:2b:78), Dst: Cisco 9d:89:9b (50:3d:e5:94:89:9b)
Internet Protocol Version 4, Src: 192.168.1.220, Dst: 192 168.2,270
> Transmission Control Protocol, Src Port: 2388, Dst Po 94 Ack: 2157038682, Len: 1248
FTP Data (1248 bytes data)
frr s
[Setup method: PASW]
[Command: RETR filelSmb]
Command frame; 40
[Current working directory: /]
> Line-based text data (1 lines)

2H:
1. =417|(0] 22 FTP E2t0|AUE)E E0{2E TCP AlEA HEE FXF
NEE HXIsHHOIE AL HEE HHFIUT) ACK="HLE ol g A
Z1=2 A AISH

72 dgrLct o oflof M= Ack= 2224386800°|L—| Ct.
2. Dup ACK= TCP & A7 & (Duplicate ACK ==

% 20msec O|LH RHHE)E

FTP Data: 1248 byte PASV} (RETR ﬁle15mb) _

‘_

|CH.

AR T

HA HES'2 ACK If

E 2[7HgfLct.



&5 ACKE T lnlgLnt?

. %740l = ACK7H URIEH AR RFS0| ¢S B PEMsHH TAsHE HO0| AR THs
Mol g&Lic
. AR HFBO0| FIIt2E 55 ACKE T3 £40] of= ME 2SS LiepgLIC
c

<#root>
firepower#

capture CAPlI buffer 33554432 interface INSIDE match tcp host 192.168.2.220 host 192.168. 1. 220

firepower#

capture CAPI interface OUTSI DE

A LHELZ]: 2la8ia miZlnt of el miZ!e| Alzh Ato] #f ¢l

e

Atell 7. TCP @12 EX|(ZfZ] &4

BA ME:

£ M 2210[|21E(192.168.21.193) 7+ CHAF AEH(192.168.14.250 - HTTP)Of| 45241 A= 5t =
7tX| AlLt2[27F i&LICt

o ZCI0|HET} HMA ZRIEAP) A0 HZAE|MH HTTP ¢1Z20| &S 5tX| et&LICt
« EC0|UET} HHA ZOIEAP) 'B'O| (IZAZ|H HTTP ¢3Z0| 2 S&LICt.
ol 2&loHE EEZX|E Ho{ELILC}.
|- | :
P . ——=) Server
Client —_— 192.168.14.250
192.168.21.193 INSIDE b
| - — B
- ., .
:—:,__ fl e ——1




odSF2 HI= 5 2.
oo=2 E—m —A[-

A 1P 192.168.21.193
Dst IP: 192.168.14.250

ZEEZ:TCP80

FHx| A
= —_ 1

FTD LINA 2Tl R E & stEhLCt.

<tfroot>

firepower#

capture CAPI int INSIDE natch ip host 192.168.21.193 host 192.168. 14. 250

firepower#

capture CAPO int QOUTSIDE nmatch ip host 192.168.21.193 host 192.168. 14. 250

MK - 715 AlLE|2:
HO|AEICICZ M HA X 50| &QIE AlLIZ|22| HAHE AMEStE A2 4 01 K& LICH.

0| 22!l M= NGFW INSIDE QIE{H| 0| A A ZH&{Tt LIS Eo{EL|Ct

M. Tiwe Sounte Dresstinabiosn Prafocel  Length  Iefo
1 2613-98-08 17:03:25.554582 192.168.21.193 192.168.14.258 TCP 66 1855 + 88 [SYN] Seq=1341231 Win=65535 Len=0 H55=1468 SACK_PERM=1
2 2013-98-08 17:03:25.555238 192 .168.14 258 192.168.21.193 TCP 66 8 + 10855 [SYM, ACK] Seq=1815787006 Ack=13412323 Win=564240 Len=0 M55=1388 SACK_PERM=1
3 2013-08-08 17:83:25,579918 192.168.21.193 192.168.14,259 TCR 58 1055 + 80 [ACK] 5eq=1341232 Ack=1015787807 Win=65535 Len=0
4 2813-88-08 17:03:25.841881 192.168.21.193 192.168.14.258 HTTP 370 GET fttest.html HTTP/1.1
5 2013-98-08 17:03:25. B4B466 192.168.14 258 192.168.21.193 TCP 1438 B8 » 1855 [ACK] Seq=1815787007 Ack=1341544 Win=63028 Len=1388 [TCP segment of a reassembled POU]
6 2013-02-08 17:03:25.848527 192.168.14.250 192.168.21.193 HTTP 698 HTTP/1.1 484 Mot Found (text/himl}
7 2813-88-08 17:03:25. 858445 192.168.21.193 192.168.14.258 TCP 58 1855 + 88 [ACK] Seqel341544 Acke1815789827 Wine65535 Lens=@
8 2013-98-08 17:03:34.301749 192.168.21.193 192.168.14.258 HTTP 365 GET Stest.html HTTR/1.1
9 2013-02-08 17:03;34,395437 192.168.14.250 192.168.21.193 HTTP 586 HTTR/1.1 200 OK (text/html}
18 2813-88-88 17:03:34.6086352 192.168.21.193 192.168.14.258 TCP 58 1855 -+ 88 [ACK] Seqe1341855 Acks=1815789555 Wins=65087 Lens@
11 2013-98-88 17:03:40. 730661 192.168.21.193 192.168.14.250 HTTP 483 GET ftest.html HTTR/1.1
12 2013-08-08 17:03:48.741538 192.168.14.250 192.168.21.193 HTTP Z7T1 HTTR/1.1 384 Mot Modified

0| 220l A= NGFW OUTSIDE QIE{H| 0|A|A ZHX{EH LIRS Hoi=L|C}.

o Time Source Destination Protocol  Length  Info
| 12813-63-08 :B3:25.554872 192.168.21.193 192.168.14.25 TP 66 1855 » 88 [SYN] Seq=1839888324 Win=65535 Len=0 M55=1380 SACK PERM=1
2 1913-88-08 192.168.14. 258 192.168.21.193 TP 66 88 + 1855 [SYN, ACK] Seq=5211BB628 Ack=1839800325 Win=64248 Len=@ M55=1458 SACK_PERM=1
3 2913-88-08 192.168.21.193 192.168.14.250 TP 58 1855 « 88 [ACK] Seq=1839899325 Ack=52118862% Win=65535 Len=@
4 3913-08-88 192.168.21.193 192.168.14.25 HTTP 370 GET fttest.htal WTTP/1.1
5 2013-88-08 192.168.14.250 192.168.21.193 TP 1436 80 + 1055 [ACK] Seq=521188629 Ack=1839800637 Win=63928 Len=1388 [TCP segment of a reassembled PDAI]
6 2013-08-88 17:03:25 B48512 192.168.14. 258 192.168.21.193 HTTP 698 HTTP/1.1 484 Not Found (text/html)
7 2013-98-08 17:03:25,858476 192.168.21.193 192.168.14.25@ TP 58 1055 -+ 80 [ACK] Seq=18298300637 Ack=521190640 Win=65535 Len=0
8 2913-88-08 17:83:34.391779 192.168.21.193 192.168.14.258 HTTP 369 GET ftest.html HTTP/1.1
9 2913-88-08 17:& 192.168.14. 258 192.168.21.193 HTTP SB6 HTTP/1.1 208 0K (text/html)
10 3913-03-08 17:03; 192.168.21.193 192.168.14.350 TR 58 1855 + 80 [ACK] Seqe1839800048 Ack=521191177 Win=65007 Len=@
11 2913-88-88 17:03:48. 739646 192.168.21.193 192.168.14._250 HTTP 483 GET ftest.himl HTTR/1.1
12 2913-08-88 17:83:40.741523 192.168.14. 258 192.168.21.193 HTTP 271 HTTP/1.1 384 Not Modified

O xS

4.



L2719 M= Hel SUELICHISN el x| 1ed).

7! & 4o =Tt gl&LIch

. O0O(No Out-Of-Order) ZHZ!
.37HC| HTTP GET 23&0| &L|ct & Hmi= 404 'Not Found', & HmM{= 200 'OK', M| 2
£ 304 'Not Modified' 2|C[2M HAIX|E gr&LCt

AWM

A - LT AF AlLtEl2:

R17BA ZHF(CAPI) LIS LICE.

Time Source Destination Frobocel  Length  Info
1 2913-88-88 15:33:31.989193 192.168.21.193 192.168.14. 258 TCP 66 3072 + BB [SYN] Sequd231766828 Winw65535 Lens@ MSS=1468 SACK_PERMsl
2 2013-08-88 15:33:31.909B4% 192.168.14.250 192.168.21.193 TCPo 66 80 » 3872 [SYN, ACK] Seq=B67575050 Ack=4231766829 Win=564248 Len=2 M55=1388 SACK EERH:l

3 2013-88-68 15:33:31.913267 192.168.21.193 192.168.14.258 TCP 66 3872 + BB [ACK] Seq=4231766829 Ack=86757596@ Win=65535 Len=2[Malformed Packet]
4 2013-68-08 15:33:31.913649 19%.168.14, 258 192.168.21.193 HTTP 222 HTTPS1.1 460 Bad Request (text/html)

b=t

p

8 2813-83- ©33:34.894713 - -21. - .14, 60 3872 » BB [ACK] Seq=4231767140 Ack=867576125 Win=65371 Len=2

11 2013-88- $33:35.118234 r. Rl r. .14, . 66 3873 + BB [SYN] Seqe=2130836820 Win=65535 Len=@ M55=1460 SACK_PERM=1
12 2013-88- £33:35.118737 . .14, 92. 21,18 66 88 » 3873 [SYN, ACK] Seq=2991287216 Ack=2130836821 Win=64248 Len=0 M5521388 SACK_PERM=1
12 2913-88- :33:35.121575 92. -21. - .14. 6@ 3873 - BB [ﬂ.(K] Seq=2130836821 Ack=2991287217 Win=65535 Len= 2[r-la1form_d Packet]

15 2013-88- :33:35.121896 . -14. . =21 222 HTTPS1.1 48& Bad Request [texl.-‘htrrl)
16 2013-88- 233:35.124657 -168.21. . -14. 60 3073 + B0 [ACK] Seq=2130837134 Ack=2091287382 Win=65371 Len=2

1. TCP 3-way $HEM0|=Z7} Q& LICEH
2. TCP A~ &1 mZ! &Alo] :
3. Wiresharkol 2|5l EAl0| 2 E W 2 AlMEr|E T{Z(TCP ACK)O| Ql&LICH

ol Z&oM= o|lzelA ZR{(CAPO) LI E Hoi ELICH

No. Time Source Bestinaban Frotocol  Length  info
1 2013-08-88 15:33:31.9989514 192.168.21.193 192.168.14.258 TCP 66 3072 = 80 [SYN] Seq=230342488 Win=65535 Len=@ MS5=1388 SACK_PERM=1
2 2913-88-88 15:33:31.0098a4 192.168.14.258 192.168.21.193 e o 66 B + 3872 [SYN, ACK] Seq=268013986 Ack=2310342480 Win=64248 Len=8 MS5=1460 SACK_PERM=1
3 2013-08-08 15:33:31.913298 192.168.21.193 192.168.14.250 TP 60 3072 + 80 [ACK] Seq=230342489 Ack=268013987 Win=65535 Len=2[Malformed Packet] e

4 7913-08-88 15:33:31.913633 192.168.14, 258 192.168.21.193 HTTP 222 HTTP/1.1 480 Bad Request (text/html)

:34.89475% . -21. . -14. 68 3872 + 80 [ACK] Seq=2303428500 Ack=268014152 Win=65371 Len=2

11 7913-08-88 15:33:35.118524 192.168.21.193 192.168.14, 258 TP 66 3873 + 80 [SYN] Sequ2731219422 Wine65535 Lens@ MSS#1380 SACK_PERMs1

12 3913-88-88 15:33:35.118707 192.168.14. 250 192.168.21.193 e 66 80 + 3073 [SYN, ACK] Seq=2453407925 Ack=2731219423 Win=64248 Len=0 M55=146@ SACK_PERM=1
12 2613-88-88 15:33:35.121591 192.168.21.193 192.168.14,258 TCP 68 3873 + 30 [ACK] Seq=2731219423 Ack=2453487926 Win=65535 Len=2[Malformed Packet]
15 2913-88-88 15:33:35.121865 192.168.14. 258 192.168.21.193 HTTP 222 HTTP/1.1 488 Bad Request (text/html)

16 2913-08-88 15:33:35.124673 192.168.21.193 192.168.14.258 e 68 3873 + 88 [ACK] Seq=2731219736 Ack=2453488891 Wi 5371 Len=2

2H:
2712 ZHx{= ol SUBLICHISN o XA 1 Ed).

3. Wireshark01| olsl FAlo| RE W2 AMHE|= IHZNTCP ACK)O| U&LCH.

EXE

o2
5
_l|=l
T
mo
10
ro
]
C
o



ta. Time Source Destinaton Protocol  Length  Info

| 12013-68-68 15:33:31.909193 192.168.21.193 192.168.14.258 TCP 66 3872 + 88 [SYN] Seq=4231766828 Win=65535 Len=0 MSS=1468 SACK_PERM=1

1 2 2013-88-68 15:33:31.989849 192.168.14.258 192.168.21.193 TCP 66 80 » 3072 [SYN, ACK] Seq=867575959 Ack=4231766829 Win=64240 Len=0 M5S=1380 SACK_PERM=1 |
| 3 2013-08-08 15:33:31.913267 192.168.21.193 192.168.14.250 TP 50 3872 + 80 [ACK] Seq=4231766829 Ack=867575960 Win=65535 Len=2[Malformed Packét]o

» Frame 3: 68 bytes on wire (480 bits), 68 bytes captured (488 bits)

» Ethernet II, Src: BelkinIn_63:90:f3 (ec:1a:59:63:98:f3), Dst: Cisco 6l:cc:9b (58:8d:89:61:cc:9b)

» B982.1Q Virtual LAN, PRI: &, DEI: @, ID: 20

» Internet Protecel Version 4, Src: 192.168.21.193, Dst: 192.168.14.250

~ Transmission Control Protocol, Src Port: 3872, Dst Port: 88, Seq: 4231766829, Ack: B6757596@, Len: Ze
Source Port: 3872

Destination Port: 8@

[Stream index: @]

[TCP Segment Len: 2]

Sequence number: 4231766820

[Mext sequence number: 4231766831]

Acknowledgment number: 867575060

8101 .... = Header Length: 20 bytes (5)

Flags: 9x010 (ACK)

Window size walue: 65535

[Calculated window size: 65535]

[Window size scaling factor: -2 (nmo window scaling used)]

Checksum: @x81bf [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

[SEQ/ACK analysis]

[Timestamps] 0

TCP payload (2 bytes)

v ﬂ—
v [Expert Info (Error/Malformed): formed Packet (Exception occurred)]

[Malformed Packet (Exception accurred)]
[Severity lewel: Error]
[Group: Malformed]

\

v

v

58 8d @9 61 cc 9b ec la 5% 63 90 f3 81 29 90 14 X--a---- ¥Yg-----

08 00 45 00 00 2a 7f 1d 40 90 80 06 d5 ad <B aB E--*.. @

15 ¢1 c@ a8 @e fa 6c 80 00 50 fc 3b 33 b6 PRI P T
9939 28 98 58 18 ff ff 01 bf 00 60 ::EN:EE (P ‘
2H:

. I{Z]2 Wiresharkol| 2|5l & Alo| ¥R E Zdoz2 AlEE Lct.
. 40[= 2HtO|E Lt

. 2HIO|E 2| TCP HO|2 =7t i &LCt.

. HO|2E= 4712 71 0(00 00) 4 LEt.

A OWON -

xFod 4 Z 7} ZH (divide and conquer) &
SERSEL] -

Server

Client 192.168.14.250

192.168.21.193

: B B

0| 22 A2{x|'A' QIE{H|0|A E2t0|HHof 2HIO|E 7} FIHEIRSH
Ast= Zdo| sl 22X oAU & LICH.

3



Ate] 8. UDP 242 EA|(+EH&l THZ!)
2 AH: 4 Syslog M0 Syslog(UDP 514) MHIA|X|7} E A|E|X| f&LICt.
ol 2ZloMHeE EEZRXIE Eo{ELIC

d i Syslog Server
192.168.1.x/24 192.168.2.x/24 10.10.1.73

El/2 E1l/3.202
. INSIDE OUTSIDE
=
71
~ EIGRP AS 1)
L Syslog Client
TES HESE

A 1P: 192.168.1.81
Dst IP: 10.10.1.73
Z=EZ:UDP 514

x| 24
.

FTD LINA I Zlo| M 4 E & d3tefLct.

<#root>
firepower#
capture CAPI int INSIDE trace match udp host 192.168.1.81 host 10.10.1.73 eq 514

firepower#

capture CAPO int QUTSIDE match udp host 192.168.1.81 host 10.10.1.73 eq 514

FTD Z{& Al THZ! EA| F &

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog
capture CAPO type raw-data interface OUTSIDE [Capturing - 0 bytes]



match udp host 192.168.1.81 host 10.10.1.73 eq syslog

<#root>
firepower#
show conn address 192.168.1.81 port 514

10 in use, 3627189 most used
Inspect Snort:

preserve-connection: 6 enabled, 0 in effect, 74 most enabled, 0 most in effect

uDP
I NSI DE
10.10.1.73:514
I NSI DE
192.168.1.81:514, idle 0:00:00, bytes
480379697
, flags -
]

N1

FO
1l

—

. @ladiA(ingress) & 0|28 A(egress) QIE{H| O|A T} & 2 EHL|CHU-turn).
. HIO|E =7} é,"%"o| Zt(~5GBytes) L|C}.

W N

. Eff3'0E EES? RLEZE(HW accelerated flow)E 2|0|8tCt M2 FTD ZH R0 A ZHZ!

= LAIoPXI OfSLICH E22 QI Z2EE 41xx & 93xx ESHEZ 0| MBF X|HELICE O] B

C|HFO|AE 41xxL|C}.
o4 2. MA| Bl ZHX{E £t

OIDIXIOH E AIEl CHE Firepower MA| 2t2[XH0d| 2425t 21 8|A CIE{m0]A (O] Z
Z 7|01 QIE{H|0|A(E1/9 L E1/10)0IAM XS A58t

A2 E1/2) L



FP41xx

E1/2

Capture

Point 2 FTD Snort engine

Capture Internal
Point 1 Switch E1/9

(FX0S) —

FTD LINA engine

{10

-1 H

Capture
Point 3

Cwverview Interfaces Logical c rity Engine Platform Settings : T Help  admin

Select an instance: raf w
[ mzaleins_FTD 1 Session Name®
Selected Interfaces Ethemnatl/2
Buffer Size 256 MB w
Snap length: 1518 Bytes
Etharnetl/2
Stare Packets I e
Capture On Al Backslane Pects =

FTD Capture Filter Apply FiRer Cagtura Al

Ethernatl/a Ethamatl/ D, Etheimaet1/10

apply Angther Filter  Creats Filter

Etbarnat )]

P
b
.49"

s

- ] CAPI Drap Count: 40103750 Operational State: DOWN - Memary_Overshoot
Interface Name Filter File Size (in bytes) File Hame Device Name
Etherneti/10 Haone 276 CAPI-ethernet-1-10-0.peap mizafeira_FTD
Ethemetl/9 Mane 132276060 CAPI-ethernet-1-%-0.pcap mzafeiro_FTD l:.
Ethermetl/2 Mang 126224072 CAPL-atharnet-1-2-0.pcap mzafgirg_FTD W,

Q Bl: Wireshark0 A= VN E{ 27t X|HEl T{Z & A 2lstod S 2|3 QIE{m o|A 2ol A miZ
=S Mg



M CaR-ethernet-1-2-0,pcap
Eile Edit YWiew Go Capture Analyze 5Statistics Telephony \Wireless Tools Help
dB 2% INRE QesrEF7E S aaal
3 display filkgr _.. <Chri-f>
— o = = = 1
o, Time Destination Frotocol Length Info
3 8.8532. Vmware 85:4f:ca  Broadcast ARP 78 Who has 192.168.183.1117 Tell 192.168.183.112 |
4 8.0008. Vmware_85:4f:ca  Broadcast ARP 64 Who has 192.168.163.1117 Tell 192.168.183.112
5 8.5216. Vmware_85:2f:88 Broadcast ARP 78 Whe has 18.18.18.17 Tell 19.16.16.10
6 0.0000. Vmware_85:2f:88 Broadcast ARP 64 Whe has 19.18.18.17 Tell 190.10.16.10
7 0.5770. Vmware_85:2f:88 Broadcast ARP 70 Whe has 19.18.18.17 Tell 19.198.10.19
8 0.0000. Vmware_85:2f:80 Broadcast ARP 64 Whe has 19.18.18.17 Tell 19.198.19.19
11 8.1520_ Vmware_85:2f:98 Broadcast ARP 7@ Who has 19.19.19.17 Tell 10.18.10.19
12 9.8000_ Vmware_85:2f:98 Broadcast ARP 64 Who has 18.18.108.17 Tell 18.18.16.19
13 8. B6@6_- Vmware B5:4f:ca  Broadcast ARP 78 Who has 192_168.183.1117 Tell 192.168.163.112
14 & 9088 Vmware 85:4f:ca Broadcast ARP 64 Who has 192.168.163.1117 Tell 192_168.163.112
15 8.1655_ 192.168.8.161 17338200 . 104 DS 91 Standard query Gxdadf A 2.debian.pool.mtp.org
16 0. 0008 192.168.8.161 173.38. 200 . 1040 DS 85 Standard query Sxda9f A 2.debian._pool.ntp.org
17 o.000d_. 192.168.8.101 173.38. 200 . 100 DS 91 Standard query Sxdafd AAAA 2.debian.pool.ntp.org
18 0.0000. 192.168.8.161 173.38. 200. 180 DS 85 Standard query Sxdafd AAAA 2.debian.pool.ntp.org
19 6.80803. 192.168.8.161 173.38. 200, 188 DS 91 Standard query @xdadf A 2.debian.pool.ntp.org
20 0.0000. 192.1568.8.181 173.38. 200,180 DS 85 Standard query Sxdadf A 2.debian.pool.ntp.org
O|%:
T .
M CAPI-ethernet-1-2-O.pcap
Eile Edit Yiew Go Capture Analyze 3tatistics Telephony Wireless Jools Help
am 1@ "RE QesEF L Eaaarl .
A |
B, Time Source Destination Frotoogl Length  Timetolve Info
1334 0.000000000  102.168.1.81 10.18.1.73 syslog 147 355 LOCALA.DEBUG: Oct 15 2010 @7:47:17: ¥ASA-7-600802: Teardown local-host identity:192.168.1.81 dur
1336 0.0007887 192.168.1.81 10.19.1.73 Syslog 147 254 LOCALA.DEBUG: Oct 15 2010 @7:47:17: ¥ASA-7-609002: Teardown local-host identity:192.168.1.81 dur
1338 9.0001 192.168.1.81 10.10.1.73 syslog 147 253 LOCALA.DEBUG: Oct 15 2019 67:47:17: %ASA-7-609802: Teardown local-host identity:192.168.1.81 dur
1346 0.000128919  192.168.1.81 10.10.1.73 Syslog 131 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: XAGA-7-609001: Built local-host NET_FIREMALL:192.168.1.71\n
1342 0.000002839  192.168.1.81 10.10.1.73 Syslog 147 252 LOCALA.DEBUG: Oct 15 2019 87:47:17: ¥AGA-7-609@02: Teardown local-host identity:192.168.1.81 dur
1344 9.000137974  192.168.1.81 10.10.1.73 Syslog 131 254 LOCALA DEBUG: Oct 15 2819 67:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n
1346 9, 000002758 1592.168.1.81 10.12.1.73 Syslog 147 251 A, DEBUG: Oct 15 2019 87:47:17: KASA-7-689002: Teardown local-hest identity:192.168.1.81 dur
1348 9.000261845  192.168.1.81 10.10.1.73 syslog 131 353 (WPALA.DEBUG: Oct 15 2019 @7:47:17: %ASA-7-609801: Built local-host NET_FIREWALL:192.168.1.71\n
1350 0.000002736  102.168.1.81 10.10.1.73 Syslog 147 250 LOCALA.DEBUG: Oct 15 2010 @7:47:17: ¥AGA-7-600802: Teardown local-host identity:192.168.1.81 dur
1352 6.000798149  192.168.1.81 19.10.1.73 Syslog 200 255 LOCAL4.INFO: Oct 15 2819 @7:47:17: XASA-6-302620: Built inbound ICHP conmection for faddr 192.16
1358 0.000498621  192.168.1.81 10.10.1.73 Syslog 111 252 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-609001: Built local-host NET_FIREWALL:192.168.1.71\n
1356 9.000002689  192.168.1.81 10.18.1.73 Syslog 147 249 LOCALA.DEBUG: Oct 15 2019 07:47:17: ¥ASA-7-609802: Teardown local-host identity:192.168.1.81 dur
1358 0.000697783  102.168.1.81 10.10.1.73 Syslog 195 255 LOCALA.INFO: Oct 15 2019 07:47:17: ¥ASA-6-382021: Teardown ICMP connection for faddr 192.168.1.7
1360 8.000599782 192.168.1.81 10.10.1.73 Syslog 151 255 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-T7-600002: Teardown local-host NET_FIREWALL:192.168.1.71
1362 0.000002728 192.168.1.81 19.10.1.73 Syslog 200 254 LOCALA.INFO: Oct 15 2019 @7:47:17: XASA-6-302020: Built inbound ICHMP connection for faddr 192.16
1364 0.000490914  102.168.1.81 10.10.1.73 Syslog 131 251 LOCALA.DEBUG: Oct 15 2010 @7:47:17: XAGA-7-609001: Built local-host NET_FIREMALL:192.168.1.71\n
1366 0.000697761  102.168.1.81 10.10.1.73 Syslog 147 248 LOCAL4.DEBUG: Oct 15 2010 @7:47:17: ¥ASA-7-G609802: Teardown local-host identity:192.168.1.81 dur
1368 6.000169137  192.168.1.81 10.10.1.73 Syslog 195 258 LOCALA. INFO: Oct 15 2019 @7:47:17: XASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1370 9.000433196  192.168.1.81 10.10.1.73 Syslog 151 258 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-609002: Teardown local-host NET_FIREWALL:192.168.1.71
1372 0.000498718  192.168.1.81 10.10.1.73 syslog 200 253 LOCALA.INFO: Oct 15 2019 @7:47:17: ¥ASA-6-302020: Built inbound ICMP conmection for faddr 192.16
1374 0.000002840  102.168.1.81 10.10.1.73 Syslog 131 250 LOCALA .DEBUG: Oct 15 2010 07:47:17: ¥AGA-7-600001: Built local-host NET_FIREMALL:192 168.1.71\n
1376 9. 000596345 192.168.1.81 10.10.1.73 Syslog 147 247 LOCALA.DEBUG: Oct 15 2019 97:47:17: XASA-7-600002: Teardown local-hest identity:192.168.1.81 dur
1378 9.000600157  192.168.1.81 10.10.1.73 Syslog 195 253 LOCALA. INFO: Oct 15 2019 @7:47:17: XASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1380 9.000002772  192.168.1.81 10.18.1.73 Syslog 151 253 LOCALA.DEBUG: Oct 15 2019 07:47:17: ¥ASA-7-609802: Teardown local-host NET_FIREWALL:192.168.1.71
1382 0000608047  192.168.1.81 10.10.1.73 Syslog 200 252 LOCALA.INFO: Oct 15 2019 ©7:47:17: ¥ASA-6-382020: Built inbound ICMP connection for faddr 192_16
1384 0.000498808  192.168.1.81 16.10.1.73 Syslog 131 249 LOCALA.DEBUG: Oct 15 2019 67:47:17: ¥ASA-7-600001: Built local-host NET_FIREWALL:192.168.1.71\n |
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Syslog Server

192.168.1.x/24 192.168.2.x/24 10.10.1.73
El/2 E1/3.202 e o
INSIDE OUTSIDE e
=]
A1
. EIGRP AS 1
192.168.1.81
4 . Syslog Client

<#root>
firepower#

packet-tracer input |NSIDE udp 10.10.1.73 514 192.168.1.81 514

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 25350892, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Phase: 5



Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.81 using egress ifc INSIDE

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address a023.9f92.2a4d hits 1 reference 1

Phase: 7

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: |NSIDE

input-status: up
input-line-status: up

out put-interface: |NSIDE

output-status: up
output-line-status: up
Action: allow

1 4. FTD 2t &8 =Helsfuict

et 2t 2% E|o|E0lM Bt EX7F A= K] FH L

<#root>
firepower#

show route 10.10.1.73

Routing entry for 10.10.1.0 255.255.255.0
Known via "eigrp 1", distance 90, metric 3072, type internal
Redistributing via eigrp 1
Last update from 192.168.2.72 on

QUTSI DE, 0:03:37 ago

Routing Descriptor Blocks:
© 192.168.2.72, from 192.168.2.72,

0: 02: 37 ago, via OUTSI DE

Route metric is 3072, traffic share count is 1



Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes
Loading 29/255, Hops 1

1. 27} SHIE o|a8|A QE{H o|AE 7t2|ZLCt.
2. A2 EH 2 ™o & EIRIELICH0:02:37).

<#root>
firepower#
show conn address 192.168.1.81 port 514 det ai

21 1in use, 3627189 most used
Inspect Snort:

preserve-connection: 19 enabled, 0 in effect, 74 most enabled, 0 most in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,
b - TCP state-bypass or nailed,
C - CTIQBE media, c - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - initiator FIN, f - responder FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - 1initiator data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - decap tunnel, M - SMTP data, m - SIP media
N - inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)
n - GUP, O - responder data, o - offloaded,
P - 1dinside back connection, p - passenger flow
g - SQL*Net data, R - initiator acknowledged FIN,
R - UDP SUNRPC, r - responder acknowledged FIN,
T - SIP, t - SIP transient, U - up,
V - VPN orphan, v - M3UA W - WAAS,
w - secondary domain backup,
X - 1inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub flow

UDP INSIDE: 10.10.1.73/514 INSIDE: 192.168.1.81/514,
flags -oN1, idle Os,

upti me 3mi9s

, timeout 2mOs, bytes 4801148711



P ot X & o|xel4 elEmo|AZ et EIELICH 0|2 Qs
te 28 =i e Lot

1. MME A T3|(M 2t RE! E|0|E Z3|of 418

2. NAT(Network Address Translation) Z | - UN-NAT(destination NAT) EtA|7} PBR & B2 &
2||=||:|. OA-loI-L||:|._
3. PBR(Policy-Based Routing)
4. M 2t E H0|E =3
Q40| AlZt ZOHE|X| S 2 Z2(UDP conn R& AlZt A|EH0| 2221 S92t Syslog 20| ET} X|&
Mo 2 IfZlE TEE) HEE £852 2 K|S0k gLch
<#root>

firepower#
cl ear conn address 10.10.1.73 address 192.168.1.81 protocol udp port 514

1 connection(s) deleted.

M 20| EER=X] F gL

<#root>

firepower#

show conn address 192.168.1.81 port 514 detail | b 10.10.1.73.*192.168.1.81
ubP

QUTSI DE

: 10.10.1.73/514

I NSI DE

: 192.168.1.81/514,
flags -oN1, idle 1ml5s, uptime 1ml5s, timeout 2mOs, bytes 408

Ol= EXNE &5t S5 UDP EE229| B2 z[MEE[X| 2 B2 WX|5H7| @8 MAE
&2 MQlL|Ct Devices(CIHFO|A) > Platform Settings(Z34& M%&) > Timeouts(AlZt MEHE 0|5
504 gt A™EELIch



SMTP Server H.323 | Default v | |

SHME siP | Default v
SSL

SIP Media Default v
Syslog
Timeouts SIP Disconnect: Default -
Time Synchronization SIP Invite Default v
UCAPL/CC Compliance

SIP Provisional Media Default v
Floating Connection Custom v 0:00:30
Xlate-PAT Default v

F& A2 Alzh Mgtol Cher REMEH LIS 2 B A& oiA &elg +~ A&LCH

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/T-
Z/cmdref4/t1.html#pgfld-1649892

AHEdl 9. HTTPS ®1Z2 EX|(AILIZI2 1)

22X MY Z2}0|ME 192.168.201.1052F A 192.168.202.101 ZH2| HTTPS EAI2 AMA{st &
A& LCt.

o| 2ZME EEEX|E E0o{ELICt

Client Port-Address Translation (PAT) 192.168.202 l?frver
192.168.201.111 192.168.202.11 ’ ’ T —

OUTSIDE

=]

E % = —

3

(e}

HF
=

oo
1o
rr
o
il

AP 192.168.201.111
Dst IP: 192.168.202.111

ZZEZ: TCP 443(HTTPS)


/content/en/us/td/docs/security/asa/asa-command-reference/T-Z/cmdref4/t1.html#pgfId-1649892
/content/en/us/td/docs/security/asa/asa-command-reference/T-Z/cmdref4/t1.html#pgfId-1649892

FTD LINA 2T AM 2 E &/ gstELIC.

OUTSIDE Zi&x{0f AF2 E|&= IP= Port-Address Translation ZAIL|18|0|/Me 2 18l Eat & Lct.

<{froot>

firepower#

capture CAPlI int INSIDE match ip host 192.168.201.111 host 192.168.202. 111

firepower#

capture CAPO int QUTSIDE match ip host 192.168.202.11 host 192.168.202. 111

0| 0|0|X|= NGFW INSIDE QIE{H| 0| A0 Zix{Et LIRS Ho{FLCt.

Ho. Time Source Destnation Frotocol  Length  dentsficaton

38 2018-02-01 10:39:35.187887  192.168.201.111  192.168.202.111  TCP 78 8x2F31 (12081) uu + 443 [SN] sm-mmsm mm Len=0 HSSM SACK_PERM=1 TSval=192658158 TSecr=8 WS=128
30 2918-92-01 19:30:35. 188000 102 168.202.111 102.168.201.111 TP 78 0x0000 (0) 443 » G666 [SWN, ALK] Len=0 MS5=1380 SACK_PERM=1 TSva.
40 2018-02-01 10:39:35.169046  192.168.291.111  152.168.202.111 TP 70 0x2F32 (12082) G666 + 443 [ACK] Seq-=. 2935%%32 Ack=4086514532 Win=29312 Len=0 TSval=152658158 TSecr=3119615616

41 2018-02-01 10:
42

35.251695 192.168.281.111 192.168.202.111  TLSwl 326 Bx!H! (12883)
: i Hid. 111 IH 168. il’l ill
-168.

2 Client Helle
AL

7=H ﬁck Zi?}-ﬂibbsw Wi al=3119615816 TSecr=192658174
532 L Secrs=g

X

E:

1. TCP 3-way $iEM0|=Z7} Ri&LICEH

2. SSL 20| A|ZHELICt. Z2t0|1E7} Client Hello HIAIX|& 2 'HLICt.
3. 2CI0|MEZ MEE TCP ACK7} Ql&LICEH

4. 2Ct0|HEZ ™MSEE TCP RST7F Y& LLCH.

o] Z &= NGFW OUTSIDE 2IE{H| 0| A0 ZHA{EH LIS HoiFLICl.

", Tume Soutcn Destination Protocsl  Length  Keraication
0 332018-02-01 10:39:35.188192 192.168.302.11  192.188.202.111 TR 78 8x2F31 (12081} m~ 443 [5¥] Sequi4B6930TOT Wine29260 Lensd MES-1380 SACK PERM=1 TSval-192658158 TSeors8 wini2h
34 2018-02-01 18:30:35 188527 192.168. 202111 192.168.207.11 TP TH BocdD (D) 443 -+ 15880 [S¥N, ACK] Sequ36T4405382 Ack=24R5938708 Win=2B068 Lensd MSS=1460 SACK_PERM=1 TSwal=3110615816
35 J01E-02-01 19:30:35.189214 192.168. 72.11 192.168.202.111 TP 70 Bx2f32 (12082} lSBaﬁ + 443 I,N:K] Seq=2485030708 Ack=3574405383 Win=29312 Len=0 T5val=192658158 TSecr=3119615816
36 J012-02-01 10:39:35.252357 192,168, 392.11 152.168.202.111  Ti5w1 257 Gecd 26 (52534)

1. TCP 3-way = M0|= 7} Ql&LICH

2 SSL &{abo| A|ZHEILICH E20|HE T} Client Hello HIA|X|E EHLICH.
30| M MHE MEEl= TCP MT™& 0| U&LICEH

4. MHZ ™S E TCP RST7} U&LIC.

& &hOq

—-_Oo



154 packets captured
154 packets re ved by filter

=13
=

CCH

[DF], proto TCP

sum @x8ce5 (incor ack 1, win 64, options [nop,nop,T

3 TCP (6)

1:188, ack 1, win 64, ions [nop,nop,T

8, flags [DF

*. ], cksum 1:188, ack 1, win 64, options [nop,nop,

[DF1,

O T

. win 64, options [nof

eq 2486930895, win 64, options [nop,nop,TS

(6), length 6
act -> @ win 28968, o

71, length

0| 32 Wireshark0ll A Validate the TCP checksum if possible(TCP |24 AS) SME &35l
of &rL|Ct. olO|X|oi EA|E CHE Edit(T &) > Preferences(2d A™H) > Protocols(Z2EZ) >
TCPZ O|s&LCt.
M Wireshark - Preferences 7 e
Steam IHS D~ || yanemission Control Protocol -
::? [ Shews TCP summary in protocel tree
STUN [+] Validabe the TCP checksum if possible
SLA ] Allow subdissector to reassemble TCP straams
o |+] Anabme TCF seguence numbers
SYNC || eslatem sequerce rumbsrs
SYNCHROPH
Symergy Sealing facter to use when not svailsble frem capbure | Not knows w
Sslog [+] Track number of bytes in fight
1.28 [+] calculste comversation brestamps
T,ﬁ_-:.'.,ﬁ.[:ﬁ, [] Try hewristic sub-dessectors frst
:i{l. Iﬁ'LE' [] mnore TCP Timestamps in sumeary
Ta A [+] D not eall subdissactors for error packets
TCAP [+#] TCP Experimental Options with & Magic Humber
TCP [_] misplay process iformation via FPFLX
TCPENCAP ™
t > TCF UDF pet |0 -
Carcal Halp
Ol 22 A O2E EiiH M E LIS ol Hfx[etH RS ELICH



Ml Wbk

Fde Edit Wew Go Caphwre Anahme Statatics Telephory Wirelem Took Heln
dm 8 =

W [epmmameg |

e Time

&) M1B-82-01 18 . 8 . 192.168.202.111 TP ™ iz (12082)
41 M18-92-01 . u . 192.168.202.111 TSl 326 Gx2FI3 (12083
A2 M 182 e 7 oo f

35 7818-02-81 10:39:35,180214 192, 168.302.11 192,168 202,111 TP 70 02432 (12082)

[TCP Retranssission] 443 + 15888 [SYN, ACK] Seqe=3578805352 Acks2436930708 MWins28960 Len-o

AR Z018-02 -6 VLTI 192, 168. 20211 TCF 4817
41 7918-82-21 18 L7907 192.168.292.111  192,168.202.11 TP 78 Bx0000 (8}

H:
1. TCP 3-way $HEMO|=Z 7} Q&LICH IP ID7F SLELICE Ol E2R7F &atof ofa =5

AEIX| Ek= 2 olOlFLct

2. TLS Client Hello= IP ID7} 1208321 22t0|HE 0| MSE LICt mZ!2 a0 o5 =5
AE|T (0] AR WalH2 TLS &3 SIS MAMo 2 TAE) IP ID7} 525342 2 HZAELICH
3t LS| £ME= AZEQo] Zeto = Qls miZ! TCP &M A{0| &4r=L|Ct,

3. W2 TCP EA| 220 Ao, (MHE AFEHst=) 20| E0| ACKE ™S FLICH

I_

3% FN8-02-u

139205, 185214 192,168, 202.11 153 . 168,382,111 fcp M B fA2 (12082} 1588 + 241 [ALK] Seqe22BA00008 Ack=30TL40518) Wins23112 [}
36 Fig-02-2

¥
10:¥9:08, 52067 102, 168, H02.11 153, 168,53, 111 TLévl 257 BacdB (S2534) Llient Hello

£

Internet Protocol Version £, Src: 192.108.002.11, Dst: 192,168, 3002.111
'

Spurce Port: 15860

Destinatlon Fort: 243

[Stresm index: 1]

[TCP Segment Len: 127]

Geguend s muaber: MBLOMTEE

[Mext sequence nusber: JEBE3IDENS]

Acknoul cdpeent nueber: 3674405303

1K ..., = Header Length: 32 bytes (83
» Flags: @w818 (PSH, ALK}

Window sire walue: &4

[Calculated whndow shze: B1S2)

[Wirsdosa iize scalimg Factor: 128]

[Checksum Status: Bad]

[Caloulated Checksum: Bu3dsl]

Urpest pointer: @
+ Options: (12 bytes), Wo-Operation (WP}, Mo-Operstion (NOP), Timestamps
© |SEQFACK mnalysis)

[Timestomps]

TP paylosd (187 bytes)
Secure Sockets Layer

4. &322 MB{0|M TCP ACK THZ!S £ AI5FX| &8 TLS Client Hello HIA|X|E CHA| & &L
Cl. ol watedo| M358t TCP ZEA| 2E HEQLCE
=]

5.~30x £ 4f 2+H=|0| Etr|1 Z2}0|2AE 2 TCP RSTE X4 8HL|Ct.
6. &etee HHE &6 TCP RSTE ™S &hLIC.
B

Firepower TLS/SSL $HE M|0|3 X 2|



/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071
/content/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071

Tools

N System

Monitoring

L

=

AbEll 10. HTTPS @2 EX|(AILHEIR 2)

Al ErLck.
Configuration Users Domains Integration Updates icenses » Smart License Heah v
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Objects  AMP Intelligence
Error
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the DHE Server/HTTR Proxy settings.
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Overview Analysis

istier

Welcome to Smart Licenses
ol 22l EEEX|E EoiELICH
EMC Cisco Licensing Portal
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C Y
uEg Ye 38
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<#root>
root@firepower:/Volume/home/admin#
tcpdunp -i ethO port 443 -s 0 -w CAP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

~C
264 packets captured
<- CTRL-C

264 packets received by filter
0 packets dropped by kernel

root@firepower:/Volume/home/admin#

o|O|x[ofl ZAIE! CHE FMCOIlA R E =& & LICHSystem > Health > Monitor, C|HFO|A AEH &
Advanced Troubleshooting AMEH).

Overview Analysis Policies Devices Objects AMP Intelligence e 3 Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitor Monitoring * Tools

Advanced Troubleshooting

Firagsser

File Download

Fila CAP.pcap

[ Download [ Back |

0| 2 &lof| & Wireshark?| FMC Z{x{& H o4 FL|C}.

‘ CAP.pcap
Eile Edit Wiew Go Capture Analyze 3Statistics Telephony Wireless Tools Help
dm s ® TRE QesEF S ||E QT
[M]apply a display filter ... <Ctrl-
No. Time Source Destination Protocol  Length Info
1 2019-16-23 07:44:59.218797 192.168.6.100 16.229.28.96 TLSvl.2 167 Application Data
2 2019-18-23 87:44:59.2208929 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data
3 2019-18-23 @87:44:59.220968 192.168.0.100 10.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971613 Ack=2615750168 Win=249 Len=08
4 2019-10-23 07:45:02.215376 192.168.9.100 10.229.20.96 TLSv1.2 187 Application Data
5 2019-18-23 67:45:02.217321 10.229.20.96 192.168.0.108 TLSw1.2 123 Application Data
6 2019-10-23 @7:45:82.217336 192.168.0.188 16.229.20.96 TCP 54 443 » 64722 [ACK] Seq=13808971666 Ack=2615758237 Win=249 Len=0
7 2019-10-23 07:45:05.215460 192.168.0.100 10.229.20.96 TLSv1.2 107 Application Data
8 2019-18-23 87:45:85.217331 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data

9 2019-18-23 87:45:85.217345 192.168.8. 18.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971719 Ack=2615750306 Win=249 Len=0

1 1 1 6 CP 6 [SYN, in en
12 2019-10-23 @7:45:06.218550 10.229.20.96 192.168.0.1600@ TCP 60 64784 -+ 443 [ACK] Seq=4002690285 Ack=3428959427 Win=66048 Len=0
13 2019-19-23 87:45:06,219386 10,229,20,96 192.168.0.100 TLSvl.2 571 Client Hello

9 El: X{E 2E M TCP MME & 21524M Wireshark0ll A tep.flags==0x2 C|AZB|0| ZE{E



52 A= sLICH ol 5t 2T 2= TCP SYN !

Ml CAPpcap
file Edit Miew Go Capture Analyze 3Seatisics Telephony Mlireless Jools Help

dm i@ 1 DRE A«»EF2Saaall
1 1. Mogsasoez
Mo Time Source Destination Prote<ol Length  Info

p £l: SSL Client Hello2| Server Name(AH O|E) ZEE €2 MEEL|Ct

l T5 2019-10-23 @87:45:14,634051 192. 168,89, 184 72.163.4.38 TLswl.2 571 Client Hello
£

* Frame 75: 571 bytes on wire (4568 bits), 571 byte:s captured (4568 bits)
» Ethernet II, Src: Viesare 10:d0:a7 (00:0c:20:10:d48:a7), Dait: Cim_fﬁ:ld:ae (B :be: 75: 16 1d  ae)
» Imternet Protocol Version 4, Src: 102.168.0.100, Dst: 72.163.4.38
» Transmission Control Protocol, Sec Port: 35752, Dst Port: 843, Seqr 2427943532, Ack: 2779078885, Len: 517
|+ Secure Sockets Layer
* TLSvl.2 Record Layer: Handshake Protocol

Expand Subinesd

Content Type: Handshake {32) Collapse Subnets

Wersfon: TLS 1.0 (@x0301) Excpand Al

Lemgth: 5132 Collapse All

~ Harmdshake Protocol: Client Hello m

Handshake Type: Client Hello (1)
Length: 508 Apply ad Filter B
Verdion: TLS 1.2 {0x@303) Frepare a Filter L

¥ Random: Z34408a107438CTIBS056465320 Conmversation Filter "
Session ID Lemgth: O Colorize with Filter "
Cipher Suites Length: Follow k

* Cipher Suites (58 suites)
Compression Methods Length: 1 Capy L

» Compression Methods (1 method) Shov Packet Bytes..
Extensions Lempth: 367 Export Packel Bytes...
w Extension: server_nase (lens28) Wiki Protocel Pasge
Type: server_name (8} Fitiar Field Refrence
Lengkh: 28
v Server Mame Indication sxtensfor  Frovocol Prefesences *
Server Name list lemgth: 18 Dpcode A

Server Nase Type: host_nase | Go i Linked Packet

Server Name length: 1% Shic Linked Paciet in New Window
Server Name: tools.cisco.com J

p £l: 0| ZA| ZE{E X835} 04 Client Hello messages ssl.handshake.type == 18+ E A|ELIC}.

N [ sshandshake.type == 1 |
Ma. Tirme Source Destination Frotooodl  Length  Server Name Infr
| 13 2819-10-23 87:45:86. 219386 18.229.29.96 192.168.8.168 TLSv1.2 571 Client Hello
23 2819-10-23 87:45:86.227250 16.229.29.96 192.168.8.168 TLSv1.2 Client Hello
48 2619-19-23 @7:45:12.406366 16.229.20.96 192.168.9.108 TLSv1.2 Client Hello
54 26819-16-23 87:45:12.412199 16.229.29.96 192.168.6.108 TLSv1.2 Client Hello
75 2619-18-23 87:45:14. 634891 192.168.0. 180 72.163.4.38 TLSw1.2 .Cisco.com Client Hello
111 2819-18-23 87:45:25.136089 192.168.8. 180 72.163.4.38 TLSv1.2 .cisco.com Client Hello
149 2e19-18-23 @7:45:35.637252 192.168.0. 182 173.37.145.8 TLSv1.2 .cisco.com Client Hello
166 2619-18-23 87:45:46.136858 192.168.0. 182 173.37.145.8 TLSv1.2 .cisco.com Client Hello
195 2619-18-23 @7:45:56.635438 192.168.0. 188 72.163.4.38 TLSv1.2 . C1sco. com Client Hello
238 2619-18-23 87:46:97. 221567 16.229.29.96 192.168.4.108 TLSv1.2 Client Hello
240 2619-18-23 87:46:07. 228486 16.229.29.96 192.168.4.108 TLSv1.2 Client Hello




SN 21 ol 22 =A9E 0 Smart Licensing Z &(tools.cisco.com)0il & 72.163.4.38,
173.37.145.89| IPE A ELICH.

o|O|x[ofl EA|EI CHE TCP 5 & & $tLIE [WHELICHFollow > TCP Stream).

| 75 2019-16-23 87:45:14.634891 192.168.0.1680 72.163.4.38 TLSvl.2 571 tools.cisco.cc Mar:q:'l.;rirn:ark"ch;oel
111 2819-16-23 a7:45:25.136889 192.168.0.18 72.163.4.38 TLSvl.2 571 tools.cisco.cc )
148 2819-18-23 87:45:35.637252 192.168.0. 1680 173.37.145.8 TLSv1.2 571 tools.cisce.cc IgnaseUnignare Packet
166 2019-19-23 07:45:46.136858  192.168.9.100 173.37.145.8 TLSv1.2 571 tools.cisco.cc  oetf/UnsetTime Reference
195 2819-18-23 @7:45:56.635438 192.168.6.188 72.163.4.38 TLSv1.2 571 tools.cisco.cc Time Shift...
238 2819-18-23 a7:46:87, 221567 18.229.328. 96 191.168.9.180 Tlsvl.2 571 Packet Comment...
248 2019-18-23 87:46:97, 228486 19.220.28.96 191.168.9.189 TLsvl.2 571 Edit Recolved Name
Apply as Filter r
Prepare a Filter v
| Conversation Filter k
rame T5: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) Colorize Conversation v
(thernet II, Src: Veware 18:d0:a? (0@:8¢:29:18:d8:a7), Dst: Cisco_f6:ld:ae (©8:be:75:f6:1d:ae) TR »
nternet Protocol Version 4, Src: 192.168.9.188, Dst: 72.163.4.38 Follow T TCP Strearn
Iransmission Control Protocol, Sec Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 277007T8EBS, Ler UDP Stream ‘
ecure Sockets Layer Copy 2
¢ TLSvl.2 Record Layer: Handshake Protocol: Client Hello SIS
Protocol Preferences J HTTP Stream

Content Type: Handshake (22}

z Decode As..
Version: TLS 1.8 (8x83@1) Show Packet in Mew Window
Length: 512 .

N [2cp.srens g § EICT -] By

™ Time Sowren Besnnstien Frotocel  Langth  Saner iiome és

74 2019-19-23 @7;45:14,632935 192.168.0.,180 72.163.4, 38 TCP 35752 = 443 [ACK] Seqel4ZT943532 Ack=2TTOOTEE85 Win=29280 Len=2
75 2019-18-23 97:45:14, 634891 192,168, 9.100 72.163.4.36 TLSv1.2 5?1 tools. cisco. (Me Client Hello

76 2019-18-23 @7:45:14.634796 72.163.4.38 192.168.8. 188 TP =] 443 + 35752 [ACK] Seqs2770078885 Ack=2427944049 Win=32768 Lens@
77 2819-18-23 97:45:14, 966729 72.163.4.38 192.168.9. 100 TLSv1.2 158 Server Hello

78 2819-18-13 @7:45:14.966772 192.166.0.180 72.163.4.38 e 54 35752 = 443 [ACK] Seq=2427944049 Ack=2770078081 Win=19200 Len=0
79 2019-18-23 @7:45:14.966834 72.163.4.38 192.163.8. 100 TP 1384 443 » 35752 [PSH, ACK] Seqe2770078981 Ack=2477044849 Win=32768 Len=1338 [TCP sepment of a reasceshled POU)
28 2819-18-23 @7:45:14, 966258 192.168.8.188 72.163.4.38 TP 54 35752 = 443 [ACK] Seqe2427944849 Acke=2770880311 Wine=31928 Len=8
81 2819-18-23 @7:45:14, 9668 71.163.4.38 192.163.9.108 TLSv1.2 155 o Certificate

82 2919-18-23 @7:45:14. 9668 192.168.0.188 72.163.4.38 TP 54 35752 + 443 [ACK] Seqe2427044840 Ack=2770088412 Win=31008 Len=@
83 2019-18-23 @7:45:14, 966915 72.163.4.38 192.163.9.100 TLSv1.2 63 Server Hello Done

84 2019-18-23 97:45:14,966925 192.168. 0,180 72.163.4.38 e 54 35752 + 443 [ALK] Seq=2427944049 Ack=2T7008042 in=31920 Len=0

85 2819-18-23 @7:45:14.967114 I92 168.8.188 72.163.4.38 TLSv1.2 61 n\lel‘l (Level: Fatal, Deseription: Unknown CA)

> Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
» Ethernet II, Src: Veware_10:d@:a7 (00:0¢:29:10:d0:a7), Dst: Cisco_f6:1d:ae (0@:be:75:¥6:1d:ae)
» Internet Protecel Version 4, Sre: 192.168.8.109, Dst: 72.163.4.38
» Tramsmission Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: Z770O78885, Lenm: 517
v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22}
Wersion: TLS 1.8 (@wB3@1)
Length: 312
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (8x0303)
* Random: 2344903107438c73b! E53271cTc09fbbbTac16897184. . .
Session ID Length: @ ﬁﬂ
Cipher Suites Length: 190
- Cipher Suites (50 suites)

L

2HE:
1. TCP 3-way $HEM0|=Z7} Q& LICEH
2. 220/ E(FMC)= Smart Licensing Z&0{ SSL Client Hello HIA|X|& 2&L|C}.
3. SSL MM IDE= 0Lt CHA] AlEHE HWOl ot=lg olOolgLCt,
4. CHA ME 7} Server Hello, Certificate & Server Hello Done MIA|X|2 S &FLIC}H
5. 22l0|21E = 'Unknown CA'Qt E21El SSL Fatal Alert& M&&LICEH
6. 2CtO|HEE MMS 7| 95 TCP RSTE ™S ELICH
7. 1M TCP MM Z|1ZHHE ™R H SENK)2 ~0.5FLICt.

-

Server Certificate(kl H QB M)E MEHSI T issuer(& 2 X)) EEE =% 5+0 commonName= = Q!
ghL|C} 0] B2 Common Name(2 S 0|&)2 MITM(Man-in-the-middle)2 +&5l= C|HIO|AE L}

EHHLICE.



o, Tirms Source Destination Frotscol  Lengih  Server Hamse Infe

74 2019-10-23 114632935 192.168.0.1880 72.163.4.328 TP 54 35752 + 443 [ACK] Seq=2427943532 Ack=2770078885 Win=29200 Len=0

75 2819-18-23 :14.634891 162168 .6._108 T2.163.4.38 TLSw1.2 571 tools.cisco.com Client Hello
76 2019-10-23 114.634796  72.163.4.38 192.168.8.189  TCP 66 443 + 35752 [ACK] Seq=2770878885 Ack=2427944049 Win=32768 Len=0
77 2619-10-23 :14.966729  72.163.4.38 192.168.0.180  TLSvl.Z 150 server Hello
78 2019-10-23 07:45:14.966772  192.168.9.100  72.163.4.38 e 54 35752 + 443 [ACK] Seq=2427044040 Ack=2770078981 Win-20200 Len-0
79 2019-10-23 07:45:14.966834  72.163.4.38 192.168.0.100  TCP 1384 443 + 35752 [PSH, ACK] Seq-2770078981 Ack-2427944049 Win=32768 Len=1330 [TCP segment
B8 2819-18-23 87:45:14.966850 192.168 .6._188 T2.163.4.38 TP S 35752 + 443 [ACK] Seq=2427944049 Ack=2770080311 Win=31928 Len=@
© B12019-10-23 07:45:14.966872  72.163.4.38 192.168.9.100 TSvl.2 155

Length: 1426
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificote: 308205843082046<000302010202840000230f5d607c0000. .. (id-at-commonName=tools.cisco.com, id-at-organizationName=Cisco Systems, Inc.,id-at-localityMome=San Jose, id-at-stal
v signedCertificate
wversion: w3 {2}
seriallumber: Bx@faszlafsdoa7eadnnafi2isee

» signature (shaZSeWithRSAEncryption)

dnchuencc (e}

~ rdnSeguence: 3 items (id-at-comsonMame=FTDM168 MITM,id-at-organizationalUnitName=FTD_OU, id-at-organizationleme=FTD_0)
» RDNSequence item: 1 item (id-at- organlzatlon"ame FTD_0)
» RDNSequence item: 1 item (id-at-grpaniz ame=FTD_OU)
> BMSequence item: 1 ites (id-at

validity

subject: rdnSequence (8)

subjectPublicKeyInfo

extensions: & items

<

ol 2 &M= ChExt Z ol ZAIELICH

Cisco Licensing Portal

FMC NGFW doing SSL MITM

INSIDE OUTSIDE 6 ﬂ
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=

-'|'-I_.|7(°I- Xt

=~

2

1A

' 1. 7 TR S

|m

2R L3t C|HO| A0l M ZHA] +~:

Cisco Licensing Portal

FMC

INSIDE OUTSIDE y )

192.168.0.100




Source

192.168.9.100

Destination

-37.145.8

Protocol

Length  Server Name

TCP 54

Info

39924 » 443 [MK] Seq=427175839 Ack=236460466 Win=29200 Len=8

1224 2919-18-22 192.168.9.100 173.37.145.8 TLSv1.2 571 tools.cisco.com Client Hello

1225 2019-10-22 173.37.145.8  192.168.0.100 TP 54 443 » 39924 [ACK] Seq=236460466 Ack=427176356 Win=32768 Len=0

1226 2019-10-22 173.37.145.8  192.168.0.108  TLSvi.2 150 Server Hello
+ 1227 2019-10-22 173.37.145.8  192.168.0.100  TCP 1384 443 - 39924 [PSH, ACK] Seq-236460562 Ack=427176356 Win=32768 Len-1330
+ 1228 2019-10-22 .710092  173.37.145.8 192.168.0.100  TLSv1.2 155 .

1229 2019-10-22 .710167  173.37.145.8  192.168.0.100  TLSvi.2 63 Server Hello Done

1238 2619-18-22 . 7184132 192.168.9.188 173.37.145.8 TCP 39924 =+ 443 [ACK] Seq=427176356 Ack=236460562 Win=29208 Len=@

1231 2019-10-22 .710519  192.168.0.100  173.37.145.8 Tep 39924 » 443 [ACK] Seqm427176356 Ack=236461892 Win=31920 Len=0

1232 2819-18-22 .718519 192 .168.9.100 173.37.145.8 TCP 39024 + 443 [ACK] Seq=427176356 Ack=236461993 Win=31920 Len=@

1233 2019-10-22 .710534  192.168.0.100  173.37.145.8 T 39924 + 443 [ACK] Seq=027176356 Ack=236462002 Win=31920 Len=0

1234 2019-10-22 .710626  192.168.9.100  173.37.145.8 TLSv1.2 Alert (Level: Fatal, Description: Unknown CA)

718641 173.37.145.8 443 - 39924 [ACK] Seq-236462802 Ack=427176353

Length: 1426
~ Handshake Protocol: Certificate

Handshake Type: Certificate (11}
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificate: 393205843982046c20030201020200000223a75d68700000. .. (id-at-commonName=tools.cisco.com,id-at-organizationlame=Cisco Systems, Inc.,id-at-localityName=San
~ signedCertificate
version: w3 (2)
seriallumber: @xB0aa23af5do07e00002f423880
signature (shaZSEWithRSAEncryption)
issuer: rdnSequence (@)
v rdnSequence: 3 items [(id-at-conmnllane:FTmleo_HITH,id-at-organizationalunimame=FTD_OU,id-at-organizationﬂame:FTD_O} I
> RDNSequence item: 1 item (1d-at-orgamizationName=FTD_0)
» RDWSequence item: 1 item (id-at-organizatiomalUnitMame=FTD_OU)
» RDNSequence item: 1 item (id-at-commonNames=FTD4188_MITH)
validity

w

<

"

CAPOE CIEE E0o{ELILCE.

[ W tcp.siroam eq 57 ]
Saurce Frotecol  Length  Server Name Infa

Mo, Time

1171 2919-18-22 17:49:83.379329 192.1638.8.108 173.37.145.8 TP 58 39924 + 443 [ACK] Seq=623942019 Ack=4179458725 Win=29208 Len=@

1172 2019-10-22 17:49:93.3280793 192.168.0.100 173.37.145.8 TLSv1.2 512 tools.cisco.com Client Hello
+ 1173 3819-18-22 17:49:03.545748 173.37.145.8 192.168.6.108 TCP 1388 443 + 39924 [PSH, ACK] 5eq=4179450725 Ack=623942473 Win=3478@ Len=1338 [TCk
+ 1174 2819-18-22 17:49:03.545809 173.37.145.8 192.168.0.108 TR 1388 443 + 39924 [PSH, ACK] Seqe4179452055 Ack=5623942473 Win=34780 Len=1330 [TCR
1175 2019-18-22 17:49:93.545824 192.168.8.108 173.37.145.8 TCP 58 39924 + 443 [ACK] Seq=623942473 Ack=4179453385 Win=65535 Len=0
+ 1176 2019-18-22 17:49:83.545915 173.37.145.8 192.168.9.180 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179453385 Ack=623942473 Win=34780 Len=1338 [TCE
+ 1177 2019-18-22 17:49:03.545961 173,37.145.8 192.168.9.108 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179454715 Ack=5623942473 Win=34788 Len=1338 [TCE
| 1178 2819-18-22 17:49.83.545961 192.168.8.108 173.37.145.8 TCP 58 39924 + 443 [A 942473 Ack=4179456045 Win=65535 Len=@
+ 1179 2019-16-22 17:49:03,700420  173.37.145.8 192.168.9.108 TLSv1. 2 82

1180 2019-18-22 17:49:03. 710687 -168.6. 188 173.37.145.8 TLSvl. 2 65

|

Length: 5339
» Handshake Protocol: Server Hello
~ Handshake Protecel: Certificate
Handshake Type: Certificate (11)
Length: 5248
Certificates Length: 5237
v Certificates (5237 bytes)
Certificate Length: 2025
~ Certificate: 308207e5308205cdadd302010202143000633b0Ff7504F7b2. .. (id-at-commonName=tools.cisco.com,id-at-organizationName=Cisco Systems, Inc.,id-at-localityMame=San Jose,
> signedCertificate
» algoritheldentifier (sha2SeWithRSAEncryption)
Padding: @
encrypted: 6921d@84f7a6f6167058f14e2aadBboBbdetc971eabealbd. ..
Certificate Length: 1736
v Certificate: 303206c4308284acaddiniol0202147517167783d8437eb5. .. (id-at-commonNamesHydrantID S50 ICA G2,id-at-organizationNamesHydrantID (Avalanche Cloud Corporation),id-
v signedCertificate
version: v3 (2)
seriallumber: @x7517167783d0437eb556c357046e4563bBebd3ac
» signature (sha2S6WithRSAEmcryption)
~ issuer: rdnSequence (@)
I> rdnSequence: 3 items (id-at-commonName=QuoVadis Root CA 2,id-at-organizationMame=QuoVadis Limited,id-at-countryName=BH) I
> validity

Ol2{Et Zxis EBE Watuo| MITM(ME QIEM)8 +EBHHE 2g YB e
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https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-
SourceFire-00.html
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0| Z< /dir-archives/var-log/process_stdout.log Tt ol = CtS 1t ZH2 HIA|X|7} EAIELICH

<#root>
SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[4

failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_is

cert issue checking, ret 60, url "https://tools.cisco.conlits/

HE &8 M
FMC7t Smart Licensing 22t E0| 43R SEE = UL E EH &0 CHal MITMEZ HIE
At gct.
At 11. IPve 292 2X
EA ~H: &3t o| INSIDE QIEH0|A Fof /= LHE SAEE 2IF SAE(Y3H 2] OUTSIDE
QIE{H|O|A Fofl Q= SAE)Qt SAIE £ glaLch
ol ZZlME EEZX|E Eo{FLICH

fc00:1:1:1::100 E1/2 \ E1/3.202 T

INSIDE OUTSIDE fe00:1:1:2::2

o
% fc00:1:1:2::1/64

fc00:1:1:1::1/64

Dst IP: fc00:1:1:2::2
IZEE. D2F
B B

FTD LINA QT R E & stEhLCt.



<tfroot>

firepower#

capture CAPI

int INSIDE match ip any6 any6

firepower#

capture CAPO int QUTSIDE match i p any6 any6

O|248t ZA = IP fc00:1:1:1::100(LH & 2R E{)0l M IP fc00:1:1:2::2(PAEE 2t
A E|AEQ HAsto] =HE]

fc00:1:1:1::100

A B //3.202
0UTSIDE

fc00:1:1:2::2

Stx| i AlLtEI

o4 A
AAE

LICH

fc00:1:1:2::1/64

E{)22| ICMP ¢

—_— — o —
435 INSIDE QIE{m|o|A o] A&l CtS0| Z&ELICH
W Timg Protocol h  Info
1 2019-18-24 13:02:07.901663 TCHMPYG 86 Meighbor Solicitation for fo@@:1:1:1::1 from 4c:de:35:fc:fc:dB |
2 2019-18-24 13:062:07.001876 TCMPit 86 Neighbor Advertisement fc8@:1:1:1::1 {rtr, sol, ovr) is at @d:be:75:f6:1d:ae
3 2019-19-24 13:02:07.002273 ICHPvE 114 Echo (ping) request id=8x16@d, seq=8, hop limit=64 (no response foundl)
4 2919-18-24 13:82:088.997918 ICMPvE 14 Echo (ping) request ids@xl6@d, seqsl, hop limits64 (no response found!)
5 2019-18-24 13:02:10.998856 TCHMPvE 114 Echo (ping) request id=@xl6@d, seq=2, hop limit=64 (no response found!)
6 2019-18-24 13:82:11.999917 5 ICHMPwG 86 Meighbor Solicitation for fo@@:1:1:1::180 from @0:be:75:f6:1d:ae
7 2019-18-24 13:02:12.802075 fedd: Zbc ?Sff fefé:1dae TCMPwi6 78 Neighbor Advertisement fc00:1:1:1::180 (rtr, sol)
8 2019-18-24 13:02:12.998346 fe09:1:1:2::2 TCMPvE 114 Echo {ping) request ids=@x168d, seq=3, hop limits=64 (no response foundl)

(@]
el

HrSted QUTSIDE QIE{H| 0| A Q| Z4

9 2919-18-24 13:02:14. 998483
10 2019-10-24 13:02:17.862725
11 2019-18-24 13:02:17.962862
12 20819-18-24 13:82:22.859994
13 2819-18-24 13:02:22.063080

xS
(=]

»

. 2hsted 0| IPve W O|H
.EFRE{7F ICMP ol 2
. dhsted2 |pye QIF] CIHtO|

. Bt E{7} IPv6 O] &
. BFRE{7} £7} IPv6 ICMP of| 2

feo@:1:1:2::2

fed: :Jbe: I5FF:Fofb:1das
fedd: :dede:35ff: fefc: fodd
fe80: (dede:35FF - fefc: foda
fedd: :2be: I5Ff:fefo:1dae

::49-!& ISF! fefc:fedl
:2be: 75fF: fefbildae
< :2be: 75FF: fefo: 1dae
z:dede: 35FF: fefc:fodd

EFE{7} IPv6 Neighbor Solicitation M A|X|E
fc00:1:1:1::1)2] MAC TAE A 3tLICH

OEI-EHQE 2|:|-ol-|__||:|._

eAde Bl

o= 4
A QE MHAIRIE M

oo
L HELICHfc00:1:1:1::100).

_T’_E %I:I-%I-

=

LICH

o= S0

Icm»b@u Echo {ping) reguest id=@xl6@d, seq=4, hop limit=64 (no response found!)

TCMPwG 86 Neighbor Solicitation for feB@::2be:75ff:fef6:1dae from dc:de:35:fc:fc:d8
ICHPvG 78 Neighbor Advertisement fe8@::2be:75ff:fef6:ldae (rtr, sol)
TCMPvE 86 Neighbor Solicitation for feB@::dede:35FF: fefc:fcdd from 80:be:75:¥6:1d:ae
TCMPvG 78 Neighbor Advertisement feBB::dede:35fF:fefc:fcdd (rtr, sol)

= o4 =1

=4
M&s5tD YAEZ C|HEO A(IP

E& C|Hto|&o] MAC &

=]
2¥g 2HLct



Tirrek Souree Destinatan Protacsl th ko

1 2019-18-24 13:02:07.802517 fe80: :2be: 75f f : fef6:1d8e FFB2::1:ffo0:2 Il 98 Neighbor Solicitation for fc@9:1:1:2::2 from @0:be:75:f6:1d:8e
2 2019-18-24 13:02:07.005569 fedd:1: ] Fedd: : 2be: 75FF: fefo: 1dde IC 98 Neighbor Advertisement fe®@8:1:1:2::2 (rtr, sol, owr) is at dc:de:35:fc:fc:dd
3 2819-18-24 13:62:08.997005 fedd:1: Fo@d:1:1:2::2 TCMy 18 Echo (ping) request ids@x168d, seq=l, hop limit=64 (no response found!)
4 2019-18-24 13:62:89. 01815 Froz::1:ff0Q:100 ICMPvE 9@ Neighbor Solicitation for fc@8:1:1:1::100 from dc:de:35:fc:fc:df
5 2019-16-24 13:82:10.825938 FFO2::1:FF00:100 ICMP 98 Neighbor Solicitation for fc@@:1:1:1::180 from dc:de:35:fc:fc:df
6 2019-18-24 13:02:10.998132 Fo@dd:1:1:2::2 IC 118 Echo (ping) request id=Bx168d, seq=2, hop limit=64 {(no response foundl)
7 2019-18-24 13:82:11.050015 ffoz::1:ffoe:100 ICHPVI 98 Neighbor Solicitation for fc@9:1:1:1::1080 from dc:de:35:fc:fc:ds
B 2819-18-24 13:82:12_ 066082 Fewe dede: 15FF fefc:fodd feld: : 2be: 75ff: fefb: 1d8e ICHMPE 9@ Neighbor Solicitation for feB8::3be:75Ff:fef6:1d8e from Ac:de:35:fc:fo:dE
0 2019-16-24 13:082:12_ 866234 88012 2be: 75FF : fefb:1d8s Ffald: 1 dede: 35FF  fefc: fodl ICMPuE 82 Neighbor Advertisement feB@::2be:75ff:fef6:1d8e (rtr, sol)
16 201%-10-24 13:02:12.996422 Fodd:l:1:2::2 ICHPE 118 Echo (ping) request id=8x168d, seq=3, hop limit=64 (no response found!}
11 2619-18-24 13:02:13.002185 FFO2::1:f00:100 TICHPVE 98 Neighbor Solicitation for fe@9:1:1:1::100 from dc:de:35:fc:fc:ds
12 2019-18-24 13:02:14.0890251 FFO2::1:FF00:100 ICMPE 98 Neighbor Solicitaticn for fe@0:1:1:1::100 from de:de:35:fe:fe:d8
13 2019-16-24 13:02:14, 998544 fo@d:1:1:2::2 ICMPVE 118 Echo (ping) request id=@x168d, seq=4, hop limit=64 (no response found!}
14 2019-10-24 13:02:15.178350 iE FroZ::1:ffoe:100 ICMPvE 98 Neighbor Solicitation for fc@@:1:1:1::186 from dc:de:35:fc:fc:di
15 2019-10-24 13:02:17.859963 fcm 2be 75ff: fefb:1d8e fedd: :dede: I5FF: fefc: fodd ICMPvE 98 Neighbor Solicitation for feB@::dede:35ff:fefc:fcd8 from 0@:be:75:f6:1d:8e
16 2619-168-24 13:82:17.0862512 fed0: :dede: 35Ff  fefcifodd fedd: : 2be: 75FF: fefo: 1dBe ICMPVE 82 Neighbor Advertisement feB@::dede:35ff:fefc:fcdB (rtr, sol)
O X
.
o ANE B 7
1. Y32 YA EZ] CIHFO|A(IP fc00:1:1:2::2)2] MAC FAE =& IPv6 21 C|HIO|A 2F
2N
HAIXIE TSELICH
o =
2. 2tE{7t IPve HlO|HH B2 SEELICH
3. &3tol M IPv6 ICMP 0l 2 @8 g HHLct
E = —
4. YAER C|HHO|A(BHRE] fc00:1:1:2::2) = IPV6 T4 fc00:1:1:1::1002] MAC £AE £
. . . E
IPv6 Neighbor Solicitation HIA|X|E 2HL|CH
o
5. Y& Holl A F7tIPv6 ICMP ol 2 R3S ER-iLCt.
o == = 4 g = = B =X H
6. JAEZ BFREE= IPv6 T4 fc00:1:1:1::1002] MAC 48 =& F7I IPv6 Neighbor
Solicitation HIA|X|E & HLICE.
f— —_ = [ (= _
ZOIE 45 )9 E0IBSLICH YHEo2 HAER BHREIS Y5 OUTSIDE QIE{H 0|2
(fc00:1:1:2::2) 2] MACS %5 X|2H CHAI fc00:1:1:1:1002 QA &HLICH o= Am|aEolMo| &
= |O 222 |. |.|_ | |.
o
I xHY

ol M Mof| Ltet 9l Zxl= EME O F317| 8 SxiLIn

XI-O
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1. IPv6 1% C|HIO|A E|O|E 2 & QlgfLCt.

23t |Pve Q17 C|HFO|A E|0|Z 0| MCHE R &LICH

<ffroot>

firepower#

show i pv6 nei ghbor | i fc00

fc00:1:1:2::2 58 4c4e.35fc.fcd8 STALE OUTSIDE
fc00:1:1:1::100 58 4c4e.35fc.fcd8 STALE INSIDE
24 2. IPve Ax|ado|ME EelgtLct

Ol &&te Zm|aeflolsfLch.



firewall#
show run int el/2

|

interface Ethernetl/2

nameif INSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 192.168.0.1 255.255.255.0
ipv6 address

fc00:1:1:1::1/64
ipv6 enable

firewall#
show run int el/3.202

interface Ethernetl/3.202
vlan 202
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.103.96 255.255.255.0
ipv6 address

fc00:1:1:2::1/64

ipv6 enable

UAEZ C|HO|A AZ|aB|olMMH HR

<#root>
Router#
show run interface g0/0.202

1
interface GigabitEthernet0/0.202
encapsulation dotlQ 202

vrf forwarding VRF202

ip address 192.168.2.72 255.255.255.0
ipv6 address FC00:1:1:2::2

/48

Hx - 7|5 ALt
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£ du|agolde

E2X7H sHE =&

LIC} 7|s AlLtE|2 2| CAPI ZHA &



L|ct.

Ho. Tirme Destination Protos ngm Tnifar
1 2619-16-24 15:17:20.677775 ffoz::1:ffe0:1 I(HP:g 86 Neighbor Solicitation for fc@@:1:1:1::1 from 4c:de:35:fc:fc:d8
2 2019-18-24 15:17:20.677989 fco9:1:1:1::100 ICHPwi 86 Meighbor Advertisement fc@@:1:1:1::1 {rtr, sel, owr) is at @@9:be:75:f6:1d:ae
3 2819-19-24 15:17:20.673401 Fe@d:1:1:2::2 ICMPVE 114 Echo (ping) request id-0x097e, seq=08, hop limit=64 (no response found!)
4 2019-18-24 15:17:22.674281 feob:1:1:2::2 ICHPv 114 Echo (ping) request id=@x@97e, seq=1, hop limit=64 (no response foundl)
5 2019-19-24 15:17:24.674483 fc89:1:1:2::2 ICHPwi 114 Echo (ping) request id=0x837e, seq=2, hop limit=64 (reply in &)
6 2019-16-24 15:17:24.674815 fe@d:1:1:1::108 ICHPVE 114 Eche (ping) reply id=0x@97e, seq=2, hop limit=64 (request in 5)
7 2819-19-24 15:17:24.675242 fcoo:1:1:2::2 ICMPVG 114 Echo (ping) request id=8x@97e, seq=3, hop limit=64 (reply in B)
8 2019-10-24 15:17:24.675731 fe@d:1:1:1::100 ICHPvE 114 Echo (ping) reply id-8x897e, seq=3, hop limit=84 (request in 7}
0 2819-18-24 15:17:24.676356 fc00:1:1:2::2 ICMPVE 114 Echo (ping) request id=8x@97e, seq=4, hop limit=64 (reply in 18)
18 2619-18-24 15:17:24.676753 fedh:1:1:1::100 ICHPVE 114 Echo (ping) reply id-0x897e, seq=4, hop limit=64 (request in 9)

H:

1. 2t E7t YA ER CHFO|A(IP fc00:1:1:1::1)2] MAC A E =& IPv6 Neighbor Solicitation
HAIRIE 2'HL|Ct.

2. 25t80] IPve HIO|H Z RS2 SEEFLICH

3. BFRE7IICMPOZ 2F

o I
H
=
d
=
K
0l0
I
o
ne
>
i
Iul

CAPO LH&:

No. Time Sgurce Destination Pr ngth  Info

1 2819-18-24 15:17:20.678645 fedd: : 2be:75ff:fe.. £f02::1:ff00:2 IC| 98 Neighbor Solicitation for fc@@:1:1:2::2 from 8@:be:75:f6:1d:8e

2 2819-10-24 15:17:28.681818 fc@@:1:1:2::2 x . I 9@ Neighbor Advertisement fc88:1:1:2::2 (rtr, sol, ovr) is at 4c:de;35:fc:fc:d8
3 2019-10-24 15:17:22.674342 fe@@:1:1:1::166 IC 118 Echo (ping) request 1d=0x697e, seq=1, hop limit=564 (reply in &)

4 2819-19-24 15:17:22.677943 fcbd:1:1:2::2 I 9@ Neighbor Solicitation for fc@9:1:1:2::1 from 4c:de:35:fc:fc:d8

5 2819-10-24 15:17:22.6788%9 fod:1:1:2::1 IC 98 Neighbor Advertisement fc88:1:1:2::1 (rtr, sol, ovr) is at 80:be:75:f6:1d:8e
6 2819-19-24 15:17:22 678462 fc0@:1:1:2::2 ICHPwE 118 Echo (ping) reply id-8x897e, seq=1, hop limit=64 (request in 3)

7 2019-18-24 15:17:24.674449 foBd:1:1:1: :180 ICHMPvE 118 Echo (ping) request 1d=8x897e, seq=2, hop limit=64 (reply in 8)

8 2819-19-24 15:17:24.674785 fc0:1:1:2::2 ICH 118 Echo (ping) reply id=0x897e, seq=2, hop limit=64 (request in 7)

9 2019-10-24 15:17:24.675395 Fe@@:1:1:1::166 TCHPw 118 Echo (ping) request id=0x897e, seq=3, hop limit=64 (reply in 18)

18 2019-18-24 15:17:24.675700 fcp@:1:1:2::2 ICHMPVE 118 Echo (ping) reply id=8x897e, seg=3, hop limit=64 (request in 9)

11 2819-10-24 15:17:24.676448 FeB@:1:1:1::186 : ICHPvE 118 Echo (ping) request id-0x897e, seq=4, hop limit=64 (reply in 12)

12 2819-10-24 15:17:24. 676738 fcP@:1:1:2::2 fcaﬂ qEglge 1@@ TCHPvE 118 Echo (ping) reply id=-8x897e, seg=4, hop limit=64 (request in 11)

2H:

1. @382 QA E R C|HFO|A(IP fc00:1:1:2::2)2l MAC FAE E& IPv6 1% C|HIO|
HAIRIE TS ELICH

2. &3t 0| IPve HO|HH Y22 SEELICH

et M ICMP 0| 2 ﬁ’éﬂg HL|C
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ol D80z EEEX|E E0iELIC.



192.168.0.0/24

E1/2
INSIDE

MAC address
00be.75f6.1dae

\ E1/3.202
OUTSIDE

24 |P: 192.168.0.x/24

Dst IP: 192.168.0.x/24

1922.168.8.1

192.168.8.22
1722.168.8.23
192 .168.8.24
192.168.8.25
192 .168.8.26
192 .168.8.27
192.168.08.28
192.168.8.27
122.168.8.38
192 .168_8_.88
1922.168.8.255
224 _.8.8.22

224 _A.8_.251

224.8.8.252

239 .255.255.258

B C:\Windows\systemn32\cmd.exe
C:wlserswmnzafeirol >arp —a

Interface: 192 _168.0.55 —— Bxhb
Internet Address

C:sUserssmzafeirol >

Physical Address

BB-bhe-75-f6—1d—ae
BA-he-?5-Ffh—1d—ae
BB-bhe-7?5-f6—1d—ae
BA-he-7?5-f6h—1d—-ae
B-he-7?5-f6—1d—-ae
B-he-7?5-Ff6—1d—ae
BA-he-7?5-fh—1d—ae
BB-bhe—-75-f6—1d—ae
BA-he-7?5-Ff6h—1d—ae
BB-bhe-7?5-f6—1d—ae
BA-he—-7?5-f6h—1d—ae
fE—ff—ff-fFf—ff—f£f
A1 -00-5e-00-B0-16
A1 -00-5e-AA—AA—f h
81 -80-5%e-00—-88—f c
B1-80-5e-f—ff-fa

T ype

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
static
static
static
static
static

|||

FHx| 2 A
= —_

FTD LINA 2 Zlof| M A &5t

O] ZiME INSIDE QIE{m|0|A o] ARP IHZIBH Z4A{Ff LICt.

<tfroot>

firepower#

capture CAPI _ARP interface |INSIDE ethernet-type arp




e CAPI_ARP
192.168.0.0/24
E1/2 \ E1/3.202
INSIDE OUTSIDE _
MAC address k
00be.75f6.1dae

X - HIZ S AlLI2|2:

434 INSIDE QIE{m| 0|4 0| Zx{ol= Ch& 0| ZEHELICtH

M |Karp.dst.proto_ipv4 == 192.168.0.0/24) && !(arp.src.proto_ipvd == 192.168.0.1)

Na. Time Source Destination Fratocal ngth  Info
4 2019-10-25 10:01:55.17957. Vmware_2c:9b:a7 Broadcast ARP o 6@ Who has 192.168.0.237 Tell 192.168.0.5
5 2019-10-25 10:01:55.17969 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.23 is at 00:be:75:f6:1d:ae
35 2019-10-25 10:02:13.085039 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.247 Tell 192.168.9.55

36 2019-10-25 10:02:13.050488 Cisco_f6:1d:ae Vmware_2c¢:9b:a7 ARP
47 2919-16-25 16:02:19.284683 Vmware_2c:9b:a7 Broadcast ARP
48 2019-10-25 10:02:19.284775 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 9
61 2019-18-25 10:82:25.779821 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.267 Tell 192.168.0.5

62 2019-10-25 10:02:25.779912 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.26 is at @@:be:75:f6:1d:ae 9

76 2019-10-25 10:02:31.978175 Vmware_2c:9b:a7 Broadcast ARP 069 Who has 192.168.0.27? Tell 192.168.9.5

42 192.168.9.24 is at 00:be:75:f6:1d:ae 9
68 Who has 192.168.8.257 Tell 192.168.8.5
42 192.168.0.25 is at 00:be:75:f6:1d:ae

77 2019-16-25 10:02:31.978251 Cisco_f6:1d:ae Vmware_2c:9b:a?7 ARP 42 192.168.0.27 is at 00:be:75:6:1d:ae 9

97 2019-18-25 10:02:38.666515 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has 192.168.0.287 Tell 192.168.0.5
98 2019-10-25 10:02:38.666606 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP
121 2819-16-25 10:02:47.384874 Vmware_2c:9b:a7 Broadcast ARP

122 2019-10-25 10:02:47.384150 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP
137 2019-10-25 10:82:53.539995 Vmware_2c:9b:a7 Broadcast ARP
138 2019-10-25 10:02:53.540087 Cisco_f6:1d:ae Vmware_2c:9b:a?7 ARP

A2 192.168.0.29 is at 00@:be:75:f6:1d:ae
60 Who has 192.168.0.307 Tell 192.168.8.5
42 192.168.0.30 is at 00:be:75:f6:1d: ae 9

42 192.168.0.28 is at 00:be:75:f6:1d:ae 9
6@ Who has 192.168.0.297 Tell 192.168.9.5
(2

xA.
(=N

0]

192.168.0.x/24 W E{3 LHL| IPOi| CHEF CHYEH ARP 2 E = AlgfLCh

XFAIo] MAC FAZ 2 E & (proxy-ARP)2 &fLICH

N
o
}0|-

A

Fed 1. NAT ZAI|agio|Me & elghL|ct.

NAT Z4x|32{o|M1} 274504 no-proxy-arp 7| E7t 0| S22 8t = U= 7t U&LIC.

<#root>
firepower#

show run nat

nat (INSIDE,OUTSIDE) source static NET_1.1.1.0 NET_2.2.2.0 destination static NET_192.168.0.0 NET_4.4.4



no- proxy-ar p

IrQd 2. W3t OIE{H| 0| A0 M proxy-arp 7|52 H|EH3stgrLict
'no-proxy-arp' 7| EZ X7} SHAZIX| ot CIE{H| 0| A RFA{|0IMH ZE A| ARPE H|E A3}5H

HAAI2. FTDL| B, 0| A 7| A|ZH0]| FlexConfigE AF235t0{ HH S &30k & L|ChE st QI
E{H O|A O|F X|H).

sysopt noproxyarp INSIDE

At 13. CPU 218 f45t= SNMP OID(Object Identifier) 4J%

O| Ab2A|0l A= SNMP HHZ 3(SNMPv3) THZ! ZA 2A42 7|vte 2 HIZ 2| 232 2?8 £ SNMP
OID7} CPU 29| 2 & #Rl(8ds EA)SE o{EH AMEE[R=X| Eo{FELICH.

2x MH: o|o|E] QIE{H 0|AMM QE{EHO| AL T7
ol Z& QI2I CPU ZI1(SNMP ZZMAZ Qlal gt
EE#E T2 MAQ| CHE BHHE SNMP Z2MA R Qlsl YAt CPU
= WOo[R&LICH &3] 2X|e| HY|E &54 SNMP OID(Object Identifier) &
5t =

/x | 2
™ CPU &0| &g = &L

SAXH FTD LINA 2 ZI2 MA[Zte 2 ZEZE[= SNMP OIDO| CH3H 'show' BHEE MS 3| et &LICt

E2/2 9I8 SNVP OID S52 SNMP ZLIE{ S0l 4% 4 IXIgH 0| B2 T3 22 of
4 2010| Lt

« FTD Zt2|AF7F SNMP ELIE{Z E0f HMAE 2= 9F
« ZZIO|HHAIE IEt 215 & HIOIE+ ot 35kt ZEE
Ct

R&Lct
SNMP H{7% 30| FTDO|IAM M EIR &L

FHx| 2 A
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1. SNMP Z{Z! ZH%

2. W78 XM&3t1 Wireshark SNMP ZZ2ZEE 7|2 MY E AF835104 SNMP HE 3 X4 5
2 X|ZH435t0{ SNMP H7 3 TiZlo| &t 3 E =& LICt si=5E 2= SNMP OID 244 2! A
Moj| At ELICH



snmp-server A E Z4I|72|0|Moi| AFE El= QIE{H[0|A 0| A SNMP THZ! X E F & LICH.

<#root>
firepower#

show run snnp-server | include host

snmp-server host management 192.168.10.10 version 3 netmonv3

firepower#

show i p address nanagenent

System IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254 255.255.255.0 CONFIG
Current IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254 255.255.255.0 CONFIG

firepower#

capture capsnnp interface managenent buffer 10000000 match udp host 192.168.10.10 host 192.168.5. 254 ec

firepower#

show capture capsnnp

capture capsnmp type raw-data buffer 10000000 interface outside [Capturing -

9512

bytes]
match udp host 192.168.10.10 host 192.168.5.254 eq snmp



o, Time o Protocol  Source Source Port  Destnation Port  Destination Length Info

i 6088 [SHHP 197.168.18.18 65484 161 102.168.5. 254 100 getBulkRequest

2 8.6a8 SHHP 192.168.5.254 161 G484 192.168.18.18 167 report 1.3.6.1.6.3.15.1.1.4.8
3 8.176 SNHP 192.168.10.18 65484 161 192.168.5.254 197 enc priviey T
4 8.176 SHHP 192.168.5.254 161 65484 192.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.9]
5 8.325 SNHP 192.168.10.10 65484 161 102.168.5.254 199 encryptedPD: priviiey Unknown
& B.326 SNHP 192.168.5.354 151 B54E4 192.168.16.18 678 encryptedPU: priviey Unknown
7 8408 SHHP 132.168.10.18 65434 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
8 8.438 SNHP 192.168.5.254 161 G354 192.168.10.18 560 encryptedPDl: priviey Unknown
a B.675 SHHP 192.168.19.18 65484 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
0 8767 SNHP 192, 168.5.254 161 G548 192.168.10.10 [31:] encryptedPD: priviiey Unknown
11 ©.045 SHHP 167 .168.18.18 65484 161 102.168.5. 254 285 encryptedPDU: priviey Unknown
12 8,046 SNHP 192.168.5.254 161 B34E4 192.168.18.18 564 encryptedPDU: priviey Unknown
13 1.133 SHHP 192.168.18.18 654384 161 192.168.5. 254 2085 encryptedPDU: priviey Unknown
14 1.124 SHHP 192.168.5.254 161 G584 192.168.10.18 SEE encryptedPDU: priviey Unknown
15 1.317 SNHP 192.168.10.18 65484 161 192.168.5.254 205 encrypted?l: priviey Unknown
i6 1.318 SHHP 192.168.5.254 181 B54E4 192.168.18.14 513 encryptedPDU: priviey Unknown
17 17.595 SNWP 192.168.18.18 62888 161 192.168.5.254 108 getBulkRequest

18 17.585 SWWP 192.168.5.254 161 GRRE 192.168.18.18 167 report 1.3.6.1.6.3.15.1.1.4.8|
10 17.749  SNMP 192.168.10.10 62008 161 192.168.5. 254 197 encryptedPDU: priviiey Unknown
28 17749 SHHP 192.168.5.254 161 GG 162.168.10.14 192 report 1.3.6.1.6.3.15.1.1.2.0|
21 17.898  SNMP 192.168.10.10 62808 161 192.168.5.254 159 encryptedPDU: priviey Unknown
2 17.899  SNHP 192.168.5.254 161 B20E 192.168.18.18 678 encryptedPDU: priviey Unknown
23 13,894 SHWP 192.168.18.18 62088 161 192 168.5. 254 285 encryptedPDU: priviey Unknown
24 18.094  SHHP 192.168.5.254 151 GG 192.168.10.19 SE@ encryptedPDU: priviey Unknown
5 18.298  SNHP 152, 168.18.18 52008 161 192.168.5.254 285 encryptedPB: priviey Unknown

<[Destination Host: 192.168.5.254]>
<[Source or Destination Host: 192.168.5.254]>
User Datagram Protocol, Src Port: 65484, Dst Port: 161
~ Simple Metwork Management Protocol
msghersion: snmpv3 (3)
msgGlobalData
msghuthoritativeEngineID: 30000009FelcidadddiPanief1fec2301621a4158bfc {40 .
msghAuthoritativeEngineBoots: @
msghuthoritativeEngineTime: @
msglseriame: netmonv3
msgiuthenticationParameters: ff3176F5073c30b62Ffcl1bE
msgPrivacyParameters: 000040e100003195
~ msgData: encryptedPDU (1)

€ [Eiiryptedrnn: 87021642363 3400a0301 c 528002 J6ehc oc BAARET 10 1ba 03,

O XS

[

1.SNMP &AA & SMX| FA/EZE,

2. privKey7} Wireshark0ll 2 24X|X| okt 22 SNMP Z2ZE Z PDUE C|ZYEE 4 iaLct

3. encryptedPDU primitive2| Zt IL|C}.
HE A

Rl
0

P35t 1 Wireshark SNMP Z2EZ 7|2 MY
&B2 XEELICH

<#root>
firepower#

copy /pcap capture: tftp

Source capture name [capsnmp]?
Address or name of remote host []? 192.168.10.253

Destination filename [capsnmp]? capsnmp.pcap

64 packets copied in 0.40 secs

5t SNMP H{™ 3 &t



o|O|X|of| E A|E! CHE Wireshark0|AM A TS &7 SNMP T{Z!E 4E45t 1T Protocol
Preferences > Users Table2 0|5 gFL|LC}.

Wy, Tima Freancol Sonih Source Pert  Distinaton Pomt  Destasbion Length I
1 9.008 SHHP 192.168.18.18 65484 161 192.168.5.254 1688 getBulkRequest
2 LR SHHP 192.168.5. 254 161 65484 192.168.19.18 167 report 1.3.6.1.6.3.15.1.1.4.9
2 B.176 SNHP 192.168.18. 16 65484 Mark/Unmask Packet CoieM encryptedPDU: priviey Unknown
4 B.176 SHNMP 192.168.5. 354 161 lgnore/Unignore Paciet D report 1.3.6.1.6.3.15.1.1.2.8
5 0.335 SNHP 192.168.18.18 65484 £ encryptedPDU: priviiey Unknown
6 0.336  SWP  192.168.5.254 161 SCRECANGIE G encryptedPDU: priviiey Unknown
7 0.498  SWP 192.168.18.18 65484 Time Shift... CulaShiftT encryptedPDU: privkey Unknewn
g ©.490 SN 192.168.5.254 161 Packet Comment.. Curl+Alt+C encryptedPDU: priviey Unknown
9 @.675  SNMP  192.168.18.10 65434 Edit Resolved Mame encryptedPDU: priviey Unknown
w8767 SHHP 192.168.5.254 151 . encryptedPDU: priviley Unknown
19,945 SNP 192.168.10.10 65434 Apply e Filer " emcryptedPDU: priviiey Unknown
12 0.946  SNMP 192.168.5.254 161 Prepace a Filter . encryptedPU: priviey Unknown
13 1.133 SHHP 192.168.10.18 G5484 Conversation Filter " encryptedPDU: priviey Unknown
14 1.134 SHMP 192.168.5. 354 161 Colorize Conversation * encryptedPDU: priviey Unknown
15 1.317 SHHP 192.168.16.14 65484 SCTP " encryptedPDU: priviiey Unknown
6 1.318 SNHP 192.168.5.254 161 Follow v encryptedPDU: priviey Unknown
17 17.585  SNWP 192.168.18.16 62008 getBulkReguest
18 17.595 SNMP 192.168.5.254 161 Copy " report 1.3.6.1.6.3.15.1.1.4.8
19 17.749  SWP 192.168.18.18 62003 Protocal Preferences =] OpenSimple Network Management Protocol preferences...
M 17.749  SNMP 192.168.5.254 161 Decode f.. —
31 17.998  SNMP 192.168.18.108 62008 S o e T * | Show SNMP QD in info calumn } )
22 17,899 SMP  192.168.5.254 161 wevwn e ——— wre [l Reassembie SNMP-over-TCP messages spanning multiple TCP segments
23 18.994  SNMP 192.168.10. 16 62063 161 192.168.5,254 205 || Display dissected variables inside SNMP tree
4 1B.994  SNMP 192.168.5. 354 161 62008 192.168.19.18 SEBI Users Tatle... I
25 18.200  SWMP  192.168.10.10 62008 161 192.168.5.254 205 Enterprise Specific Trap Types...
< SNMP UDP port: 161... >
«<[Destination Host: 192.168.5.254]» SMMP TCF port: 161...
<[Source or Destination Host: 192.168.5.254]> Disable SNMP...

User Datagram Protocel, Src Port: 65484, Dst Port: 161
« Simple Network Management Protocol
migVersion: snmpv3 (3)
» migGlobalData

SNMP Users(SNMP At&X}) El|O|E0i SNMP HT 3 AF& Xt O|F, @18 24, Q15 HIYHS, =t
OlHA| Z2EEZ L Z2to|HA| HIZHE 7t XIHEIRESLICH AN RHE ZE2 ofefoll EA|IZ[X]

=).

M sNMP Users ? X

EginelD Username Authentication model  Password  Privacy protocol  Privacy password
MD5 DES

Cr |Users|igasimav]AppData |Roaming | Wireshark | profifes| Profilel |snmp _users

1= v

Copy from ~ | Cancel | ‘ Help

SNMP AI2 At MA0| M &M Wiresharke &5 S El SNMP PDUE 2 o{F &Lt



No. Time Frotocol  Source Source Fort  Destration Port  Destinabion Length Info
1 9,008 SHHP 192.163.18.18 65484 161 192.168.5.254 1@00 getBulkRequest
2 9,000 SHHP 192,168.5.254 161 65484 192.168.16.10 167 report 1,3.6.1.6.3.15.1.1.4.0
£ 8.176 SNHP 192.168.10.18 65454 161 1592.168.5.254 197 getBulkRequest 1.3.6.1.4.1.9.9.221.1
4 @.176 SNMP 192.168.5.254 161 B5484 192.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.8
5 2,335 SNHP 192.1638.18.18 B54B4 161 192.168.5.254 199 getBulkReguest
[ B.326 SNHP 192.168.5.254 161 BR4B4 192 168.10.18 678 get-response 1 8.9 1 1.3.6.1.4.1.9.9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.5.221 1.1
7 9.498 SNHP 192.163.18.18 63484 161 192.168.5.254 205 petBulkRequest 1.9 1.1 -8
8 9.4%9 SNHP 192.168.5.254 161 65484 192.168.18.18 568 Eet-response 1 9.9 1.1, 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.2 1.3.6.1.4.1.9.9.221.1.1
L] B.675 SHHP 192.163.18.18 65484 161 192,168, 5, 254 205 getBulkRequest 1.9 1.1, .8
1\ 9767 SNHP 192.168.5.254 161 65484 1592.168.10.19 610 get-response 1.3.6. 9.9 1. 1.3.6.1.4.1.9.9.221.1.1.1.1.7.1.2 1.3.6.1.4.1.9.9.221.1.1
11 B.945 SNHP 192.168.10.18 65484 161 192.168.5.254 285 getBulkRequest 1.9 1. .8
12 2,948 SNHP 192.168.5.254 161 G484 192.168.10.1@ 584 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.17.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.17.1.2 1.3.6.1.4.1.9.9.221.1
13 1.133 SNHP 192.168.18.18 65484 161 192_168.5.254 205 getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.18.1.8
14 1.134 SNHP 192.163.5.254 161 BR4E4 192_168.10.18 588 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.19.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.19.1.2 1.3.6.1.4.1.9.9.271.1
15 1.317 SNHP 192.163.18.18 65484 161 192.168. 5. 254 205 getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.20.1.8
16 1.318 SHHP 192,168.5.254 161 G484 192.168.10.19 5139 get-response 1.3.6.1.4.1,9.9.292.1.1.1.0 1,3.6.1.4.1,9,9.392,1,1.2.9 1,3.6.1,4,1,9.9.392.1.1.3.0 1.2.6.1
17 17.595  SHHP 192.168.108.18 G205 161 192.168. 5. 254 L] getBulkRequest
13 17.595  SNHP 192.168.5.254 161 [-FH] 192.166.10.19 167 report 1.3.6.1.6.3.15.1.1.4.8
19 17.743  SNMP 192.163.18.18 B200E 161 192.168.5.254 197 o getBulkRequest 1.3.6.1.4.1.9.9.221.1
28 17.743  SNMP 192.163.5.254 161 b2BRE 102.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.8
s 17.898 SHMP 132.163.18.18 B2BEE 181 182 168.5.254 1990 getBulkRequest 1.3.6.1.4.1.9.0.221.1
2 17.899  SNHP 192,168.5.254 161 62008 192.168.10.19 678 g |get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.2.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.9.221.1.1
23 18.894  SNHP 192.168.18. 18 G008 161 192,168, 5,254 205 gctBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8
24 18.894  SHMP 192.168.5.254 161 GRS 192.168.10.19 568 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.2 1.3.6.1.4.1.9.9.221.1.1
5 18.298  SNHP 192.164.10.16 G200 161 192.168.5.254 205 petBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.6.1.8

< 3

~ msgData: encryptedPDU (1)
v encryptedPDU: 870a215d23633400a8391c5280d226e0cecB44dET101baT0..

v Decrypted ScopedPDU: 303b041980000009f ¢ 1c6daddaainabefl foc 23016214415
contextEngineID: 20800809 felcbdaddalnandef1fec2i01621a4158bFclfd0.
contextName:

v data: getBulkRequest (5)
~ getBulkRequest
request-id: 5628
non-repeaters: @
max-repetitions: 16
« varisble-bindings: 1 item
~ 1.3.6.1.4.1.9.8,221.1;
Object Name: 1.3.6.1.4.1.9.9.221.1 (is0.3.6.1.4.1.9.9.221.1)
Walue (Null)

2H:

1. SNMP ZL|E{2 =7 & SNMP getBulkRequestE AFE35104 42| OID 1.3.6.1.4.1.9.9.221.1
ol ft#d OIDE #2lstT Y OIDE B A& LICt.

2. FTDE= 1.3.6.1.4.1.9.9.221.11 #tZ4El OIDE Z & 5= get-responseZ Zt getBulkRequestO]|
OI:I-oHA |__||:_|._

Xto4 2. SNMP OIDE AlgdstL|C}.

SNMP Object Navigatordl M= CHHZ 1} 20| OID 1.3.6.1.4.1.9.9.221.10| CISCO-ENHANCED-
MEMPOOL-MIBE}= MIB(Management Information Base)0l| £8tChe W8 2o =& LICH



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW
SUPPORT )

Translate Browse The Object Tree
TOOLS & RESOURCES

SNMP Object Navigator

Translate OID into object name or object name into OID to receive object details

Enter OID or object name: {1 3.6.1.4.1.9.9.221.1

examples -
OID: 1.36.1.4.1.99.27

ransla

QObject Information

Qbject Name: ifindex

Help | [ Feedback

Related Tools
Support Case Manager
Cisco Community

il 15

Object cempMIBObjects

QD 1.36.14.1.992211

MIB | -ENHAN -MEMP -MIB f - View Supporting Images of
OID Tree

You are currently viewing your object with .'2 v | levels of hierarchy above your object

.50 (1) org (3).. dod (B)_. internet (1)_. private (4) . enterprises (1)_. cisco (9)
|

—— ciscoligmt (9)

+ -- ciscoTepMIB (6)
|

WiresharkOll A AL O] 212 &= Q= Ao Z OIDE EAlStE{™

1. 21 Z 0| MIB CISCO-ENHANCED-MEMPOOL-MIB & e 5%

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS
SUPPORT
TOOLS & RESOURCES

SNMP Object Navigator View MIB dependencies and download MIB or view MIB contents

| i n select a function in step 2 and click Submit
CISCO-ENHANCED-MEMPOOL-MIB

| List matching MIBs |

A100-R1-MIB
ACCOUNTING-CONTROL-MIB
ACTONA-ACTASTOR-MIB
ADMIN-AUTH-STATS-MIB
ADSL-DMT-LINE-MIB
ADSL-LINE-MIB

ADSL-TC-MIB
ADSL2-LINE-MIB

I '® View MIB dependencies and download MIB I

“'View MIB contents

Submit |

MIB SUPPORT - SW

Help | [ Feedback

Related Tools

Suppor Case Manager
Cisco Communily,
MIB Locator



Tools & Resources

SNMP Object Navigator

HOME
SUPPORT
TOOLS & RESQURCES

SNMP Object Navigator

TRANSLATE/BROWSE

View compiling dependencies for other MIBS by clearin

SEARCH

CISCO-ENHANCED-MEMPOOL-MIB

Compile the MIB

DOWNLOAD MIBS

MIB SUPPORT - SW

Help

I#] Feedback

Related Tools

Supnort Case Manager

Cisco Community,
MIE Locator

clearing the page and selecting another MIB.

Before you can compﬂe CISCO-ENHANCED-MEMPCOL-MIB , you need to compile the MIBs listed
below in the order list

Download all of these MIBs (Waming: does not include non-Cisco MIBs) or view details about each
MIB below.

If you are using Intemet Explorer click here.

MIB Name
1. SNIMPv2-SMI

2. SNMPv2-TC

3. SNMPv2-CONF

4. SNMP-FRAMEWORK-MIB
5. CISCO-sMI

6. ENTITY-MIB

7. HCNUM-TC

8. RFC1155-5MI

9. RFC-1212

10. RFC-1215

1. SNMPv2-TC-v1

12. CISCO-ENHANCED-
MEMPQOL-MIB

Ol|=

2. Wiresharkl| HZ > 7|2 M > 0|E &
£

E2) #o|M Ct2E2=E MIB7L

AN -

ENHANCED-MEMPOOL-MIBE= B2 & =

4 8176 SHHP
3 8.325 SHHP
G @.326 SHHP
7 e.a%8  sw
g @.498  swW
8 9.675 SN
9 0.767 SHHP
11 @.945 SHHP
12 9.946 SNHP
13 1.133 SHHP
14 1.134 SHHP
15 1317 SHHP
16 1.318 SHHP
17 17.595 SN
18 17.595  SWMP
19 17.74%  SNWP
0 17.749  SWP
21 17.898 SN
] 17.899  SHNMP
18.804  SHNMP
24 18.844  SHHP {
€

» Frame 23: 285 bytes on wit

[v Appearance

Columns
Font and Coloss
Layout
Capture
Expert
Filter Buttons
Name Resolution |
Protocals
RSA Keys
Statistics
Advanced

< *||

Source Pert Destination Fort_ Destination

|| 2] mesolve maC addresses

[ Besobe transport names

] mesobes netwark: () addresses
] usa cagtred DS packet deta for address rescution
[] usa an axternal mtwork nama resohver
Maxienun concurrent requests (500
[ owly e the profile *hests" file

[ resohe viAN s

] Besobve 557 PCs

|| Enable OIb resohution

] Suppress SMI errces
SMI(MIB and PIB) paths | EdR...
SMI(MEB and PIE) modules | Edit..

Maxpand datsbace diractories Edit...

(o]

o} SMI(MIB & PIB 2E)E
Bo| AiIso 2 F7HEL|CE

Version 1
Download

Download
Mot Required

Download

Download

Download

Download
Mon-Cisco

Download

| 2ol M OID 291 At 0| MEiE

Cancel

» Ethernet II, Src: Clsco 33: Fg bf (@8: 12 TF:33: fe hf), Dst: sz Ac:66: BE B8 20 (a2:4c:66:00:00:20)
> Internet Protocol Version 4, Src: 192.168.10.18, Dst: 192.168.5.254
Port: 62008, Dst Port: 161

er Datagram Protocol,

3. WiresharkZ CHA| A|E

tst? OID & elo| &&stELIct

Dependencies
View
Dependencies
View
Dependencies

Dependencies
View

| Dependencies

View
Dependencies
Miew
Dependencies
View
Dependencies
| =

XEE

LICk sMi(MIB 2! PIB
LICt. CISCO-

M 501 Paths ? *
.Direcwr:,-nam :1.4.1.9.9.221.1.1
IC:.'Uscm’Adninislm!urfﬂuwnluudsfSNMPMIBS
.1.4.1.9.9.221.1.1
1.4.1.9.9.221.1.1
.6.1.4.1.9.9.221.1
.6.1.4.1.9.9.221.1
§2.1.1.3.8 1.3.6.1
+ = m A B oo oagiy
=] g | [1.4.1.9.9.221.1.1
! | o so01 Madutes 7 K b1.4.1.9.9.221.1.1Y
¥
Modulé name b
IPVE-MIB
SNMP-COMMUNITY-MI3
e ——
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-PROXY-MIB
SNMP-TARGET-MIB
SNMP-USER-BASED-SM-MIB
SNMP-USM-DH-OBJECTS-MIB
M P WIEW:| AN M|
CISCO-ENHANCED: MEMPOOL-MIE -
+ =& &~ B Lol moghdes
e ] ()



o, Time Frotocol Source Source Port  Destination Port Destinaton Length. Info
1 0.800  SWP  192.16%.10.10 65484 161 192.168.5.254 100 getBulkRequest
2 0.000  SHWP 192.168.5.254 161 65484 192.168.10.18 167  [report SHPP-USER-BASED-SH-MIG: :usmstatsUnknownEnginelDs. o
3 9176 SMP  192.168.18.10 65484 161 192.168.5.254 197 |getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: scempHIBObjects
4 9.176  SMP  192.163.5.354 161 65484 1932.168.18.19 192 report SHMP-USER-BASED-SHM-MIE: :usnStatsNotInTimedindows .8
& 9.325 SWP  192.163.18.10 65484 161 192.168.5.254 199 petBulkRequest CISC0-ENHANCED-MEMPOOL-MIB: : cempMIBObjects
& 9.326 SMP  192.168.5.254 161 65494 192.168.10.19 678 |get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPonlType.1.1 CISCO- ENHANCED-MENPOOL-MIE : ; cempenPoolType
7 9,490 SHHP 192,168.10.10 G5a84 161 192.168,5,254 205 getBulkRequest CISCO-ENHANCED-MEMPOOL -MIB: ; cempliemPoolNane. 1.8
8 8,458 SHEP 192.168.5.254 161 65484 192.168.10.18 568 get-response CISCO-ENHANCED-MEMPOOL -HIB: ; cempllemPoolAlternate. 1.1 CISC0-ENHANCED-HEMPOOL -MIB: ; cemphienPoc
9 0.675  SWP  192.168.10.18 65484 161 192.168.5.254 05 getBulkhequest CISCO-ENHANCED-MEMPOOL-MIB: : cempilemPoolValid.1.8
w8767 SHMP 192.168.5.254 161 65484 192.168.16.18 619 get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoolUsed. 1.1 CISCO- ENHANCED-MEMPOOL-MIB: : compMenfoollsed
11 0.945  SHMP  192.168.16.10 65484 161 192.168.5.254 205 getBulkitequest CISCO-ENHANCED-MEMPOOL-MIE: :cempilenPocliree.1.8
17 0.946  SWMP  182.168.5.254 161 65484 192.168.16.18 584 get-response CISCO-ENHANCED-MEMPOOL-MIB: : cempilemPoolUsedOvrflu. 1.1 CISC0-ENHANCED-HEMPOOL-MIB: : cenpHenPe
13 1133 SWP 192.168.18.10 65484 161 192.168.5.254 205 getBqulteq-uesr. CISCO-ENHANCED-MEMPOOL -MIB: cEanenFoolHCUsed 1.8
44 1 13A RO 107 1689 S IS4 15 AEARA 107 1A@ 10 10 co0 LISCO EMUAMCLD MCMDOO)  MMID . 1 Il Ao EMUAMCED MCInnol MTo.
< >
~ L1500~ ENMANCED -HEHPDOL-MLR : ; cenplienPoo Hame, 1.1 (1-3.6.1.4,.1.9.9,221.1.1-1.1.3.1.1); System memory
Object Name: 1.3.6.1.4.1.9.9.221.1,1.1.1.3,1.1 (CISC0-ENHANCED-MEMPOOL-MIB: : cempiemPoolName . 1.1)
CISC0-ENHANCED -MEMPOOL -MIB: ; cempMemPoolHome ;. System memory
~ CI5C0-ENHANCED-HEHPOOL-MIB: ; cenpMenPoolName . 1.2 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2); System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2 (CISC0-ENHARCED-MEMPOOL-HIE : : cempMemPoolName . 1.2)
CISC0-ENHANCED-MEMPOOL -MIB: : cempiemPooliame: System memory
v CISCO-ENHANCED-HEMPOOL-MIB: : cenpMenPoolName.1.3 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.3) MEMPOOL_MSGLYR
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.3 (CISCO-ENHANCED-MEMPOOL-MIB: : cempMlemPoolNane . 1.3)
CISC0-ENHANCED-HEMPOOL -MIB: : cempHenPoolame : MEMPOOL_HSGLYR
~ CISCO-ENHANCED-HEHPOOL-MIB: : cenplenPoolliame. 1.4 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.4); MEMPOOL_HEAPCACHE 1
Object Name: 1.3.6.1.4.1.9,9.221.1,1.1.1,3,1.4 (CISC0-ENHANCED-MEMPOOL-MIE : : cempiemifoolName , 1.4)
CISCO-ENHANCED -MEMPOOL -MIB: : compHenPoolNome: MEMPOOL_HEAPCACHE 1
~ CISCO-ENHANCED-MEMPOOL-MIB: : cemplenPoollame. 1.5 (1.3.6.1.4.1.9.9.211.1.1.1.1.3.1.5): MEMPOOL_HEAPCACHE_8
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1,3.1.5 (CIS00-ENHANCED-MEMPOOL-HIE: : cemplienPoolName . 1.5)
CISC0-ENHANCED - MEMPOOL -MIB: : cempHemPoolName : MEMPOOL_HEAPCACHE @
~ CI5C0-ENHANCED-MEMPOOL-MIB: : cenpienPoollame. 1.6 (1.3.6.1.4.1.9.9.241.1.1.1.1.3.1.6): MEMPOOL_DMA_ALTL
Cbject Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6 (CISCO-ENHANCED-MEMPOOL-MIE: : compiemPoo]lName . 1.6)
CISCO-ENHANCED-MEMPOOL -MIB: : campHenPoolame : MEMPOOL_DMA_ALT1
~ CI5C0-ENHANCED-HEHPOOL-MIB: : cenpMenPoollame. 1.7 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7): MEMPOOL_DHA
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7 (CISC0-ENHANCED-MEMPOOL-NIB : : cempieniPoolNane . 1.7)
CISCO-ENHANCED -MEMPOOL -MIB: : cempHemPoolHame : MEMPOOL_DMA
~ CISCO-ENHANCED-MEMPOOL-MIB: ; cempMenPoollame. 1.8 (1.3.6.1.4.1,9.9.221,1.1.1.1.3.1.8): MEMPOOL_GLOBAL_SHARED
Object Name: 1.3.6.1.4.1.9.9.221.1,1.1.1.3.1.8 (CISC0-ENHANCED-MEMPOOL -MIB: : compiemiPoolName . 1.8)
CISC0-ENHANCED -MEMPOOL -MIB: ; cempHemPooliame : MEMPOOL_GLOBAL_SHARED
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https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
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