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Enter Description

Prefilter Policy: Default Prefilter Policy SSL Policy: TEST SSL _POLICY

Rules  Security Intelligence  HTTP Responses

General Settings &
Maximum URL characters to store in connection events 1024
Allow an Interactive Block to bypass blocking for (seconds) 600
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Inspect traffic during policy apply Yes

Identity Policy Settings

>

Identity Policy None

SSL Policy Settings

i

SSL Policy to use for inspecting encrypted connections I TEST_SSL_POLICY I
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# connect module 1 console

Firepower-module1> connect ftd
>

CtE QIAEIA S| AR CHZ BHE AHE6t0o4 =2[X C|HIO|A CLIO| HMAE =~ U&LICH
# connect module 1 telnet

Firepower-module1> ftd ftd 1 44

Connecting to container ftd(ftd1) console... enter "exit" to return to Boot CLI

>

system support ssl-debug debug_policy_all B& 2 A&5t0{ SSL 2o ol A2kl ZE &2
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You mu rt snort before this change will take affect
This can be done he CLI command
‘pmtool e DetectionEngine'.

> system support ssl-debug-reset

Are you certain that you wish to delete the current SSL debug configuration file’

Configuration file successfully deleted

1 must restart snort before this change will take affect
a the CLI command
ytype DetectionEngine'.

Z1: system suport ssl-debug-reset BHE S A& 6t0] LR 8t CIO|EHE =&t F CIHZ 2
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> system support debug-DAQ debug_daqg_write_pcap

Parameter debug_daq_write_pcap successfully added to configuration file.

Configuration file contents:
debug_daq_write_pcap

You must restart snort before this change will take affect
This can be done via the CLI command
'system support pmtool restartbytype DetectionEngine'.

> system support pmtool restartbytype DetectionEngine
> expert

admin@firepower:~$ cd /var/common/
admin@firepower:/var/common$ Is

daq_decrypted 15903.pcap daq_decrypted 15909.pcap

admin@firepower:/var/common$ tar pczf daq_pcaps.tgz daq_decrypted *
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304 3.970446  192.168.1.200 83202 172.217.5.226 a3 66 63732 = 443 [SM] Seq=¢ Win=B192 Len=d MSS=1460 WS=4 SACK PERM=1 e
324 4.000952  192,160.1.208 63232 132,217, s 226 443 54 63232 - 443 IACK) Seq=1 Ack=1 Win-66240 Len=8 TCP
7.5, 271 Client Hello
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334 4.072598  192.168.1.200 63232 172.217.5.226 443 188 Client Key Exchange, Change Cisher Spec, fiello Request, Hello Reque. TLSVD.Z
339 4.001448  192.168.1.200 3232 172.217.5.226 4“3 107 Application Dota TLSv1.2
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Handshake Type: Client Hello (1) = an — e
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Session [0 Length: @ Mo A T Sowte SRCPRT Destination DSTPOAT  Langth infa Protocol
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I » Extension: Extended Master Secret

version: TLS 1.0 (0x@301)
» Extension: signature_algarithas
» Extension: status_request

Extension: signed_certificate_tisestasp
» Extension: Application Layer Protocol Megotiation
» Extension: channel_id

Length: 194
* Hendshake Protocal: Client Hello
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