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« ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X

ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

FPR2100, FPR4100, FPR9300

VMware(ESXi), Amazon Web Services(AWS), Kernel-based Virtual Machine(KVM)
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2 Deployment Modes:
*  Routed } «
«  Transparent

6 Interface Modes

« Routed }1
«  Switched (BVI)

Device Modes inherited from ASA

Interface Modes inherited from ASA

« Inline pair
* Inline pair with tap

« Passive
- Passive (ERSPAN) }4— Interface Modes inherited from FirePOWER
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VLAN ID 201 -
IPv4 192.168.201.1/24(1192.168.202.1/24
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Devices(C|HO|A) > Device Management(C|HIO|A E2[)2 0|S5t0{ 24 &%t C|HIO|AE MEAStT
Edit(==%) ot0|2 2 MEHFLICt

Overview Analysis Policies 2 ESUGEEE Objects AMP Deploy

Device Management NAT VPN Qos Platform Settings

By Group v | &
Name Group  Model License Type - Access Control Policy
4 [ | Ungrouped (8) —

© FTDS5512 . . _—— . " !
1067, 148,10 = Gioco ASASS12:X Threst Defense Cisco ASAS512-X Threat Defense  Base, Threat, Malware, URL Filtering FTDS5512

Add Interfaces > Sub InterfaceE MEHEHL|CT.

Overview Analysis Policies JelSMI=C8 Objects = AMP Deploy System Help ¥ admin v

Device Management MNAT VPN Qos Platform Settings

FTD5512 © concel
Cisco ASAS512-X Threat Defense
Devices Routing Inline Sets DHCP
:: % ] Add Interfaces -
B B - |\._; Sub Interface |
St... Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address S
& Redundant Interface
(8] GigabitEthernet0/0 Physical
& Ether Channel Interface
(o] GigabitEthernet0/ 1 Physical r

QT A&ro] et 5H| QIE|H|O|A MA S FAIEL|CH.



Add Sub Interface
Name: INSIDE # Enabled '/ Management Only
Security Zone: INSIDE_ZONE v
Description: INTERMNAL
EEETN P pve Advanced
MTU: 1500 (64 - 9198)
Interface *: GigabitEthernet0/0 v ) Enabled
Sub-Interface ID *: 201 51:55;4%?295}
VLAN ID: 201 (1=4094)

QIE{T|O| A IP A%:

Add Sub Interface

Name: INSIDE | Enabled ) Management Only

Security Zone: | INSIDE ZONE w

Description: INTERMAL

General liz. IPv6  Advanced

IP Type: Use Static IP w

IP Address: 192.168.201.1/24 eg. 1.1.1.1/255.255.255.228

£ 2|1 2IE{H| 0| A (GigabitEthernet0/0)0{ A Duplex %! Speed A2 X|'S&HLILCt.



General IPv4 IPv6  Advanced Hardware Configuration

Duplex: auto v

Speed: auto .

= 2™ elEmo|AE E-EHELICHOl B2 G0/0).

Edit Physical Interface
Mode: None b
Name: # Enabledf| [’ Management Only
Security Zone: v
Description:
m IPvd4  IPv6  Advanced  Hardware Configuration
MTU: 1500 (64 - 9198)
Interface ID: GigabitEthernet0/0

2CHA|. 2 2|H eIEH o|A T4

QLT Aol et GigabitEtherneto/1 E 2|3 QIE{HO|AE - & LICH.



Edit Physical Interface

Mode: None b

Name: OUTSIDE Enabled [/ Management Only
Security Zone: | QUTSIDE_ZONE i

Description: EXTERNAL

IP Type:

IP Address:

General lizl IPv6  Advanced  Hardware Configuration

Use Static IP

dl

192.168.202.1/24

eg. 1.1.1.1/255.255.255.228,

- BIREE QIEmo|AS] HAR 2EE= NoneRlLICH

« Name2 ASA QIE{H O|A nameifet Z&LICt
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Devices Routing Inline Sets DHCP

| ] | 4 (4] Add Interfaces -
e || GigabitEthernet0/0 Physical 4
(5] GigabitEthemet0/1 QUTSIDE Physical OUTSIDE_ZONE 192.168.202.1/24(Static) m?
s} [ GigabitEthernet0/2 Physical &
(5] [ GigabitEthernet0/3 Physical &
o] [ GigabitEtherneto/4 Physical &
o GigabitEthernet0/s Physical &
e Diagnostic/0 Physical &
(7] i GigabitEthernet0/0.201 INSIDE Sublnterf... INSIDE_ZONE 192.168.201.1/24(Static) p/" 6
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<#root>
>
show interface ip brief

Interface
GigabitEthernet0/0

G gabi t Et hernet 0/ 0. 201
G gabi t Et hernet 0/ 1

IP-Address
unassigned

192.168.201.1
192.168. 202. 1

OK?
YES

YES
YES

Method Status Protocol
unset up up
manual up up
manual up up

GigabitEthernet0/2 unassigned YES unset administratively down down
GigabitEthernet0/3 unassigned YES unset administratively down down
GigabitEthernet0/4 unassigned YES unset administratively down down
GigabitEthernet0/5 unassigned YES unset administratively down down
Internal-Control10/0 127.0.1.1 YES unset up up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up
Management0/0 unassigned YES unset up up
<#root>
>
show i p
System IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0.201  INSIDE 192.168.201.1  255.255.255.0 manual
GigabitEthernet0/1 OUTSIDE 192.168.202.1  255.255.255.0 manual
Current IP Addresses:
Interface Name IP address Subnet mask Method
G gabi t Et hernet 0/ 0. 201 I NSI DE 192. 168. 201. 1 255. 255.255.0 manua
G gabit Et hernet 0/ 1 QUTSI DE 192. 168. 202. 1 255. 255.255.0 manua
FMC GUI & FTD CLI & #H&HA:
> show running-config interface g0/0.201
Edit Sub Interface !
interface GigabitEthernet0/0.201
Mame: INSIDE h-__ ¥ Enabled Management Only description lNTERNAL
Security Zone: | INSIDE_ZONE v vian 201
nameif INSIDE
Description: INTERNAL cts manual
p— m —— pro_pagate_ sgt prgserve-untag
policy static sgt disabled trusted
IP Type: Use Static 1P v security-level 0
IP Address: 192.168.201.1/24 r—————ieeel D address 192.168.201.1 255.255.255.0
<#root>

>



show i nterface g0/0. 201

Interface G gabitEthernet0/0.201

is up, line protocol is up

Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

VLAN identifier 201

Descri ption: | NTERNAL

MAC address a89d.21lce.fdea, MTU 1500

| P address 192.168.201. 1, subnet mask 255.255.255.0

Traffic Statistics for "INSIDE":
1 packets input, 28 bytes
1 packets output, 28 bytes
0 packets dropped
>

show i nterface g0/1
Interface G gabitEthernet0/1 "OUTSIDE", is up, |line protocol is up

Hardware is 182574L rev00, BW 1000 Mbps, DLY 10 usec

Aut o- Dupl ex( Ful I - dupl ex), Aut o- Speed(1000 Mops)

Input flow control is unsupported, output flow control 1is off

Description: EXTERNAL

MAC address a89d.21ce.fde7, MTU 1500

| P address 192. 168. 202.1, subnet mask 255.255.255.0

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
pause input, 0 resume input
L2 decode drops
packets output, 64 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 12 interface resets
late collisions, 0 deferred
0 input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (511/511)
output queue (blocks free curr/low): hardware (511/511)
Traffic Statistics for "OUTSIDE":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec

[eoNeNel oo Ne]



minute output rate 0 pkts/sec, O bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, O bytes/sec
minute drop rate, 0 pkts/sec
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Z2EZE/M _
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HIA TCP ZE 80
AA P 192.168.201.100
CHA IP 192.168.202.100
£2M

CFRE|E QIE{HO|ATL AASE A2, 7|& ASA BHRE|= QIE{H|0|AQL FAHSH @Al 2 THZI0] X
2l ELICt LINA 2% E|o|E BRoIM BE Z= 3|, MPF(Modular Policy Framework), NAT, ARP =

3| SO| Yrdlst=x| =Qlgh|ct. =& HMA Ko HEof 2R B2, Snort A Z(Snort QIAEIA
3 stLhol M THZ!S HASHEH, 047[0l M EHH 0] 4T[0 LINA ATIS 2 FotZfLC.

<tfroot>
>

packet-tracer input INSIDE tcp 192.168.201.100 11111 192. 168. 202. 100 80

Phase: 1

Type: ROUTE- LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Config:

Additional Information:

found next-hop 192.168. 202. 100 using egress ifc COUTSI DE

Phase: 2

Type: ACCESS- LI ST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global



access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268437505
access-1list CSM_FW_ACL_ remark rule-id 268437505: ACCESS POLICY: FTD5512 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268437505: L4 RULE: DEFAULT ACTION RULE

Addi tional |nformation:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 3

Type: CONN- SETTI NGS

Subtype:
ResuTlt: ALLOW
Config:

cl ass-nmap cl ass-defaul t

mat ch any

policy-map gl obal policy

class cl ass-defaul t

set connection advanced-options UM STATI C_ TCP_NAP

service-policy global _policy globa

Additional Information:

Phase: 4

Type: NAT

Subtype: per-session
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:



Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 11336, packet dispatched to next module

Resul t:

input-interface: |NSIDE

input-status: up
input-line-status: up

out put-interface: QUTSIDE

output-status: up
output-line-status: up
Action: allow

~ 21 4 A M= TZ! 0| UM_STATIC_TCP_MAPO|Zt= TCP Hof CHal MAELICt FTDL
7|2 TCP M L|ct.

<#root>
firepower#
show run all tcp-nmap

|

tcp-map UM_STATIC_TCP_MAP
no check-retransmission
no checksum-verification
exceed-mss allow
queue-1limit 0 timeout 4
reserved-bits allow
syn-data allow



synack-data drop

invalid-ack drop
seq-past-window drop
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
tcp-options mss allow
tcp-options md5 clear
ttT-evasion-protection
urgent-flag allow
window-variation allow-connection
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