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- Firepower 7|& X|4|
. ASA0]| CHEt 7|& X|Al(Adaptive Security Appliance)
- HTTPS 2! SSHE S8t ASAL| 2| HAM|A X|Al(Secure Shell)
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Ol EMol HE= S AZEQ0] A st=f0{ HHE 7Igte =z gLt
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- AZELQ0{ H 6.0.1 O| &0l A~ E|= ASA(5506X/5506H-X/5506W-X/5506W-X, ASA
5508-X, ASA 5516-X)& ASA(Adaptive Security Appliance) Firepower Threat Defense 0|0 X|



- AT EQJo{ M 6.0.1 O| & 0llM A E[= ASAE ASA Firepower Threat Defense O|0|X|
(5515-X, ASA 5525-X, ASA 5545-X, ASA 555-X)
- FMC(Firepower Management Center) % 6.0.1 O|4f
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AZEQo{ ™M 6.0.12 A&ist= FTD ClHIO|AOM ASA TIE CLIE AAH X|9 diagnostic-cliE
28 m HMARLCEH J2{Lt A ZEQ0 7T 6.1.02 A™St= FTD C|HHO|A0|AM CLIZt S
Z|1 ™A ASA BHEO| CLISHO| 7+ & EL|Ct

Cisco Fire Linux 0S v6.0.1 (build 37)
Cisco Firepower Threat Defense for VMWare v6.0.1 (build 1213)

> < CLISH
> system support diagnostic-cli
Attaching to ASA console ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

firepower> en
Password:
firepower# || < DIAGNOSTIC CLI

QB HEIoA BX] 2| HMAE Hdop{H HTTPS BF= SSHE E6 2| HHA S T A5
OfF &L|C}. O] EAMOIAME SSH EF= HTTPSE E36H 9|$01|H BEE| HNHAE YO Zest ATl
dlo|lMde XMEBect,

o AZEQo{ HM6.0.12 %&E TD EIHPOIAOHH 2Z AMER7} CLIof| HMAE
A&LICH AFEALE QB 5iEdH 2F Q152 F8HoF &LIc 2Lt AZ E Qo]
6.1.02 A&st= FTD C|HIO|AOM CLIE 2Z #E|RF A2 A7 HMASHK|EH CHE ZE A
= oF Q50| EFhLct.
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& New Policy
| Status Firepower Settings
O| YMg XEE FTD 0{Z2t0|HAE MBSt T o|0|X|ol ZA|E CHE Save(ME)E S =2IELICH
New Policy ? X
Name: FTD palicy
Description:
Targered Devices
Select devices to which you want to apply this policy.
Available Devices Selected Devices
, SEare ¢ name or valus _u-_.FI'D HA §
Add to Policy
Save Cancel
el HMa T
CtE& 2ol AMAE FE5t7| ?leh +-shs 47Hx| =2 EHA LT
EtAH. FMC g3

&l FTD 2IE{HO|A0|M IPE T H7fLICH.



|A0|M IPE F+MELICEH FTDC
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M 2E QE{HolAE= ZIEH QIE{H|O[AE X3t 2| HMAE R[HELICH

TIEF QB O|AE FgstE 6B AHI7E QJ&LICH

1Et7|. ChS 2 2 0|S & LICt. Device(C|HIO|A) > Device Management(C|HIO|A £ 2]).

2CHA|. C|HIO|A EE&= FTD HA 2 AEE MEfsL|Ct.

3CHA. Interfaces(Q/E{H| 0|A) B{2 2 O|S & L|C}.

457, 248 oto|2 2 Z2{stoq ChZ o|0[X|et Zo| #E| HHAE 7| flsH QE{H 0|AE 7&/H
ZI5tLCH,
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Devices  Routing m Inline Sets DHCP

Status  Interface Legical Name Type Interface Objects MAC Address (Active/Standby) IP Address
ﬁ GigabitEthernetD/ D transit Physical 172.16.5.2/30(Static) -
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Edit Physical Interface ? X

Mode: None v

Name: LR Enabled Management Only

Security Zone: v

Description:

General lizl IPv6  Advanced Hardware Configuration

IP Type: Use Static IP v

IP Address: 172.16.8.1/24 SO RNIN/255:2 55125512 2Blopul R /25

OK Cancel
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- Available Interfaces(Al& 7} &t
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- MEYEH 3] Gl QIE{H[O|A - R1F AMEHof HAMAE = U= QIEH O[A
RADIUS 2159| 42 MH f & Base DN == LDAP ScopeZt Si&LICH £
16452 L|Ct.

Secret(H| ) - RADIUS S| H|Y 7|& l=3gfLct.
Add External Authentication ? X

Enable for HTTP

Enable for S5H

MName* LDAP

Description

IP Address* v

Authentication LDAP b
Method

Enable S5L
Server Type AUTO-DETECT v

Port 389

Timeout 10

Base DN Fetch Dis
Ldap Scope v

Username

Authentication
Password

Confirm



Available Zones & Selected Zones/Interfaces
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Fdd
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1EHA|. Devices(C|HFO|A) >Platform Settings(& 34 & AH)2 OIS ELIC}.

2CHA|. T ofol2 2 22 m ExistE M2 HE 7L New Policy HHES 228 mj A
Firepower Threat Defense 22 M43t 17 Threat Defense &S Z &S MEYEILCY.
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- 1: SSH HH7 18+ A+E
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1 2:SSHEHM 12225 &Y
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Edit Secure Shell Configuration ? X

IP Address* 10.0.0.0_16 Wil + |
Available Zones ¢ Selected Zones/Interfaces
Search outside
Add

Interface Name

Ok Cancel

SSHO|| CHEt ZAm|2 2l 0|2 ZAHX|= CLI(6.0.1 C|HFO|A Q| ASA I CLI0IAM O] BES ALE St
0 & & U&LICH

> show runni ng-config ssh
ssh 172.16.8. 0 255.255.255.0 inside

3EH7|. SSH 7im|aglo|Mo| &t 2 | Save(ME)E Z2I5t1 FTDO| Mg LS &HLICH.
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Edit HTTP Configuration ? X

IP Address* 10.0.0.0_16 R+ |
Available Zones & Selected Zones/Interfaces
Search | outside
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Interface Name
8] 4 Cancel
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> show runni ng-config http
http 172.16.8.0 255.255.255.0 inside
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