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Home >

e Default Directory | Overview

Azure Active Directory

< ¢@ Switch tenant @I Delete tenant | Create

© Overview

#" Getting started

o Azure Active Directory can help you enable remot:
had Preview hub

#. Diagnose and solve problems

Default Directory

Manage .

‘ L Search your tenant
aa Users
&2 Groups 2 Tenant information
BE External Identities

Your role

&« Roles and administrators Global administrator More info
2 Administrative units (Preview) License

Azure AD Free

Enterprise applications

Tenant ID
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Home > Default Directory > Enterprise applications | All applications > Add an application >

Add your own application

o
2
i)
r

Name * ()

l Firepower Test /

Once you decide on a name for your new application, click the "Add" button below and we’ll walk you through some
simple configuration steps to get the application working.

Supports: (O
SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

3CHA|. M El ofZ2|7iolMM2 WEIStT o] o|O|X|ofl EA|El CHZ Set up single sign on > SAMLE
O|SgfLch

Home > Default Directory > Enterprise applications | All applications > Add an application

) Firepower | Single sign-on
Enterprise Application

Select a single sign-on method  Help me decide

B overview

[0 Deployment Plan

#. Diagnose and solve problems ® Disabled (3 SAML 8 Password-based
Single sign-on is not enabled. The user Rich and secure authentication to Password storage and replay using a

Manage won't be able to launch the app from applications using the SAML (Security web browser extensicn or mobile app.
My Apps. Assertion Markup Language) protocol.

Properties
&8 Owners

&b Users and groups

D Single sign-on

C(;b Linked

Link to an application in the Azure
- . Active Directory Access Panel and/or
B Application proxy Office 365 application Launcher.

2 Provisioning

T Self-service

Security

% Conditional Access
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- RelayState:/uiflogin


https://<FMC-FQDN-or-IPaddress>
https://<FMC-FQDN-or-IPaddress>/saml/metadata
https://<FMC-FQDN-or-IPaddress>/saml/acs

Enterprise Application

& Overview
m Deployment Plan

4. Diagnose and solve problems

Manage
Properties
s Owners
&8 Users and groups
2 Single sign-on
@ Provisioning
. Application proxy
C  Self-service
Security
% Conditional Access
#ba Permissions
Q' Token encryption
Activity
3 Sign-ins
il Usage & insights (Preview)

u Audit logs

Provisioning logs (Preview)

Amsnnn mmeifaiscs

" Upload metadata file 9 Change single sign-on mode = Test this application

Read the configuration guide
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Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State
Logout Url

User Attributes & Claims

givenname

surname
emailaddress

name

roles

Unique User Identifier
Group

SAML Signing Certificate

Status

Thumbprint

Expiration

Motification Email

App Federation Metadata Url

Certificate (Base6d)
Certificate (Raw)
Federation Metadata XML

[eL k=13

" for help integrating Cisco-Firepower.

https://10.106.46.191/saml/metadata
https.//10.106.46.191/samlfacs
https.//10.106.46.191/saml/acs
Juiflegin

Optional

user.givenname
user.surname

user.mail
user.userprincipalname
user.assignedroles
user.userprincipalname
user.groups

Active

7 Got feedback?

& Edit

& Edit

& Edit

https:/flogin.microsoftonline.com/0f03f72e-db12-... [ |

Download
Download

Download
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Select FMC SAML Provider

Select the SAML provider to authenticate S50 users for the FMC:
) Okta
) OnelLogin

® Azure

() PinglD

© Other

2B Al AzureO A CH2 ZE8H XML IHUE 0{7]0 YZEFLICLERS ZE HF QEIIAIS22
=4t

Configure Azure Metadata @ X

Configure the FMC to work with your Azure IdP by selecting one of the following two options: Fill out
required fields for your SSO manually, or upload the XML metadata file.

(©) Manual Configuration

(®) Upload XML File

Drag and drop an XML file here, or click to upload an XML file containing your SSO
credentials.
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Verify Azure Metadata 0 X

Test the Azure metadata by clicking the Test Configuration button on the System / Users [ Single
Sign-0n page after you save.)

Identity Provider Single Sign-On URL
Identity Provider Issuer

X.509 Certificate
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Home > Default Directory | App registrations >

HH Clsco-Flrepower 2

A Search (Cmd+/) J « [i] Delete & Endpoints
8  Overview Display name . Cisco-Firepower
&5 Quickstart Application (client) ID :

- ; ; ; Di nant) ID
# Integration assistant (preview) REGIDy lenant)

Object ID
Manage
B Branding
0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentic
D Authentication updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Mic

Certificates & secrets
Token configuration

Call APIs

- API| permissions
& Expose an AP ‘ !‘."\ ' e ]
¥ Owners 4 m ‘
@ - . 4
p« Roles and administrators (Preview) o
"

Manifest
Build more powerful apps with rich user and business data

Support + Troubleshooting from Microsoft services and your own company's data
sources.
& Troubleshooting View API permissions

E New support request

2CHA. MEA &4 L 2aYS HEELICLOIE2E M 22 F7hrolesE MEiStD gL
user.assignedroles 2 ME{gLIC}.
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Home > Default Directory > Enterprise applications | All applications > Cisco-Firepower | Single sign-on > SAML-based Sign-on >

User Attributes & Claims

-+ Add new claim - Add a group claim == Columns

Required claim
Claim name Value

Unique User Identifier (Name D) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail ms
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname Ll
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname Ll
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname male
roles user.assignedroles b |
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Home > Default Directory | App registrations >

Cisco-Firepower | Manifest =

| £ search (Cmd+/) | « (= save X Discard 7T Upload < Download = O Got feedback?
. 2
- Grenii The editor below allows you to update this application by directly modifying its JSON represer
&4 Quickstart
, 1«
#  Integration assistant (preview) 2 "id": "00f52e49-10a0-4580-920f-98aad1d58f6f",
3 "acceptMappedClaims": null,
Manage - "accessTokenAcceptedVersion": null,
5 "addIns": [I,
& Branding 6 "allowPublicClient": false,
L 7 "appId": "51dcc@l7-6730-41lee-b5cd-4e5¢380d85¢3",
-@ Authentication
8 "appRoles": [
Certificates & secrets 9 {
10 "allowedMemberTypes": |[
‘1! Token configuration 11 "User"
12 1,
<~ APl permissions 13 "description": "Analyst",
14 "displayName": "Analyst",
& Expose an API 15 "id": "18d14569-c3bd-439b-9a66-3a2aee@ld13f",
® Owners 16 "isEnabled": true,
17 "lang": null,
& Roles and administrators (Preview) 18 "origin": "Application”,
19 "value": "Analyst-1"
[l Manifest 20 },
21 {
Support + Troubleshooting 22 "allowedMemberTypes": [
23 "User"
&7 Troubleshooting 24 1,
25 “description": “User",
& New support request 26 “displayMName": “User",
27 “id": "18d14569-c3bd-439b-9a66-3aZaecedldl4f",
28 “isEnabled": true,
29 “lang": null,
30 “origin": "Application”,
31 “value": "User-1"
32 5
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Home > Default Directory

Edit Assignment

Default Directory

1 user selecte

Enterprise applications | All applications > Cisco-Firepower | Users and groups

Select a role

None Selected

Assign

Select a role

Only a single role can be selected

| L Enter role name to filter items..

‘ Analyst

User

Selected Role
Analyst




v Advanced Configuration (Role Mapping)

Default User Role ‘ Administrator ‘

Group Member Attribute ‘ roles ‘

Access Admin

Administrator

Discovery Admin

External Database User

Intrusion Admin

Maintenance User

Network Admin User

Security Analyst

Security Analyst (Read Only) | Analyst

Security Approver

Threat Intelligence Director (TID) User

O g X EHE Hgo| 2320+ QlofoF Lot
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T
CISCO

-lrepower
Management
Center

Username

|

Password

Single Sign-0On

Microsoft 21 ¢! H[0|X|2 E[C|HME|T E3Ql0] 43 35tH FMC 7|2 m O|X|7} EhetE L|CH

267 FMCOi| A System(A|AE]) > Users(A-&XHE 0|&3t0q C|O|E{H| 0| A0f FIHE! SSO AHE AL

icrosoft.com Security Analyst External (SS0)

test2guy@shbharticisco.onmicrosoft.com Administrator External (550)
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GET https:/flogin.microsoftonline.com/0f037 2e-db12-496d-89b5-4abSfcB0d8aalsami2?RelayState=7_ni-J 1fNASsEeVvoAuhcviHECWKjxwyGhhxJpArDjKAFMbK-wvJ2RSP&SAMLAETY
GET https:/flogin.live.com/Me.htm?v=3

POST hitps:/login.microsoftonline.com/common/GetCredential Type ?mkt=en-US

POST https:/login.microsoftonline .com/0f03{7 2e-db12-4 96d-89b5-4abofcB0d8aallogin

GET hitps:/flogin.live.com/Me. htm?v=3
POST hitps:/login.microsoftonline com/kmsi
hitps://10.106.46.191/saml/acs

GET https:/ogin.microsoftonline .comffavicon.ico

GET hitps://10.106.46.191/uiflogin
POST https://10.106.46.191/authilogin

FMC SAML £

FMC2| SAML £ 1 (/var/log/auth-daemon.log)S & 18t L|C},
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