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ARP Inspection
Banner
> DNS
External Authentication
Fragment Settings
HTTP
ICMP
Secure Shell
SMTP Server
SNMP
S5L
Syslog
Timeouts
Time Synchronization
UCAPL/CC Compliance

DNS Resolution Settings

Specify DNS servers group and device interfaces to reach them.
Enable DNS name resolution by device

DNS Server Group*: |Cisco

v @
Expiry Entry Timer: 1 Range: 1-65535 minutes

Poll Timer: 240 Range: 1-65535 minutes

Interface Objects
Devices will use specified interface objects for connecting with DNS Servers.

Available Interface Objects &

4 Search | son Dutside
o, frd-mgmt gan Servers
5o inside

inside-nat
sow labs
Add
outside-nat
= postgrad
so, privileged
s= research

o

Saw SErvers-nat

oy staff

Enable DNS Lookup via diagnastic interface also.

Selected Interface Objects

=

alualn
Cisco

System Settings <

Monitoring

o v &= Device

Policies

Device Summary

Configure DNS

Data Interface Management Interface

Interfaces DNS Group

admin
Administrator

®eeod Q-

* _

None

B CiscoUmbrellaDNSServerGroup

DNS Group
@ B CustomDNSServerGroup o
CiscoUmbrellaDNSServerGroup Be
Create DNS Group
FQDN DNS SETTINGS
Pall Time Expiry
240 T 1



Add DNS Group

Name

FQDN-DNS

DNS IP Addresses (up to 6)
10.10.10.10

Add another DNS IP Address

Domain Search Name

Retries Timeout

2 2

A 1:DNSE 7 M5t £ A|AH| XHAo| FTDO|| M E|=X| &QlgtLct (A E DNS ME{E
A8 FQDNE 2fQlsl{ofF gLict)

2E+A|. Objects(7HAll) > Object Management(7hl| &+2]) > Add Network(HIE L3 F7}) > Add
Object(7HA| =7} E o|S35t2{H FQDN 74X & SHELICE.



Edit Network Object

Name Test-Server

Tast for FQDN

Description

) Host

test.cisco.com

@ Note:
You can use FQDN network objects in access and prefilter rules only

Loakup: Resolve within IPv4 and IPv6 v

Allow Overrides [ |

| save || concer |




Add Network Object

Name

FQDN

Description

Type

() Network () Host (® FQDN
€ Note:

You can use FQDN network objects in access rules only.

Domain Name
test.cisco.com
e.q. ad.example.com

DMNS Resolution

IPvd and IPvG

o7 MEe 7jgiez RAIg M
£ Aas /EE O L

MASEHLE 7|&E 7 & HE = Us
JEIHM ASE = JU&LCt



Editing Rule - FQDN

Name |FQDN | Enabled Move
Action |« Allow v NASN
m VLAN Tags & Users  Applications Ports URLs SGT/ISE Attributes Inspection  Logging Comments
Available Networks & @ Source Networks (0) Destination Networks (1)
| 4, Search by name or value | m Original Client ;—.;;1 Test-Server @
52 109.236.93.138 ) ;
5 119.161.38.47 ‘ ‘;gsrl: ‘
5 119.161.38.88 Networks |
58 134.7.248.121 | Add to |
55 134.7.248.137 e ndicn
55 134.7.248.155
5 190.61.4.74
55 208.76.111.155 > 2
M4 Viewing 1-100 of 983 | Enter an IP address | | Add | |En:er an IP address | | Add |
Save | | Cancel |

Add Access Rule

Order Title Action
2~ Enter Rule Name B) Allow ~
Source/Destination Applications URLs Users @ Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks Ports +  Zones +
T Filter
Networks Geolocation

COpN

‘01 FQDN-Object (FODN)
'Tg Management-Gateway (Host)
T OutsidelPvaDefaultRoute (Nerwork)

0 OutsidelPvdGateway (Host)

5 any-ipv4 (Network)

[ A ——

= -

Create New Network

Show Diagram @

71| ef|o|Mo| 2t = E

Cte& &elRrLc

dHE FQDN 7|8 FEIg E
Ct.

x| 2E0|ME

FMCO{| A Events > Connection Events£ 0O|S35t0{ E4 Eg|Z|g

Networks +

CANCEL

ZHFE M EBH

EE{>guc

|
il

Ports/Protocols

2 Al

0K

XSt

~

L
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