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Devices Routing Inline Sets DHCP
o + | Add Inberfaces -
Interface Logical Name Type Interface ﬂbim Mac Address{Active/Standby) 1P Address
GigabitEthemer1/1 nside Physical nside_zone 192,168,756/ 24(Static)
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Add NAT Rule

MAT R Bafusl KAT Rl
Type Gragc

Che=gvipriien ©

it coecs (TSI oo oc
Chreperal Facked

Owigpniad Soureg="®

Host-A
Address

Ovigeniad Diesstinabon

Ovigenad Souece Port:

Owigeniad Diestiman Pori:

Inpert:
F Enadie
Advanoed
hall *
w
hall *

¥ A
I At iy ¥ | MAT Pults Balore *

Tramsdated Packet
Tirafrila bl Souids: =

il
Tranidsted Deitmation ¥ i
Translated Source Po: il +
Translabed Destnpton Park: | -

Host-A = 192.168.75.14

ZAE B=192.168.76.100

<#root>
firepower#
show run obj ect

object network Host-A
host 192.168.75.14

object network Host-B
host 192.168.76.100

Z41: Static NATE #4356t QIE{H O|AE Translated Source2 K| &5t QIE{mH O|A Q| IP
FAR 5t R E ECi=O| 2lC/EMHELICH AFXHE DHEE QIE{H 0| A0 EESHE M

HIA0f ML T 4
E20| st

7EA. ZotE olOlx|ofl EAIE 0t Zr&Lch

i&LICh o248 MHlA 2| o 2= OSPF X EIGRPEH 22
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B Fler by Device

& Add Rue
r_un'qinal Packet " Translated Pal:kc't_‘
& Dire... Typ Source Destination Driginal Orrigginal Origi...  Translated Transkated Trans... Options
Interface Obj... Interface Ob... Sources Destinatie... Servi.. Sources Destinatio.. Servi..
* MNAT Rules Before
Il # Stal o inside_zone isy dmz_zone = Host-A = Host-B ﬁ Dins:false I 8
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T Security Intelligence  HTTP Responses  Advanced

B8 Fiter by Device | &) Add Category D Add Rule | Search Rules x

w Mandatory - FIDS506-1 (1-2)

1 Host-Ate Ho 2L 192.168.75.14 2 192.168.76,14

2 Host-Bio Ho: Ei192.168.76.014 B0 192.168.75.14 ’ v v o Alow damlfo &0

w Default - FTDS506-1 (-]

There are no nules in this section, Add Ruke or Add Cﬂtﬂgnrr
oo [ 3
a0
= L—_-
LINA CLIO|A:
<#root>

firepower#

show run nat
nat (inside,dne) source static Host-A Host-B

NAT # 20| o ACHE MM 10f & UE|}A&LICE.

<#froot>

firepower#

show nat

Manual NAT Policies

(Section 1)

1 (inside) to (dnz) source static Host-A Host-B

translate_hits = 0, untranslate_hits = 0

N AT w2 S oM MAEIE 2700 XiateILICH

<ffroot>

firepower#



show x| ate

2 in use, 4 most used
Flags: D - DNS, e - extended,

I - identity

, 1 - dynamic, r - portmap,

s - static, T - twice

, N - net-to-net

NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 0:41:49 timeout 0:00:00

NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:41:49 timeout 0:00:00

ASP NAT H|0|E:

<#root>
firepower#

show asp tabl e classify domain nat

Input Table
in id=

0x7ff 6036a9f 50

, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0

src ip/id=192.168.75. 14

, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in id=

0Ox7f f 603696860

, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.76.100

, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Output Table:

L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never



<#root>
firepower#

show asp table classify domai n nat-reverse

Input Table

Output Table:
out id=

0x7ff 603685350

, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.75.14

, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out id=

0x7ff 603638470

, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=192.168.75. 14

, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

L2 - Output Table:
L2 - Input Table:
Last clearing of hits counters: Never

J2 0 20| FTDOI| CHE &2 MR ALE 2 AFE5H0] R E &35t 1T Host-BO| A Host-AZ
ping & LICt.
<tfroot>

firepower#
capture DVZ interface dnz trace detail match ip host 192.168.76.14 host 192.168. 76. 100
firepower#

capture INSIDE interface inside trace detail match ip host 192.168.76. 14 host 192.168.75. 14



Civlzsersseiscolping 192.168.76.1680

Pinging 192.168.76.188 with 32 bytes of data:

Reply from 172.168.76.188: bhytez=32 time=3ms TIL=1Z8
Heply From f2.168. /6. 108 bhytes=3s time=ins 11L=12ZH
Reply from 192.168.76.188: bytes=32 time=1ms TTL=128
Heply from 1%2.168.V6.10H: hytez=3dd time=lmz TIL=1.ZH

Fing statistics for 192.168B.70.1808:

Fackets: Sent d . Keoeiuved 4. Lost H (H lossy,
Approximate round trip times in milli-—seconds:

Min Lmumn imz,. Maximum Imnz. Average ims

<#root>
firepower#

show asp table classify domain nat

Input Table

in  1d=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in id=

0x7ff 603696860

, priority=6, domain=nat, deny=false

hits=4

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

<#root>
firepower#

show asp table classify domain nat-reverse

Input Table

Output Table:
out id=

Ox7f f 603685350



, priority=6, domain=nat-reverse, deny=false

hits=4

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out 1d=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

7! X0l = S0l EAIELICH

<#root>
firepower#

show capture DVZ

8 packets captured

1: 17:38:26.324812 192.168.76.14 > 192.168.76.100: icmp: echo request
2: 17:38:26.326505 192.168.76.100 > 192.168.76.14: icmp: echo reply
3: 17:38:27.317991 192.168.76.14 > 192.168.76.100: icmp: echo request
4: 17:38:27.319456 192.168.76.100 > 192.168.76.14: icmp: echo reply
5: 17:38:28.316344 192.168.76.14 > 192.168.76.100: icmp: echo request
6: 17:38:28.317824 192.168.76.100 > 192.168.76.14: icmp: echo reply
7: 17:38:29.330518 192.168.76.14 > 192.168.76.100: icmp: echo request
8: 17:38:29.331983 192.168.76.100 > 192.168.76.14: icmp: echo reply

8 packets shown

:‘71
N
1o
1
d

M(BEL ZQEIIZX EAF)

FH

S

2k

F1: NAT +212| ID U ASP H|O|E1} o] AFatatA.

<#root>
firepower#
show capture DVZ packet-nunber 3 trace detail

8 packets captured

3: 17:38:27.317991 000c. 2998. 3f ec d8bl. 90b7.32e0 0x0800 Length: 74
192.168. 76. 14 > 192.168.76. 100: icnp: echo request (ttl 128, id 9975)

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW



Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602c72be0, priority=13, domain=capture, deny=false
hits=55, user_data=0x7ff602b74a50, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 2
Type: ACCESS-LIST
Subtype:
ResuTlt: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff603612200, priority=1, domain=permit, deny=false
hits=1, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside,dne) source static Host-A Host-B
Addi tional Infornation:

NAT divert to egress interface inside

Untransl ate 192.168.76.100/0 to 192.168.75.14/0

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip host 192.168.76.14 host 192.168.75.14 rule-id 268434440
access-1list CSM_FW_ACL_ remark rule-id 268434440: ACCESS POLICY: FTD5506-1 - Mandatory/2
access-1list CSM_FW_ACL_ remark rule-id 268434440: L4 RULE: Host-B to Host-A
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:
in id=0x7ff602b72610, priority=12, domain=permit, deny=false
hits=1, user_data=0x7ff5fa9d0180, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.76.14, mask=255.255.255.255, port=0, tag=any, ifc=any

dst ip/id=192.168. 75. 14

, mask=255.255.255.255, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 5

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Config:

class-map class-default



match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff60367cf80, priority=7, domain=conn-set, deny=false
hits=1, user_data=0x7ff603677080, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 6

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (inside,dmz) source static Host-A Host-B

Additional Information:

Static translate 192.168.76.14/1 to 192.168.76.14/1
Forward Flow based Tookup yields rule:
in

i d=0x7f f 603696860

, priority=6, domain=nat, deny=false

hits=1

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 7
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in 1id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 8
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff6035c0af0, priority=0, domain=inspect-ip-options, deny=true
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 9



Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class 1inspection_default
inspect icmp
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602b5f020, priority=70, domain=inspect-icmp, deny=false
hits=2, user_data=0x7ff602be7460, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 10
Type: INSPECT
Subtype: np-inspect
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  1d=0x7ff602b3a6d0, priority=70, domain=inspect-icmp-error, deny=false
hits=2, user_data=0x7ff603672ec0, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 11
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (inside,dmz) source static Host-A Host-B
Additional Information:
Forward Flow based Tookup yields rule:
out

i d=0x7f f 603685350

, priority=6, domain=nat-reverse, deny=false

hits=2

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 12
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=4, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any



dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 13
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602c56d10, priority=0, domain=inspect-ip-options, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 5084, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options

snp_fp_snort

snp_fp_inspect_icmp

snp_fp_translate

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_translate

snp_fp_inspect_icmp

snp_fp_snort

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: EXTERNAL-INSPECT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:



found next-hop 192.168.75.14 using egress ifc inside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 000c.2930.2b78 hits 140694538708414

Phase: 19
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out id=0x7ff6036a94e0, priority=13, domain=capture, deny=false
hits=14, user_data=0x7ff6024aff90, cs_id=0x0, T13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=inside, output_ifc=any

Result:

input-interface: inside
input-status: up
input-Tine-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

1 packet shown
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Add NAT Rule
MAT Rule: Manual NAT Rule
Type: Dynamic
Description
Interface Objects RIE R
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e F Enable

PAT Pool  Advanced

Insert:
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¥  MNAT Rules Before |v

Available Interface Objects &
4 Search by name

iwa Outside_zone
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NAT Rube:

Type:

Descrption:

Add NAT Rule

Manual NAT Rule

Interface Objects m PAT Pool  Advanced

In Category

¥ NAT Rules Before v

Original Packet
Original Source: *

Net_192.168.75.0_24bits

Original Destination:

Onginal Source Part:

Omiginal Destination Port:

Translated Packet
Translated Source:

Translated Destination:

Translated Source Port:

Translated Destination Port:

Destination Interface 1P bt

“Thw valuas selected for Dastination Interface
Objects in ‘Interface Objects” tab will be usad

v Q
v o

v Q

3Bl Ate a8 Zd &Lt

i Flte by Do

= Hait-B s Dl

Translated Packet _|‘

B Mot L9260 150 _2abiy
—

| 4 Oms-faine
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NAT 73:

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)
1 (inside) to (dmz) source static Host-A Host-B

translate_hits untranslate_hits

S A
SUE = UX

£ HMA FMof HA S FEeL

2 (inside) to (outside) source dynam c Net_192.168.75.0_24bits interface

translate_hits

LINA CLIOI A AH

<#root>

untransl ate_hits



firepower#

show x| ate

3 in use, 19 most used
Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,
s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:15:14 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:15:14 timeout 0:00:00

NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:04:02 tinmeout 0:00:00

L& & Q[F QIE{H oA M HMHE & HtELICH LHF AR oM £ S &g &Lt

<tfroot>

firepower#

capture CAPlI trace interface inside match ip host 192.168.75.14 host 192.168.77.1

firepower#

capture CAPO interface outside match i p any host 192.168.77.1

T12(1 20| Host-A(192.168.75.14)01| A IP 192.168.77.12 ping&fLICH,

s Hindowsssystend2 dping 192.168.77.1

Pinging 17Z4.168.7/. 1 uifh 32 bytes of data:

Reply from 192.168.77.1: bytes=32 time=1lms TTL=2
Reply from 19Z2.168. .-*.- .12 hytes=32 time=1lmz TT1L=:Z1
Reply from 192.168.77.1: hytes=32 time=1lms TTL=255

Reply from 192.16B.77.1: bytes=32 time=1ms TTL=255

Ping statistics for 192.168.77.1:

Facketz: Sent = 4, Received 4, Lost B <8 loss»),
pproximate round trip times in milli-seconds:

Hinimuwm 1lmz . Haximum lmz . Average lms

LINA ZIX{o| M= PAT HHEHE =2 &= U&LICH

<#root>
firepower#
show cap CAPI

8 packets captured
1: 18:54:43.658001

192.168. 75.14 > 192.168.77.1



: icmp: echo request

2: 18:54:43.659099 192.168.77.1 > 192.168.75.14: +icmp: echo reply
3: 18:54:44.668544 192.168.75.14 > 192.168.77.1: 1icmp: echo request
4: 18:54:44.669505 192.168.77.1 > 192.168.75.14: +icmp: echo reply
5: 18:54:45.682368 192.168.75.14 > 192.168.77.1: 1icmp: echo request
6: 18:54:45.683421 192.168.77.1 > 192.168.75.14: +icmp: echo reply
7: 18:54:46.696436 192.168.75.14 > 192.168.77.1: 1icmp: echo request
8: 18:54:46.697412 192.168.77.1 > 192.168.75.14: +icmp: echo reply
<#root>

firepower#

show cap CAPO

8 packets captured
1: 18:54:43.658672

192.168.77.6 > 192.168.77.1

: icmp: echo request

2: 18:54:43.658962 192.168.77.1 > 192.168.77.6: icmp: echo reply
3: 18:54:44.669109 192.168.77.6 > 192.168.77.1: icmp: echo request
4: 18:54:44.669337 192.168.77.1 > 192.168.77.6: icmp: echo reply
5: 18:54:45.682932 192.168.77.6 > 192.168.77.1: icmp: echo request
6: 18:54:45.683207 192.168.77.1 > 192.168.77.6: icmp: echo reply
7: 18:54:46.697031 192.168.77.6 > 192.168.77.1: icmp: echo request
8: 18:54:46.697275 192.168.77.1 > 192.168.77.6: icmp: echo reply

50 MMO| ZE EAIE ol X

<#root>

firepower#

show cap CAPI packet-nunber 1 trace

8 packets captured

1: 18:54:43. 658001 192.168. 75. 14 > 192.168.77.1: icnp: echo request

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:



MAC Access Tist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source dynam c Net 192.168.75.0_24bits interface
Addi tional Infornation:

Dynamic translate 192.168.75.14/1 to 192.168.77.6/1

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT
Subtype: np-inspect



ResuTlt: ALLOW

Config:

class-map inspection_default

match default-inspection-traffic
policy-map global_policy

class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

ResuTlt: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 6981, packet dispatched to next module

Phase: 15

Type: EXTERNAL-INSPECT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet



Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency
Result: ALLOW

Config:

Additional Information:
adjacency Active

next-hop mac address c84c.758d.4980 hits 140694538709114

Phase: 19

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

1 packet shown

S xlate7t HEEIRELICHr E2i3 & D).

<#root>
firepower#

show x| ate

4 in use, 19 most used
Flags: D - DNS, e - extended, I - identity,

i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:16:47 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:16:47 timeout 0:00:00
NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:05:35 timeout 0:00:00

| CVMP PAT frominside: 192.168.75.14/1 to outside: 192.168.77.6/1 flags ri

idle 0:00:30 tineout 0:00:30



LINA 20 Ct20o| EA|ELCH

<#root>

firepower#

show | og

May 31 2016 18:54:43: %ASA-7-609001: Built Tocal-host inside:192.168.75.14

May 31 2016 18:54:43: %ASA-6-305011: Built dynamic |ICWP translation frominside:192.168.75.14/1 to outs

May 31 2016 18:54:43: %ASA-7-609001: Built local-host outside:192.168.77.1

May 31 2016 18:54:43: %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1 gaddr 192.
May 31 2016 18:54:43: %ASA-6-302021: Teardown ICMP connection for faddr 192.168.75.14/1 gaddr 192.168.7
May 31 2016 18:54:43: %ASA-7-609002: Teardown local-host outside:192.168.77.1 duration 0:00:00

May 31 2016 18:55:17: %ASA-6-305012: Teardown dynanmic | CVMP translation frominside: 192.168.75.14/1 to ol

NAT Al4d:

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)
1 (inside) to (dmz) source static Host-A Host-B
transTlate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynam c Net_192.168.75.0_24bits interface
translate_hits = 94, untranslate_hits = 138

ASP Eof= CtZ 0| EA|ELICEH

<#root>
firepower#

show asp table classify domain nat

Input Table

in  id=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in  id=0x7ff603696860, priority=6, domain=nat, deny=false
hits=4, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside



in  id=0x7ff602c75f00, priority=6, domain=nat, deny=false
hits=94, user_data=0x7ff6036609a0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside

in  id=0x7ff603681fb0, priority=6, domain=nat, deny=false
hits=276, user_data=0x7ff60249f370, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.77.6, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

<#root>
firepower#

show asp table classify domai n nat-reverse

Input Table

Output Table:

out id=0x7ff603685350, priority=6, domain=nat-reverse, deny=false
hits=4, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

out id=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

out id=0x7ff60361bda0, priority=6, domain=nat-reverse, deny=false
hits=138, user_data=0x7ff6036609a0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

out id=0x7ff60361c180, priority=6, domain=nat-reverse, deny=false
hits=94, user_data=0x7ff60249f370, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside
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CIS @F AFEof| 2 NATE A48t Ct.

NAT 7% £5 NAT &

& MM 10iM 2E 71E FE




AA CIE{THO|A Ly
CH& QIE{mojA o|Etx
e 192.168.75.0/24
HEE AL 192.168.75.0/24

10.1.1.0/24

HHEHEl CHA 10.1.1.0/24
*NAT T+210] 2o Qi Al

I NAT

=
=]

7HEA
NAT 04 2|

H7=|7'CH-

= "1

ol

1EH7A[. o|O|X|ofl EAIE! CHE M| Hmi NAT 7+

=g FItst

B Fiker by Devie

& Dhrectssn V...

[hestina e

Source
Interlace ©...  Interlace Obj..

e thriginal Pas ket “ Translated P'#:""I"'—‘\i
. Chriggnal Original Original Tramslated ' Transdated Translated
Sources Destinations Services Sources  Destinations. Services

by mude_zene |5, outide_zene

g her_192.168.75.0_T4bas

_:IIFI 10.1.1.0_24bsrs

o Mer_193.168.75.0_24b g net_10.1.1.0_24bes

|

T NAT Rubes

i " HTE-M
] # S

3 - Oy

 Aute NAT Rules

* MHAT Rules Alter

ity nude_zone 5 demz_zone

ity nude_zone % outsde_rone

-, Host-A

= Ret 192, 168,750 _2iébsts

L] Host-B

4 erface




2EH7. o|aElA elEmo|A #HRlg 2|5 &
N #m: Zobet 23 22 1D NAT Falo] Z9 0|34 EH oA} AHEE W WS
T o|OlX|ofl EAIE CHE Ut A2 X3|E A 8E &= U&LICH
Edit NAT Rule
NAT Rule: b Insert: In Category ~ MAT Rules Before |
Type: Static ¥ | I enatte
Description:

Interface Objects ~ Translaton  PAT Poal

[
-
[ 1pvs
[
r Do not pinoa ARP on Desbination Interface

r Unederectional

FO|-

—-

b

<tfroot>

firepower#

nat (inside,dmz) source static Host-A Host-B
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192. 168. 75. 0_24bits

= 0, untranslate hits = 0

translate_hits

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26
3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface

translate_hits = 96, untranslate_hits = 138

LHE HE 0| AAE Hl VPN E2i=loi| CH3H packet-tracerE A

Z ASELICH

show run nat
nat (inside, outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static ne

destination stati

#3HLICH PAT 7210] of e



<#root>
firepower#

packet-tracer input inside tcp 192.168.75.14 1111 192.168.77.1 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,outside) source dynam ¢ Net_192.168.75.0 _24bits interface



Addi tional |nformation:

Dynamic translate 192.168.75.14/1111 to 192.168.77.6/1111
Phase: 7

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: rpf-check
Result: ALLOW
Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

Additional Information:

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 7227, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-Tine-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow
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<{froot>

firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

nat (inside,outside) source static Net_192.168.75.0_24bits Net _192.168.75.0_24bits destination static ne
Addi tional Information:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Config:

class-map class-default
match any

policy-map global_policy



class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional |nfornation:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subt ype: encrypt
Resul t: DROP

Config:

Addi tional Information:

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: outside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule

& Hm I FHT| AlE:

<{froot>

firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1
Type: CAPTURE



Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional Infornation:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional Infornation:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7



Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: encrypt
ResuTlt: ALLOW

Config:

Additional Information:
Phase: 10

Type: NAT

Subtype: rpf-check
ResuTlt: ALLOW

Config:

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
Additional Information:

Phase: 11

Type: VPN

Subt ype: ipsec-tunnel -fl ow
Resul t: ALLOW

Config:

Addi tional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7226, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside



output-status: up
output-line-status: up
Action: allow
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<#root>
firepower#
show nat

Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits

translate_hits = 9, untranslate_hits =9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138
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Add NAT Rule
NAT Rule: Auto NAT Rule
Type: Static
Translation ~ PAT Pool  Advanced
Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

4 Search by name sna Nside_zone a ias dMZ_zone

v outside_zone

iea dmz_zone Add to
R Source

asw Mside_zone

sa% Groupl

daw Group2

Add MAT Rule ? X
NAT Rule: Auto NAT Rule w

Type: Static v | FE

Interface Objects mm PAT Pool  Advanced

Original Packet Translated Packet

Cniginal Source: ™ obj-192.168.75.99 v i@ Translated Source: Address w

| obj-192,168.76,99 | * 9

Onginal Port: TCP w

Translated Port:




Add NAT Rule

MAT Rube: Auto NAT Ruba »

Type: S1a T v | F

r Falithrough to Inteface PAT{ Destinatian Interface)
e

[ Net to Net Mappng
[ Do not proxy ARP on Destination Interface

1 ' St o5 nsde_zone N outside_zone BB Net_192.168.75.0_24bts B et _10.1.1.0_24bas B Net_152.168.75.0_24b g net_10.1.1.0_2dbas
2 & Sta.. & nsde_zone I dmz_zone 58 Host-A B Host-B
3 - Dy.. 5 osde_zone I, outside_zone [ MNet_192.168.75.0_24bes ‘ Irteiface

¥ Auto HAT Rules
# I '. Sta.. I nsde_zone L dmz_zone 8 ob0-192.108.75.99 "om-wz.lw.m.w I

* HAT Rides Adver
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<#root>
firepower#
show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
nat (inside,dmz) source static Host-A Host-B

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
!

obj ect network obj-192.168.75.99
nat (inside,dnz) static obj-192.168.76.99 dns



<#root>
firepower#
show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits

translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Aut o NAT Policies (Section 2)
1 (inside) to (dne) source static obj-192.168.75.99 obj-192.168.76.99 dns
translate_hits = 0, untranslate_hits = 0
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<#root>
firepower#

packet-tracer input inside tcp 192.168.75.99 1111 192.168. 76. 100 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.76.100 using egress ifc dmz

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

destination stat



access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434

access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6
Type: NAT
Subt ype:
Resul t: ALLOW
Config:
obj ect network obj-192.168.75.99
nat (inside,dnez) static obj-192.168.76.99 dns
Addi tional Information:
Static translate 192.168.75.99/1111 to 192.168.76.99/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION
Subtype:

ResuTlt: ALLOW



Config:
Additional Information:
New flow created with id 7245, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow
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Add NAT Rule

MAT Rule: Manual NAT Rule b Insert: In Category ¥ | NAT Rules After ¥

Type: Dynarmic ¥ | | ¥ Enable
Dascription:
Tansiaton _PAT Pool _ Advanced
Avallable Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

4 Search by name inyinside_zone G N is: dmz_zone

iuw DUtside_zone

sab dmz_zone Add to
. Source

inw inside_zone

iaa Groupl

asan Group2

Add MAT Rule
NAT Rule: Manual NAT Rule v Insert: In Category » NAT Rules After »
Type: Dynarmic ¥ | | ¥ Enable

Description:

Interface Objects PAT Pood  Advanced

Original Packet Translated Packet
Cniginal Source:*® Net_192.168,75.0_24bits |3 Translated Source: Address A

Original Destination: Address et

¥ i@ Translated Destination: >
Original Source Port: Rl | Translated Source Port: b

Original Destination Port: | @ Translated Destination Port: w

€ © © ©

2EHA|. o|O|X[ofl EAIE! CHE ™A HR{(1-65535)E AF& & 4= U T E = Include Reserver
Ports(Reserver ZE Z )& AL&35109 Flat Port Range(Z8H ZE HE &Ml &LIC.

Add MAT Rule

NAT Rule: Manual AT Rule » Insert: In Category ¥ NAT Rules After »
Type: Dynamic ¥ | | ¥ Enable

Degcrption:

Interface Objects  Translation BUCVRGEVN  Advanced

I ¥ Enable PAT Pool I

PAT: Address

L1

ge-192,168.76.20-22 ¥ )

I use Round Robin Allocation

™ Extended PAT Table

" Flat Port Range

F Indude Resarve Ports

3EHAl Ants I8 Z &Lt
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<#root>
firepower#
show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
nat (inside,dmz) source static Host-A Host-B

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

!

object network obj-192.168.75.99

nat (inside,dmz) static obj-192.168.76.99 dns
|

nat (inside,dne) after-auto source dynam c Net_192. 168. 75. 0_24bits pat-pool range-192.168.76.20-22 fl at

FEle MM 30] QlaLct.

<#root>
firepower#
show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination stat
translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Auto NAT Policies (Section 2)
1 (inside) to (dmz) source static obj-192.168.75.99 0bj-192.168.76.99 dns
translate_hits = 1, untranslate_hits = 0

Manual NAT Policies (Section 3)
1 (inside) to (dne) source dynami c Net_192.168. 75.0_24bits pat-pool range-192.168.76.20-22 flat include-
translate _hits = 0, untranslate hits = 0
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<#froot>

firepower#

packet-tracer input inside icnp 192.168.75.15 8 0 192.168.76.5

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list
Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 192.168.76.5 using egress ifc dmz

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
This packet will be sent to snort for additional processing where a verdict will be reached

Additional Information:

Phase: 5
Type: CONN-SETTINGS

Subtype:

Result: ALLOW
Config:

class-map class-default

match any

policy-map global_policy
class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global

Additional Information:



Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,dnz) after-auto source dynam c Net_192.168. 75. 0_24bits pat-pool range-192.168.76.20-22 flat
Addi tional |nfornation:

Dynamic translate 192.168.75.15/0 to 192. 168. 76. 20/ 11654

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT
Subtype: np-inspect
Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect icmp
service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:



Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7289, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

(¢}

ol MM dH EXl siEE ol A8 E = U= SEE MSELICH

>

FMCOi| X Advanced Troubleshooting(Z & EZ{E€+ &) I 0|X|& Y1, packet-tracerE
2, show nat pool BEE A gfLICt

Mg

Ct



8ot 5L

L

1 olO0lx|ofl ZAIE CHz MA HLAE A



Overview Analysis Policies Devices Objects | AMP Jeploy System
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Advanced Troubleshooting

FTDS506- 1
File Download ASA CLI
Command show w Parameter nat pool 1
Output UDP PAT pool inside, address 192.168.75.6, range 1-511, allocated 2
l..IDP F’.ﬁ.T |:H:|c-| II'I5-'Il:f'E_. add‘ress 192 IEB 756, range 512 1023, a1|u~ca'r.ed 1
A e = 2 o i)
ICMF PAT poaol l:fmz range- 192,168, ?6 20- .'-!2 address 192 168.76. .'-!I} range 1-65535,
allpcated 1
’ : SNOe 1- 511, onocated 3
UDP PAT pool uulsrde a-:ldre 55 192 168 ?? Er range 512-1023, allocated O
UDP PAT pool outside, address 192.168.77.6, range 1024-65535, allocated 3
2 I Execute Back
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