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2. 2227} Snort AZTIZ 25| R3[& = U= Z7| HMA Ko 7|s MBS
3. ASA(Adaptive Security Appliance) O+O|Z12{|0|M E0i A oto|22|0|4MEl ACE(Access
Control Entry)2| Xt2| EAIXt2 ESFLICEH

__I.LA'l
o
AP HE] HA ALS Abed| 1
A ZE| A2 FTD7} Ei ol 1P BC| B ERHTS VI¥o R TEYY 4 TS
sigsts Bid 7Al e Argg £ ELICH O 2A7H AMEINS I ElUBE ERfT2 O
S LiepeLict

» GRE(Generic Routing Encapsulation)
* |P-in-IP

* IPv6-in-IP

* Teredo X E 3544

o|O|X|ofl EAIEI CHE GRE E{E2 TE{stMA|2.

Firewall
192.168.75.x/24 192.168.76.x/24 R
.39 .39 %
| GRE tunnel 20
10.0.0.0/24

GRE E{'2d& At&35t0f R10M R2E ping® [ E2{Z/0| &3S Sutst= 242 0[0|X|of EA|
El 2 ZrgLct

1 2016-05-31 02:15:15.10.0.0.1 10.0.0. 2 CMP 138 Echo (ping) request 1d=0x0013, seq=0/0,

2 2016-05-31 02:15:15.10.0.0.2 10.0.0.1 ICMP 138 Echo (ping) reply 1d=0x0013, seq=0/0
|
# Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)
w Ethernet II, Src: CiscoInc_8d:49:81 (c8:4c:75:8d:49:81), Dst: Ciscolnc_al:2b:f9 (6c:41:6a:al:2b:f9

£l

% Generic Routing Encapsulat1un (IP)
= Internet Protocol version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) inne
TTHTEFHEfﬂﬂﬂﬂTBT'ﬂﬁ!Eﬂﬂﬁ'FFﬂfﬁfﬁ|

Y3t0| ASA C|HHO|A Q1 F2 o|0|X|of EAIE CHE Q|F IP sl|lHE = lgfLict

L2 Quter IP GRE Inner IP

Header| Header Header @ Header L7
src=192.168.75.39 sre=10.0.0.1
dst=192.168.76.39 dst=10.0.0.2

<#root>



ASA#
show conn

GRE QUTSI DE 192.168.76.39: 0 INSIDE 192.168.75.39:0

, idle 0:00:17, bytes 520, flags

Y 3+440| Firepower C|HIO|A Q1 F< o|O|X|ol EAIE CHE LHF IP Sl E = lghLct

L2 Outer IP GRE Inner IP
Header Header Header | Header
src=192.168.75.39 sre=10.0.0.1 | L7
dst=192.168.76.39 dst=10.0.0.2
ZE|ZE HAMS AFS5 M FTD ClHio|AE LHR 2 QIR SIC{E 7|gto 2 EFHEE oY £ &

QIS (APE TEY) + LIS IP(HAA o] B
(ACP))

AR

ML

E{ Z2 AL Atedl 2

Prefilter Policy(Z 2[ZE HA)= Prefilter Rule Type(Z2|2EH 72 R&8)2 ALSE = /J&LCt Of
Rule Type(ZE2|EE 7% 8)2 7| HMA MoE MIst2 Z2<7} o|0|X|of EAIE CHE
Snort AITIS M| R3S & = U&LICH
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1EtA|. Policies(Z3%H) > Access Control(4A|A X|0]) > Prefilter(AHH ZE)E 0|S & L|Ct. o|O| X0
EAE OCHE 7|2 AT ZE H20o| o|0| A&LICH

Overview Analysis JGITSELE Devices Objects  AMP eploy System  Help v mikis v

Access Control * Prefilter Network Discovery Application Detectors Correlation Actions ¥

Object Management Access Control

& Mew Policy

2016-04-22 21:43:25

Global
! Madified by “admn®

Hig{H EditE MEiELCH

Overview Analysis JGGUISEEN Devices Objects = AMP

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

Default Prefilter Policy

Default Prefilter Policy with default action to allow all tunnels

Non-tunneled traffic is allowed Default Action: Tunnel Traffic Analyze all tunnel traffic

3t o|O|X[ofl ZA|El CHE Prefilter Policy 7t M| A X|04 ZH&4oi| o|O| 4ZA (0] U &LICt.



Overview Analysis =TT Devices Objects AMP

Access Control *» Access Control Network Discovery Application C

ACP_5506-1

Prefilter F"-l:rli{;'.r; |Er"|:§5g|5 Prﬁl"nl;gr Pohcy

Rules  Secunty Inteligence  HTTP Responses

Prefilter Policy Settings r

Prefilter Policy used before access control Dafault Prehiter Pohcy

CLI(LINA) &2l

A EE| #&0] ACL flofl F7HELICE.

<#root>
firepower#

show access- i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1ist CSM_FW_ACL_; 5 elements; name hash: 0x4a69e3f3

access-1list CSM_FW_ACL_ 1ine 1 remark rule-id 9998:

PREFI LTER POLI CY!

Default Tunnel and Priority Policy

access-1list CSM_FW_ACL_ Tine 2 remark rule-id 9998: RULE: DEFAULT TUNNEL ACTION RULE

access-1ist CSM_FW_ACL_ Tine 3 advanced permit ipinip any any rule-id 9998 (hitcnt=0) Oxf5b597d6
access-1list CSM_FW_ACL_ Tine 4 advanced permit 41 any any rule-id 9998 (hitcnt=0) 0x06095aba
access-1list CSM_FW_ACL_ Tine 5 advanced permit gre any any rule-id 9998 (hitcnt=5) 0x52c7a066
access-1ist CSM_FW_ACL_ Tine 6 advanced permit udp any any eq 3544 rule-id 9998 (hitcnt=0) 0xcf6309bc
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Ed LHoll M Ef'd3E|l= ICMP EB{ TS RFEHELICH

i 2

ol

1EtA. o|248t ACPE X &35t o|0|X|of ZAIE! Z3%{H GRE E{d2
210] ICMP(Internet Control Message Protocol) E2HE 0| AtEHE|E X

Preffner licy: [l Fretter Pobcy S54 Policy: tiane Meativy Policy: hizne
g Ihentaces Seetng | Pobey Adsigrmant
2] scounty inteligence  HTTP Responses  Advanced

B P by Dbl o A Categery | o ki ubs

w Deefaull - ACP_S506-1 (-}

A Rl or AXd Category

odaatpctn ____________________________________________________[EEeereeespaheepeems c v

<#root>
R1#
ping 192.168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

<#root>
R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

1. GRE LM ZH&&HE
2. E{a 7t X|HE miZlar

rI-ﬂ
e H
r|n
T
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fu
LJ
m
@
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r
[ul

o} 7|E x| &0l M, ZHZI2 LINA(LInux NetworkTively) AFM EE{ 72!, Snort AP ZE| 72| 3
ACPE 7|22 2 ZHAME|T, 0tX|2t2 2 Snort7h LINAO &AM E X|A|EHLICH & wim T2 2 FTD C|
HtO|AE StefLIct

154, B9 EcfEol Cigh i3 & FolgfLch



Policies(Z3%H) > Access Control(2 M| A A|04) > Prefilter(AFH ZE)Z 0|53t Af AP ZE| =Y
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MEmE!
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1. B{d &
2. AP HE 73

Add Tunnel Rule T X

u Tunnel rules pedorm aarly handling of non-encrypted encapsulated traffic, using ouber [P hesders. Fastpathed traffic bypasses access contral and QoS.

Hame Tag Tunneled traffic F Enabled Insert  palow rule 1|1

Acton 1 = Assign Tunnel Tagll| Inside_the_GRE *) s

Interface Objects  Networks  VLAN Tags Comment  Logging
Protocols:
F 1F-in-1P
I ipvg-in-1p

™ Teredo Port (3544)

Atoqn}p 2H245104:
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yae LINAO 2|5} & 0| RIEHE[RAELICE QF dHE ZHAFELIC.

e 4= Snort AT AL E E 2 Q10| LINAMMEE EERE & 2|EFLiCt.

2EHA| e 7 XIEE ECi= ol CHEF AMA Mo HAME HolgfLch.

MS0le 0 Elatded = gIX|o HMA KMo A FEM B B8 AA PUSE ALE
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Bcowss Comtrad » Aocess Comtral  Nabwork Decowery  Apphcsteon Datectons  Comelsbion  Adtons

ACP_5506-1

N oM A ZE ER0| M2 Rod Bl HZEELI

jo
0

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface inside [Capturing - 152 bytes]
capture CAPO type raw-data trace interface outside [Capturing - 152 bytes]

<#root>
>
capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router
Selection?

1



Please specify tcpdump options desired.

(or enter '?' for a list of supported options)
Options:

-n

R10{AM 273 GRE Eid AI=ZQIE0f pingE A& LICt PingO| AluigfL|Ct.

<tfroot>

R1#

ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

CLIS

<tfroot>

Options: -n

18:21:07.759939 IP 192.168.75.39 > 192.
18:21:07.759939 | P 192.168.76.39 > 192
18:21:09.759939 IP 192.168.75.39 > 192.
18:21:11.759939 IP 192.168.75.39 > 192.
18:21:13.759939 IP 192.168.75.39 > 192.
18:21:15.759939 IP 192.168.75.39 > 192.
LINA M= OS2 S Eelglch
<#root>
>
show capture CAPI | include ip-proto-47
102: 18:21:07.767523 192.168.75.39 >
107: 18:21:09.763739 192.168.75.39 >
111: 18:21:11.763769 192.168.75.39 >
115: 18:21:13.763784 192.168.75.39 >
120: 18:21:15.763830 192.168.75.39 >

show capt ure CAPO

H 2= 3 @i of 2

RHEOIFTDE HAoH SHO| REE[ISS Eoi&ELICH

i ncl ude ip-proto-47

168

168

168
168
168
168

192
192
192
192
192

.76.39:

. 75. 39:

.76.39:
.76.39:
.76.39:
.76.39:

.168.
.168.
.168.
.168.
.168.

76.
76.
76.
76.
76.

GREVO, Tlength
GREvO, length

GREVO, Tlength
GREVO, Tlength
GREVO, Tlength
GREVO, Tlength

39: ip-proto-
39: ip-proto-
39: ip-proto-
39: ip-proto-
39: ip-proto-

104:

104:

104:
104:
104:
104:

47,
47,
47,
47,
47,

IP 10.0.0.1 > 10.0.0.2:
IP 10.0.0.2 > 10.0.0. 1:

IP 10.
IP 10.
IP 10.
IP 10.

Tength
Tength
Tength
Tength
Tength

oo oo
cooo
R e
VvV VYV

=

104
104
104
104
104

el

[=NeNeNe)
O O oo
[eNeNeNe)

N N NN

ICMP echo

| CMP echo 1

: ICMP echo
: ICMP echo
: ICMP echo
: ICMP echo



93: 18:21:07.768133 192.168.75.39 > 192.168.76.39: 1ip-proto-47, length 104

94: 18:21:07.768438 192.168.76.39 > 192.168.75.39: ip-proto-47, length 104

CLISH firewall-engine-debugE & 433511 LINA ASP &K 7} REE X1 SUSEHAEE =8
g LICH CLISH C|H{ 1= Echo-Requestdl CHaH Z 2|2 E &0t YU X|FH S Echo-Replyod| CHH

ACP 7122 DHEIEE EoiELICH

<#root>

10.0.0.1-8 > 10.0.0.2-0 1 AS1 I O

New sessi on

10.0.0.1-8 > 10.0.0.2-0 1 AS1 I O

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
icnpType 8, icnmpCode 0O

0 1AS 1710 pending rule order 3, 'Block ICMP', AppId

01AS1TIO

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
icnpType 0, icnmpCode 0O

10.0.0.1-8 > 10.0.0.2-0 1 AS1 I O

match rule order 3, 'Block ICWP', action Bl ock

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I O deny action

ASP A XM= Snort7t THZ!E M XFSE EoiELICH

<ffroot>

>

show asp drop

Frame drop:

No route to host (no-route) 366

Reverse-path verify failed (rpf-violated) 2

Flow is denied by configured rule (acl-drop) 2
Snort requested to drop the frane (snort-drop) 5

Connection Events(21Z O[HIE)0{| M= O|O|X|of| EA|El CHE OHX|Et Prefilter Policy and Rule(Z
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£tQ1 3. Fastpath Prefilter 7222 Snort 2Tl 23]

HE<S|3 ctolo{1 3

192.168.76.x/24 R2

*

R1 192.168.75.x/24
inside

I 2T AE:

outside

1. B HMA Mol HAM F22 KMHetD ZE ESHE RIEHSHE HMA Ko WM =g F
7bgrLc.
2.192.168.75.0/24 HEF oM A4 E E2f=l0f CH5H Snort Engine2 < &|5t= Prefilter
Policy T+2!2 F4& L.
o PEES
18 =2 oHE2 XtEete HAMA Ao WA D20 Z&Lct

Tg Inheritance Settings | [F] Policy Assignmants (1)
Security Inteligence  HTTP Responses  Advanced
88 Filter by Device GMHCEMW; i Add Rubs | Search Rules

» Mandatory - ACP_5506-1 (-)

Thare are no rules in this on. Add Rule or Add Category

w Default - ACP_S506-1 (=)

= are no rules in this section. Add Rule or Add Categony

Default Action Access Control: Block All Traffic

2EH7A|. o|O|X[ofl EAIE CHE AA HER/T 192.168.75.0/2401 CHEH 22 2 Fastpath7t U=
Prefilter Rule2 F7}&HL|Ct.



Add Prefilter Rule * X

n Prafiltar rules parfarm aarly handbng of traffic bazad on simpls nebwark charactenstics, Fastpathad trafhic bypassas socass control and Qas.

Name Fastpath_src_192.168.75.0/24 ¥ Enabled

Action ¥ Fastpath -

interface Objects [[[EURIUT VLANTags  Ports Comment  Logging

Avallable MNetworks & '+ ] G Moty : Destination Networks (0)

L, Search by name ar value ] j

= any -

:ﬁ_ IFwa-Frivate-All-RFC1I918 Add o
B any-ipvd ! Source
2= any-ipve -"-'-E!d to
B Pvd-Benchmark-Tests (sOastination,
2B IPva-Link-Local
B 1Pva-Multicast
=8 IPv4-Private-10.0.0.0-8 R Cadd ) [e - e

3EHA|. Zxt= olO|x|ofl EAIE 20t Zr&Lch

s ulsiel Devices Objects | AMP System  Help v mikis »

Access Control * Prefilter

Prefilter Policyl ) cancal

i Add Terewl Rula

Fastpath_prc_ 192,165 Prafiltar 1168, 750024

Ron-lunneled traffic is

4EA. ME 2 75,

= FTD QIE{HI0| A0 X2 AF5t0
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&
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r
ful

<#root>
firepower#

capture CAPI int inside trace match icnp any any

firepower#

capture CAPO int outsid trace match icnp any any

FTDE S35l R1(192.168.75.39)01 M R2(192.168.76.39) 2 ping® AIZ &HLICH Ping AlTH:

<#froot>
R1#

pi ng 192. 168. 76. 39



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

LHE QlE{m|o|A o HA{= CHEE EoiELICH

<#root>
firepower#

show capture CAPI

5 packets captured

N WN R

5:

23:35:07.281738
23:35:09.278641
23:35:11.279251
23:35:13.278778
23:35:15.279282

5 packets shown

192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

75.
75.
75.
75.
75.

39
39
39
39
39

7t
(=]

192.

192

192.
192.

192

168.76.39:
.168.76.39:
168.76.39:
168.76.39:
.168.76.39:

firepower# show capture CAPI packet-number 1 trace

HRIE

mjZ! 574

icmp:
icmp:
icmp:
icmp:
icmp:

echo
echo
echo
echo
echo

request
request
request
request
request

1: 23:35:07.281738 192.168.75.39 > 192.168.76.39: icmp: echo request

EHA: 1
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52 93 0|2 A QlE{H 0|A &0l

T EE:

next-hop 192.168.76.3901 4] 2% 0| Z&| A (egress) ifc AHR

EHA: 4
RS HMA BSE

9.'—'
4o
Jo
od
Hu
I

A S
A4 %A
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HMA 2 CSM_FW _ACL_ A<

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 T+%! ID 268434448 O
HE 23 3%

access-list CSM_FW_ACL_ remark rule-id 268434448 PREFILTER POLICY: Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448: RULE: Fastpath_src_192.168.75.0/24
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i global_policy
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class inspection_default
icmp At
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HMA 25 CSM_FW_ACL_ A<

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 T+ &! ID 268434448 O|
HE 23 25

access-list CSM_FW_ACL_ remark rule-id 268434448: PREFILTER POLICY: Prefilter_Policy1

access-list CSM_FW_ACL_ remark rule-id 268434448: RULE: Fastpath_src_192.168.75.0/24
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next-hop mac address 0004.deab.681b hits 140372416161507



Ql24 OIE{H| 0| A: QI
124 AEff: up

22 2tel &El: up
£24 OlE{m|0|A: Q|8
E3 4Bl up

£ 2tel dE: up

xtof 52

168.75.0/24 firepower# show capture CAPI packet-number 1 trace 5 packets captured 1:
23:35:07.281738 192.168.75.39 > 192.168.76.39: icmp: echo request phase: 1 type: CAPTURE 3}
2| 8&: A1} ALLOW Config: £7F M E: MAC Access list Phase: 2 Type: ACCESS-LIST 59| &
&: Z1t: ALLOW Config: Implicit Rule &7+ &2 MAC Access List Phase: 3 Type: ROUTE-
LOOKUP 35t%| ®&: Resolve Egress Interface Z1t: ALLOW Additional Information: found next-
hop922.61 8.76.390{ M O| 1Bl A ifcE ArSELICH BHAl: 4 & ACCESS-LIST 6t R 21
A1t 518 +°d: access-group CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust
ip 192.168.75.0 255.255.255.0 any rule-id 268434448 event-log both access-list CSM_FW_ACL _
rule-id remark 268434448: PREFILTER &#4: Prefilter_Policy1 access-list CSM_FW_ACL_ remark
rule-id 268434448: 1 2!: Fastpath_src_192.2 &7} ME: 567 R%: CONN-SETTINGS 52 §3:
A1t ALLOW T*%4: class-map class-default match any policy-map global_policy class-default set
connection advanced-options UM_STATIC_TCP_MAP service-policy global_policy £7} HE&: 6
Al 78 NAT ot 2 7 MM Ak ALLOW 7d: 71 HE: 72 7: IP-OPTIONS 5t¢ #&: 2
b ALLOW 7+A: =71 HE: 8EHA|: INSPECT 3t 7&: np-inspect Z21t: ALLOW T+3: class-
map inspection_default match default-inspection-traffic policy-map global_policy class_default
inspect icmp service-global_policy F7F H&: 9EtAH| R&: INSPECT 5t ¥&: np-inspect Z1}:
ALLOW T4 71 HE: 10E A 78: NAT st R M Ak ALLOW 74: F71 EE: 11



A /& IP-OPTIONS 3t¢ ®&: A3k ALLOW Td: 7+ HE: 1284 &: FLOW-CREATION
59 R 2o ALLOW 7+4: F7F HE:id 522 ’ét'*éi._l M5 &, Chg 282 Y E mZ! BA:
13EH7AH|: ACCESS-LIST 3t¢| 8: 23 Z1t: ALLOW T+%3: access-group CSM_FW_ACL global
access-list CSM_CSM fw_ACL_ advanced trust ip 192.168.75.0 255.255.0 any rule-id 268434448

event-log both access-list CSM_FW_ACL_ remark rule-id 268434448: PREFILTER %3 %H:
Prefilter_Policy1 access-list CSM_FW_ACL_ remark rule-id 268434448: T+%!:
Fastpath_src_192.168.75.0/24 F71 EE: EA: 14 8 CONN-SETTINGS 59l 8&: Zat:
ALLOW T %4: class-map class-default match any policy-map global_policy class-default set
connection advanced-options UM_STATIC_TCP map serwce policy global_policy 73 &7} H&.:
EtAl: 15 R NAT 5t 8 AT 2o 58 7. F7t HE: B A 16 RF: IP-OPTIONS 5t
Q| /& Ao 8 7 FIHHE BA 17 | ROUTE LOOKUP &% 8&: o|28A QIE{m|
O|A &0l A} 318 +4: F7F HE: &7 next-hop 192 168.76.390{| A o2& A ifc 2|5 EHAl: 18
7 &: ADJACENCY-LOOKUP &9 R8: next-hop & adjacency Z1}: 318 F+43: FII HE
adjacency Active next-mac 4 0 004.deab.681b X& 140372416161507 Et7: 19 F&: 2 A St
¢l 78 2o HE 7 FIH HE: MAC HMA S5 Zof: 2 QIEmo|A: 2F 23 4
= 2l e | £ QEH0|A: F £ HEf: ¢ &3 2l & El: ¢l 2 : firepower
Al THZ 170 34&

El: <
Hs ®
Q|F ClEmo|a 9| A 7|S2 ChE1 4 &LCh

<#root>
firepower#

show capt ure CAPO

10 packets captured

23:35:07.282044 192.168.75.39
23:35:07.282227 192.168.76.39
23:35:09.278717 192.168.75.39
23:35:09.278962 192.168.76.39
23:35:11.279343  192.168.75.39
23:35:11.279541  192.168.76.39
23:35:13.278870 192.168.75.39
23:35:13.279023 192.168.76.39
: 23:35:15.279373  192.168.75.39

10: 23:35:15.279541 192.168.76.39
10 packets shown

192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: 1icmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: 1icmp: echo reply
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<#root>
firepower#

show capt ure CAPO packet-nunber 2 trace

10 packets captured



2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icnp: echo reply

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 52, uses current flow

Phase: 4
Type: ACCESS- LI ST

Subtype: Tlog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny 1ip any any rule-id 268434432 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: ACP_5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

5EF7|. ghet Eef=of et Z2|2H 73 & otLh o F7HELICH Zzt= olo|x|o ZAIE Xzt &
&Lt
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firepower# show capture CAPO packet-number 2 trace

&= THZ 1074

2:00:1:38.873123 192.168.76.39 > 192.168.75.39: icmp: echo reply

EHA: 1
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access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0 255.255.255.0 rule-id 268434450
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434450: PREFILTER POLICY: Prefilter_Policy1

access-list CSM_FW_ACL_ remark rule-id 268434450: RULE: Fastpath_dst_192.168.75.0/24

class-map class-default

ol
=

=2

all
>

%M oY global_policy
class-default

HE 12 S 8 UM_STATIC_TCP_MAP
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next-hop mac address c84c¢.758d.4981 hits 140376711128802
EtA: 10

F8: CAPTURE

&:

a1 58

Q/24 QIE{H|O|A: LHE
242 4 Ef: up

2124 2ol AEX: up
Z24 QIE{H| 0| A: LHE
£ HEf: up

£3 22l #El: up

2
2
ol

18

firepower# show capture CAPO packet-number 2 trace 10 packets captured 2: 00:01:38.873123
192.168.76.39 > 192.168.75.39: icmp: echo reply phase: 1 &: CAPTURE 3¢ f&: 21}
ALLOW T43: 7 HE: MAC HMA S5 B7: 2 R8: ACCESS-LIST 32 f&: &A1t ALLOW
T A 7E FIHHE: MAC HMA S5 B 3 78 FLOW-LOOKUP 5t¢| /%: 2ot
ALLOW T4d: 7} HE: Found flow with id62, uses current flow Et7|: R%: ACCESS-LIST &<
8. 23 Ak ALLOW T+4: access-group CSM_FW_ACL_ global access-list CSM_FW_ACL_
advanced trust ip any 192.168.75.0 255.255.255.0 rule-id 268434450 event-log both access-list
CSM_FW_ACL_ remark rule-id 268434450: PREFILTER Z3*4: Prefilter_Policy1 access-list
CSM_FW_ACL_ remark rule-id 268434450: 1+ 2!: Fastpath_dst_dst_192.168.75.0/24 F7} H&.:
5CH7A| 2% CONN-SETTINGS Z1t: ALLOW Config: class-map class-default match any policy-
map global_policy class-default set connection advanced-options UM_STATIC_TCP_MAP service-
policy global_policy global F£7} HE: EtAl: 6 R&: NAT 512 & MME Z1}: ALLOW Config:
F7tEE: BA: 7 R IP-OPTIONS ¢ R3: Z1: ALLOW Config: £7t HE: EHH: 8 3.
ROUTE-LOOKUP 5t 2| f3: o|1aiA QIE{m|o|A iZ ZAnt: ALLOW Config: F7t HE: found
next-hop 192.168.75.39 uses egress ifc inside Bt 7H|: R3: ADJACENCY-9 £ 3| 5t2| & next-
hop &! adjacency Z1t: 31& +°d: F7} ME: adjacency 4 next-hop mac 24 ¢84¢.758d.4981
hits 140376711128802 E7|: 10 7&: A st¢l 7: Ao 518 F4: FI7H HE: MAC HM|A =



£ A1} 23-QlE{mo|A: LIS J=24-AEH: up input-line-status: up output-interface: inside output-
status: up output-line-status: up Zf¢d: allow
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