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- AZEQo{ {7 6.0.1 0|42 AE5I= ASA Firepower Threat Defense(5506X/5506H-
X/5506W-X, ASA 5508-X, ASA 5516-X)

. AZEQ|o{ {7 6.0.1 O|& S AESI= ASA Firepower Threat Defense(5512-X,5515-X, ASA
5525-X, ASA 555-X, FP9300, FP4100)
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Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v
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Malware & File ¥ Compare Policies || 1) Create Policy
DNS Drop when Inline Status Last Modified

Identity
SSL

2017-05-12 09:17:51
Modified by "admin”

usion

3. Create Policy(H& M4)E MBSt D O|F 2 MBSt LIS Create and Edit Policy(Z3%H 244 Gl
+H)E S 72 HM2 - K| 0tMAIL



Create Network Analysis Policy

Policy Information

Name *

Description

Inline Mode

Base Policy Balanced Security and Connectivity ¥

* Required
Create Policy | Create and Edit Policy Cancel

4. Settings(A™) SM2 &35l TCP Stream Configuration(TCP 2E 2| Z41|a a8 o|M)& M

5.

10.

11.

=HErL|ch

ZAxn|ago|lMd MMHo 2 0|S6t1 6= CHE Timeout 22 B4EEHLICH
Policy Information ‘TCP Stream Configuration ZiBack.

Global Settings
Back Orifice Detection

Packet Type Performance Boost
Checksum Verification

DCE/RPC Configuration Targets Configuration

DNS Configuration Hosts B etwork efault {Single 1P address or CIDR block)
default

FTP and Telnet Configuration Policy Windows (WinS8, WinME, WinNT, Win2000, WinXP)

GTP Command Channel Conf . —

HTTP Configuration

Maximum TCP Window
IP Defragmentation

Overlap Limit
Packet Decoding

SMTP Configuration Flush Factor

S5H Configuration Stateful Inspection Anomalies

SSL Configuration TCP Session Hijacking
Sun RPC Configuration Consecutive Small Segments
TCP Stream Configuration Small Segment Stze. e

UDP Sty ti
eam Contiguration Forts Ignoring Small Segments

) Policy Layers
BiPokey Lay Require TCP 3-Way Handshake

3-Way Handshake Timeout (1) seconds (0 means unlimited timeout)

Packet Size Performance Boost
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