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Service Type Mone Identity Services Engine User Agent

Primary Host Name/IF Address * 10.301,229.73
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interface GigabitEthernetl/1
nameif inside
cts manual
policy static sgt 6 trusted
security-level 100
ip address 10.201.229.81 255.255.255.224
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> show access-control-config

Rule Set: Rule:

Block ISE Metadata

(User) ]================ ———-————ee———— [
Security Group Tags: [7:6]

DenyGambling ]-----

Destination Ports HTTP (protocol 6, port 80)
HTTPS (protocol 6, port 443)
URLs
Category Gambling
Category Streaming Media
Category Hacking
Category Malware Sites
Category Peer to Peer
Logging Configuration
DC Enabled
Beginning Enabled
End Disabled
Files Disabled
Safe Search No
Rule Hits 3

Variable Set

Default-Set
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> system support firewall-engine-debug
Please specify an IP protocol:
Please specify a client IP address: 10.201.229.88
Please specify a client port:
Please specify a server IP address:
Please specify a server port:

Monitoring firewall engine debug messages

Qletel efZE At 8ste &

10.201.229.88-52243 > 104.28.4.103-80 6 AS 0 I 1 Starting with minimum O,

with zones -1 -> -1,
geo 0(0) -> 0,
http://www.poker.com/,

vlan O,

for www.poker.com

10.201.229.88-52243 > 104.28.4.103-80 6 AS 0 I 1 rule order 1,
http://www.poker.com/ waited:
10.201.229.88-52243 > 104.28.4.103-80 6 AS 0 I 1 rule order 1,

Success:

sgt tag: 6,
xff
10.201.229.88-52243 > 104.28.4.103-80 6 AS 0 I 1:

Al EBH o]l CHEF firewall-engine-debug 2

svc 676, payload 0, client 686,

Oms

DataMessaging_GetURLData:

'DenyGambling',

'DenyGambling',

| of:

id 0 and IPProto first

misc 0, user 9999999, url
Returning URL_BCTYPE
URL Lookup

URL



http://www.poker.com/ Matched Category: 27:96 waited: Oms

10.201.229.88-52243 > 104.28.4.103-80 6 AS 0 I 1 match rule order 1, 'DenyGambling', action
Block

10.201.229.88-52243 > 104.28.4.103-80 6 AS 0 I 1 sending block response of 474 bytes
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> system support firewall-engine-dump-user-identity-data

Successfully commanded snort.

CIOIE{E E 4™ expert TEZ So{ZL|C}.

> expert

admin@firepower:~$
Snort= /var/sf/detection engines/GUID/instance—x CIHE2| ofeol Hx mtUS H-gfL|ctHT
I} 20| O|& user_identity.dumpILIC}.

admin@firepower: /var/sf/detection_engines/7eed8b44-707f-11e6-9d7d-e9%9a0c4d67697/instance-1$ sudo
cat user_identity.dump
Password:

———————————————— IP:USER —--============= —==————————————— Host ::ffff:10.201.229.88 ———=-——===-=

————— ::f££££:10.201.229.88: sgt 7, device_type 313, location_ip ::f£f££:10.201.229.94
::f£f££:10.201.229.88:47 realm 3 type 1 user_pat_start 0
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ADI_ISE Test_Help:adi.ISEConnection [INFO] Preparing ISE Connection objects...
ADI_ISE_Test_Help:adi.ISEConnection [INFO] Preparing subscription objects...
ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
EndpointProfileMetaDataCapability

ADI_ISE_Test_Help:adi.ISEConnection [INFO] registered callback for capability



EndpointProfileMetaDataCapability
ADI_ISE Test_Help:adi.ISEConnection
TrustSecMetaDataCapability

ADI_ISE Test_Help:adi.ISEConnection
TrustSecMetaDataCapability

ADI_ISE Test_Help:adi.ISEConnection
SessionDirectoryCapability

ADI_ISE Test_Help:adi.ISEConnection
SessionDirectoryCapability

ADI_ISE Test_Help:adi.ISEConnection
ADI_ISE Test_Help:adi.ISEConnection

ADI_ISE Test_Help:adi.ISEConnection
ADI_ISE Test_Help:adi.ISEConnection

[INFO]

[INFO]

[INFO]

[INFO]

[INFO]
[INFO]

[INFO]
[INFO]

subscribed successfully to

registered callback for capability

subscribed successfully to

registered callback for capability

Connecting to ISE server...
Beginning to connect to ISE server...

...successfully connected to ISE server.
Starting bulk download



	FirePower 및 ISE로 TrustSec 기반 액세스 제어 이해
	목차
	소개
	사용되는 구성 요소
	개요
	사용자-IP 매핑 방법
	인라인 태깅 방법

	문제 해결
	Firepower 디바이스의 제한된 셸에서
	Firepower 디바이스의 Expert 모드에서

	Firepower Management Center에서



