UCS-E Ed|0|=& AF835104 ISR C|H}O|A0]| A
FirePOWER Services 74

=5

=B

e

7
A 27 Algt
2T Ag

AREIE 74 @4

ool

HiE HE

X HEl= StEQo] EEHE

UCS-E E2l0|=7} Z & El ISR G2 C|HIO|A

UCS-E E80|E7t Z & F! ISR 4000 & X|

2ol MlA

~st Ab&t

-

HE2/3 Cto|o{ 2

UCS-E2| FirePOWER Services 2IZE£2

CIMC 7

cIMcoi @4

C||v|c:-‘r“H

ESXi AX|

vSphere ZCI0|HE MR

vSphere Z2I0|YME CIREE

vSphere ECI0|1E A%

FireSIGHT Management Center ! FirePOWER C|HIO|A &
CIE{H O|A

ESXi2| vSwitch IE{H| 0| A

FireSIGHT Management Center0il FirePOWER C|HIO|A B
EofE 2|C|=M 3l &0l

ISRO{M UCS-EQ| MAMZ ECHE B|C|3M

m{Z) g|c|2M &Hol

EP°2 = oIstL|Ct

=X 4
1

>| ol

@Hu
Fﬂm

0

k>

7h

0| 2 MolM = IDS(Intrusion Detection System) 2 E.0{ A Cisco UCS-E(Unified Computing System
E Series) £80|= Z84Z0i Cisco FirePOWER AZEJ0{1E& Mx|etn 755t wedol CHal A
D3 |Ch 0| 2 A0 MTHE ZA oK ZAl AFR MEEME Eetsbs Z49)|o)

MN™ QT AL



QTF AE

ol Mo Cigh £ 2740 ei&LCH.

A8ElE T 24

=]
MO
x
10
0z
H
rr
r

IS AZEQo] X st=ERof HEE 7[gte = gLt

. Cisco ISR(Integrated Services Router) XE O|0|X| 3.14 0|4

. Cisco CIMC(Integrated Management Controller) 7 2.3 O 4}
- Cisco FMC(FireSIGHT Management Center) EHZ1 5.2 O| 4

. Cisco FirePOWER NGIPSv(Virtual Device) 7% 5.2 0| &

- VMware ESXi & 5.0 0|4}

Ol Mol HE= 5 & g Z82| ClHI0|AE EiZ HYER&LICHO| EMo AFEE ZE ClHt
OlaE X7I3tEI(7|2) ZHu|ado[Me 2 AR E|RELICLHERRT} 515 5 32 ZE BH

ARl S olstishoF gfLICt.

FH:ACE HH 314 0|22 Paefo|=5t7| Mol A|ARIS| HEE|, ClAT S Y
Blo|= Eto|dlATt SEEHX| EQlstAA|R.0 18 HESIAMAIR.0|0|X|E ZEHA[N FAL
Ch.zE Hadol=o chEh REMIEH L& S £24™ Access Routers Software Upgrade
Procedures Cisco EA2| TFTP AMtb{ MMM =I5t A AL,

]
1

#1:CIMC, BIOS & 7|Et HeJo{ 718 LA E YI130|=3t24™ Cisco HUU(Host Upgrade
Utility) & At 83t7{Lt HYo 74 QAE =522 YOI 0|=EE &= U&sLIchHo Haz
O|=o0i CHet RFMIEH LHE 2 Cisco UCS E-Series Servers 2! Cisco UCS E-Series Network
Compute Engine& Host Upgrade Utility A& 44 A 2| Upgrading the Firmware on Cisco
UCS E-Series Servers MME & E5HAAIL.

HiE EE

O| Mo M ol EMoll IHE 7 24 & Hitol| cisl X[ == st=Ho Z3HE, 2ol
Mgt Abgoll el A ErLIc

>
a

bl

X|¥ElE StESo] ERHE

UCS-E 2d|o|=7} =& & ISR G2 C|H}O|A

UCS-E Series 220|=& Al&3t= ISR G2 Series C|HtO|A = CHE 3t ZHo| X[ELICH

MNE #&3& UCS-E =&
2911 UCS-E 120/140 &2 2t0|E &M

Cisco 2900 Series ISR 2921 UCS-E 120/140/160/180 &2 E£= HE 2l0|= M
2951 UCS-E 120/140/160 &2 E= C
3925 UCS-E 120/140/160 &2 2

Cisco 3900 Series ISR 3925E UCS-E 120/140/160 &2 &
3945 UCS-E 120/140/160 &2 &

80 HE 20|=
80 g 2lo|=
80 HE 2to|=

i

o
S

N

o

gl

u] I'rl

rrrir rir


/content/en/us/support/docs/routers/3800-series-integrated-services-routers/49044-sw-upgrade-proc-ram.html#example1
/content/en/us/support/docs/routers/3800-series-integrated-services-routers/49044-sw-upgrade-proc-ram.html#example1
/content/en/us/support/docs/routers/3800-series-integrated-services-routers/49044-sw-upgrade-proc-ram.html#example1
/content/en/us/support/docs/routers/3800-series-integrated-services-routers/49044-sw-upgrade-proc-ram.html#example1
/content/en/us/support/docs/routers/3800-series-integrated-services-routers/49044-sw-upgrade-proc-ram.html#example1
/content/en/us/support/docs/routers/3800-series-integrated-services-routers/49044-sw-upgrade-proc-ram.html#example1
/content/en/us/td/docs/unified_computing/ucs/e/2-0/huu/guide/b_huu/b_huu_chapter_010.html
/content/en/us/td/docs/unified_computing/ucs/e/2-0/huu/guide/b_huu/b_huu_chapter_010.html

3945E UCS-E 120/140/160 &2 X £ 2A0|= M E= 180 L= 20|
UCS-E E2lI0|=71 Z&# ISR 4000 & |

UCS-E Series E8|0|EE AI235l= ISR 4000 Series C|HO|A = Ct2 1t ZHo| X[ EIL|C}H

MNE #=51& UCS-E 2 Hl
. . 4451 UCS-E 120/140/160 &2 2/ HE 2t0|E SM E= 180 HE 210|E
Cisco 4400 Series ISR 4431 UCS-E Network Interface Module
4351 UCS-E 120/140/160/180 /2 L HE 20|E M E= 180 HE 210|=
Cisco 4300 Series ISR 4331 UCS-E 120/140 A2 oto|E SM
4321 UCS-E Network Interface Module

2o MlA

MHIAE AEstE{™ ISR £ 2F K9 2H0|MAQF appx 2FO[41A 7k Qlo{0F BrL|C.
Mgt At g

Ol EAMol dBE Tt ttHEl F JHX| Mgt g2 O Z&Lch

. HE|FHAE I} R EIX| b &LC.
. Zt AAElo CHEH 4,096712] BDI(Bridge Domain Interfaces) 2t X[ ElL|C}.
BDI= Ctg 7|s2 XIH5HR| of&LCh.

- BFD(Bidirectional Forwarding Detection) ZEEZ

- Netflow

- QoS(Quality of Service)

- NBAR(Network-Based Application Recognition) B== AVC(Advanced Video Coding)
- ZBF(Zone Based Firewall)

. 253 VPN

- MPLS(Multiprotocol Label Switching)

- PPP(Point-to-Point Protocol) over Ethernet(PPPoE)

£ 1:BDIS| A2 MTU(Maximum Transmission Unit) 3 7|= 1,500~9,216HI0|E AtO|Q| &]9]
O| Zto 2 FME & U&LILCH.

T
O| MMojM= o +&51t 2tHE 71 QA E F/d35t= ErEdol CHal AHEF Lt
HI=9I3 cholo|a®

ol EMol dFE Hu|aeolMolME CHE HER/Z EEZXIE ASELICH



FireSIGHT VM 172.16.1.9

ISR-4451
i, Outside

L2 Switch
Laptop 172.16.1.2 1
IDS Mode packet} CIMC 172.16.1.8
redirection : ESXi 172.16.1.10

P

FirePOWER Sensor VM (on UCS-E) 172.16.1.6
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M 2IE ZTEZ Eof|A hw-module subslot B AISSHLIC

| SR- 4451#hw-module subslot 2/0 session imc

I MC ACK: UCSE session successful for IMC
Est abl i shi ng sessi on connect to subslot 2/0
To exit, type "a"q

pi cocomvl. 4

port is : /dev/ttyDASHL
flowcontrol : none
baudrate is : 9600
parity is : none
databits are : 8

escape is : Ca

noinit is : no



noreset is : no

nol ock is : yes

send_cnmd is : ascii_xfr -s -v -110
receive_cnd is : rz -vv

Term nal ready

£l 1: 52 5tc{H rarqE A ELICH

£l 2:7|2 A%} 0|82 admin 2! password <password>QL|CHH|YHE MY T2 MAE
Ct2 3} Z&LICh https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/e/3-1-
1/gs/quide/b_Getting Started Guide/b_3 x_Getting_Started Guide appendix 01011.html#G
UID-73551F9A-4C79-4692-838A-F99CS80E20A28

CIMC 4

CiMCe| Am|aefo|ME 2t zstedH Chs HEE MEsHAA2.

Unknown# scope cimc

Unknown /cint # scope network

Unknown /cint/ network # set dhcp-enabled no

Unknown /cintc/network *# set dns-use-dhcp no

Unknown /cint/network *# set mode dedicated

Unknown /cinc/network *# set v4-addr 172.16.1.8
Unknown /ci ntc/ network *# set v4-netmask 255.255.255.0
Unknown /cintc/network *# set v4-gateway 172.16.1.1
Unknown /cint/ network *# set preferred-dns-server 64.102.6.247
Unknown /cintc/network *# set hostname 4451-UCS-E
Unknown /ci ntc/ network *# commit

FOIHZE A E MEstedH commit BHES A=dsHoF gLict

Fo:oZ| ZEEMEY M 2oV M2 E MYELICH

show detail BE S A&st0o] M|F DHES HILICH

4451- UCS-E /cint/ network # show detail
Net wor k Setti ng:

| Pv4 Address: 172.16.1.8

| Pv4 Net nask: 255.255.255.0

| Pv4 Gateway: 172.16.1.1

DHCP Enabl ed: no

otain DNS Server by DHCP: no
Preferred DNS: 64.102.6.247
Alternate DNS: 0.0.0.0

VLAN Enabl ed: no

VLAN ID: 1

VLAN Priority: 0

Host nane: 4451-UCS-E

MAC Address: E0:2F:6D:E0:F8:8A
NI C Mbde: dedicated

NI C Redundancy: none

NI C Interface: console

4451- UCS-E /ci nt/ network #
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Overall Server Status
EGood

e k::lrmn Server Properties =
1 . Product Narme: E1408
Summary o 5
. 4 Serial Number: FOC17513BQL
Inventor
L =~ sPower Off Server PID:  UCS-E140S-M1/K9
RAID
__\_., Shut Down Server UUID: FOF75512-08F5-0000-3EDE-3FB206D80100
Sensors :

System Event Log
Remote Fresence
BIOS

Power Policies

g Power Cycle Server
m. Hard Resat Sarver

guumh KVM Console

BIOS Version:

Description:

UCSES.1.5.0.2 (Build Date: 05/15/2013)

-Server Status

FRui Shmey €3 Lack Frnot Pene o Setion Overall s::::;i:: gz:nd
Host Image Mapping @ Lock Front Panel Reset Button Processors: |4 Good
@ Lock 10S Configuration Changes Memory: aﬁmﬁ
Cisco i (CIMC) Infor
Hostname: 4451-UCS-E
1P Address: 172.16.1.B
MAC Address:  E0:2F:6D:EQ:F8:8A
Firmware Vergion:  2.1(1.20120726203500)
CPLD Version: 3.2
Hardware Version: 2
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(31721618 - KVM Console o= ][==
File Help
KVM | Virtual Media |

Client View
Mapped | Read Only | Drive | | Exit I
| = <5 E:-CDIDVD = =
O ~ =) D: - Removable Disk | Liadle image I
. | Add Image...
L2 Open = —_ -.
) | Remove Image... |
ook [ 3441 [ EEEEE e
" J
i-:] ESXi-5.1 .0-799733-cu3tom-(:i5c0-2.1.0.3.181:4
[} uese-huu-2.1.1.is0
[«] [»
Details
Target Drive Mapped To
File Name: |ES;=(i-E-.1 .0-799733-custom-Cisco-2.1.0.3.is0
[Virtual CD/DVD Not mapped T S - = = .| USB Reset
Removable Disk  Not mapped Files of Type: ID:sk image file {*.is0, *.img) |:_i
Floppy Not mapped Open [ Caneal l
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/Welcome to VMware ESXi 51 \ -+
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VMware ESXi

5
Welcome

Getting Started

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this host.

+ Download vSphere Client

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
system deployment time from weeks to seconds, monitor your
virtual computing environment around the clock, avoid service
disruptions due to planned hardware maintenance or unexpected
failure, centralize access control, and automate system
administration tasks.

« Download VMware vCenter
If you need more help, please refer to our documentation library:

« ySphere Documentation

vSphere ECI0|HE A|Z

ZHFE{0| M vSphere E2I0|AUEE A EfLICH MR Sof 4o

Xlol EAIE CHE 23 QIgrL|Ct

For Administrators

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage
vSphere from a client machine. These
tocls can be used in shell scripts to
automate day-to-day operations.

+ Download the Virtual Appliance

¢ Download the Windows Installer (exe)
* Download the Linux Instalier (tar.gz)

Web-Based Datastore Browser

Use your web browser to find and
downlead files (for example, virtual
machine and virtual disk files).

+ Browse datastores in this host's
inventory

For Developers

vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in
our Forum Discussions, and view our latest
Sessions and Webinars.

s Learn more about the Web Services SDK

AEXt 0lF & HIZHZ 2 o]0




vmware

VMware vSphere’

Client

qu” In vSphere 5.5, all new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
vSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions

(e.q. Site Recovery Manaqger).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address /[Name:  [172.16.1.10 =
User name: |rnnt

I Use Windows session credentials

Login I Close Help

FireSIGHT Management Center & FirePOWER C|H}O|A &

ESXioll FireSIGHT Management Center& +% 3524 VMware ESXi Cisco FireSIGHT
Management Center & A0l dHE MR E = &LICt

2 7:FirePOWER NGIPSv C|HIO|AE T
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5t Ol A ElE T2 MA = Management
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ESXi2| vSwitch 2/E{H| 0] A

ESXi2l| vSwitch0 ESXi, FireSIGHT Management Center 2 FirePOWER NGIPSv C|HFO[A 7} L]
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localhost localdomain VMware ESX|, 5.1.0, 799733

Getting Started | Summary | Virtual Machines . Resource Allocation | Performance  [(OilT E iy Local Users & Groups | Events | Permissions

Hardware

Health Status
Processors
Memary
Storage

»
Storage Adapters
MNetwork Adapters
Advanced Settings

Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Allocation
Agent VM Settings

Advanced Settings

View: |vSphere Standard Switch
Networking

Standard Switch

Virtual Machine Port Growup
LI WM Network
B |3 virtual machina{s)
4451-VMware vCenter Server Appl...
SFS
DC
VMkernal Port
[d Management Network
vmk0 : 172,16.1.10
fedl::e22f:6dff:fee0:fo88

Standard Switc

Wirtual Machine Port Group
53 SF-Inside e
B |1 virtual machine(s)

SFS i

Standard Switch

Virtuz] Machine Port Group

L1 SF-Outside @
= |1 virtual machine(s) | VLAN ID: 20
SFS et}

Remove... { Properties...

Proysics| Adapters
gr o B vmnic2 1000 Full G2

e

Remove...

Phiysical Adsprars
B vmnico 1000 Full 3

Remove, . .

Prysical Adaprers

BB vmnici 1000 Full 3

Ol a2l M= vSwitch12| £4& 204 &LICHvSwitch20i CH5H S8t HHHE 2t= 38l of 7).
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@ viwitchl Properties = '_@fl__ [ 2| Gedetafﬁc Shaping [ NIC Teaming I
Ports INeRwochdapwsl Policy Exceptions
Configuration | Summary | TS . 2 Promiscuous Mode: @((ept ZI
@ vSwitch 120Ports Mebwork Labal: SF-Inside e = |i:rum j
[2] Virtual Machine .., VLAN ID: None (0) —
= Forged Transmits: B |a;;e:.; _J
Effective Polides
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: = =
Peak Bandwidth: -
Burst Size:
Failover and Load Balancing
Load Balancing: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yeas
Failback: Yes
Active Adapters: wmnicl
Standby Adapters: MNone
Add... ] {! Edt... I) Remove Unused Adapters: None -
Close Help
I | : ol ==
‘ 1 »r * "
&9 Tasks o | concel | hep
. . — A o = = =
ESXi2| vSwitch Z4I|12i|0[Mo| &t 2 E|A&LICH O|A| QIE{mHo|A M S & QlsHoF & LICH
1. FirePOWER C|HIO|A Q] 714 HAIS 2 O|S§hL|Ct.
(=)
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=
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4. CtZ o|O|x|of| EAIE CHE SHIEH MEE[J=X| = QI LICE.
B = () SFS - Vintual Machine Properties = o =
Hardware \cpﬁms] Resources | Virtual Machine Version: 7
| —Device Status
RN eh iy Summary - Resource Allocation [ show Al Devices Add... Remave B Connactad
Hardware Summany | ¥ Connect at power on
What is a Virtual Machine? B Memory St ME e e
A virtual machine is a software computer t{ | [ cPUs 4 Fiivit adnaisss i
physical computer, runs an operating syst Video card Video card
applications. An operating system installe = VMCldevice Restricted
machine is called a guest operating syster| | & SCSIcontroller o LSILogicParallel
Because every virtual machine is an Ie.ma:] L MEtia phet
environment, you can use virtual machine{ || & :e“mx a:a"ter; \ST;“T”" .
workstation environments, as testing envir| [ E8_Netwo ka ik il |
consolidate server applications B Network adapter3 SF-Outslde H PP
Virtual machines run on hosis. The same
many virtual machines. Network Connection
Metwork label;
|SF-Inside ;]

Basic Tasks |sF-Outside i
VM Metwork

@ Power Off the virtual machine

00 Suspend the virtual machine

% Edit virtual machine settings

Help oK Cancel
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interface G gabitEthernet0/0/1
i p address dhcp

negotiation auto

|

interface ucse2/0/0

no i p address

no negotiation auto

swi tchport node trunk

no nop enabl ed

no nop sysid

service instance 1 ethernet
encapsul ati on unt agged

bri dge-domain 1

|

interface BDI 1

i p unnunbered G gabitEthernet0/0/1
end

!

utd

mode ids-global

ids redirect interface BDI1
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32 utd B CHAl utd engine advanced EE& Al

! 2|2 el

ISR 2&01A 0| BFE Adstod %! 7H2E{7 F7tet=X| &g LICH

ci sco-1 SR4451# show plat hardware qfp active feature utd stats

Drop Statistics:

Stats were all zero

General Statistics:

Pkts Entered Policy 6

Pkts Entered Divert 6

Pkts Entered Recycle Path 6

Pkts al ready diverted 6

Pkts replicated 6

Pkt already inspected, policy check skipped 6
Pkt set up for diversion 6

CtE& &elgLct.

0%
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- show plat software utglobal

- show plat software utinterface

- show plat software utd rp active global

- show plat software utd fp active global

- show plat hardware qfp active feature uts stats
- show platform hardware qfp active feature utt

X &

O] MMoiMHE An|zzlolMH EAME sHAsHE Ol A8 E 5 U= HEE NS ELIC.
IagolMg EXERE S| {5 CHS debug WHS AEE +~ U&LICH
ClHa Z34 7|5 utd Mo HH

=
. C|HO &3 & =7 71S utd dataplane 3t9] 2=

. Cisco UCS E-Series Server %! Cisco UCS E-Series Network Compute Engine, B 2]A 2.x Al
i35t7] 71olE

. Cisco UCS E-Series AH 2! Cisco UCS E-Series Network Compute Engine 24 s1Z 7}0|=

. Cisco UCS E-Series M 3! Cisco UCS E-Series Network Compute Engine, & 2|4 2.x - E9
o 4ad0|E AlE 710|=

. Cisco ASR 1000 Series Aggregation Services Routers 2 ZE2{0{ T4 HAHAM - HE[X| £ M|
Ol OIE{H| 0| A T4

. Cisco UCS E-Series AQH{ 3! Cisco UCS E-Series Network Compute Engine® $AE 42|
0|=E REIZIE| AH® MHA] - Cisco UCS E-Series A 2| H{llo] adol=

. 7|& X|®¥ 8! X - Cisco Systems
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