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Copyright 2004-2021, Cisco and/or 1its affiliates. Al1l rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center 2600 v6.7.0 (build 84)

> expert

admin@fmc_lab:~$ sudo su

Password:

Last Togin: Tue Jan 24 01:08:10 UTC 2023 on pts/0
root@fmc_lab:/Volume/home/admin# reboot

Copyright (c)

Press <F BIOS Setup : <F6> Boot Menu : <F7> Diagnostics
Press <FB8> CIM Etup : <Fl2> Network Boot
Bios Version : .0.1h.0.1017180336
Platform ID
Config file:
TIMEOUT=5(s) Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz
DEFAULT=SERIAL= 64 GBE Effec /e Memory = 64 GB
VERSION=6./.01ng Speed 2400 Mhz
root=/dev/sda3figuration is not detected. Switching to AHCI mode.

1 - Cisco Firepower Management Console 6.7.0 VGA Mode

2(*) - Cisco Firepower Management Console 6.7.0 Serial mode
3 - Cisco Firepower Management Console System Restore Mode

4 - Cisco Firepower Management Console Password Restore Mode
Enter selection [2]:
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1 - Cisco Firepower Management Console System Restore VGA Mode

2(*) - Cisco Firepower Management Console System Restore Serial Mode

Enter selection [2]:

option 2: 'Cisco Firepower Management Console System Restore Serial Mode' selected ... running
EFI stub: UEFI Secure Boot is enabled.
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Cisco Copyright

The software contained on this media

is the proprietary and confidential

property of Cisco.

Cquright 2022 Cisco Systems, Inc.
Rights Reserved
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—~L15co Firepower Appliance 6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

1 n,;mqm
Choose the transport protocol

select Patches/Rule Updates
Download ISO

Run the Install

Save Configuration

Load Configuration

Wipe Contents of Disk
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PICK DEVICE

Choose network device
select from:

) @th3 140e...detected
) h2 140e...detected
J
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hl 1ixgbe...detected
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IPF ConTiguration
select IPv4d or IPvB

2 IPvE

<Cance|>
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IF ContTiguration
celect static or DHCP

DHCP

<Cancel>

IP Address
Enter an IP address for this system:

10.88.170.214)
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Net Mask
Enter the subnet mask:

|255.255-255.192
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Gateway
Enter the default gateway:

|1u.aa.1?n.193
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IP ContTiguration
IP: 10.88.1/70.214
Netmask: 255.255.255.192
Gateway: 10.88.170.193
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—(15C0 Firepower Aqﬁ 1ance 6./7.0-62 ConTiguration Menu
owing or press <Cancel> to exit

Choose one of the fo

IP Configuration

Choose the transport protoco
Select Patches/Rule Updates
Download ISO

Run the Install

Save Configuration

Load Configuration

Wipe Contents of Disk




MAIN MENU
Pick a transport protocol:

1 HTTP
z
g SCP
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Enter the FTP server IP
Please 1nput IP address of the remote FTP
Server:

10.31.104.72
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Anonymous FTP
Use anonymous user for FTP?

ATE EEE
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Enter a username

Enter a username for the FTP server:

caLoOl
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Enter a password

Enter a password for the FTP server:
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Select an ISO

Choose an IS0 to load
select from:

-Restore. 150 &

{ ) Eiscﬂ_Firepnwer_Hgmt_center-E.?.ﬂ-
(X) ®isco_Firepower_Mgmt_Center-7.0.4-

65-Restore.i1s0 ISO
1

£ BE 3 zCance | »

iguration

Your FTP server configuration is:
ftp://10.31.104.72/

The selected iso is:
Cisco_Firepower_Mgmt_Center-7.0.4-55-Restore.i1so.

Is this configuration correct?(No to reconfigure)
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—C15C0 Firepower A?q lance 6.7.0-62 ConTiguration Menu
owing or press <Cancel> To ex1t

Choose one of the fo

IP Configuration
Choose the transport protocol
select Patches,/Rule Updates

Run the Install

save Configuration
Load Configuration
Wipe Contents of Disk

<Cancel>
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—C15C0 Firepower A?q lance 6./.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
select Patches/Rule Updates
Download ISO

Save cung1guratiun

Load ConTiguration
wWipe Contents of Disk
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WARNING!
You are about to
re-partition the disk(s)
on this system.

Al17l data will be
destroyed.

Do you want to continue?

Rastore CD Cisca F1 repower san dgemen t Center 7.0.
Checkin g Har dware

we're updating the system restore partition... This might take some time.
The USE device was successfully imaged. Reboot from the USE device to continue installation...
FRERNERERNEFN RN RN RR RN

Il
The system will restart after you press enter.
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Install Complete
The installation 1s
complete. Press OK to
reboot.
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——L15C0 Firepower Aﬁl[l: 1ance 7.0.4-55 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
Choose the transport protocol
Select Patches/Rule Updates

Run the Install

save Configuration
Load Configuration
wipe Contents of Disk
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—C15C0 Firepower Aqq lance 7.0.4-55 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
Select Patches/Rule Updates
Download ISO

Save Configuration
Load Configuration
wipe Contents of Disk
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—WARNING!
You are about to
re-partition the disk(s)
on this system.
All data will be
destroyed. _
Do you want to continue?

1026 AIARIO| 2 U Blo|MIAQL HEST MHO| MXIE 2QlsiEiH yes'E sin 24 =
Ex E0|M Enter& F&LIC}
Restore CD Cisco Firepower Management Center 7.0.4-55
Checking Hardware
we're updating the system restore partition... This might take some time.

This €D will restore your Firepower Management Center
to its original factory state. A1l data will be destroyed

on the appliance.

Restore the system? (yes/no): yes

During the restore process, the l1icense file and basic
network settings are preserved. These files can also be
reset to factory settings

Delete 1icense and network settings? (ves/no): y
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Ok
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THIS IS YOUR FIMNAL WARNING.

FROM THIS FIREPOWER MAMAGEMENT CENTER.
Are you sure? (yes/no): yes
AQELIC o TRl M7t MdElE Sot
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Cisco Firepower Management Center 7.0.4-55

(1) Preparing Disk

BEBRBEREBRRERERRBRRERBBERERRRERY

(2) Installing System
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Insta Comp lete

The installation 1s
complete. Press OK to

reboot.
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ing database “eventdb'... done

4824] pm:pm [INFO] Using mode]l number GEN
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