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» Cisco FMC(Secure Firewall Management Center)
« Cisco FTD(Firepower /& gf0d)

» Cisco FDM(Firepower Device Management)

* FXOS(Firepower eXtensible Operating System)

+ FCM(Firepower Chassis Manager)

+ ASA(Adaptive Security Appliance)
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root@firepower:/home/admin#




Expert 2=

gLt 2E

firepower>
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Expert 2ZE2 ™Et

> expert
admin@firepower:~$ sudo su
Password:
root@firepower:/home/admin#

CLISH 2E0{AM Lina ZEZ

_

Clish Mode0l A Lina Mode 2

> system support diagnostic-cli

Attaching to Diagnostic CLI . . . Press 'Ctrl+a then d' to detach .
Type help or '?' for a 1list of available commands .

firepower> enable

Password :

firepower#

CLI 2EE0|MH FXOS EER

—p

FXOS ZEZ Mt

> connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software
Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.
(------ cropped output ------- )

firepower#
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Expertoi M Lina ZEZ

root@firepower:/home/admin#
root@firepower:/home/admin# exit

exit

admin@firepower:~$ exit

Togout

>

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.
firepower> en

Password:

firepower#

i
rir

root@firepower:/home/admin#

root@firepower:/home/admin# sfconsole

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower> en

Password:

firepower#

FXOSO0{| A FTD CLISH 2 =(1000/2100/3100 Series C|HFO[A)

FXOSO0i|A{ Clish Mode 2

firepower# connect ftd
>

firepower>




To exit the fxos console
> exit
firepower#

FXOSO0{ A FTD CLISH 2 =(4100/9300 Series C|HFO|A)

CHE ool 2= 10iAM 2= &of CLIol AZst=E YHE Eof ELICH

firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:

Close Network Connection to Exit
Firepower-modulel> connect ftd

>

Example:

>exit
Firepower-modulel> ~
telnet> quit
firepower#

24

—

Kl

A

r
Eli

firepower C|HHO| A0 &l = Q= CHEEr BFoll CHEF ALM[EF LIE S FXOS B&E HZE, FTD
29 R X E A X 5HAA
ScopE g oG,



https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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