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Il. FXOS MA| CLIo| 23181},
l1l. connect local-mgmt& 2/235t0{ Zt2| 2&£E O|SFLCH.

. o{Z2to|Aa0|MH 2E Hu|as ol £ O|0|X|E A MstedH 2E A4S XIYste
BES ALSELICH

ll. yesE 2123504 &} =ol

Tirepower-2110# connect local-mgmt admin
firepower-2110(local-mgmt)# format everything

A11 configuration and bootable images will be lost.
Do you sti1ll want to format? (ves/no):yes

2Bt ESC 7|18 = 88 ZZMAE BEHS5H04 ROMMON 2EEE A|EEHLICE



CI15Co SySTeEm ROMMON, VErsi o .12, RELEASE SOFTWARE
copyright (c) 1988=200% by C Sy E 5, 1IN,
comptled Mon OESLT 23:23.36 by bui

Current i1mage runfning: Bodt ROMI

Last reset cause: ResetRequest (OxOO0010007
DIMN_1/1 Present

DIMM_2/1 @ AbZent

PlatTorm FPR-Z110 with 16384 MByLes of main memory
BIOS has been successfully locked !!

MAC Address: 18:59:F5:d9:6a:00

Use EREAK or ESC T TnteErrupt DoOt.

Use SPACE to begin boot immediately.
EGOT TRTerrupted.

FOmROn 1 >

BEA. TFTPCI2Z2EE FH|57| s HERZ & HA AEEX| 07 H+E A
A LCH.

|Z2Bo|lde B

=

. 2ol & Oi7iH+= ChS Z&Lch
A. ADDRESS=ip_address
B. HotA3=H0otAT
C. GATEWAY=gateway_ip
D. SERVER=remote_storage_server

E. IMAGE=path_to_the_file

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

rommon
rommon
rommon
rommon
rommon
rommon

ADDRESS=10.122.18/7.166
NETMASK=255.,255, 255, 22
GATEWAY=10.122.187.161

SERVER=10. 20/.204.10
IMAGE=Ccisco-ftd-fp2k.7.2.4-165.SPA

F9: ROMMON =& TFTP Z2E 28t X|Y5tH, FTP, SCP & SFTP9 USBE 7| £ &
Z2MA0IM X|HE[X| eb& L

1}
2
3
4 .
5
=



4EH7|. setE ™stod MSE oS It

rommon 6 > set
ADDRESS=10.122.18/7.166
NETMASK=255.255.255, 22¢
GATEWAY=10.122.18/7.161
SERVER=10.207.204.10

IMAGE=cisco-ftd-fp2k.7.2.4-165.SPA
CONFIG=
PS1="rommon ! >

L

S5EHA. HERZ & 24 AEE|X| |2z o|ME HEsE{H syncE LU=stAAI2.

romman & > tftp -b

Enable boot bundle: tftp_regsize = 268435456

ADDRESS: 1
METMASE
GATEWAY:

j:59:f5:d9:6a:00
: Frﬂﬁrﬁﬂﬁ

link up
Receiving ci

I: 2E ol0|x|e| Ct2R2 =0 MBHCI2REE &lste ofe] =-E()7F EAIFLICH
x| oo ZHm|aafo|Mo| MHEt x| HESHHLE ClHO|A T #1Zd AEE|X| AMb{of 214



7T A|ARIO| A[ESHHE 7|2 Rt EH(admin/Admin123)2 AFE5t04 C|HIO|A0| 22Ql5t T 0
ZCto|HA HIHHEE HFE LI

firepower-2110 login: admin
Password:
successful login attempts for user 'admin’

En tEI_‘ new pas sword:
Confirm new password:
Your password was updated successfully.

| @R E £7] M0l FWE= S0t AT £ AUKIEH 0% Bl MBE 02 Y
S

Jun 14 21:37:17 firepower-2110 FPRM: <<%FPRM-2-DEFAULT_INFRA_VERSION_MISSING>> [F1309][critical][default-i
nfra-version-missing] [org-root/fw-infra-pack-default] Bundle version in firmware package is empty, need to
re-install

8EHA|. 2| QIE{m|o|A 0| IPE T ELICH
. scope fabric-interconnect a @& 2 AF&5t0{ IHE 2| HL|E O|SFLICH.

Il. set out-of-band static ip netmask netmask netmask gateway &2 AF&35to{ 22| IP 41|
JazflolME MA™ELC

firepower-2110# scope fabric-interconnect a e
er-2110 /fabric-interconnect # set out-of-band static ip 10.122.187.168 netmask 255.255.255.224 gw
- 7.161
warning: when committed, this change may disconnect the current CLI session.
Use commit-buffer command to commit the changes.

firepower-2110 /fabric-interconnect* # commit-buffer

| BE HP HA0{E AEstod Hellol Hel= o|SELICH

. dx| I{Z7|X| CIRRE:

AL

A.USBE At83t= 42 CHREE 0|0|X| usbA:package_name BHE AISE = U&L
Ct

B. X|#El= ¥4 AEE|X| MHE AE3t= B download image
tftp/ftp/scp/sftp://path_to_your_package HHEE AIE& 4 A& LICH

o HA AED K| HMHE A8 ER oAlo] ZAIE BHE 20l Mo Z=2E AtEsHok &



10EH7|. show download-task BHEE AIE35l0{ CIREZE TIME S &0olghL|Ct.

firepower-2110 /firmware # show download-task

Download task:
File Name Protocol Server

sco-ftd-fp2k. -165.5PA
Tftp 113.231,204,113

11EHA|. CHS BEE AMEstod mi7|X|7F Hefof S50 o|0| /e

r
M
.Ia.
L
]

1 Threat Defense A Z E9J|0] AMx|o]| AFRE TF|X| HAES EAFEFL|CE

12EHA|. Threat Defense A ZE|0{E A x|5104 O|O|X|2 CtA| A %|:
| B H| XIS HARIE AFHE35I0{ Mx| HPIZE O|SELICt.

Il. command install security-pack version version force £ threat defense 2 Z E9||0{ AX|E |
% TI”ELCH

. 2£0] F 7He| &l ZFZEJH EAELICH yesE ™5t F IHE 27 QS AA2.

firepower-2110 /firmware # scope auto-install
firepower-2110 _f1rmware-auto install # install security-pack version 7.2.4 force

Invalid software pack
Please contact technical support for help g

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 7.2.4- LES, it will do the following:
- upgrade to the new platform version 2.12.0.499
- install with CSP Ttd version 7.2.4.165

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes

Triggered the install of software package version 7.2.4-165

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show’ or 'show detail’' command.
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show detail HHE AIE35t0{ daH0|E ZE2EMAL| &

firepower-2110 /firmware/auto-install # show detail

Firmware Auto-Install:
Package-vers: 7.2.4-165
Oper State: Scheduled
Installation Time: 2023-06-14T22:07:28.
Upgrade State: Validating Images
Upgrade Status: wvalidating the software package
Validation Software Pack Status:

Firmware Upgrade Status: Ok
Firmware Upgrade Message:
Current Task: validating the application pack(FSM-STAGE:sam:dme:FirmwareSyst

7

emDeploy:validateApplicationPack)
firepower-2110 /firmware/auto-install # [}
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