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AcroExch.Document(.pdf)
Hancom Office I} (.hwp)
Xhtmlfile(.xhtml)
Xmlfile(.xml)

Microsoft & A

PowerPoint.Show.12(.pptx)
PowerPoint.Show.8(.ppt)
PowerPoint.ShowMacroEnabled.12(.pptm)
PowerPoint.SlideShow.12(.ppsx)
PowerPoint.SlideShowMacroEnabled.12(.ppsm)
PowerPoint. Template.12(.potx)

PowerPoint. Template.8(.pot)
PowerPoint.TemplateMacroEnabled.12(.potm)
Powerpointxmlfile(.pptxml)
Word.Document.12(.docx)
Word.Document.8(.doc)
Word.Template.12(.dotx)
Word.Template.8(.dot)
Word.TemplateMacroEnabled.12(.dotm)
Wordhtmlfile(.dochtml)

Wordhtmlfile(.docm)

Wordhtmltemplate(.dothtml)

Wordxml(.docxml)
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Cover Page \.f . Enabled  Disabled

Enter Custom Text:

Jones Marketing
This attachment has been rewritten due to potential risk within the attachment.

The original has been preserved by the Email Administration Team.

Maximum of B0O0O Characters for this Cover Page Entry

P

Scan Behavior(A 71 S} > Edit Global Settings(T123 A& T Z!) > Cover Page(71{H m| 0| X|)
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This is a safe-printed document.
The original attachment had 2 page(s).

Number of pages truncated are 0 page(s).

Jones Marketing

This attachrment has been rewritten due to potential risk within the attachment,
The original has been preserved by the Email Administration Team.,

Maximum of 800 Characters for this Cover Page Entry

Optional Cover Page details.
Value is configurable from the "Scan
Behavior,” page.
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Disabling “Cover Page”™ causes this page to
be excluded from the Safe Print Attachment

Safeprint maximum page count configuration is 10 page(s).

Cover Page includes attachment details related pages

printed.
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Safe Print Help

Do you want to safe print the message attachments when a
message matches a configured condition or not?

To configure Safe Print settings globally on your appliance, go to
Security Services > Scan Behavior

Action for attachment(s)
© Safeprint all attachments. (2)
Safeprint matching attachments. (2 e —

Strip unscannable attachment(s)

O Yes —

Custom Replacement Message (Optional)
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- WebUI > Navigate to > Mail Policies > Incoming Content Filters > Add Filter2 O[S & L|LC}.
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(B4 AFE QI Action, O &) Add Action(Zd F7I) > Quarantine(Zd2l) > Duplicate
message(&= M AlX|) > Choose the custom quarantine you created for

Quarantine

i Help
Encrypt on Delivery QUHI"H ntine

Flags the message to be held in one of the system quarantine
areas.

Strip Attachment by Content
Strip Attachment by File Info
_ . Policy
Strip Attachment With Macro Send message to quarantine:

Safe Print

LRL Category

_ Duplicate message
LRL Reputation

. Send a copy of the message to the specified quarantine, and
Add Disclaimer Text continue processing the original message. Any additional actions
Bypass Outbreak Filter Scanning will apply to the original message.

Action(%f2d) > Quarantine(Z2l) > Duplicate message(Z 5 HIAlX|)
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Edit Incoming Content Filter

Content Filter Settings

Name: |5p Language_Dict

Currently Used by Pelicies: | Default Pelicy

Description: | filetype

Order: 4 H {of 4)

Conditions

' Add Condition... |

Order Condition Rule

1 Attachment Content attachment-dictionary-match("Restricted_Language”, 1)

Add Action...

Order Action Rule
1 Add Log Entry leg-entry("== SafePrint-Dict $MatchedContent =="}
2 = | Quarantine duplicate-quarantine{"Safe_Print"})
3 = | Safe Print safeprint-matching-attachments-strip-unscan{l, 1}
ME ottt el 2EX EH
OFTEE QIM HIAIX| AM2|et tEE 20 S Lct

MID 95 The attachment(s) are successfully safe-printed, Filename(s):
Create_Certificate_for=20Amp.docx
MID 95 rewritten to MID 96 by safeprint-matching-attachments-strip-unscan filter 'SP_type'
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Redirect to Measage Tracking using a
o new browser tab.
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Message Tracking

Tracking criteria for redirected link from Safe Print Report

Search Criteria (For Search Messages) —

<

Message Heceved: Custom Range 03 Sep 2019, 00:00 - 03 Oct 2019, 12:22 Cisco Host All Hugtg. Safe Print True
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Advanced Search Optlen for Safe Print

/) Safe Print
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Example 1 - Temp directory mot found

Thu Jul 11 07:20:32 2019 Info: MID 134 Unable to safe prict the sttechment, Pilename: 20_page.docx, Reason: I0 error cocurred during safepristing of the attachment
Thu Jul 11 07:20:32 2019 Trace: MID 134 Usable to safe print the attachsent, Filensse: 20 page.docx, Exception: Unable to create tamp directory for safepristing documest: [Errmo
2] Bo such file or directory: '/fasdasd’

Exasple 1 - IO eror

Thu Jul 11 07:19:01 2019 Info: MID 132 Unable to safe priot the attachsent, Filenase: 20 page.docx, Reason: I0 error occarred during safeprinting of the attachsent
Thu Jul 11 07:19:01 2019 Trace: MID 132 Ussble to safe print the attachment, Filenase: 20 page.docx, Exception: Error while creating safeprinted POF document: [Errno 2] No such
file or directory: '/adsd/ifsafe print 20 page.pdf'

Exasple 3 - Corrupted asd Escrypted files

Thu Jul 11 08:34:31 2015 Info: MID 141 Unable to safe print the attachment, Pilenase: corrupt_file=20(1).docx, Reason: The attachsent is corrupted
Thu Jul 11 08:34:31 2019 Trace: MID 142 Umable to safe print the attachment, Filepame: corrupt file=20(1).docx, Exception: not readable

Thu Jul 11 08:34:31 2019 Info: MID 142 Unable to safe priot the attachment, Filename: sept subscription.pdf, Reasom: The attachment is encrypted
Thu Jul 11 08:34:31 2019 Trace: MID 142 Usable to safe print the sttechsent, Filensse: sept subscriptios.pdf, Exception: password protected

Thu Jul 11 08:34:31 2019 Info: MID 142 The attachsent(s) are successfully safe-printed, Filenase(s): 20_page.docx, 18_pages.docx, I1_page.docx
Thu Jul 11 ©08:34:31 2019 Info: MID 142 rewrittem to MID 143 by safeprint-all-attacheents-strip-unscan filter "sp’

Ezasple 4 - Timecst error

The Jul 11 10:32:29 2019 Info: MID 165 Unable to safe print the attachment, Filename: 20 _page.docx, Reason: A timeout error occurred whes trying to safe print the attachment
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