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ESA/CES GUIO|M 0| o|0|X|of Z A|El CH 2 Monitor(2 L|E{R)) > Scheduled Reports(H|2fE E11
M)Z o|S§Lict.

] Monitor Mail Policies Secunty Services Netwark Systemn Administration

Scheduled Reports

Available Reports

Add Scheduled Report... |

all
Report Type Report Title Time Range Delivery Format | Schedule | Next Run Date
- . - : - - 19 Jul 2019 01:00
Executive Summary Executive Summary Previous 7 calendar days Emailed and Archived PDF Daily {GMT +10:00)
| Delete |

SMA GUIM|A{ o|O|x|o & A|E! CHZ Email > Reporting > Scheduled Reports 2 0|5 & LIC}.

stliar]ne Cisco M390

CISCO  Content Security Management Appliance

Management Appliance

] Reporting Message Tracking Message Quarantine

Scheduled Reports

Available Reports

| Add Scheduled Report... |

All

Report Type Report Title Time Range Delivery Format | Tier | Schedule | Mext Run Date
Executive Summary | Executive Summary | Previous 7 calendar days Emailed and Archived | PDF ALL | Weekly férj.‘r”f?é ?DSE:W
200}

Delete I
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ESA/CES GUIO|M CtZ o|0|X|ofl ZA|E! CHZ System Administration(A|AE £ 2]) > Return



Addresses(dtet FL4)2 O|S g LICH

(] Monitor Mail Policies Security Services Network System Administration

Return Addresses

Return Addresses for System-Generated Email

Anti-Virus Messages:  "Mail Delivery System”™ <MAILER-DAEMON @hostname >
Bounce Messages: | "Mail Delivery System™ <MAILER-DAEMON®hostname=
DMARC Feedback: "DMARC Feedback™ <MAILER-DAEMON@hostnames

MNotifications: = "Mail Delivery System”™ <MAILER-DAEMONShostnames
Quarantine Messages:  “Mail Delivery System”™ <MAILER-DAEMONShostnamez

Reports: | “Cisco IronPort Reporting” <reporting@hostnames _
All Other Messages:  “Mail Delivery System™ <MAILER-DAEMON@hostname

Edit Settings... I

SMA GUIO|M o] o|O|X|ofl ZEA|El CHZ Management(Z+2]) > System Administration(A|AE #2])
> Return Addresses(Bt gt &4)2 0|S & L|CH

stfvar)ne Cisco M390
cisco Content Security Management Appliance

Return Addresses

Return Addresses for System-Generated Email

Bounce Messages: | "Mail Delivery System”™ «MAILER-DAEMONShpstnames

Reports: | "Cisco Reporting™ <reporting@hostnames
All Other Messages: | "Mail Delivery System” <MAILER-DAEMONEhostname=

Edit Settings... ]

SMA CLIOIM Ct2 & & gfLict

M690.lab> addressconfig

Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current reports from: "Cisco Reporting"

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- BOUNCEFROM - Edit the bounce from address.

- REPORTSFROM - Edit the reports from address.

- OTHERFROM - Edit the all other messages from address.
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ESA/SMA/CES2| CLIOM Ct&& s-&iELct.

C680.esa.lab> grep "PERIODIC REPORTS: The Report Task has sent the report" gui_logs

Thu Jul 18 01:00:01 2019 Info: PERIODIC REPORTS: The Report Task has sent the report "Executive
Summary" to recipients "matt-reports-address@cisco.com"
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ESA/CESO|A MdE|o HME CH7|PZ HFZ O|SFLICE.
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mail_logs AMS

ESA/CES/SMA2| mail_logsOilAl 21 A2 Zim|22]|o]Ad0i| ol El gt MR} A0 CHEH grep BHE
A& gLt

C680.esa.lab> grep -i "reporting@c680.esa.lab" mail_ logs

Thu Jul 18 01:00:01 2019 Info: MID 379004 From: <reporting@C680.esa.lab> To: <matt-reports-
address@cisco.com>, total recipients

1
grep0ll EAIEI MID 3 & 2018 ofl bl & 11 At do| Efel A== of AxIAIZILICH

HAZE MIDE a2|HAIR

C680.esa.lab> grep "MID 379004" mail_logs

Thu Jul 18 01:00:01 2019 Info: MID 379004 From: <reporting@C680.esa.lab> To: <matt-reports-
address@cisco.com>, ... 1 total recipients

Thu Jul 18 01:00:01 2019 Info: MID 379004 queued for delivery

Thu Jul 18 01:00:02 2019 Info: Delivery start DCID 13920 MID 379004 to RID [0]

Thu Jul 18 01:00:02 2019 Info: Message done DCID 13920 MID 379004 to RID [O0]

Thu Jul 18 01:00:02 2019 Info: Message finished MID 379004 done

O| & = Scheduled Report(0i|2fEl 21 M) O|H| o] s &S T LICtolH Yo Hd3xo=
£ =™ mail_logs™ Message ddcid X0XXOXXXMID xxooxxx to RID [0]2F Message Fined MID xxxxxx
done(AM3E CHE 22 E HAIX])O| EA|ELICE.
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C680.esa.lab> grep "MID 379004" mail_logs



Thu Jul 18 01:00:01 2019 Info: MID 379004 From: <reporting@Ce680.esa.lab> To: <matt-reports-
address@cisco.com>, ... 1 total recipients

Thu Jul 18 01:00:01 2019 Info: MID 379004 queued for delivery

Thu Jul 18 12:51:01 2019 Info: Delivery start DCID 13920 MID 379004 to RID [0]

Thu Jul 18 12:51:01 2019 Info: Bounced: DCID 13920 MID 379004 to RID 0 - Bounced by destination
server with response: 5.1.0 - Unknown address error ('553', ['Domain of sender address

Thu Jul 18 12:51:01 2019 Info: MID 379005 was generated for bounce of MID 379004
Thu Jul 18 12:51:01 2019 Info: Message finished MID 379004 done
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Scheduled Report(0f 2FEl 211 M) O|HY 2 do| EFUABMIT E 42 F ESA/CES/SMA GUIO| £
QgL ct.

HAIX| £ 7522 o|S&L|ct,
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O odlo| M B AMRF A= reporting@C680.esa.lab ] L|Ct.

Message Details
Envelope and Header Summary
Recerved Time: | 18 Jul 201% 02:51:01 [GMT)
HID: | 379005, 379004
Message Size:  NfA
Subject: | (empty subject)
Envelope Senderi | (no sender)
Ervelope Recspients: | [na recpeent)
Masiage 1D Header: WA
Cisco IronPort Host: | sydess (10.66.71.122)
SMTF Awth User 1D: | Nf&

& Mtachments: | W&

Sending Host Summary
Reverse DHS Hostname: | WA
IP Addiress: | WA
SBRE Soore: | WA

Processing Details
18 Jul 2019 02:50:5% (GHT] | SHTP debvery connection [BEID 135920) opened from Cisco fronPort mterface 10.66.71.122 to [P sddress 173,37.147.230 on port 25.
18 Bul 2019 02:51100 (GMT)  Delivery connection (DCID 139200 successfully scoepted TLS protocol TLSwL. 2 cipher ECOME-RSA-AESISE-GOM-SHAISS |
18 Jul 2019 02:51:00 (GHT) | (DCID 13920) Delivery started for message 379004 to RID [0].

18 Jul 2019 02:51:00 (GHT) | (DCID 13920) Message 379004 to RID O bounced by destnabon server. Reason: 5.1.0 - Unknown address grror ('S53, ['Doman of sender address
<repartang B ofad. ealab> does not resalve.’])

18 kil 2019 02:51:00 (GHT)  Mestage ITO004 Dalvery Status: BOUMCED
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