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Windows A& m(0d: .exe, .dll, .sys & .scr It Y)Adobe PDF(Portable Document Format),
Microsoft Office 2007+(Open XML), Microsoft Office 97-2004(OLE), Microsoft Windows/DOS
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f8 £7| X|Hol= PDF & Microsoft Office It 0| Z & ElL|Ct.(AsyncOS 9.7.1 for Email
Security0l| A AlZh) [Z|EF RS2 2fo|XQl mt U HAl SME MEITH Z* XML £
MHTML @4lo 2 XEE O &8 HE 71T Microsoft Office It IL|C} ade, adp, accdb,
accdr, accdt, accda, mdb, cdb, mda, mdn, mdw, mdw, mde, mde, mde, mad, mq, mad, mq,
mat, Idb, lacdb, dot, dox, dotx, dotm, dotx, dotx, dotm, dotm, xlt, xlt, xIsd, xIlsm, xIsx, xItm, xlIsb,
xIxIxltm, xlsb, xIxla, xIxllam, xIxllam, xllam, xIxIxllam, xllam, xIxIxIxllaw, xllam, xllaw, xllaw,
xllaw, xllaw, xllaw, xllam, xI, xI, xllaw, xllaw, xllaw, xllaw, x3£E | pps, pptx, pptm, potm, potm,
ppam, ppsx, ppsm, sldx, sldm, mht, mhtm, mhtml, xml,
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Sun Jul 9 13:52:28 2017 Info: amp beginning download of remote file
"http://updates.ironport.com/amp/1.0.11/fireamp.json/default/100116"

Sun Jul 9 13:52:28 2017 Info: amp successfully downloaded file
"amp/1.0.11/fireamp.json/default/100116"

Sun Jul 9 13:52:28 2017 Info: amp applying file "amp/1.0.11/fireamp.json/default/100116"
GUIE S3ll I Y EMg F44524H Security Services(= 2t A{H|A) > File Reputation and
Analysis(Z & Z T 5’4 E’%‘) > Edit Global Settings(Z12 4™ HE)E o|SELICt.



Edit File Reputation and Analysis Settings

Advanced Malware Probection

Advanced Malwara Protection Sarvices réguine RAEwWork cammumication fo the coud servers on ports 32137 ar 443 (for File Reputation) and 443 (for File Analysis), Fisase see the Online Halp for additional derails

File Reputation Filtenng: | ¥ Enable File Reputation

File Analysis: () | & Enable File Analysis

= Select Al Expand Al 1pse & | Resst

+ ¥ archived and compressed
¢ ¥ configuration

* ¥ patabase

¢ ¥ Document

* ¥ Email

¢ ¥ Encoded and Encrypted
= Executables

¥ ¥ Microsoft Documents

¢ ¥ Miscellaneous

b Advanced Settings for File Reputation | 4
b Advanced Settings for Fle Analysis 4

b Cache Settings | Advanced

b Threshold Settings | <

[Submit

CLIE S3ll AMP for File Analysis& T 435t24™ ampconfig > setup F& S Y25t 8H
TIerLICh oS 220| EAIZIH YE MEiSof Lich Il 2AE ift ot 82 A
&L

myesa.local> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portable Document Format (PDF)

Microsoft Office 2007+ (Open XML)

Microsoft Office 97-2004 (OLE)

Microsoft Windows / DOS Executable

Other potentially malicious file types

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>
File types supported for File Analysis:

Archived and compressed [selected]
Configuration [selected]

Database [selected]

Document [selected]

Email [selected]

Encoded and Encrypted [selected]
Executables [partly selected]
Microsoft Documents [selected]

O O J oUW N

Miscellaneous [selected]

Do you want to modify the file types selected for File Analysis? [N]> vy



Enter comma separated serial numbers from the "Supported" list. Enter "ALL" to select all
"currently" supported File Types.
[1,2,3,4,5]> ALL

Specify AMP processing timeout (in seconds)
[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.
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mylocal.esa > tail amp

Press Ctrl-C to stop.
Tue Aug 13 17:28:47 2019 Info: Compressed/Archive File: sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac MID = 1683600, Extracted File: File Name =

' [redacted] .pdf', File Type = 'application/pdf', sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac, Disposition = LOWRISK, Response received from =
Cloud, Malware = None, Analysis Score = 0, upload_action = Recommended to send the file for
analysis

Thu Aug 15 13:49:14 2019 Debug: File reputation query initiating. File Name =
'amp_watchdog.txt', MID = 0, File Size = 12 bytes, File Type = text/plain

Thu Aug 15 13:49:14 2019 Debug: Response received for file reputation query from Cloud. File
Name = 'amp_watchdog.txt', MID = 0, Disposition = FILE UNKNOWN, Malware = None, Analysis Score =
0, sha256 = a5f28fl1fed7c2fe88bcdf403710098977fal2c32d13bfbd78bbe27e95b245f82, upload_action =
Recommended not to send the file for analysis
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- "upload_action = 2412 ¢|5{ otUS MEst= Lol E&LICH"
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= 0": The file is known to the reputation service; do not send for analysis.
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"upload_action = 2": The file is known to the reputation service; do not send for analysis
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Thu Jan 29 08:32:18 2015 Info: File reputation query initiating. File Name = 'Lab_Guide.docx',
MID = 860, File Size = 39136 bytes, File Type = application/msword

Thu Jan 29 08:32:19 2015 Info: Response received for file reputation query from Cloud. File Name
= 'Royale_Raman_Lab_Setup_Guide_Beta.docx', MID = 860, Disposition = file unknown, Malware =
None, Reputation Score = 0, sha256 =
754e3e13b2348ffd9¢c701bd3d8ae96c5174bb8ebb76d8fb51c7£3d9567£ff18ce, upload_action = 1

Thu Jan 29 08:32:21 2015 Info: File uploaded for analysis. SHA256:
754e3el13b2348££fd9¢701bd3d8ae96c5174bb8ebb76d8fb51c7£3d9567ff18ce

AsyncOS 12.x O|#4}:

ol o= Z7|ES BFst M flal A2 ME 37| I3l upload_action = Recommended £
Ef 27t X[HE PPTX A2 E0i ELICHCHS &M 24 SHA(Secure Hash Algorithm)& 2{3H
Y2 E nlo| AMP 210 = 7|SElLIC}.

Thu Aug 15 09:42:19 2019 Info: Response received for file reputation query from Cloud. File Name
= 'ESA_AMP.pptx', MID = 1763042, Disposition = UNSCANNABLE, Malware = None, Analysis Score = 0,
sha256 = 0Ocaaded49103146813abaasd52edb63cflc285b6adbb6a2987cdel32, upload_action = Recommended to
send the file for analysis

Thu Aug 15 10:05:35 2019 Info: File uploaded for analysis. SHA256:
Ocaaded9103146813abaasd52edb63cflc285bbadbb6a2987cdel32, file name: ESA_AMP.pptx
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Wed Jan 28 09:09:51 2015 Info: File reputation query initiating. File Name = 'Zombies.pdf',6K MID
= 856, File Size = 309500 bytes, File Type = application/pdf

Wed Jan 28 09:09:51 2015 Info: Response received for file reputation query from Cache. File Name
= 'Zombies.pdf', MID = 856, Disposition = malicious, Malware = W32.Zombies.NotAVirus, Reputation
Score = 7, sha256 = 00b32c3428362e39e4df2a0c3e0950947¢147781£dd3d2f£fd0bf5£96989bb002,
upload_action = 2

AsyncOS 12.x O|4}:

0| od0{ = upload_action = Recommended not send the file for analysis append to append log(T+
o WH =230 712 24 s Mg EUX| gt Zo| F&LICH Cle el ol amp 27t
Z 3HEl amp_watchdog.txt IS E0{FLICH.O| It 2 0|0 2R E0 22X JUeH M2
S UZEE EHRIt oo 2 CHA| Y2 EE|X| f&LCH

Mon Jul 15 17:41:53 2019 Debug: Response received for file reputation query from Cache. File
Name = 'amp_watchdog.txt', MID = 0, Disposition = FILE UNKNOWN, Malware = None, Analysis Score =
0, sha256 = a5f28flfed7c2fe88bcdf403710098977fal2c32d13bfbd78bbe27e95b245£82, upload_action =
Recommended not to send the file for analysis
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Mon Sep 5 13:30:03 2016 Info: Message done DCID 0 MID 7659 to RID [0] [('X-Amp-File-Uploaded',
'True') ]

HY 2238 2EH EAME flol Y2 E=E|X| &f 2 mhdof CHEh Zotot EAIELICH

Mon Sep 5 13:31:13 2016 Info: Message done DCID 0 MID 7660 to RID [0] [('X-Amp-File-Uploaded',
'False')]
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