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> grep -i "spam@est.con' mail _I|ogs

Wed Aug 13 12:59:36 2014 Info: MD 1357 I1CID 10152 From <spam@ est.conp

Wed Aug 13 12:59:42 2014 Info: MD 1357 SPF. mailfromidentity spam@ est.com None
Wed Aug 13 12:59:57 2014 Info: MD 1357 ready 185 bytes from <spam@est. conmp

HIAIX| ID(MID) ! DCID(Delivery Connection ID)0ll F£2|& 7|2 040of &fL|C}.

1>
30
>
C
o

Ol S MID7H T# mail_logs i HAIX| £x0lM A ZEI2 HEE 28 HoIg

Wed Aug 13 12:59:29 2014 Info: New SMIP I CID 10152 interface Managenent
(192.168.0.199) address 75.111.22.123 reverse dns host spamtest.comverified yes
Wed Aug 13 12:59:29 2014 Info: I1CID 10152 RELAY SG RELAY_SG match 75.111.22.123
SBRS not enabl ed

Wed Aug 13 12:59:36 2014 Info: Start MD 1357 ICI D 10152

Wed Aug 13 12:59:36 2014 Info: MD 1357 I1CID 10152 From <spam@ est.conp

Wed Aug 13 12:59:40 2014 Info: MD 1357 ICID 10152 RID 0 To: <end_user @onai n. con>
Wed Aug 13 12:59:42 2014 Info: MD 1357 SPF: helo identity postnaster None



Wed Aug 13 12:59:42 2014 Info: MD 1357 SPF: mailfromidentity spam@ est.com None
Wed Aug 13 12:59:57 2014 Info: MD 1357 SPF: pra identity None headers None

Wed Aug 13 12:59:57 2014 Info: MD 1357 Message-|D ' <9af e3f $1lad@ry_esa. domai n. conm'
Wed Aug 13 12:59:57 2014 Info: M D 1357 Subject 'This is span?'

Wed Aug 13 12:59:57 2014 Info: MD 1357 ready 185 bytes from <spam@ est. comnme

Wed Aug 13 12:59:57 2014 Info: MD 1357 matched all recipients for per-recipient
policy DEFAULT in the outbound table

Wed Aug 13 12:59:58 2014 Info: MD 1357 interimverdict using engine: CASE

spam positive

Wed Aug 13 12:59:58 2014 Info: M D 1357 using engi ne: CASE spam positive

Wed Aug 13 12:59:58 2014 Info: 1SQ Tagging MD 1357 for quarantine

Wed Aug 13 12:59:58 2014 Info: MD 1357 interim AV verdict using Sophos CLEAN
Wed Aug 13 12:59:58 2014 Info: M D 1357 antivirus negative

Wed Aug 13 12:59:58 2014 Info: MD 1357 Qutbreak Filters: verdict negative

Wed Aug 13 12:59:58 2014 Info: MD 1357 DLP no violation

Wed Aug 13 12:59:58 2014 Info: MD 1357 queued for delivery

Wed Aug 13 13:00: 02 2014 Info: RPC Delivery start RCID 161 M D 1357 to |l ocal I|ronPort
Spam Quar anti ne

Wed Aug 13 13:00: 08 2014 Info: 1SQ Quarantined M D 1357

Wed Aug 13 13:00: 08 2014 Info: RPC Message done RCID 161 M D 1357

Wed Aug 13 13:00: 08 2014 Info: Message finished MD 1357 done

Wed Aug 13 13:05:11 2014 Info: 1C D 10152 cl ose
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Wed Aug 13 13:02:14 2014
Wed Aug 13 13:02:14 2014
Wed Aug 13 13:02:14 2014
Wed Aug 13 13:02:14 2014
Wed Aug 13 13:02:14 2014
Wed Aug 13 13:02:14 2014
Wed Aug 13 13:02:14 2014
Wed Aug 13 13:02:14 2014
192. 168. 0. 200 port 25
Wed Aug 13 13:02: 15 2014
Wed Aug 13 13:02: 15 2014
Wed Aug 13 13:02: 15 2014
33B7380356'

Wed Aug 13 13:02:15 2014 Info: Message finished MD 1359 done
Wed Aug 13 13:02:20 2014 Info: DCI D 165 cl ose

nfo: Start MD 1359 ICID O (I SQ Rel eased Message)

nfo: ISQ Reinjected MD 1357 as M D 1359

nfo: MD 1359 ICID 0 From <spam@ est.conp

nfo. MD 1359 ICID 0 RID 0 To: <end_user @onai n. conp
nfo: MD 1359 Subject '[SPAM This is span®'

nfo: MD 1359 ready 1445 bytes from <spam@ est. con®
nfo: M D 1359 queued for delivery

nfo: New SMIP DCI D 165 interface 192.168.0. 199 address

nfo: Delivery start DCID 165 M D 1359 to RI D [0]
nfo: Message done DCID 165 M D 1359 to RI D [ 0]
nfo: MD 1359 RID [0] Response '2.0.0 Ck: queued as

ol odlofMHE HIAIX|7F 2l2|AE| D QIE{H 0]A(192.168.0.199)0| ESAL| E|AL{Z, |5 T4 Q=
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Wed Aug 13 13:02:14 2014 Info: 1SQ Releasing MD [1357] for all

Wed Aug 13 13:02:14 2014 Info: 1SQ Delivering released MD 1357 (skipping
wor k queue)

Wed Aug 13 13:02:14 2014 Info: 1SQ Corpus status: 0O

Wed Aug 13 13:02:15 2014 Info: 1SQ Released M D 1357 to end_user @omai n. com
Wed Aug 13 13:02:15 2014 Info: 1SQ Deleting MD [1357] for all

Wed Aug 13 13:02:15 2014 Info: 1SQ Deleted MD 1357 for all

Wed Aug 13 13:02:15 2014 Info: 1SQ Ceared 8192 bytes (MDs 1, for all

reci pients) from database. Current bytes=0.
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Wed Aug 13 13:09:27 2014 Info: MD 1361 rel eased from quarantine "Policy" (manual)
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Wed Aug 13 13:09:27 2014 Info: MD 1361 rel eased fromall quarantines

Wed Aug 13 13:09:27 2014 Info: MD 1361 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Aug 13 13:09:27 2014 Info: MD 1361 interim AV verdict using Sophos CLEAN
Wed Aug 13 13:09:27 2014 Info: MD 1361 antivirus negative

Wed Aug 13 13:09:27 2014 Info: MD 1361 queued for delivery

Wed Aug 13 13:09:27 2014 Info: New SMIP DCI D 169 interface 192.168.0. 199 address
192. 168. 0. 200 port 25

Wed Aug 13 13:09:27 2014 Info: Delivery start DCID 169 MD 1361 to RI D [O0]

Wed Aug 13 13:09:27 2014 Info: Message done DCID 169 M D 1361 to RI D [0]

Wed Aug 13 13:09:27 2014 Info: MD 1361 RID [0] Response '2.0.0 Ok: queued

as C702980356'

Wed Aug 13 13:09:27 2014 Info: Message finished MD 1361 done

Wed Aug 13 13:09:32 2014 Info: DCI D 169 cl ose
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https://techzone.cisco.com/t5/Content-Security-General/ESA-FAQ-What-is-a-Message-ID-MID-Injection-Connection-ID-ICID-or/ta-p/275186
https://techzone.cisco.com/t5/Content-Security-General/ESA-FAQ-What-is-a-Message-ID-MID-Injection-Connection-ID-ICID-or/ta-p/275186
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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