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Policy, Virus and Qutbreak Quarantines

Policy; Virus and Outbreak Quarantines Setting

The Padicy, Virus and Ouibreak (PYO) QGuarantines senvioe is nof enabied,

There are moitiple $eps to centralizing Policy, VWus and Owibreak (PV0) Quarantings, before you can enable Sservice on this ESA...
= To configuine migration of PYO Quarsatines, go bo SMA > Management Appliance > Cantralized Services > Policy, Wires ang Outbresk
Quarantings),
= After you enable service and configure migration on the SMA, refum here bo enable Centralired Policy, Wirnus and Outbreak (PYO) Quarantines
far this £54.

Enable...

SMAE MH[A7} &4 & Ef7} otL| 228 ZXIE EoiELICH

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email
appliances,

Service Migration Steps and Status

Migration Steps Status
Step 1. On this SMA, select ESA appliances o use the cantralizped 1 Email Appliances {ESAs) have the Centralized Quarantines service selected
Palicy, Virus, and Outbreak Quarantines on the SMA,

Te select additional ESA appflances, go to Management Appiiance =
Centralized Services » Securily Applignces,

Step 2. Configure migration of any messages curmently quarantined Migration is configured for all appliances.

on the ESAs
Use the Migration Wizard to configune how quarantined messages will be

mgrabed.

Launch Migration Wizard... |

- Log inta each ESA to start migration and begin using My Service ks not active on 1 out of 1 sclected ESAs,
centralized quarantines.
Log into cach ESA as roguired to enable the service (soo status below),

Emall Appliance Status

Selected Email Appliances (ESAL) Statug

| Salbek Al Action Required: Log into ESA to enable Centralized Quarantine.
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sma.example.com> status

Enter "status detail" for more information.

Status as of: Mon Jul 21 11:57:38 2014 GMT

Up since: Mon Jul 21 11:07:04 2014 GMT (50m 34s)
Last counter reset: Never

System status: Offline

Oldest Message: No Messages

SMAZ} @201 AEHQI B resume BHES M504 CHA| 2RI 2 T2H5104 cpg_listenerE
NESp- i

sma. example .Ccom> resume

Receiving resumed for euqg listener, cpg_listener.
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2. SMAO0{| A Management Appliance( 2| 01&2}0[|21£) > Centralized Services(ZY EF 4 A
H|A) > Policy, Virus, and Outbreak Quarantines(Z32, HFO|2{4A 2 Outbreak ZAE2|)&E MEHE!
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mx.example.com> deliveryconfig

Default interface to deliver mail: In

CIE{H|O|A In0IA SMA EZE 70252 2| ESA 9143 E|AE

rir
inl
Ojo
=
m
>
T
Inl

mx.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. In (192.168.1.1/24: mx.example.com)

3. Management (10.172.12.18/24: mgmt.example.com)

[1]1> 2

Enter the remote hostname or IP address.
[]> 10.172.12.17

Enter the remote port.
[25]> 7025

Trying 10.172.12.17...

telnet: connect to address 10.172.12.17: Operation timed out

telnet: Unable to connect to remote host

O| ZX|E sHZAStE{T ESANIM HE 8t QIE{H|O|AE XIS E Ar&ste AAS2E 7|2 QIE{H 0]
A E FEgLCH

mx.example.com> deliveryconfig
Default interface to deliver mail: In

Choose the operation you want to perform:
- SETUP - Configure mail delivery.
[1> setup

Choose the default interface to deliver mail.

1. Auto

2. In (192.168.1.1/24: mx.example.com)

3. Management (10.172.12.18/24: mgmt.example.com)
[1]> 1

AlLIEI2 4

S &4 Helof oigt AZE=2 7222 TLS(Transport Layer Security) 2 2f £ 3HELICt
ESA01|A‘| IHlOI = R =T E = ?:'!E%h_ SMAO|M Z E 702501 CHEt DCID(Delivery Connection ID)&
dMsts Z O30 22 TLS Al @ 77 EAIE &= U&LICH

Mon Apr 7 15:48:42 2014 Info: New SMTP DCID 3385734 interface 172.16.0.179

address 172.16.0.94 port 7025

Mon Apr 7 15:48:42 2014 Info: DCID 3385734 TLS failed: verify error: no certificate
from server

Mon Apr 7 15:48:42 2014 Info: DCID 3385734 TLS was required but could not be
successfully negotiated

ESA CLIOI M tisverifyE &l&listP S et LI O T AIELICH.



mx.example.com> tlsverify

Enter the TLS domain to verify against:
[1> the.cpqg.host

Enter the destination host to connect to. Append the port (example.com:26) if you are not
connecting on port 25:
[the.cpg.host]> 10.172.12.18:7025

Connecting to 10.172.12.18 on port 7025.

Connected to 10.172.12.18 from interface 10.172.12.17.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher ADH-CAMELLIA256-SHA.
Verifying peer certificate.

Certificate verification failed: no certificate from server.

TLS connection to 10.172.12.18 failed: verify error.

TLS was required but could not be successfully negotiated.

Failed to connect to [10.172.12.18].

TLS verification completed.

O|E& 7|8t 2 SMAS} & 45t7| ?al AFS El= ADH-CAMELOPE256-SHA 2t 532 2l5l SMAT}
1|0 RIBME MSotx| ZELICEFI ZALE Soll ZE ADH &7} Z[o{ QIEME MSstx| e
£ T QIS AFRBICHE A2 01T 4 QALICHO{7|M S WS o A5 @ MAHstE
ZdelL|ct o|F 7| stz Al @f s =58 HIGH:MEDIUM:ALL:-aNULL:-SSLv22 HZgtLct.

mx.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl

Outbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> OUTBOUND

Enter the outbound SMTP ssl method you want to use.
SSL v2.

SSL v3

TLS vl

SSL v2 and Vv3

SSL v3 and TLS vl

SSL v2, v3 and TLS vl

51>

— O U W N

Enter the outbound SMTP ssl cipher you want to use.
[RC4-SHA:RC4-MD5:ALL]> HIGH:MEDIUM:ALL:-aNULL:-SSLv2

sslconfig settings:

GUI HTTPS method: sslv3tlsvl

GUI HTTPS ciphers: RC4-SHA:RC4-MD5:ALL
Inbound SMTP method: sslv3tlsvl

Inbound SMTP ciphers: RC4-SHA:RC4-MD5:ALL
Outbound SMTP method: sslv3tlsvl



Outbound SMTP ciphers: HIGH:MEDIUM:ALL:-aNULL:-SSLv2

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1>

mx.example.com> commit

Bl -SSLv2= OHMSHK| 2 2 E 0|22 FIHELICH

PVOE € d3te + 9lom o 82| 2F HIAIXIZH EAIELICEH

Unable to proceed with Centralized Policy, Virus and Outbreak Quarantines
configuration as hostl and host2 in Cluster have content filters / DLP actions
available at a level different from the cluster Level.
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