ZH = EEE& AFS35t0{ SPF £l =72 o|E A
B L7?

St

A 7H

SPF &0l FHIx T &4

oed M

270

0| & Mol M= SPF(Sender Policy Framework) £ 21 ZEIx T Z740| A Wotk|l= ghdod oy
st MHEE S EhLct.

It MH2 #HxH X|HEl= ZE Async OS H{Z(10.x Ol &h)ofl gt ZZFL|ct,

SPF &l 28l= EE =

SPF= O|HY & ¥ EE EXlste ZFEE O|HY AE AlAERCSZ, QoM So{2E= Yol
g Toelef #elXi7t £t SAEMM MEE T U=X]| Folote HY netr|E HI-‘-*LIEL

Cisco ESA(Email Security Appliance)0ilA H Z22 2 HA 9|
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Conditions

Add Condition... |

Order Condition Rule

1 SPF Verification gpf-status == "fail"
Add Action... |

Order Action Rule

1 Quarantine quarantine"Policy")

He 23 = HAIR| o= Cl2 HSE ME 7 EAIELCH

Sat Feb 20 17:27:37 2021 Info: MID 6153849 SPF: helo identity postmaster@example None
Sat Feb 20 17:27:37 2021 Info: MID 6153849 SPF: mailfrom identity

user@example.com Fail (v=spfl)

Sat Feb 20 17:28:15 2021 Info: MID 6153849 SPF: pra identity user@example.com



None headers from Sat Feb 20 17:28:15 2009 Info: MID 6153849 ready 197 bytes
from <user@example.com>

SPF-Status ID & Qloi|= M| 7 x| R0 U&LICH.

1. spf-status("mailfrom") 1D

2. spf-status("pra") ID

3. spf-status("helo") ID
Ol 2I2[A(9.7 O] &) 0o A 2EH = LE{= CSCuw566730 M FXE|T Async OS 9.7.2 0|45 0f A
+HE PRA ZtEF BIti&LICH

DE z[M EE|lA0M 2RI TEE HUE +st7| ol Ml SPF IDE 25 AEFLICH

et 2EIx ZE £ spf-status = "fail'2 Ml ID 25 & ZAHs0] SPF A BHE g A=K =
olstL|ct

Hessage Body or ATLEChmsns

Help
Message Body SPF Verification

URL Category What are the SPF Verification resulis bo mabch?

UAL Reputation

N SPF Verification:

Hadfage Language
Maaorn Detection

] a8 Mone

Pass
Arthchmant Contant Heutral
Aktachmenk File Imfo SeftEad
Artpchmant Protection [ Eail
Subject Hobder TempError
Other Hesder PermError

Envelape Senger

04715| 7HH Dol CHEt & & Q2 s1838tX| f2 22 HERIL Sz HYUS
74

LE = =
gQlst CHE & ID7t otil CHE IDE AAtstEd™ HIAIX| ZHEHE AtEstioF Lt

HA|X| ZE{ZF'HELO', 'MAILFROM' 2! 'PRA' IDO{| CH3H SPF & E #=E 7fEMo=E & ols £~ @l
&L|Ct.

HAIX| EE= CtE&0 Z &Lt

if (spf-status("pra") == "Fail") AND(spf-status("mailfrom") == "Fail") AND

(spf-status ("helo") == "Fail")

HIAIR| ZHE{E ArE35HH AL X7 ZA2|5H0F 3t= SPF EHE S| s H MR Mo 2 miotg

AX|2E, 2EI= ZE{ol= siiE S40| B x| ef&LICH

AsyncOS Advanced User Guide0i| A 7tX{2 H|A[X| EE{0|0{ 042 IDOH| CHaH ME CHE SPF & El
TEE AFSELCH

quarantine-spf-failed-mail:
if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail"){


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw56673/

# completely malicious mail

quarantine ("Policy") ;

} else {

if (spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy") ;

}

}

} else {

if (spf-status("pra") == "SoftFail"){

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy") ;

el HE

. Cisco Email Security Appliance — ?1E £ 7} 0|=
. 7|18 X|¥ 8! XM - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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