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Sourcefire Firepower C|H}O|A

7t4 Cldto|A 2 &

LDAP(Light Weight Directory Service)
« Firepower A& X} 04| 0| ME

ABEIE T4 24
Ol EMo| HE=E OIS AZEQ0o{ X st=Rof HEE 7[gte = gLt

« FMC(firepower Management Center) HH7 6.0.0 0|4}
« Firepower MA H{% 6.0.0 0|4

Ol EMel HE= EY & 32| Cluto|A & Efiz Y ER&LICH O] EAM0| A8 E 2 E ClHt

=
Ol&k %7|SHEI(7|2) HITB0IMOR AR EIR&LICH HA HENITL &S 5 B2 2E
Ho| FAAQ WS 0|2 SXI5HAI7| BHZFLICH
HiE HE

Single-Sign-On &= Passive Authentication 0924 AFE Xt X} 5EH &M ¢i0| HIERZ 2lAA
Sl QIE{L! HM[AOf CHEH AFSKIOIH| HE S 2152 MBELICH Single-Sign-on 2152 Firepower
ALERl O0|HE E= NTLM EEte X 2152 S8l +de = A&LIch

N, 2oz

I

Z& QB9 E¢ o{ELto|dAaE BT 2=040k BL|CH

7
127, Single-Sign-On& Firepower AL X} Of|O|ME T

O 2 MolM= Windows A|ARI0|A Firepower AtEX 0| EE T/t U'Eol| CHolf AHEL
CH.

Sourcefire A& X HO|ME A x| & X[ 7

rx

2CHA|. FMC(Firepower Z 2| ME)E ALE X} of|0|HELQt ST

Firepower Management Center0l 21915t 11 System > Integration > Identity SourcesZ O|S & L
Ct. New Agent(Af OO|THE) S M2 2§ LICH User Agent A|AEIO[ IP FAE F M5t Add(F

7h HE S =g

HE A E K52 Save(ME) HES Z=2IgfLICH


https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118131-technote-sourcefire-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118131-technote-sourcefire-00.html

User Agent

Host Name/IP Address | 152.168.10.11

3EHA|. Active Directory 2t Firepower S &
3AEHH P M

FMCO| 21213t 11 System > Integration > Realm2 £ 0|S & L|Ct. Add New Realm(Af ¥ F71)
SME F=ELcH

Hl—-=

| AMOd

A OH- od

-

o

Oj
al

02
fjo

T otH AEste Ol&§/HdBE RIEELICH

0%

A

O

=0

AD & TH|Q!: Active Directory2| =MH|Ql 0|5

CIHEZ| At& %t O|F: <username>

C|ME{2] &% <password>

Base DN: A|ARI0| LDAP CIO|E{H|O| AN M HME AR 5tE ZHIQI E= £% OU DNYILCH
& DN: & DN

1 A Ol H-|

S, O

I
Am

Add New Realm
Name *
Description
Type *

AD Primary Domain * servertest.com ex: domain.com

Crectory Username * .$Mﬁlwﬁn | ex: user@domain
Directory Password * [ ]

Base DN * demservertest, demeom 2 su=user,dc=cisco,dc=com

Group DN * En=TAC, cunSecurity-Team,dcmser|  ex: cumgroup,de=cisco,do=com

Greup Attribute Mermber >

Ol #ME 7|2 DN ¥ 225 DN g2 #elste ol 20| Lot

Active Directory LDAP 7% 44 Alud

3.2EAH CIHEZ| MH F7I


https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118721-configure-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118721-configure-firesight-00.html

ChS BHZ 0|S3t2A™ Add(F7t) HEE 228t CHE Add directory(EIREE| F7t) SMg 23

SAE O|E/IP TA: AD Q| IP TA/EAE O|EE2 FAsHLICE

X E: 389 (Active Directory LDAP ZE 1% )

[T

2f 3 3}/SSL QIEAM: (Bl AHE) FMC2H AD M 7He| 1A S S 3teteiH ChEE T st MA2.

2 M: FireSIGHT System0| A Microsoft AD Authentication Over SSL/TLSS| 215 ZHA| &9l

Echt directory

Hostname [ 1P 192.164.10.11
Address

Fort 389
Encryption

FMC7t AD Mol 4Z8E & Q=X & lsed™ Test(BlAE) HES =g LICH
3.3EH g Aol

AD Mu{e| & 7Hm|1eio|ME & 2l5t2{™ Realm Configuration(Q¥ 4|22y 0|M)2 2 0|55t
1 AD Hu[aso|ME £=HE = A&LICt

3A4EHA ALEX CIOIEHO|A CHRZE

AD MH{0 M At Al T O|E{H|O|AE 7HR{224™ User Download(AHE At CHREE) SMOE 0|
gt

AMEX Y O CIREEE CIREZCE 35T FMC7F ADO|| ©4735104 AF2 A} O|O|E{H|O|AE CIRZE
st Bl of cish AlZH Z+AE Ho|5tE{Td o] EQlEts EAdsleLct.
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https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118635-technote-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118635-technote-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118635-technote-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118635-technote-firesight-00.html

Orectory _Ream configuration_[[TEEgmree]

# Download users and groups
Begin sutomatic download at |12 v | |aM | ¥ | America/New York Repest Every 24 | | Hours
vy Download Now

Avallable Groups & Groups to Include (1 Groups to Excude (0

O|O|X|ofl EA|EI CHE AD &EHE & g8t &Lict

[thrwew Analysis Policies Devices Objects = AMP

Dashboards » Reporting Summary »
Cisco €SI - Identity Sources  aStreamer  Host Input Client  Smart Software Satellite

Mame Description Domain Type Base DN Group DN Group Attribute State

ervertest-1 Global D de=servertest, dc=com cn=TAC, ou=Security-Tear member &0

[

ATHA| 1D M= A

ID M= AKX} Q1B S
HEELICE o|H A st
EL|C}.

S-ELICH AF8XL7t Q1B SR fe™ HEL|T 2lA A0 CHEF HAMATE
ZE o] HERIT & B|AA0i RBAC(Role-Based Access Control) 7t 24&

4_1E|-7:” & EEA(EI-A-I 0|§)

24 QIBoIME B2t x{olM AHSRL O|8/HILHM S E 23st0 BE ¢1HS 5I8E ALSXA IDE
= oIz 35

AleshL|CH HEIR XM 215 mO|X|Z2 AFEXIE 215 LENTLM /522 XIS 2 Q158
LICH NTLM2 2 HEIRK{E AI235l04 @915 HMEE ELiT 2h&LICh Active Authentication(4E]
H B ME CIEEt K82 AFE5H04 AFXHQ| IDE & QIEFLICH CHYEt 215 fE2 S 2

&LiCt.

1. HTTP Basic: O] -0l M= EEIX{7t AEX At EEE == HAIXIE EAIRLICH

2. NTLM: NTLM2 Windows |3 AH|0|M At SHE ALE5t0{ B HEFRXHE Sall Active
Directory@+ 34 gfL|CH HEIR XM NTLM Q152 & 43tsHoF gfLICH AF8 Xt 152 R4
SYHO CHst ZEZ E Q0| REHSHAH +HELICH ASAAH B 230 82 MSELct

3. HTTP Negotiate:O| R MH= AARIO|NTLMEE Q152 A& L|CH AlmHstH M=
HTTP 7|& 918 82 Al o= ALt AMS X AHZd S o CHEt CHst 4XHE E A
%I-L||_—_|.

4. HTTP Response(HTTP &) H|O|X|: O| H|O|X|= HTTP 7|2 |R& 1t RAISHK|BH AFS AL H
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= A= HTML 4z 215 stete HIAIXITH ALS KLl A Z AlELICH
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Generate a simple self-signed certificate using openSSL -

Step 1. Generate the Private key
openss1 genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openss1 req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openss1 x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt

Policies(Z3%H) > Access Control(2{ Al X|0{) > Identity(ID)2 O|S & LIC}. Add Policy(2H F£7HE
22jst1 Yol 0|52 xIHst ohg MY ELICH

New Identity policy

Name Identity_Policy
Description

Active Authentication(Z4 @1&) RIS Z 0|& 3t Server Certificate(AH] 215 A) SM0f|A ot0O|E
(+)2 225t openSSLE ALE35t0{ O|F EHAI0 M MM QIE A 2 7HQl 7|8 Y2 = Lct

Overview Analysis ISR Devices Objects AMP . System Help admin v

Access Control » Identity Network Discovery Application Detectors Correlation Actions »

Ideﬂtlt\j_PDl ICY You have unsaved changes | [ Save J l 3 cancel J

Enter a description

GG Active Authentication

Server Certificate * Self_Sign_Cert | O
Port = 885 (885 or 1025 - 65535)
Maximum login attempts * |5 (0 or greater. Use O to indicate unlimited login attempts)

Active Authentication Response Page

This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication
Type.

System-provided » 4

* Required when using Active Authentication

O|X| Add rule(m# = =7t HEE 2=t 720l 0§ S XIHE THS HYUE Active
Authentication(&d 215)o = MEHEFLICH AL XL Q15 S EH3tsitie &AM Y O, AA/THY



HELIE Folgrich

O EtAH0I M T8t Reaim(@ )Tt ALS AL o 7HE ®gtdt ol

Add Rule

Hame | Captive_Portal ! Enabled Insert | into Category ¥ | | Standard Rules
Action | Active Authentication ~ | Realm: Servertest (A0)  Authentication Type: HTTP Negotiste Exclude HTTP User-Agents: None

Realm & Settings

Zones  MNetworks WVLAN Tags  Ports

Reaim * Servertest (AD) v &
L Tdentify as Special Identities/Guest if suthentication cannot identify user

Authentication Type
Application Filters &

|4 Search by

HTTP Negotiate 2
Available Apphcations (83) &
%4 Search by name
‘Rlsl:s (Any Selected) B
Bl very Low 15 |_|
Ol bow ™ advanced Packaging Tocl
1. Medium ] Airklay
; ;Hluh ] Amazon Instant Video
* Required Field

Exclude HTTP User-Agents (0)

T Adcbealr

S ZHof CHet ASA Zix|28o|M

ASA Firepower 22| 3%, & EHE F3517| 2I5H ASA0|M o|z{et BHEE F&LCt.

ASA(config)# captive-portal global port 1055

ASA# show asp table classify domain captive-portal

N mo

o
I

Z = HE2 ASAHT 95(2) Ol4 oM MAEE == A&LICH

4.2EHA| Single-Sign-On(+& Q15)

=& Q50| M= Firepower AHEXF7F 2015 ADE

QEe £+ U A2 THIQ! AFE X} of o|H
E7 ADS| £t 204 ALSXH-IP OHE MEALE 2 £35t1 0| HE E FMC(Firepower 22| Al
E)et 3R ELICE FMCE HMA HMo{E Alst7| @lal ol2{st ME HEE MAME MESFLCH

25t #=lof 0|2 X|Z8t CHR Action as Passive

215 S gyslsities A4/MM Y dH, 4

4

=
Authenticatlon( s s
AJCH |:||E-c|’—-|ELE HMolgrLct.



Ol EtAH0 M T8 Realm(¥ )1t 0 o|O|X|of| EAIE CHZ BtF0f 7t XMeeh 215 fIs
et |C}
—H .

THAIZ 1B O] AL A IDE AIEE 4 9= Z2 07| Active QB2 B Wig MEE 4 9
&Lt
= .

Editing Rule - Captive_Portal

Name  Single_Sign_On Enabled

Action | Passive Authentication ¥ | Realm: Servertest Authentication Type: { Exclude HTTP User-Agents:

Zones  Networks  VLAN Tags  Ports Realm & Settings

Realm * Servertest

_| Use active authentication if passive authentication cannot identify user

* Required Field

5CHA|. HAM|A Ko HH T

Policies(Z3%H) > Access Control({ M| A |01) > Create/Edit a Policy(Z2 M4/+=H)2 O|S & LICt

ID MAH(RI2 A D AE)S 2251 o|x Bl M FAIEH ID MRS MEfs Che o] o|OlX|of
AE TH2 OK(Hel) HE S S=isfLich

FH

Identity Policy

Identity_Paolicy

Revert to Defaults

grLICH Users(AF&XHZ 0|& 3t 0] o|O]

2f Lt
£ MEELICH HE A E MEstedH

N g %762 Add rule(FE 27 HES 22
Xlofl ZAIE CHE AMA o] 70| MEEl= MAEXE
OK(% )& 2251 Save(ME)E 22/8fLict.



Editing Rule - Allow_LAN_User

Name | Allow_LAN_User

Action " allow

@ Enabled Move
v | 1IPS: no policies  Variables: n/a  Files: no inspectio

Zones Netwarks  VLAN Tags m Applications  Ports  URLs .. ISE Attributes
Available Realms & Available Users &

n Logging: connections: Event Viewer

Inspection  Logging
Selected Users (2)
a Servertest/sunil
& servertest/admin

[ =4, Search by name ar value |

| 4, Search by name or value

@ special Identities
@ servertest

6Tl HMA Ko M= L=

Deploy(T5) M2 535104 Device(C|HIO|A)E MEHEI T Deploy(7F) SME 22/5t0{ I
ILE1|0|*=| 3 AP%% .*_A‘IE FAIRLICH HAIR] ME] ofO|Z2 (& LU AAR SM ALO|2] of0|Z

SMoM HHMo| 2E 2 ZLIE{RIS 1 0| o|O|X|o ZAIE CHE HA0| MZHoZE M EK|0{0f 5
EXI EolgfL|ct

0Il



System Help v admin ¥

¢ Deploy Policies Version:2015-12-10 09:29 PM ? X |
] Device Group Current Version
| @ NGFwW 2015-12-10 09:14 PM

© NGFW Settings: NGFW

D Access Control Policy: NGFW_Policy
@ é---Intrusion Policy: Balanced Security and Connectivity E
\_,) é---IntrusiDn Policy: No Rules Active £
J é---Identity Policy: Identity_Policy

@ '-DNs Policy: Default DNS Policy

\_z) Network Discovery

&) Device Configuration(Details)

Selected devices: 0 Deploy Cancel

7TEA. AEX O|HE I 44 O|HIE HLIEZ

S4KH & SHEl A2 XE M2 Analysis(E4A]) > Users(AF2 A} > Users(AFHE At MMM AFEE
olaLCh.
AA EH

User Activity Monitoring(AtE At & 2 LIE{R)2 o AFEXI7F o IP FAQ HAKIREX], O
2|1 AFEXI7F HE[H EE= THA[E QB0 ol A|AEI0| o|al ofEH B X|EIRA=XIE mtest= O
T 20| ELICH Analysis(244) > Users(AF& K} > User Activity(AFHEAF & 5)

User Activity

Table View of Events > Uszers

Mo Search Constraints (Edit Search)

» Time Event Realm * Username Type Authentication 4 1P Address »
Type
3 2015-12-10 11:15:34 User Login  Servertest 4 sunil [C] LDAP  Active Authentication 192.168.20.20

3 2015-12-10 10:47:31 User Login  Servertest I + admin LDAP  Passive Authenticationl 192.168.0.6

Analysis(243) > Connections(21Z) > Events(0|HIE)E2 0|S35t0{ ALEXI7t AI&St= EiE /Y
2 ZLEZELICH



Analysis Wall= el AMP Deploy &, System Helpv admins
Context Explorer Connections » Events Intrusions » Files v Hosts » Users v Vulnerabilities v Correlation v Custom Search
Bockmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events "
Il 2015-12-05 00:17:00 - 2015-12-12 01:22:07 2

Connections with Apolication Details » Table View ur Connection Events Expanding
» Search Constraints (Edit Search Save Scarch) Disabded Columins

Jump ts... ¥

~ First Packet % Last Packet Actlon ¥ Initlator IP 3 Initiator Usgr Respander IP Access Control Rulg Ingress Intgrface Egress Interfacg * Count

' 2015-12-11 10:31:55  2015-12-11 10:34:19  Allgw 192,168, 20.20 4 sunil {Servertestisunil, LDAP) 74.201.154.156  Allgw LAN User Insige-2 Dutside 1

' 3 2015-12-11 10:31:59 Al 192.168. 2020 4 sunil (Serv \sunil, LDAP) 74.201.15%.156 Allow LAN Liser Insige-2 Quisige 1

' 2018-12-11 09:46:38  2015-12-11 09:48:29  Allow 192,168 2020 4 sunil (Sarvertestisunil, LDAD) 171194207113 Allow LAN Usar Insige-2 Dutside 1

1 2015-12-11 09:46:28 Allgrey 192.168.20.20 | sunll (Servortestisunil, LDAP) 173,194.207.113  Allow LAN User Inside-2 Quiskle 1

: ] 2015-12-11 09;46:0F 2O015-12-11 09:46:58  Allew 192, 168.30.20 4 Eunil (Servertestiaunil, LDAP] 173194207 113  Allowy LAN Lsar Insige-2 Qutside 1

' 2015-13-11 09:46:07 Allgw 192.168.20.20 4 sunil (Servertestisunil, LDAP) 173.194.207.11 Allow LAN User Insige-2 Dutside 1

3 D15-12-11 09:45:46 015-13-11 09:46:36  Allgw 192.168.20.20 4 2unil iServeriestisynil, LDAP] 173,194.307.11 Allgw LAN User Insige-2 Dytsige 1

Last login on Thumsds

al H7H
x =
Eff= =50 #HE A8X 21E5/218 RE/AEX}-IP OHE/HAM A 7EIS 2Ql5t2{H Analysis > Users2 0| S & LICt

FMC(firepower Z 2| ME{)= TCP ZE 33062 Al2350{ ALEX} O 0|MEZRE AIA &5 21
ClOIEE = AlgrLict

FMC MH|A AEE &QI5tEdH FMCOA O HEE AL ErLICT

admin@firepower:~$ netstat -tan | grep 3306

FMCO| A THZ! Z4R{E A~ St0{ User Agenteto| AZE EQlgLICEH

admin@firepower:~$ sudo tcpdump -i eth0 -n port 3306

FMC7} User Agent2 2 E{ AFE X 2021 MR HEE £ 4I5t=X| 02 & & 2l5t2{H Analysis >
Users > User Activity2 O|S &tL|C}.

FMC2} Active Directory 7ZH2| 2443 &2l
FMC= TCP EZE 3898 AI&35t01 Active Directory &{L|LC}.

FMCOIAM ZHZ! 41X E AIEH 50 Active Directory2t2| 9142 & Qg L|Ct.

admin@firepower:~$ sudo tcpdump -i ethO -n port 389



FMC & Zxm|adioldol ALSE AHE XL RH3 ZFol| AD ALEX CIO|E{H|O|AE 7HKE + =
SEE Heto| U=X| EHelst A,

n

MC & Hu|ago|dE &elstn AF8AHAEOI CH2ZE R AFSAL MM AlZh =07t SHEZ
H FEEIRA= X &g Lot

Message Center(H Al X| MlE]) > Tasks(XF) 2 0|5 sto4 0] o|O|X|ofl EAIE CHE =i AFEXE/
ECREC I M3XMoz dZ LR EKX| &QlgtLct.

Deploy &) System Help admin

Deployments Health | © Tasks & 7
(20+ total ) 0 waiting 0 running 0O retrying 20+ success 1 failure
" LDAP Download - Global 25 M

Download users/groups from servertest-1. LDAP download
- successful: 1 groups, 0 users downloaded

' LDAP Download - Global 4m 53s M

I Download users/groups from servertest-1. LDAP download
successful: 1 groups, 5 users downloaded

ok
[utok

firepower MAQL A= A|AER] 70| 473 & O(

O | F A Olg)

O -

ok

[ Q1B 0| AR 915 2 ZE VI FMC ID HAMo| M HIZ2H T EIREX| &QlgtLct 78X
2 Firepower M= &4 215 S 2?5l TCP ZE 8850 M =41 CHZ|&LCt.

[0

AAH 1 A) Ol AARH HY 3¢

o T o x O 1

A
ro

=0

Realm(Q¥2d), Authentication type(21& 7 &), User agent(AtE A} 04| O|HE) &! Action(ZF ) EE7}
ID E20| A SHIEH FHER= K] EUELICH

ID HZ{o| HAM|A Mo HAnt SH=EH AZEEUR= X[ ZH QgL

Message Center(HIA|X| ME]) > Tasks(2 )2 0|S3t0] WM £ F0| 83O 2 HRE[UJ=X| =
QIgLCt.

O|HE 21 B4
A U AMER S O|HEE ALS5t0o AA8R 21019| 4F o{F E TIHHY + U&LICH ol E
ojHlE

r

b

E220] ofH HMA Ko 20| MBE[=X| &HQE = JU&LCt
Analysis(24]) > User(AF& X E 0|535t04 AHE A} O|HE 2O & EQIFLICH

Analysis(&4d) > Connection Events(21Z O|HIE)Z 0|S35l04{ 42 O|HIEE & QIFL|Ct
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