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. AZEQ o] HE 54,1 0|42 AEEHE ASA Firepower 2E(ASA 5506X/5506H-X/5506W-X,
ASA 5508-X, ASA 5516-X ).
. AZEQ|0{ 7 6.0.0 O| &2 A&5t= ASA Firepower & (ASA 5515-X, ASA 5525-X, ASA
5545-X, ASA 555-X)
. ASDM 7.5(1) O| 4
Ol 2Mo| BEE S8 & #380| C|HI0|A & EOi2 FgE|/f& LT 0] Aol AEE E% C|dt
Ola= 7|s>_+5|(7|%) Ao|agolMde 2 Al&EI?iaI—IEL%dXH HERZ7} &&S el 8%, 2

BEo{e| MM I O|2] SKIstAlZ| HFEfLICH

HiE e

(=)
OHIE &8
Firepower Module O|HE = F 7tX| R 2 EFE = A&LICH

1. Traffic Events(Connection events/Intrusion Events/Security Intelligence Events/SSL
Events/Malware/File Events).
2. A|AE O|HIE (Firepower OS(2 Y #i|A) O|HIE).

T
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1E+A|. Syslog M Zix| 128 o|M

EoHE o|HIEof CHEt Syslog AMHE T 435t2{T Configuration(Z1Z| 124 0|44) > ASA Firepower
Confi guration(ASA Firepower Z1I| 1284 0|M) > Policies(Z &) > Actions Alerts(2¢] & &)2 0|S 3t
1 Create Alert(Zd 1 M4) EECI2 0lwE Z2/5t 1 Create Syslog Alert(Syslog B d44) M
2 MEdSFL|C}H Syslog MEH2| ZHS l=dstLct.

O|&: Syslog MH{E 1 R5tH AlHst= O|&2 RIYELICH

Host: Syslog MEHH2| IP F4/EAE 0|2 K[HELICEH

X E: Syslog MO ZE HE E X|&&hLC}.

7|S: Syslog Mol +&E 7|58 MEARLICE

HZAE: Syslog Aol FHE MZ T E MEHEFLICEH

EH2: Syslog HIAIX|o EAIE Ei1 O|FE K| LICH



File View Tools Wizards Window Help (FHE R e | = nmm

@ Home (9 Configuration Monitoring Q Deploy = GReﬁesh o Back @ Forward ? Help CISCO

| Device List 5 8 x|

gB Add ﬁ Delete ﬁConnect

| ASA FirePOWER Configur... 1§

=5 Policies i Edit Syslog Alert Configuration
3 Access Control Policy
1@ Intrusion Policy MName Syslog_Server

.~ Intrusion Policy
[} Rule Editor
| Files

m

|192.168.20.3

ssL Port |514

Actions Alerts

L Identity Policy Facility | ALERT
""" (8 o Poicy Severity | ALERT
= % Device Management
. Device il Tag
g el e
&9 Device Setup
R Frewal [ Store ASA FirePOWER Changes ] [

2EHH.SNMP A 74

EoHE o[HIEo| CHEt SNMP E3 MEE T 435t2{% ASDM Configuration(ASDM 71| 12| 0| 44)
> ASA Firepower Configuration(ASA Firepower Z1I| 124 0|4) > Policies(Z32) > Actions Alerts(Z}

A 22 0S5t 1 Create Alert( 28 MA) EECH2 M52 225t Create SNMP Alert(SNMP
o2l M) S M2 MEfE LI

Olf: SNMP E3 MHE T35t Algsts 0|52 XIFELICH
E3 MBf: SNMP E3 MB{O| IP F4A/3AE 0|58 X|I™ELICH
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FHFLIE| X Version SM0|A{ v1 EEE= v2& MEHSH 42 SNMP R LIE| O|E S X|™HEL|Ct.
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QIF: o ZM2 SNMP v3 ZI|aefojMo| YR AULICLEHAIE 782 Q158 MSELICH
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Edit SNMP Alert Configuration SNMP Version V1/v2

[
Mame | SNMP_SERVER_1

Trap Server | 192.168.20.4

Version [v2

Community  |Secret
String 5

Edit SNMP Alert Configuration SMNMP Version V3

I
Mame | SNMP_SERVER_1

Trap Server | 192.168.20.4

Version | v3

User Name | userl

Authentication
Protocol

Privacy
Protocol

Password

Engine 1D fExample: 12345678%a

[ Store ASA FirePOWER Changes ”

EffT] o|HE &S ¢t Zu|adolM

HE o[ Eo| CHEt 2 2Z ALE

Egfzio| 2Z 0| M BMA FEof| 5t 44 o|HIET MMHELICHAZE O[HE| CHE
ol 2ZE g43l5t2{™ (ASDM Configuration > ASA Firepower Configuration > Policies >

Access Control Policy)0l| A HAMIA F2|2 HESD logging S M2 2 O|SEfLICEH

27! 82 Beginning and End of Connection 5= Log at End of Connection 2 #1848t L|C}
.Send Connection Events to SM2 2 0|Sst1 O|HIEE 2'd 2[XIE XIHELICH

Q|% Syslog MHHE O|HEE T1&52{H SyslogE MEHE S EECHR S 504 M Syslog &2 &
e Ad HetLIc MEdX o 2 &7} ofo|2 & 2 2/510{ Syslog &2 8 F7HE &= U&LICH

SNMP E&f MHZ 914 o|HEE ELH2{™H SNMP Trap% MEfSt OHE E&CH2 S50|M SNMP
o> SEHS MEEL|cMEiM oz &7} olo|2E 225104 SNMP €2 S22 FIHE = UL



Configuration = ASA FirePOWER Configuration = Policies > Access Control Policy

ASA

Editing Rule - WebsiteBlock

Mame | WebsiteBlock ¥} Enabled Hic
Action | 3 Block with reset w | IPS: no policies  Variables: n/a Files: no inspection Legging: connections: Event Viewer, syslog, =
[ Zones I Metworks I . Users I Applications I Ports l URLs I ISE Attributes Inspection I Logging I

® Log at Beginning and End of Connection

Mo Logging at Connection

File Events:

Send Connection Events to:
¥| Event Viewer
#| Syslog (Connection Event only) | Syslog_Server

#| SNMP Trap | SNMP_SERVER_1 ¥ @8

el oHEo| CiEt o|f =2 EHds

AL &(snort &7 L 2 EEf=int UX|E m &Y o|HIET MMHELICH & OHIEod CH
5t ol 222 #3524 ASDM Configuration(ASDM 5"ULIILEﬂOI)\") > ASA Firepower
Configuration(ASA Firepower 711|124 0|M) > Policies(Z#) > Intrusion Policy(& & &2) >
Intrusion Policy(£2] HA)Z o|S & LICHAf 21 HMS MMH5HL 7|& & HME £-Ehict
.Advanced Setting(112 ™) > External Responses(2|f SEHZ 0|SEL|C}.

2Ql O|HEE 2|8 SNMP MHHZ T4 6t24™H SNMP Alerting(SNMP & 2)ofl A Enabled (& 43%H8)
SME MEE O S Edit(d) SMS SR LICH
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SNMP v3 &4

EZ AH:0| o|O|X|ofl EAIE! CHE SNMP E3 MH{2| IP FA/ZAE O|F2 XIGELICH

Ol&E &% :X|&HQIS0f et S 2LICHSNMP v3OAME SHA| &4 AI25t0{ HUHS E 015
grLct.

Private Password: & £ 5t0i| CH8 H|Z#HZ & K| LICHSNMP v3= DES(Data Encryption



Standard) E5 £ E AIE35l04 O| HIHHZ E 25 3ELIC.

A%t O|B:ALE X} OIF S XIHEELICH

Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information SNMP Alerting < Back

Rul .
Hies Settings

= Advanced Settings
Trap Type * as Binary as String
Global Rule Thresholding

_ SNMP Version (® Version2 Version3
SHNMP Alerting
Policy Layers SNMP v2
Trap Server 192.168.20.3

Community String  |Secret

Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information /2 SNMP Alerting < Back

Rl .
Hies Settings

= Advanced Settings
Trap Type ® as Binary as String
Global Rule Thresholding

_ SMMP Version Wersion2 (® Version3
SNMP Alerting
Palicy Layers SNMP v3
Trap Server 192.168.20.3

Authentication Password |ssssssss

words must be 8 or more characters)

W
o
@

Private Password CLTT T (SHNMP v3 p

Username users

Revert to Defaults

0jo

Q|F Syslog MHZ & O|HIEE T&5tedH SHS MEYELICH A& Syslog | 11 217 Cf
HE SMS MEHELICH

AZtE:Syslog ME{0]| AE MZtZ & MEHSHL|CY

Configuration > ASA FirePOWER Configuration > Policies = Intrusion Policy > Intrusion Policy O
Palicy Information. 2y Syslog Alerting < Back
Rules ,
Settings
B Advanced Settings

Logging Hosts [192.168.20.3 (Single IP address or comma-separated list)

Global Rule Thresholding

. Facility ALERT r

SHMP slerting

Priority EMERG v

Syslog Alerting

Policy Layers
i Revert to Defaults

IP 2 oF QIE2|MA/DNS Hot QIEIB|FMA/URL Eot QIEIE| AN CiEt 25 22 A5



IP Security Intelligence/DNS Security Intelligence/URL Security Intelligence O|*HE = EE{Z/0| IP
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o QIEZ[MA O|HIE O] CHEH 2| 2EZE &/J35t5t21T4 (ASDM Configuration > ASA Firepower
Configuration > Policies > Access Control Policy > Security Intelligence),

IP/DNS/URL CIRAZ|MA O CHEt 22 & d3tsted™ o|O|X[of EA|E! ool Z=IFLICt
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ct.
Configuration = ASA FirePOWER Configuration > Policies > Access Control Poli =}

Default Allow All Traffic (2 Show warnings |

B ] Status: Access Control policy out-of-date on device

Identity Policy: None SSL Policy: Mone
Rules | Security Intelligence l HTTP Responses l Advanced l Enable logging for DNS blacklisting Evensts

Available Objects ¢ & Available Zones ¢
, Search for a URL @& Any Whitelist (2)

Networks [ URLs I Netwarks

& Global-Blacklist-for-URL /! Global-Whitelist (Any Zone) [3 ®¥ Clobal-Blacklist (Any Zonel3{ [

- Global-whitelist-for-URL b

y| URL Attackers .~ Global-whitelist-for-URL (AnT & Globddlacklist-for-URL (ARg 27
&/ URL Bogon
5 URL Bots

5 URL CnC

& URL Malware

Enable logging for URL SI Events

4| URL Open_proxy -

SSL O|HEO| Cligt 2|f ZZ A S

SSL O|HE= EEH_ O| 2Z 0| &3t SSL Mol ZE #3I0t Ux|E m SMHEL|CHSSL Ech
Iloj| cHet 9|-r 228 &/435}5t24™ ASDM Configuration(ASDM T4J) > ASA Firepower
Configuration(ASA F|rep wer Tt4) > Policies(Z2) > SSLZ O|SgfLICt 7|& 72l HEASHAHL
M talg Mystn 24 SMH2E O[S FLICHENd of Connection(®1Z2 &) MM EOE
EHErLICEH.

13 CtE Send Connection Events to(?1Z O|HIE ELY7[)E 0|55t O|HEE MEE !IX|E X
x4 oI-L_||:|._

Q|% Syslog A{HE O|HEE = LHZ{H Syslog% MERSH CHE EECHR S50{A{ Syslog &2 &
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SNMP E& MHZ 914 o|HEE ELH2{T SNMP Trap2 MEIS CI2 EELCIR S50iA SNMP
& SEHS MEFLICLMEI Mo 2 F7} of0|22 22/5t0{ SNMP & 8H 2 F7IE = A&
Ct.

Configuration > ASA FirePOWER Configuration > Policies > 551 il

Default SSL Policy

SSL Policy
Editing Rule - SSL_Re_Sign

Name |SSL_Re Sign #| Enabled Move |into Category v | |Stand

Action |55 Decrypt - Resign v | with | Servertest | & [# Replace Key

[ Zones ] Networks I Users I Applications ] Ports I Category l Certificate I DN l Cert Status ] Cipher Suite ] Version l

#| Log at End of Connection

Send Connection Events to:
#| Event Viewer
#| Syslog | Syslog_Server i+ |

#| SNMP Trap |SMMP_SERVER_1 V| ed

AAE OHIE &= 98t 714
AlAE O|HIEO CHEF 0|F 2ZZ ALS

Al A% oM E = Firepower 2 #KI2| AEHE EAIZLICHSNMP BEIRHE A8 5H04 O[2{8F AlA
2 O|HEE EJE 4 YaLich
Firepower ModuleOl A A|AR O|HIES E2I57| 2o SNMP AHE T 44524 SNMP A{B{0l| A
Z3e £ Q= Firepower MIB(Management Information Base)H|AH HEE AISE = UL S 5t=
AAE YA g 5ok Lict

ASDM Configuration(ASDM Z1I| 2184 0|4d) > ASA Firepower Configuration(ASA Firepower 71|71
&|0|M) > Local(2Z) > System Policy(A AR HA)Z 0|55t SNMPE Z2|8fLCt.

SNMP HHZ: Firepower Module2 SNMP v1/v2/v3E K| HEFLICH SNMP HEE X|HGHA AL,

R LIE| EAtd: SNMP HH S MolM vinv2E MEHEH B2 Community String Z =04 SNMP 77
LIE| O|§ S =dFLct.

M-EXt O|F: version MM v3 S S MENSH ZAdd User(AH& XL F£71) HES 286t
Username(At2 X} 0|8) Z =0l Username(AH& A} 0|8)S X ELICEH

CI&: 0| M2 SNMP v3 ZAI|agfo|MHe| AR ILICEMD5 EE= SHA € 1EI& S At
ElHAIX| Q15 ZEE J|Ho 2 QIS8 MEELICLAMA| LD E|IES MENS T -2
L|C}.

in Password(H| 2 %) ZEQIS 7|5 AFE5X| 2622194 None SMS MEHFHLICY.
7Hel HE: 0| SMH2 SNMP v3 ZAI|adio|Me| LR QILICHDES/AES d T E|&EE AI85t0i &=

& MSELICLYSst Z2EZS MEstTIP
75& A83stK| k224 None S48 ME{EfLICH
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Configuration > ASA FirePOWER Configuration > Local = System Policy

Policy Mame Default

Policy Description Default System Policy
Status: System policy out-of-date on device

SNMP Version V1/Vv2
Access List

) o SNMP Version Version 2 ¥
Email Motification
> SNMP Commurnity String  [Secret
STIG Compliance

Time Synchronization

| Sawve Policy and Exit || Cancel

Configuration > ASA FirePOWER Configuration > Local > System Policy

Policy Name Default

Policy Description Default System Policy

Status: System policy out-of-date on device
SNMP Version V3

Access List
. e User —_—
Email Motification EERTIE userd
» SNMP Authentication Protocol SHA Y

STIG Compliance
Authentication Password tesssans

Time Synchronization Verify Password cansnens

| Save P':'..‘-|IC".-'ar'd Exit |1 Car‘C€| | F||'i|~,'a|:-?,' F'rcrt':":ﬂl DES ¥

F'I'i'..-'al:'?u' Password TIIIIL L]

Verify Password P

Add

=

: MIB(Management Information Base) . Firepower Module MIB (DCEALERT.MIB) (/etc/sf/IDCEALERT.MIB)

CtES &l

23Rl o] 8ol Chall ALE 7hsEh &l MAtIt gl&LIch
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