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Configure an &84 server group, The Sccounting Mode attribute is only applicable
For RADIUS and TACACZS+ protocols,

Server Group: |rD_SvR_GRP

Protocol: |RADIUS Rd

Accounting Mode: i Simulkaneous % Single

Reactivation Mode: % Depletion = Timed

Dead Time: |1IZI minutes

Max Failed Atkempts: |3
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RaDIUS Parameters

Server Authentication Park: 1645
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ci scoasat#configure terminal

!--- Configure the AAA Server group. Ciscoasa(config)# aaa-server RAD _SRV_GRP protocol RAD US

ci scoasa(confi g-aaa-server-group)# exit !--- Configure the AAA Server. ciscoasa(config)# aaa-
server RAD _SRV_GRP (inside) host 192.168. 1.2 ciscoasa(config-aaa-server-host)# key secretkey
ci scoasa(confi g-aaa-server-host)# exit !--- Configure the tunnel group to use the new AAA setup.

ci scoasa(config)# tunnel -group Exanpl eG oupl general -attributes ciscoasa(config-tunnel-general)#
aut henti cati on-server-group RAD SRV_GRP
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Ci scoasaf#test aaa-server authentication RAD_SVR_GRP host 192.168.1.2 username kate password
ciscol23
INFO Attenpting Authentication test to | P address <192.168.1.2> (tineout: 12 seconds)
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debug radius TS S5t 0] AlLEI20| 915 RIS 31738 4 SLICH0| B2 RADIUS
M4 CIEHZ SF RADIUS THZ! CI2 e EA38erLIch EAIE 2t Cl ZZoiM C|ZE & Huy
202 ASAOIM ACS MHHE T&E HZIQlLICHS S T2 ACS ME{el SEILICH

11 debug BEE AHEsH7| Tof ClHD BH| Cigt E2 HEE HZSHAAIL.

Q50 4=3tM RADIUS A= access-accept HIA|X|E & & LIC.

ci scoasa#debug radius

!--- First Packet. Authentication Request. Ciscoassa#radius nkreq: 0x88 alloc_rip 0xd5627ae4 new
request 0x88 --> 52 (0xd5627ae4) got user '' got password add_req Oxd5627ae4 session 0x88 id 52
RADI US_REQUEST radi us. c: rad_mkpkt RADIUS packet decode (authentication request) ---------------

----------------------- Raw packet data (length = 62)..... 01 34 00 3e 18 71 56 d7 c4 ad e2 73

30 a9 2e cf | .4.>.gV....s0... 5c 65 3a eb 01 06 6b 61 74 65 02 12 Oe cl 28 b7

\e:...kate....(. 87 26 ed be 7b 2c 7a 06 7c a3 73 19 04 06 cO a8 | . & .{,z.|.s..... 01 01 05 06
00 00 00 34 3d 06 00 00 00 O5 | ....... 4= . ... Parsed packet data..... Radi us: Code = 1 (0x01)

Radius: ldentifier = 52 (0x34) Radius: Length = 62 (0x003E) Radius: Vector:
187156D7CAADE27330A92ECF5C653AEB Radi us: Type = 1 (0x01l) User-Nane Radius: Length = 6 (0x06)
Radi us: Value (String) = 6b 61 74 65 | kate Radius: Type = 2 (0x02) User-Password Radi us: Length
= 18 (0x12) Radius: Value (String) = Oe cl1 28 b7 87 26 ed be 7b 2c 7a 06 7c a3 73 19
(..&.{,z.].s. Radius: Type = 4 (0x04) NAS-I|P-Address Radius: Length = 6 (0x06) Radius: Value
(IP Address) = 192.168.1.1 (0xC0A80101) Radius: Type = 5 (0x05) NAS-Port Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x34 Radius: Type = 61 (0x3D) NAS-Port-Type Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x5 send pkt 192.168.1.2/1645 rip Oxd5627ae4 state 7 id 52
rad_vrfy() : response nessage verified rip 0xd544d2e8 : chall _state '’ state Ox7 : timer O0x0
reqauth: 18 71 56 d7 c4 ad e2 73 30 a9 2e cf 5¢c 65 3a eb : info 0x88 session_id 0x88 request_id
0x34 user 'kate' response '***' app 0 reason 0 skey 'secretkey' sip 192.168.1.2 type 1 /---
Second Packet. Authentication Response. RADI US packet decode (response) ------------------------
-------------- Raw packet data (length = 50)..... 02 34 00 32 35 al 88 2f 8a bf 2a 14 ¢5 31 78
59 | .4.25../..*..1xY 60 31 35 89 08 06 ff ff ff ff 19 18 43 41 43 53 | "15......... CACS 3a 30
2f 32 61 36 2f 63 30 61 38 30 31 30 31 2f | :0/2a6/c0a80101/ 35 32 | 52 Parsed packet data.....
Radi us: Code = 2 (0x02) Radius: Ildentifier = 52 (0x34) Radius: Length = 50 (0x0032) Radi us
Vect or: 35A1882F8ABF2A14C531785960313589 Radi us: Type = 8 (0x08) Franed-|P-Address Radi us:
Length = 6 (0x06) Radius: Value (IP Address) = 255.255. 255. 255 (OxFFFFFFFF) Radius: Type = 25
(0x19) Cd ass Radius: Length = 24 (0x18) Radius: Value (String) = 43 41 43 53 3a 30 2f 32 61 36
2f 63 30 61 38 30 | CACS:0/2a6/c0a80 31 30 31 2f 35 32 | 101/52 rad procpkt: ACCEPT
RADIUS_ACCESS_ACCEPT: normal termination
RADI US_DELETE
renove_req 0xd5627ae4 session 0x88 id 52
free_rip Oxd5627ae4
radi us: send queue enpty

ol

—

Ol

O| Ami5tH ACS M7t HH|A HE HIAIX|E TS ELICH

ci scoasa#debug radius

!--- First Packet. Authentication Request. Ciscoasa# radius nkreq: O0x85 alloc_rip 0xd5627ae4 new
request 0x85 --> 49 (0xd5627ae4) got user '' got password add_req Oxd5627ae4 session 0x85 id 49
RADI US_REQUEST radi us. c: rad_mkpkt RADIUS packet decode (authentication request) ---------------
----------------------- Raw packet data (length = 62)..... 01 31 00 3e 88 21 46 07 34 5d d2 a3
a0 59 le ff | .1.>!F.4]...Y.. cc 15 2a 1b 01 06 6b 61 74 65 02 12 60 eb 05 32

.kate.. ..2 87 69 78 a3 ce d3 80 d8 4b 0d c3 37 04 06 cO a8 | .ix..... K..7.... 01 01 05 06
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00 00 00 31 3d 06 00 00 OO O5 | ....... 1=..... Parsed packet data..... Radi us: Code = 1 (0x01)
Radius: ldentifier = 49 (0x31) Radius: Length = 62 (0x003E) Radius: Vector:
88214607345DD2A3A0591EFFCC152A1B Radi us: Type = 1 (0x01) User-Nane Radius: Length = 6 (0x06)
Radi us: Value (String) = 6b 61 74 65 | kate Radius: Type = 2 (0x02) User-Password Radi us: Length
= 18 (0x12) Radius: Value (String) = 60 eb 05 32 87 69 78 a3 ce d3 80 d8 4b 0d c¢3 37 |

TLL200 X% K..7 Radius: Type = 4 (0x04) NAS-|P-Address Radius: Length = 6 (0x06) Radius: Value
(I P Address) = 192.168.1.1 (0xCOA80101) Radius: Type = 5 (0x05) NAS-Port Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x31 Radius: Type = 61 (0x3D) NAS-Port-Type Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x5 send pkt 192.168.1.2/1645 rip Oxd5627ae4 state 7 id 49
rad_vrfy() : response nessage verified rip 0xd544d2e8 : chall _state '' : state Ox7 : timer OxO :
reqauth: 88 21 46 07 34 5d d2 a3 a0 59 l1le ff cc 15 2a 1b : info Ox85 session_id 0x85 request_id
0x31 user 'kate' response '***' app 0 reason 0 skey 'secretkey' sip 192.168.1.2 type 1 /---
Second packet. Authentication Response. RADI US packet decode (response) --------------c-ommoonn

-------------- Raw packet data (length = 32)..... 03 31 00 20 70 98 50 af 39 cc b9 ba df a7 bd
ff | .1. p.P.9....... 06 af fb 02 12 Oc 52 65 6a 65 63 74 65 64 0a 0d | ...... Rej ected.. Parsed
packet data..... Radi us: Code = 3 (0x03) Radius: ldentifier = 49 (0x31) Radius: Length = 32

(0x0020) Radius: Vector: 709850AF39CCB9BADFA7BDFFO6AFFB02 Radi us: Type = 18 (0x12) Reply-Message
Radi us: Length = 12 (0x0C) Radius: Value (String) =

52 65 6a 65 63 74 65 64 0a 04 | Rejected..

rad_procpkt: REJECT

RADI US_DELETE

renove_req 0xd5627ae4 session 0x85 id 49

free_rip 0xd5627ae4

radi us: send queue enpty

#ed HE
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