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1. Configuration(7t4d) > Clientless SSL VPN Access(&20|21E2|A SSL VPN YAlA) >
Connection Profiles(2d4d T2} )& MEYEFLICEH

2.9 z2nle MEiS D EditE S 28t

3. & Zeof HEls Y=EELct

§% Cdit Clientless SSL ¥PN Connection Profile: ExampleGroupi EI
'_m Marme: 'Exarnpﬂuﬁrnl.pl
- Advanced
Aliases: |Grl:u.|':ll
futhentication [%‘
Methad: o aas O Cetifieste O Both
AAA Sarvar Group: ILDEF\L ;I Manage... |
Default Group Policy

Group Policy: IDfItGrpF'-:lin:w,-' ;I Manage. .. |

Clentless 551 YPM Protocol: [ Enabled

Ok I Cancel | Help |
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| Conbguration > Hemote Access VPN > Clentless 551 VPN Access » Connection Profiles
Configure Chertless S5L VPN access paramebers.

; Access Inkerfaces
Enable intesf aces For dientless S50 ¥PN access, and indicate whether bo require a certificate for access,

Irtecface | Alowhceess | Requine Chert Certificate |
loside =] r
firusice r r
Aoress Port: 443
Chck here to Assign Certifcate to Inteface
| Connection Profiles

Connection profile (tunmel group) table below contains reconds that determine connection polices. & record idertifias & defaul group policy for the connection and
contains probocol-spedhc connection parameters.
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ci scoasat#configure terminal

ci scoasa(confi g) #tunnel-group ExampleGroupl webvpn-att

ci scoasa(confi g-tunnel - webvpn) #group-alias Groupl enable
ci scoasa(confi g-tunnel -webvpn) #exit

ci scoasa( confi g) #webvpn

ci scoasa(confi g- webvpn) #tunnel-group-list enable

URL 7 3! ESCH2 SH5

Ol MMoME A4 =2 (E{'d 1E)of CHEt URL% T’g8t CHS WebVPN 222! H 0| X[ 9]
Group(1&) ESCI2 w0l sHE URLO| LIEtLIE Mete "c;'_‘?'_% M3 gt group -url over
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osl-'—L—_|.'— 7-|OI|__|[_—_|._
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CZ20h HE - 2EME ZFSAC Profile(AC Z2E)E ™5t <HostAddress> ZEE ™
L|Ct.Windows 2000/XP0{| A 7|2 Z 21t 1} 4(04]: CiscoAnyConnectProfile.xml)2 Ctg C|Z|

E2lof /& LICE.C:\Documents and Settings\All Users\Application Data\Cisco\Cisco
AnyConnect VPN Client\Profile2 & =35 & A|2.Vistal| {|x|= 2F7t CHELICH
.C:\ProgramData\Cisco\Cisco AnyConnect VPN Client\Profile2 & =5t & A|2.

- €A e 2o 38 URL XS U=ELICEOE URL EXHE2| 37+X| 4|0 X[ HEIL
Ct.https://asa-vpn1.companyA.com/Employeesasa-vpn1.companyA.com/Employeesasa-
vpn1.companyA.com(ZH Q! &, B2 ¢i3)

ASDMO{AM o128 =20t Q(E'd 1 §)0ll CHEF URLS #M5t2d™H CHS HAHE 22 LICHURLS
TMstEdE 2 2 &0 CHs ZRod wek gr=ghuct.

1. Configuration(T+4) > Clientless SSL VPN Access(Z2}0|21E2|A SSL VPN HA|A) >
Connection Profiles(21Z X 2 1} 2l)>Advanced(112)>Clientless SSL VPN(Z2}0|¢EZ|A
SSL VPN) I{'&d & HEfgrL|Ct.
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Basic Portal Page Customization: Emplowvess Wi | Manage.. |
= Advanced
General [ Enable the deplay of Radius Reject-Message on the login soreen when suthentication is rejected
Authentication
Authorization | Enable the deplay of Searld messages on the login soreen
Accounting ;
Mame Servers Connection Aliases
Cientless 550 WP @ hdd| @ ol
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ci scoasa#tconfigure terminal

ci scoasa(confi g) #tunnel-group Trusted-Employees type remote-access

ci scoasa(confi g) #tunnel-group Trusted-Employees general-attributes

ci scoasa(confi g) #authentication-server-group (inside) LDAP-AD11

ci scoasa( confi g) #accounting-server-group RadiusACS12

ci scoasa(confi g) #default-group-policy Employees

ci scoasa(confi g) #tunnel-group Trusted-Employees webvpn-attributes

ci scoasa(confi g) #group-url https://asa-vpnl.companyA.com/Employees enable

ci scoasa( confi g) #webvpn
ci scoasa(confi g- webvpn) #tunnel-group-1list enable
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