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ol EMo| M= S5 2 2170l ClHlo|AS ECHZ ZHAE|UALICHO| 2Mol AFSEl 2= C|Ht
OlAE &£7|3HEI(7|E) Al 0lMo2 AR E|UALICHHAY LIESTT} &5 B0l B2, BE
Hao{o| ZxHXQl WS 02| £ KISHAIZ| HhEfLIC

E7| 73

[0
i
|__|
ol
>
>
[0

24 7ol CHE AFMIEH LIS S Cisco 712 &l E7| 7A)

HE<{|3 clojo{2Y

O| EMoMeE CHE U EST dEE AFSELICH

Dulside Interace [P Inside Interface P
162 168.11.2 AT2.16.1.2 /24
'\___h- Nl'fl .fr_.-
Dutside Interface . (HQ)Fwewall -
19216810, 10/24 .

Insida Interfacs IP
1010902 /24
\'.

Inside network
172.16.1.0/24

Inside network
070,110,002

L2L turnel batwean MY
and TH

=32 A el Hm|aefolMeL|ct ol Hm[zefolMo

0| £232 NY(HUB) E¢t 0{Z 20| A of #4xH
£ NY(HQ)2t TN Z+o T 4El IPSec L2L E{'E0| /U &LICH

B NY(HQ) &3t 74

ASA- NY- HQ¥show running-config
. Saved

ASA Version 7.2(2)

!

host nane ASA- NY- HQ

donai n- nane cor p2. com

enabl e password WnXYvt Krnj XqGoul encrypted
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nanes
!
interface Ethernet0/0

narei f outside

security-level O

ip address 192.168.11.2 255. 255. 255.0

nterface Ethernet0/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donmai n- nane cor p2. com
access-list inside_nat0O_outbound extended permit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0
access-list outside_20_cryptomap extended permit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0

!--- Output is suppressed. hat-control gl obal (outside)
1 interface nat (inside) 0 access-list

i nsi de_nat 0_out bound nat (inside) 1 172.16.1.0
255.255.255.0 route outside 0.0.0.0 0.0.0.0
192.168.11.100 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05:00 absolute no snnp-server |ocation
no snnp-server contact snnp-server enable traps snnp
aut hentication |inkup |inkdown coldstart crypto ipsec
transform set ESP-3DES- SHA esp-3des esp-sha-hmac crypto
map outsi de_map 20 natch address outside_20_cryptonap
crypto map outside_nmap 20 set peer 192.168.10.10 crypto
map outside_map 20 set transform set ESP-3DES-SHA crypto
map outside_map interface outside crypto i saknp enabl e
outside crypto isaknp policy 10 authentication pre-share
encryption 3des hash sha group 2 lifetinme 86400 crypto
i saknp nat-traversal 20 tunnel-group 192.168. 10.10 type
i psec-121 tunnel -group 192.168.10.10 i psec-attributes
pre-shared-key * telnet timeout 1440 ssh tineout 5
console tinmeout O ! class-map inspection_default match




default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal pronpt hostname context
Crypt ochecksum a3aa2af b37dcad447031b7b0c8ea65d3 : end
ASA- NY- HQ¥#
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S| HMAZ £ QIZ S 3oF st F7HMQl 23 ArZ o] QI&LICH Ol ofof M= A VPN Bzt
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Owiside Interdace IP Insade Inlerface IP
1921585_12 AT216.1.2 /24

ey, WY -

(HFiresvall L

Outzida Intarace M
192 1681010624 '

Insade Intedace IP
10,1 IZI\1II:' 2 f2d Insiche nebwork

1721610024

Owiside intertace [P
S92 188 12 /24

.-..‘-I E L J ..'
u i -II.'.
Vi £ Insida Interface IP
L] !

/42020201024

Inside retwork
10.10.10.0¢24 ‘

—— PTENIOUS L2L tunned |
betwesan MY and TH )
/_/ Inside natwork
2020200724

Maw tunnel o atded
betaeen NY an Tx

Firewall

EtAIE X|E]

O| MM M= HUB(NY 2&tEd) ot 0{ZE210|HA M =&GHOoF 5t= B4 HXHE MHEFLICH
.PIX/ASA 7.x £ Z:Simple PIX-to-PIX VPN Tunnel Configuration(tt+ PIX- t -PIX VPN E{'d 711]
BHOIMIM Ax 3 ZEEI0|HE(TX W3HH)E +445t= 2edol CHEF REMIEH LIS 2 & elE =+
LI|C}.

1. B0I28 EHTS Holsty| s 253t Boll ABE CHR T THO| A AN S2S 44

ASA- NY- HQ confi g) #access- | i st outside_30_cryptonmap
extended permt ip 172.16.1.0 255.255.255.0
20. 20. 20. 0 255.255.255.0

ASA- NY- HQ confi g) #access- | i st outsi de_30_cryptonap
extended permt ip 10.10.10.0 255.255.255.0
20. 20. 20. 0 255. 255.255.0

Z1: 40| 0|F0{X|2{H EH'Eo| BtriZZ o sHE S HEZof CiFt O ACL(Access

o
Control List) &5 2| gtCiT 0| QJo{ofF & L|C}.
2. 0|48t HERZ 7+e| A2 MQ[stEdH no nat 20i| CHE EF & FIIHELICL
ASA- NY- HQ( confi g) #access-1i st insi de_nat 0_out bound
extended permt ip 172.16.1.0 255.255.255.0
20. 20. 20. 0 255. 255.255.0

ASA- NY- HQ( confi g) #access-1i st insi de_nat 0_out bound
extended permt ip 10.10.10.0 255.255.255.0
20.20.20.0 255.255.255.0
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ASA- NY- HQ confi g) #access- 1l i st inside_nat0_out bound
extended permt ip 20.20.20.0 255.255.255.0
10 10.10. 0 255. 255.255.0

Z1: S4lo| o|Fo{x[eH B el gt ol siiE & HIERZ 0ol CiEr o] ACL & =2 BrrH
u4o| o1o|: stL|c},

3. TXVPN U EQ39| SAE7} TN VPN E{dol| HMAE 4 QIE 2 51240 OIS HHES A
g LICH.
ASA- NY- HQ(confi g) #same-security-traffic pernit
intra-interface

O|=H 8t VPN I|0{7} MZE B Al = Q& LTt

4. M VPN E{dol| CHEH @t 35t B 74| I2j|0|MS AABLIC B E 26+ Aol SYSHDE X
B VPN ZI| 280 MolM AL El At S et HE e 2 A8gLc
ASA- NY- HQ confi g) #crypt o map outside_map 30 match
addr ess outsi de_30_cryptonap
ASA- NY- HQ confi g) #crypt o nmap outsi de_map 30 set
peer 192.168.12.2
ASA- NY- HQ(confi g) #crypto map outsi de_nmap 30 set
transformset
ESP- 3DES- SHA
5. #174 s AE0| HZFste ol Wt ST 27 ol Efdol tish xIHE Bl 28BS MAE L
CH.
ASA- NY- HQ confi g) #t unnel - group 192. 168. 12. 2 type
i psec-1 2l

ASA- NY- HQ( confi g) #t unnel - group 192. 168. 12. 2
i psec-attributes

ASA- NY- HQ confi g-tunnel -i psec) #pr e- shar ed- key
ci scol23

#H: MM 3R 7= el FZo| M 25| Lx|5HOF BLICH.

6. O|M M B2 7 8FicE=z E-I'-"° EsteiH S0|I22 EBE S LS STHatof gLt
0| 7£.F°.=1§ =&l 5t 24 source ping ‘“-o% A5t HA E{Eo| R HERXIHMH SAEE
ping & LIC}. O] of o A= 20.20.20.16 FA7t U= E'E2| BHCHZ O /= KT AHE|O[Mof
pingO| =& LICt.ae{™ NYQ TX ZHofl ' o] LIEHLICEH O|A| EAtoll 5 7H2| E{ 0| o124
Zlo] U&LICEE Fo| A|AH HMAY = gi= F? Most Common IPSec VPN

Troubleshooting Solutions(7} % &JEX401 |PSec VPN 2X| sl £ ME & X 35l0f At=21t

THE A &R MHE .

I

Zu|agol4 of

2o of 1

ASA- NY- HQshow running-config
Saved

ASA Version 7.2(2)
!
host nane ASA- NY- HQ

domai n- nane cor p2. com

enabl e password WnXYvt Krnj XqGoul encrypted
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nanes
!
interface Ethernet0/0

narei f outside

security-level O

ip address 192.168.11.1 255.255.255.0

nterface Ethernet0/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
]
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donmai n- nane cor p2. com
same-security-traffic permit intra-interface
access-list inside_nat0O_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0
255. 255. 255. 0
access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
20.20.20.0 255.255.255.0 10.10.10.0
255.255.255.0
access-list outside_20_cryptomap extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0
255. 255. 255. 0
access-list outside_20_cryptomap extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0
255. 255. 255. 0
access-list outside_30_cryptomap extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list outside_30_cryptomap extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
| oggi ng enabl e
| oggi ng asdm i nformationa
nmtu outside 1500
nmu inside 1500
nmu man 1500




no fail over
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
nat -contro
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
usernane sidney password 3xsopMX9gN5sSWhf 1W encrypt ed
privilege 15
aaa aut hentication telnet consol e LOCAL
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transformset ESP-3DES- SHA esp-3des esp-
sha- hnac
crypto map outside_nmap 20 natch address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10.10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_map 30 match address
outside_30_cryptomap
crypto map outside_map 30 set peer 192.168.12.2
crypto map outside_map 30 set transform-set ESP-3DES-SHA
crypto map outside_nap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetine 86400
crypto isaknmp nat-traversal 20
tunnel - group 192. 168. 10. 10 type i psec-| 2|
tunnel -group 192. 168. 10. 10 i psec-attri butes
pre-shared-key *
tunnel-group 192.168.12.2 type ipsec-121
tunnel-group 192.168.12.2 ipsec-attributes
pre-shared-key *
tel net tinmeout 1440
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp




nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

|

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum 5al184c8e5e6aa30d4108a55ac0ead3ae
end

ASA- NY- HQ#

T #H HMA VPN F7}

O| /5o CHE HESI= Cholo{ 2= L|C.

Cwisidae Interiaca IP Insice Imedace [P
192,166,112 172.16,1.2 /24
. WY =
Cnisiche |nterface T (HQ) Firswall -
182 168.10. 10024 -, ol

Inside Interace IP
10.10.10.2 /24 Irsida natwork

172.16.1.0024

™

Fireswall Cuitside imerface IP

F192.188.12.2124

o

r'
/ Inside Interiace IP
#3020, 20. 10724
/
.'ll.

Insdde mework

10.10.10.0/24 /

Irsside nabwork
20.20.20.0/24

T
Fireewsall
Previous LZL unnel
betweasn MY and TH
Remae —— e tnne o added
Empioyes baibamsgry MY an TX
After IPSEC Ramate access VPN
VPN twnnel s USBTS
established (P
adiress
10.10.720.70

ErAE x|F




O| MMOIME HE HMA 7SS F76tD HA ALEX7L 2ZE AMO|E0]| HAHAE = JUEF S
= O 28t HXtE M3FLICH PIX/ASA 7.x ASDME TSI AA|2. M7 HMA HEH T4 Ll
HI/\ X|gt gteqoi| cHst REA|SH LHE & Restrict the Network Access of Remote Access VPN
Users(§4Zd M A VPN A& X}O| HIE-‘?—-IEL HMA MBHE EESHAAIL.

CHS BHE 225t AR,

1. VPN {2 S35l e Zst= SC0|UEN A8 IP F4 E2 HHELICHESH Zx| a2 o|M
O| 282 =|™ VPNOI| AMASH7| 2I8 7|2 AFEAHE ddgfLCt
ASA- NY- HQ(config)#i p | ocal pool Hill-V-1P
10. 10. 120. 10- 10. 10. 120. 100 mask 255. 255. 255.0

ASA- NY- HQ confi g) #user name ci sco password
ciscolll
2. 574 ECfEHO| AIFEX| Bt =5 gfLicH
ASA- NY- HQ( confi g) #access- | i st
i nsi de_nat 0_out bound extended permt ip 172.16.1.0
255.255.255. 0 10. 10. 120. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended pernit ip 10.10.120.0
255. 255. 255. 0 10.10. 10. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended pernit ip 10.10.120.0
255. 255. 255. 0 20. 20. 20. 0 255. 255.255.0
O| oflof M= VPN E'd 2+2| nat S 410| BA|ELICH
3. o||:|| AHA—|E| L2L E.|l_.'| 7|-o| EME °.|Q<>F|_||_-_|.
ASA- NY- HQ confi g) #access- | i st
out si de_20_cryptomap extended permt ip 10.10.120.0
255.255.255. 0 10. 10. 10. 0 255. 255.255.0

ASA- NY- HQ confi g) #access- | i st
out si de_30_cryptomap extended permit ip 10.10.120.0
255. 255. 255. 0 20. 20. 20. 0 255. 255. 255.0
Ol 53 2474 M A AHBRIZE XIME Efd Flol HIEQIZ S S4E 4 QaLichdm:
&lof o|Fo{x|e{H E{'do| gt ol T S8 HEXZ o ek ol ACL &=2of HrCHEHo|
ofoF B LICH.
4. VPN E{dE Sl =3 L ME& EcliEE F &L
ASA- NY- HQ( confi g) #access- | i st

Hillvall ey_splitunnel standard permt 172.16.1.0
255. 255.255. 0

ASA- NY- HQ confi g) #access- | i st
Hil'lval |l ey_splitunnel standard permt 10.10.10.0
255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
Hllvalley_splitunnel standard permit 20.20.20.0
255. 255.255.0

5.VPN 220|HEo] CHE 2Z 215 L M2 HE (0d: wins, dns, IPSec T2ZEE)E FH&LICH

ASA- NY- HQ( confi g) #group-policy Hillvalley
i nt ernal

ASA- NY- HQ confi g) #group-policy Hillvalley
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attributes

ASA- NY- HQ( conf i g- gr oup- pol i cy) #wi ns- server
val ue 10. 10. 10. 20

ASA- NY- HQ( conf i g- gr oup- pol i cy) #dns- server val ue
10. 10. 10. 20

ASA- NY- HQ confi g- gr oup- pol i cy) #vpn-t unnel - pr ot oco
| PSec
6. Hillvalley VPN E{'0{|A At & IPSec & Lt S&(M: At 37 7|
L|CH,
ASA- NY- HQ(confi g) #t unnel -group Hillvall ey
i psec-attributes

ASA- NY- HQ confi g- t unnel -i psec) #pr e- shar ed- key
ci scol234

ASA- NY- HQ(confi g) #t unnel -group Hillvall ey
general -attributes

ASA- NY- HQ confi g-t unnel - gener al ) #addr ess- poo
HIll-V-1P

ASA- NY- HQ confi g- t unnel - gener al ) #def aul t - gr oup- pol i cy
Hllvalley
7. AEA[0 M HEEH ACLE AFE5tod o EBHE0| A5 3tE|o] E{EE
of A3 B HA S HdgfLh
ASA- NY- HQ(confi g) #spl i t-tunnel -policy
tunnel speci fi ed

ASA- NY- HQ confi g) #split-tunnel -network-1ist val ue
H llvalley_splitunne
8. VPN E{'d Mol 2t 453 t HEE F T LICH
ASA- NY- HQ(confi g) #crypto i psec transform set
Hill-trans esp-3des esp-sha-hnmac

ASA- NY- HQ confi g) #crypt o dynam c- nap
out si de_dyn_nap 20 set transformset
Hll-trans

ASA- NY- HQ confi g) #crypt o dynam c-map dyn_map 20
set reverse-route

ASA- NY- HQ(confi g) #crypto map outsi de_nmap 65535
i psec-i saknp dynam c
out si de_dyn_nap

7| e o] of
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ASA- NY- HQf{show running-config
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host name ASA- NY- HQ
ASA Version 7.2(2)

enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|
interface Ethernet0/0

narei f outside

security-level O

i p address 192.168.11.2 255.255.255.0

nterface Ethernet0/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

ftp node passive

dns server-group Defaul t DNS
donai n- name cor p2. com
same-security-traffic permit intra-interface

!--- This is required for communication between VPN
peers. access-list inside_natO_outbound extended permt
ip 172.16.1. 0 255.255.255.0 10.10.10.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 20.20.20.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
10. 10. 10. 0 255. 255.255. 0 20. 20. 20. 0 255. 255. 255. 0
access-list inside_nat0O_outbound extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0 255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.120.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list outside_20_cryptomap extended permit ip
172.16. 1.0 255.255.255.0 10.10.10.0

255. 255. 255. 0

access-list outside_20_cryptomap extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0

255. 255. 255. 0




access-list outside_20_cryptomap extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list Hillvalley splitunnel standard permit
172.16.1.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
10.10.10.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
20.20.20.0 255.255.255.0

access-list outside_30_cryptomap extended pernmit ip
172.16. 1.0 255.255.255.0 20.20.20.0

255. 255. 255. 0

access-1ist outside_30_cryptomap extended pernmit ip
10.10. 10. 0 255. 255. 255. 0 20.20.20.0

255. 255. 255. 0

access-list outside_30_cryptomap extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0

255.255.255.0

| oggi ng enabl e

| oggi ng asdm i nf or mati ona

m u outside 1500

mu inside 1500

mu man 1500

ip local pool Hill-V-IP 10.10.120.10-10.10.120.100 mask
255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1

no asdm hi story enabl e

arp timeout 14400

nat-contro

gl obal (outside) 1 interface

nat (inside) O access-list inside_natO_outbound

nat (inside) 1 172.16.1.0 255.255.255.0

route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absol ute

group-policy Hillvalley internal

group-policy Hillvalley attributes

wins-server value 10.10.10.20

dns-server value 10.10.10.20

vpn-tunnel-protocol IPSec

split-tunnel-policy tunnelspecified
split-tunnel-network-list value Hillvalley splitunnel
def aul t - domai n val ue corp. com
username cisco password dZBmhhbNIN5g6rGK encrypted
aaa aut hentication telnet console LOCAL

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

crypto ipsec transform set ESP-3DES- SHA esp-3des esp-
sha- hmac

crypto ipsec transform-set Hill-trans esp-3des esp-sha-
hmac

crypto dynamic-map outside_dyn map 20 set transform-set
Hill-trans

crypto dynamic-map dyn map 20 set reverse-route
crypto map outside_nmap 20 nmatch address




out si de_20_crypt omap

crypto map outside_nmap 20 set peer 192.168.10.10

crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_nmap 30 natch address

out si de_30_crypt omap

crypto map outside_nap 30 set peer 192.168.12.1

crypto map outside_map 30 set transformset ESP-3DES- SHA

crypto map outside_map 65535 ipsec-isakmp dynamic
outside_dyn_map
crypto map outside_nap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetine 86400
crypto isaknmp nat-traversal 20
tunnel - group 192. 168. 10. 10 type i psec-1| 2|
tunnel -group 192. 168. 10. 10 i psec-attri butes
pre-shared-key *
tunnel -group 192.168.12.2 type ipsec-12
tunnel -group 192.168.12.2 ipsec-attributes
pre-shared-key *
tunnel-group Hillvalley type ipsec-ra
tunnel-group Hillvalley general-attributes
address-pool Hill-V-IP
default-group-policy Hillvalley
tunnel-group Hillvalley ipsec-attributes
pre-shared-key *
tel net tineout 1440
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

|

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum 62dc631d157f b7€91217cbh82dc161a48
ASA- NY- HQ#
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