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1. policy-map global_policy 338 A& ErL|Ct.
ASAWAIP-CLI (config) #policy-map global_policy

2. class inspection_default H&S A&stL|C}.
ASAWAIP-CLI (config-pmap) #class inspection_default

3. inspect FTP ¥ & A gLt
ASAWAIP-CLI (config-pmap-c) #inspect FTP
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ASA-ATP-CLI (config) #show running-config

ASA Version 7.2(2)
!
hostname ASA-AIP-CLT
domain-name corp.com
enable password WwXYvtKrnjXgGbul encrypted
names
!
interface Ethernet0/0

nameif Outside

security-level 0

ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1

nameif Inside

security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2

nameif DMZ

security-level 50

ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3

no nameif

no security-level

no ip address
!
interface Management0/0

no nameif

no security-level

no ip address
!
!-—— Output is suppressed. !--- Permit inbound FTP
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp
!-—- Permit inbound FTP data traffic. access-list 100
extended permit tcp any host 192.168.1.5 eq ftp-data
1
!--- Command to redirect the FTP traffic received on IP
192.168.1.5 !--- to IP 172.16.1.5. static (DMZ,outside)
192.168.1.5 172.16.1.5 netmask 255.255.255.255
access-group 100 in interface outside
class-map inspection_default

match default-inspection-traffic
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1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel59e5ed009
: end
ASA-AIP-CLI (config) #

HEE TCP ZENMFTP ZEES A 74

Cteot &2 78 &
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HEZ TCP ZEO| CHEI FTP ZE2EZ ZAIE 7 A8t £ &Lt
CHA).
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HE 2

access-list ftp-list extended permit tcp any any eq XXXX
1

class-map ftp-class

match access-1list ftp-list
1

policy-map global_policy
class ftp-class
inspect ftp
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1. policy-map global_policy H&ig A&etL|C}.
ASAWATIP-CLI (config) #policy-map global_policy
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2. class inspection_default WS A&stL|C}.
ASAWAIP-CLI (config-pmap) #class inspection_default

3. inspect TFTP B@& A#ELICt
ASAWAIP-CLI (config-pmap-c) #inspect TFTP

Zu|ago[4d of

x| ol&F 1

ASA-ATP-CLI (config) #show running-config

ASA Version 7.2(2)
!
hostname ASA-AIP-CLT
domain-name corp.com
enable password WwXYvtKrnjXgGbul encrypted
names
!
interface Ethernet0/0

nameif Outside

security-level 0

ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1

nameif Inside

security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2

nameif DMZ

security-level 50

ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3

no nameif

no security-level

no ip address
!
interface Management0/0

no nameif

no security-level

no ip address
!
!-—— Output is suppressed. !--- Permit inbound TFTP
traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp
1
!--- Command to redirect the TFTP traffic received on IP
192.168.1.5 !--- to IP 172.16.1.5. static (DMZ,outside)
192.168.1.5 172.16.1.5 netmask 255.255.255.255
access-group 100 in interface outside
class-map inspection_default

match default-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
parameters




message-length maximum 512

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel59e5ed009
: end
ASA-AIP-CLI (config) #

CtSS &QlgrL|Ct.

ZAm[azfo|Mo| d3XMo 2 +-HE[UJ=X] & 2l5tE{™ show service-policy BE S AFE 5t show
service-policy inspect ftp B ALE5104 FTP HALZEF 2242 X|gHefLICH.
ASAWAIP-CLI# =how service—policy inspect ftp
Global policy:
Service—policy: global _policy
Clazz—map! inzpection_default

Inzpect: ftp. packet 0. drop 0, reset—drop O
ASAwAIP-CLI# |

=AM 84
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Au|agold Mo MAlE 22 HSstk| gfem ot 242 277 2 dgfLc

ol Zxm|agfo|Me Am[TefolMdo e 712 AAo| elE g LICH AT oMo els F? O3
BEE AEst0od CHA| Y- ErLICH

1. class-map inspection_defaultdefault-inspection-traffic & x|
2. policy-map type inspect dns preset_dns_map O{7H54<=MH|A|X| ZO| Z|CH 512



3. policy-map global_policy& 24 inspection_defaultdns preset_dns_map ZAtinspect ftp h323
h225n323 ras ZJ A Al rshZ A} rtspZd Al esmtpsqlnet A Atinspect skinny(7FA|4) A A
sunrpcxdmep ZAFH A} sipnetbios ZAtinspect tftp

4 service-policy global_policy 124
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