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crypto i saknp nat-traversal 20
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pingO| X XS Z/H VPN AZ0| MO Z 2 Setx| of= ZIx
of L/t

CHRE A 223t ACL

access-1list 110 permit ip 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

2IE{ B & 53t ACL
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access-1list 110 permit ip 192.168.200.0 0.0.0.255 192.168.100.0 0.0.0.255

oledEt Agof -IE 2t 2E| Flol L WIEQIT0lM Mol &g A alslof BLICh ol 233}
ACLO| T AA FAZ ECHEIE A555EE L0 U7 HEQLICH

= EhElol 217 olEimolAol NBE HBE o2 steix| A ict B2 EXEC 2201M ping
HHo| =3 SME A8 504 EtRE Q| LI QIE{H 0| A0 M ping2 A|ZFEFLICE.

<#root>

routerA#

pi ng

Protocol [1ip]:
Target | P address: 192.168.200. 10

Repeat count [5]:
Datagram size [100]:
Timeout in seconds [2]:

Ext ended conmands [n]: vy
Source address or interface: 192.168.100.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout 1is 2 seconds:

Packet sent with a source address of 192.168.100.1

Success rate is 100 percent (5/5), round-trip min/avg/max = %/4 ms

O| Ctolo{1 el ZtRE{E ASA 22 o1E20[HAZ WARIC D 7HE6H EMA. A HEE HA
Edte ol AF8ZlE ping2 inside 7|EE A& S0 LHF QB O|A0M 7IME + = Q&LICH

<#root>
securityappliance#
pi ng inside 192.168. 200. 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.200.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms



Hot o{EEto[AA 9| LHF QEH0|AE ping 2 CHY 2= AX| gf= 20| E&LICH

ping2 E LIE QE{H0|AE CHY S Z dljok st= B2 sHE UE{H 0|20 A management-

access& & d3taliof FLICH 2EX| fo™ o{ZEto|dAT SEHSHX| f&LICH

<#root>
securityappliance(config)#

managenent - access i nsi de

Aol EX7E US B VPNL| 1B A 2 S3HX| L& LCH.

ASAOM 10| i F2 SA £22 0| o2t FALELICE ol X E 53 mlo] Zxm|ze o]

M alec = 2 EISAKMP M| ZAT|agfo|AMdo| ghdier = IS S LIEFHL

il
I
T ol

<#root>
Router#

show crypto isaknp sa

1 IKE Peer: XX.XX.XX.XX
Type : L2L Role : initiator
Rekey I ho State : MM_WAIT_MSG2

E}= MM_WAIT_MSG20i A MM_WAIT_MSG57X|0|H, Ol MM(Main Mode)ofl A 2t24 AtE} 1
O AT E LIEHHLICY,

r_k;ll 0x

1EHA 7} 2t S S 2| Crypto SA £332 LIS ot |AFEFLICEH

<{froot>
Router#

show crypto isaknmp sa

1 IKE Peer: XX.XX.XX.XX
Type : L2L Role : initiator
Rekey I no State : MM_ACTIVE

IPsec VPN E{'d0| 2t &$tCh= EAI7F @l B2 ISAKMP7F #48HE[R| gt = U&Lich bt
O|A01 M ISAKMPE & ASt = X| & QlgtLct



S BE & stLHE AFE5h0d CIHHO| A0 A ISAKMPE & ‘d3HgfLICH.

Cisco |IOS®

<#root>
router(config)#

crypto i saknp enabl e

Cisco ASA(LLAM|OFRAFO|EE #HstE QIE{HO|AZ)

<#root>
securityappliance(config)#

crypto i saknp enabl e outside

Q|8 QIE{H|O|A|M ISAKMPE EM35te I CHS @77 M = &Lt

UDP: ERROR - socket <unknown> 62465 in used
ERROR: IkeReceiverInit, unable to bind to port

ASA F0f /= ZCtO0IE 7L PATE udp £ E 50022 712t A QIE{H 0| A isakmpE & A3}
g 2 Q7| 2ol 2F 7| ghlE 4 QI&LICH PAT #&Ho| M7= (clear xlate) isakmpE & 443}
g = A&t

UDP 500 % 4500 ZE H3 7| Z|0{2t2] ISAKMP 12 &2 2|5 of|efz|o{ RI=X| & elgf Lt

QE{H[ O] A0 A ISAKMP7} & &3t | K| of 2 B2 VPN 2EI0[HEo= ChE 242 27 HAIX]
7t R AIELICH

Secure VPN connection terminated locally by client.
Reason 412: The remote peer is no longer responding

0| 2B E 5125242 VPN HIO|EQ0]|9] &5 35} QIE{m| 0| A0 A ISAKMPE & A45}8tL|C},

IPsec &4 0i M PFS(Perfect Forward Secrecy)= 28 M 223} 7|7t O|™ 7|9 #t740| QIS &L
Ct.

utok
[
ok

PFS & A5H/H|et A5t



T HE 1|o{ 2F0|M PFSE &d35tet AL HIgd3ster|ct 2E X| et 2 ASA/Cisco I0S® 2+
E{0{| A LAN-to-LAN(L2L) IPsec E{'0| M T|X| et &L|CH.

PFS(Perfect Forward Secrecy)= Ciscol| 53 7|=0|H METHE| C|HIO[A0| M X[ ZIX| &L
Ct.

ASA:

PFSE 7|2™Mo 2 H|g/d3tE|o] JI&LICH PFSE & A35+5t24 group-policy ZAI|28|0|M 2=
0 A enable 7| =2t &7H pfscommand& AL & LICt PFSE HI& J3t6t21H disable 7|HEE
24ghct.

<#root>
hostname(config-group-policy)#

pfs {enable | disable}

Zx|aeflolsolMd PFS &8 & M 7{ste{H o] BHEL| no HAIS AT LICH

O S CE I8 dMo|M PFSO|| CHEF 24/ 2 &5 E = J&LICt 2F &2 wX|ste{™ o] &
2ol no YAlg =gt
<#root>

hostname(config-group-policy)#

no pfs

Cisco I0S® 2} E:

Ol et 53} B ME 2ol CHEH AH EoF ¢4Z40| @ M= [ IPsecOlAM PFSE QAT = X|M5te{H ¢
H |22{l0]M 2 =0i M set pfscommandE A EHLICH
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Em
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IPsecO| A £0F 04740 CHEF QM Y2 [ PFSE QTS E X|HstedH &35t ¥ A28 o]
M B E0f| M set pfscommandE A& LICH

IPsecO Al PFSE R 5HX| 8= 5 X|HstedH 0| B no A E AEHLICH 7IBEH2=Z
PFSE QYEEIX| ef&LICH ol WHEoz OFE XIHetHX| &
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set pfs [groupl | group2]
no set pfs



set pfs BHEO| F<

. group1 AH Diffie-Hellman &2 &g [l IPsecOl A 768H|E Diffie-Hellman Z2t 2 &
A MESEE XI™E LY.

Ik T

« group2 - Al Diffie-Hellman &2 &g [ IPsecOl A 1024H| E Diffie-Hellman Z2t 2 &
HA OIS MSStE S X[-EELC.
odl:
<#root>

Router(config)#crypto map map 10 ipsec-isakmp
Router(config-crypto-map)#

set pfs group2
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1. X[R7| Mo £t 44 27|

2.2

Ct.

a. Cisco IOS®

<#root>
router#
show crypto isaknp sa
router#

show crypto ipsec sa

b. Cisco ASA E 0t 0{ZEI0|HA

<#root>
securityappliance#
show crypto isaknp sa
securityappliance#

show crypto ipsec sa

ot HAZAE X|SLICH 24 HHE2 ZH EAIE 2 Q=351 7HLE S M4 &A
a. Cisco IOS®

a. ISAKMP(1E-H))

<#root>
router#

clear crypto isaknp

?

<0 - 32766> connection id of SA
<Cr>

b. IPsec(ZtA| 1)

<#root>
router#

clear crypto sa



counters Reset the SA counters

map Clear all SAs for a given crypto map
peer Clear all SAs for a given crypto peer
spi Clear SA by SPI

<Cr>

b. Cisco ASA E9F 0{Z2}0|1A

a. ISAKMP(1EHA))

<#root>
securityappliance#

clear crypto isaknp sa

b. IPsec(ZtA| 1)

<#root>
security appliance#
clear crypto ipsec sa

?

counters Clear IPsec SA counters

entry Clear IPsec SAs by entry
map Clear IPsec SAs by map
peer Clear IPsec SA by peer
<cr>

Lol Efdg S A8 X iZo| XHE Bl 7L ISAKMP SA0| AT £o| Cf &g 4+ UL

ISAKMP =0l 2 Yx|7} ¢ M5tE B2 %ASA-5-713092(2 & = x.x.x.X, IP =x.x.x, 1EtA 7| "{Ad
M EZ/ASAM B 2F HAIXIZ Qe MTf)E S = U&LICH

71272 86,400 EE= 24 A|ZHILICH LBt o 2 +~HO| oM ISAKMP 8 &2 O etHsHH =+
8 4 QUXIBHEIDH Bt AIRTIRI), £HO| F242 Hot 0{EEH0|AAL HF IPsec SAE H W E|

oH
F Ilofe| = YAo| 25 SUS & =3}, sfAl, 215 A Diffie-Hellman D7 2t Z &t 1, &
74 mlofe| HAo| b HAo| =FELCE 7L 22 +FE X|™ste < UXI7F O|Fo{&iL|Ct.



+HO| 8USHK| o M4 m|o19] HAMoMH H 2 +=HO| AFRELICE 518 7158 UX 5
£ 3 X| 25tH IKEZF A HE ST IKE SA7F A& E|X| ot &Lt

SA =EE X|-EELICt o oflofl M
(24 AZH L ct.

I'IF

TS 4A[ZH(14400F) 2 2 AHEELICH 7|2 22 86400%

ASA

<#root>
hostname(config)#

isakmp policy 2 lifetime 14400

Cisco 10S® 2+ E

<#root>

R2(config)#

crypto i saknmp policy 10
R2(config-isakmp)#

lifetine 86400

e 29 VPN 20| S2EH O 22 27F HAIX|7F £ AIELICH

fjo
b
]

TAE 20 23
S2H0|HEM EetveN HEE 2EHE FRJSLICL 0| F 426: /8 E Z|0f +=FO| = AL T}

M7 5t2{™ thilifetimevalueE

Ol 27 HIAIX|E sl ZstedH IKE Hot 4ol M
2 f&Lch.

0(0)2 2 HEHEELICH VPN2 &4 dZE|o]
hostname(config)#isakmp policy 2 lifetime O
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ME siidstz| fIsH 28 H20i M rexauthE HIEH8HE = JU&LICH
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ISAKMP Zideto|E g3t &

ISAKMP ZIdzto|= %—T‘“‘P: 832
AKIE E{ 0| Z&E LAN-to-LAN EE
U&LICE.
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https://www.cisco.com/c/ko_kr/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html#wp1845527

I|o47f SEHSHX| oH A= ZQIE= A4 N HELICE.
ISAKMP ZIdzto|E 7t 2562404 &= VPN RIE Z QIE B 5 0|2 X|®5HoF &fL|Ct.

CtE HEE AL&E3510d Cisco I0OS®O| A ISAKMP ZIME0|EE T 'LICE.

<#root>
router(config)#

crypto i saknp keepalive 15

mjo
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ASA Security Appliance0 A ISAKMP ZI42to|2 & #4524 C}

B2 25 10.165.205.222 Cisco ASA

<#root>
securityappliance(config)#

tunnel - group 10. 165. 205. 222
i psec-attributes

securityappliance(config-tunnel-ipsec)#

i saknp keepalive
threshold 15 retry 10

o€ £0{ VPN 2ct0|2AE7I DPD miZ! g YX|st= &3t Fof| U= B =X E siZstedH 0]
7|5 HIgdstatioF gLict

Cisco ASA, E{'d 1& 0O|& 10.165.205.222

Zl2Mo g g/dstr(o] /e IKE LUEo|E MEIE HIF H3HELch

<#root>
securityappliance(config)#

tunnel - group 10. 165. 205. 222
i psec-attributes

securityappliance(config-tunnel-ipsec)#

i saknp keepalive

di sabl e



Cisco VPN Client 4.x01l CH3ll Keepalive HIE A3}

27} ¢t 2210|1E PCOHM %System Root% > Program Files > Cisco Systems >VPN
Client > Profiles2 0|&73l04 IKE ZYEI0|E & HIgd&lst 1 e3Z80f CHal| PCF mpd S HEELICH

ForceKeepAlives=0(7|&2t)2 ForceKeepAlives=12 B4 Z & L|C}.

Keepalive= Cisco 2217 2| A Z0|0H EtAF & X0l M X|RE|X| i & LIt

CHEE 0| Z2 IPsec VPN E{'H0| 258t K| ot 2 m EHeBt Q12
£0{, 22t 0{ZEt0[AHAM AT SR 7|18 Lt 57HTL

olzfst =3t 2ol 717} AR EIQH=K| OIS 4+ eiaLITh Z VPN HEZQIE0IM AP 28

7|2 Sl 27| 4= x| &olstich

7|& ChAl Y2dstod 7|
ct st

7t
20| £le ¢HEE &5

SHHEX| FIgLICH ol gH2 EXMR ERfswEE YXlste d &
2Lk
T .

2L

7 HM|A VPNOIM CiscoVPN 22t0|HE| &8 IF Ol AAM SR 717F LUHEU}EX]
EolgfLc.

1 12:41:51.900 02/18/06 Sev=Warning/3 IKE/0xE3000056
The received HASH payload cannot be verified

2 12:41:51.900 02/18/06 Sev=Warning/2 IKE/0xE300007D
Hash verification failed

3 14:37:50.562 10/05/06 Sev=Warning/2 IKE/O0xE3000099
Failed to authenticate peer (Navigator:904)
4 14:37:50.593 10/05/06 Sev=Warning/2 IKE/OxE30000A5

Unexpected SW error occurred while processing Aggressive Mode
negotiator: (Navigator:2202)

5 14:44:15.937 10/05/06 Sev=Warning/2 IKE/0xA3000067

Received Unexpected InitialContact Notify (PLMgrNotify:888)

6 14:44:36.578 10/05/06 Sev=Warning/3 IKE/O0xE3000056

The received HASH payload cannot be verified

7 14:44:36.593 10/05/06 Sev=Warning/2 IKE/OxE300007D

Hash verification failed... possibly be configured with invalid group password.
8 14:44:36.609 10/05/06 Sev=Warning/2 IKE/0xE3000099

Failed to authenticate peer (Navigator:904)

9 14:44:36.640 10/05/06 Sev=Warning/2 IKE/OxE30000A5

Unexpected SW error occurred while processing Aggressive Mode
negotiator: (Navigator:2202)

BI: &5 A BEE MHE B2 VPN EE & ofLt = ©AE Ch2d + U&LIcH €53
2 BEE M7Het7| ol o|2fet BHEE MEstH Ar8st =20 HE Ao S B EstAA
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CHS ¥ S AL 35104 1|04 10.0.0.1 EE= groupvpngrouppin Cisco IOS®01| CHEH AFH 28
keysecretkeyE A 7{5t 1 CHA] &I=3&FLICEH

Cisco LAN-to-LAN VPN

<#root>
router(config)#

no crypto isaknp key secretkey
address 10.0.0.1

router(config)#

crypto i saknp key secretkey
address 10.0.0.1

Cisco &3 AA VPN

<#root>
router(config)#

crypto i saknp client configuration
group vpngroup

router (config-isakmp-group)#
no key secretkey
router (config-isakmp-group)#

key secretkey

/ASA Security Appliance0i| A Z|0{ 10.0.0.10{| CHEt At 37 keysecretkeyeE | 745t CHA| 4=
StEd™ O BYES AFSELICH

Cisco 6.x

<#root>

(config)#

no i saknp key secretkey address 10.0.0.1
(config)#

i saknmp key secretkey address 10.0.0.1



Cisco /ASA 7.x 0|4t

<#root>
securityappliance(config)#

tunnel -group 10.0.0.1
i psec-attributes

securityappliance(config-tunnel-ipsec)#
no i kevl pre-shared-key
securityappliance(config-tunnel-ipsec)#

i kevl

pr e- shar ed- key

secr et key
Ux|otX| et= A S & 7
VPN E{'=o| AlZfo| 2EZIELICt. O]l 2X= IEH &4 5o LXISHX| et AN 3R 7| 2ol &

Aot

crypto isakmp &S| MM_WAIT_MSG_6 HIA|X|= CHZ ollofl EAIE CHE LXIGHK| b= AFH S
= 7|8 LtEHL|ct.

<{froot>
ASA#

show crypto isaknp sa

Active SA: 1
Rekey SA: 0 (A tunnel reports 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 10.7.13.20
Type : L2L Role : initiator
Rekey : no State :

MM WAI T_MSG 6

ol 2XIE sHZ5te{Ed T 01ZEI0[R1A BEOIM AN BR 7|8 CHAl YHSHUAIR. ALK B2 7
= DRelof shnf YURIaHoF FLICH RLAIEH LIRS ALK 29 7| ChA| 2 = 278 HZ ot AlA
(@}


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#solution08

Hot i X|RCEtE IPsec VPN 2X|7F sHAEIX| et 75' VPN E{go| Zt&*
2 VPN AIO|E Q| 7+E Alufjel 2 CIE EXNE siiZ 2

25t AA2.

% 7|5t 71 o

T: OlE{H 0| AN &5 S dl T
H5tD ZE]o| #HE

M
L,|l:|- olg4st HHAHE AMB35HH Tz

3t WS M7Hst T mAlstedH ChE BEES ASELICH

ol

Cisco |OS®0{| A &

ClE{H O|AMM 28t B2 NM7HSt= JEE AIEFLICE crypto mapcommandl| no A2 AFS
%I-L_||:|.
= .

<#root>
router(config-if)#

no crypto map nymap

H &8 M enoforme Ab&5tod A S8t S MHELICH

<#root>
router(config)#

no crypto map nmymap 10

1[04 10.0.0.101l CHEH QIE{H|0|A Ethernet0/02] & 25+ M2 mAIBHLICH CHS oo s T8 3
A et 5t M Hu[ado|ME Eo{E LIt

<#root>

router(config)#

crypto map nymap 10 i psec-isaknp
router(config-crypto-map)#

mat ch address 101
router(config-crypto-map)#

set transformset nySET
router(config-crypto-map)#

set peer 10.0.0.1
router(config-crypto-map)#

exit

router(config)#


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#solution05

interface ethernet0/0
router(config-if)#

crypto map mymap

M7Hstn nAeted™ S BHEE AFSELICH

IlI|0

ASAO|M 253 B

ot

1>
o
Pl
0l

ClIE{H| O|AM A Z= 5t WHE M7H5t= JWEE AIRELIC crypto mapcommand2| no &
st|CH
=] .

<#root>

securityappliance(config)#

no crypto map nymap interface outside

A &8l M thenoformE AL&3dtod CHE &3t M B S AM7AHELICH

<#root>
securityappliance(config)#

no crypto map nymap 10 match
address 101

securityappliance(config)#

no crypto map nynmap set
transformset mySET

securityappliance(config)#

no crypto map nynap set
peer 10.0.0.1

I]0410.0.0.12| &5 35} BHE CHAIELIC} CI2 o= Eefh 2|4 53t o AHu|ayolME B
o4& LCt.

<#root>
securityappliance(config)#
crypto map nmynmap 10 i psec-isakmp
securityappliance(config)#

crypto map nmymap 10
mat ch address 101

securityappliance(config)#

crypto map nymap 10 set



transformset mySET
securityappliance(config)#

crypto map nymap 10 set
peer 10.0.0.1

securityappliance(config)#

crypto map nymap interface outside

x| & QI8 |CHASAOI B SH).

sysopt BZH0]| Q
commandssysopt connection permit-ipsecandsysopt connection permit-vpnallow IPsec E{'& 2| I{
| OIE{H|0|A ACLE R 3|5t & s{2&fLCt.

ot 0{Z2t0|HA 9]

Zl ol Ho|ZEEE E9

OF O{Z2}0|HANM BSEE=
7tsd0ol =&LCt.

IPsec E{'d2 O|2{et B & stLtvh &€ 8stElx| o2 29 Ao

g2
st
F&holl CHEH 2t sysopt HE2 sysopt

Security Appliance Software Version 7.0 O|3t0{|A{ O] 4

connection permit-ipsec/L|C}.
Security Appliance Software Version 7.1(1) O|20{| A Of &f &ofl CHEt £ sysopt B2 sysopt

x4
A

IL|C},
LICt /ASA 7.0(1) O|& 0ol MHE o] 7|s0] 7|&
St

connection permit-vpn&
6.x0lME 0| 7|50| 7|BE ™Mo 2 H|E M35 E|o] Rd&LICt.
A&LICH CFE show BHEE AL&5t04 C|HO| A0 M B8 sysoptcommand 7t &

O EHM3lE|0] /UE
e} = K| = elgh Lt

Cisco ASA

<ffroot>

securityappliance#
show runni ng-config all sysopt

no sysopt connection timewait
sysopt connection tcpmss 1380
sysopt connection tcpmss minimum O
no sysopt nodnsalias inbound

no sysopt nodnsalias outbound

no sysopt radius ignore-secret

sysopt connection permt-vpn
l--- sysopt connection permit-vpn is enabled !--- This device is running 7.2(2)



o™

C|H-O|A i CH3H correctsysoptcommandE & A43H5i2{M CHS HH2 AISE
Cisco ASA
<#root>
securityappliance(config)#
sysopt connection permt-vpn
thesysopt connectioncommand& AF235HX| of2 1M SHX|HR| Eet S0I22 Ej
T2 WAIHSZ SE LI
o & 01, 2|% ACLOME= A ClHIO|A S| HZA-2Z LAN & ¥ C|Hto|A Q| Q|F QIE{H0|A
& "UDP XE 500" 2Z C|Hlo|A 9| 2|F QIE{Ho|AZ MEefLICH
ISAKMP ID 2l
IPsec VPN E{'20| IKE &%} LHO|AM At B2, Au{= T|o{7} m|o{e| IDE JAe += gi7LI &
S5 ghaisr 4~ Q)& L|C}.
F |07} IKEE AtE5t0] IPsec EoF AAE HYstH 2 I|o{= ISAKMP IDE ¥4 Z[o{Z H&
gruct,
Zt ISAKMP ID7t ™ El & Alof k2t IP = F= SAE O|EE MEELICH
7|12 o 2 Wity R0/ ISAKMP IDE IP FAZ MHELCH
Astto 2 [KE B4 AT|E WXI5t7| 9IsH 2ot 0o{Z2t0|odA L To{o| IDE SYUst WEo= A
gerLct.
I|0{2 & e 2EH IDE MdH5ie{™H 22 741|380l 2 =04 A isakmp identitycommand &
ArSgfLct.
crypto isakmp identity address
l-—- If the RA or L2L (site-to-site) VPN tunnels connect !--- with pre-shared key as authentication typ

Hh
rr

crypto isakmp identity auto
l1-—- If the RA or L2L (site-to-site) VPN tunnels connect !--- with ISAKMP negotiation by connection typ



e
rr

crypto isakmp identity hostname

l--- Uses the fully-qualified domain name of !--- the host exchange ISAKMP identity information (defaul

ASA Z1I|18|o|M oto|1d|o|M E2 AFR5H04 ZAI|18)0|ME ASAR H4EEH & VPN E{'E0] Al
Aol x| et &LCh ChS HIAIR|7F 2204 LIEFLCE

[IKEvl]: d8 =x.x.x.x, IP = x.x.x, 22 Peer Tbl EntryZ} A&LICt. HAHE!

[IKEvl]: OE =x.x.x.X, IP = x.x.x, &7 HO0|E0|AM Z|of M Huf, YX|&}X| &£S!

[IKEvl]: OA& =x.x.x.x, P = x.x.x, construct_ipsec_delete(): 2¢tH SAS AlH3l= spl Q3!
[IKEv1]: O8 =x.x.x.x, IP = x.x.x, &7 H0|E0|M mof M Hif, Yx|s}x| £-!

FOI

FR/ME AlZE =0 E 0

b
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Ol Sutatx| fo™ E'H0| A A&
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757 AlZFMEE 30E(7IEdh)ez dEstH 30
LICE.

Sot E

HL

Ol

VPN 2EI0|MEE= RF AlZH MEt of7HE~0f 2-74|@40] 308 &0l 4Z20| 2 0{X| PEER_DELETE-
| KE_DELETE_UNSPECI FI EDer ror 7} 2f A4 &L |C}.

EHdS g gdststeiH RF Al =0 A MM Alzh Z0HE FGELICH O|FH| 8t A =xtE|
C|HtO|AE ALEStE et E{'H0| AKX =l K| e &Lict

ASA

AR Azt =3} 71ZHE F443624™ group-policy Z1I|28|0|4 2 E &= username 71T 18 0]
M 2 E0i M vpn-idle-timeoutcommand & &/23&FL|C}.

<#root>

hostname(config)#

group-policy DfltG pPolicy attributes
hostname(config-group-policy)#

vpn-idl e-ti neout none

O 83 Au|[aelo|lM 2= EE= AFEXt O|F Z4x|ad|o|4M 2 =04 A vpn-session-
timeoutcommand& AF&35t04 VPN @101 CHEr Z|CH A|ZHES F A& LICT



<#root>

hostname(config)#

group-policy DfltG pPolicy attributes
hostname (config-group-policy)#

vpn- sessi on-ti meout none

tunnel-allconfigured7t /= ZA<L, VPN-idle timeout® FASIHEIE ZE EEfZ0| E&
7| {20 (tunnel-allo] FMHE|7| N2 o) S 3HX| &t 7| I E 0] idle-timeoutsE T4
L|CF.
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OE1 /7% AlZh =0t Ldstx| et &
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2l E0|22 ECZ(EEE PCOIM MMHE EEf=)
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Cisco 10S® 2+ E
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IPsec SA & EIO|HE P A2 22 An|adolM ZE = 25
01l M crypto ipsec security-association idle-timecommand& AF2&FL|C}

7|2M2Z IPsec SA ®F EtO|HE= HIF H3tE[of JU&LICH

<#root>
crypto i psec security-association idle-tine

seconds

 Eto|Hz Qo HIEH T(047F SAE RXIE = UE AlZhol = Erflz= HHELICH seconds 2!

o
T
+o| K& 2t2 60~86400L|Ct.

QIHFE Ol |IPsec VPN Z1I|28i 0|0l = 2702 HMA S 20| AFSEILICH NAT ZZ2 M| A0 A VPN
EEE &t Ec=EE M elste Ol stLte| HMA = Z 0| AFE EILICE.

IPsec VPN Z4I|2d|0|MHME 225t O ZHRdt ZE HMHA SES FTHMOM 0|58 UAM|A
£0| 2HIE Ei=EE Ho|st=X|



0| S50{= ACLO| IPsec VPN £A|2| #elo|gtn oplE|s B &2lE £~ Qs ZHEHE
grzlo] /&LCt
NAT 0i2| 2! &t 535} ACLO| HIE ECfEIE X|HSt=XK| &lstL|Ct
0424 VPN E{&1} 044 & 53} ACLO| Q= A< sl ACLO| S5 E|X| t=X| &lghLict
C|HFO|A 7 NAT 02| ACLE AFBSHEE F&[0] U= = lgrLct 2t E{0ll M theroute-
mapcommand& At&etCt= A o|OfghL(Ct.
HS AL E S o|0|&tL|C NAT 02| ACL2 LAN-to-LAN 2! 173 Q|

ASAO0| A O|= thenat (0) BEH
ZlQ st |},
B{= NATO{| A 192.168.100.0 /242 192.168.200.0 /24 EE= 192.168.1.0
F5l= ECHZoE NAT 2H

A FMo| 25 ZQE
047|A{ Cisco I0S® EP
Eff=EE Mst=E T EELICH CHE oz &

124 Molof| TS El=
27t HEELLCHL

access-1list 110 deny ip 192.168.100.0 0.0.0.255
192.168.200.0 0.0.0.255
access-1list 110 deny ip 192.168.100.0 0.0.0.255
192.168.1.0 0.0.0.255
access-1list 110 permit ip 192.168.100.0 0.0.0.255 any
route-map nonat permit 10

match ip address 110
ip nat inside source route-map nonat interface FastEthernet0/0 overload
=& ol(access-list

NAT 0{ 2] ACL° IP &4 Ee IP UESI0|MHE 2 S35H0H(0d: flodAf &
noNAT), &t 33} 8 ACLI S 5ok & LICH.
NAT 0 Q| ACL2 ZE 3 (0i: 23, 25,...)2+ &35t K| &t &LICH
VPNE S8 HESQIZ 7t 88 317t TEElE VOIP 830 ME NAT 0 ACLO| MCHZ M EX|
tomM S 887t &S5HK| pk&LC.
EBE4ES £33 7| Tol NAT M2 ACLS| T3040 RHRE|QS 4 Qoo 2 VPN 91
MENE ElstE WOl E&LICH
Z HI|OB0|M0| UE B EAE UE 2F HAIRIE HE = UE

NAT of|2|(nat 0) ACLO]| &t
LICt.

No translation group found for

%ASA-3-305005:
udp src Outside:x.x.x.x/p dst Inside:y.y.y.y/p

HEXE o



<ffroot>

access-1ist noNAT extended permit ip 192.168.100.0
255.255.255.0 192.168.200.0 255.255.255.0

eq 25

NAT of|2|(nat 0)7} &S 35tX| £ 2™ Ol M 75t NAT 0 HES A™sto] SEFLICE
ACLO| ' &Fo| ot I x|, SHIE FEQIX]

LAN-to-LAN Z1I|72o|ME 8t &5 35} L NAT 0|2 ACL2 ACLO| 7+ M=l C|Hlo|A Q| #HEi oA
Xt Sl ok fLCt.

&, ACL2 CHE ACLOi =EHatofF g LICt. O] ofl0d A= LAN-to-LAN E{'20] 192.168.100.0 /24 2}
192.168.200.0 /24 Ato|od A& =IL|C}.

2tRE A 223 ACL

access-1list 110 permit ip 192.168.100.0 0.0.0.255
192.168.200.0 0.0.0.255

2tE{ B & 53} ACL

access-1list 110 permit ip 192.168.200.0 0.0.0.255
192.168.100.0 0.0.0.255

047|ME MHESFK| oF X|2H ASA Security Appliance0l = S 8t 7HH0| M ElLCH.

ASAOI A 7 HMA HE|aojMdg et AZE!
= HE{Zof et EfEHE 518sts AN

Cisco IOS® B AEZ2! E{Hoi &% ACLE At
A

= =AML S 2ol 2
X El'd ACLO| &AM any'E ALS5tE W2 741
LA

Ct.
Fd3tot AR LI

HF

AES EHof 2E ACLY| HE B AASELICH

o
=4
il

of:

<#root>
access-1list 140 permit ip

10.1.0.0 0.0.255. 255



10.18.0.0 0.0.255.255

<#root>
access-1list 140 permit 1ip
any

10.18.0.0 0.0.255.255

Cisco IOS®

<#root>

router(config)#

access-list 10 permt ip 192.168.100.0
router(config)#

crypto i saknp client configuration group MYGROUP
router (config-isakmp-group)#

acl 10

Cisco ASA

<#root>
securityappliance(config)#

access-list 10 standard
permt 192.168.100.0 255.255.255.0

securityappliance(config)#

group- policy MYPOLI CY internal
securityappliance(config)#

group-policy MYPOLICY attributes
securityappliance(config-group-policy)#

split-tunnel -policy
tunnel specified

securityappliance(config-group-policy)#

split-tunnel - network-1ist
val ue 10



ASA B 8.32] Site-to-Site VPN E{'=d2 NAT 0| Z41|28|0|M:

ZZ2 HOASA2I BOASA 7H0i AIO|E CH AFO|E VPNE AZi5HoF
|20l ChS 1} HIsEhLCt.

T ASA 25 HZT 8.32 ALE3t
SHL|CH. HOASAZS| NAT oi|e| 74

H r|r

object network obj-local

subnet 192.168.100.0 255.255.255.0

object network obj-remote

subnet 192.168.200.0 255.255.255.0

nat (inside,outside) 1 source static obj-local obj-local destination static obj-remote objremote

ISAKMP &2 2 Q|

IPsec E{'Z0| UP7} ot -l B ISAKMP X2H0| 242 nlom Ux|st=X| =QlgL|Ct. O] ISAKMP H
2 L2L(Site-to-Site) & HZd HM|A |Psec VPNOI| 25 MEFLICEH

Cisco VPN Z2t0[|2E EE = Site-to-Site VPNO| H4 = ClHtO[AZ BE{HE HAEE =+ Sl B9
& Ilo{ol et &3}, Al 215 L Diffie-Hellman OH 72 20| Z8fE|o{ UE=X| Ct

2474 Tof BA0| HAIRI7H M e HMol £HECH A7 22 £BS KIS BLE IR

USHR| ofom™ HOot 0{Z2IO0|UAMM H W2 =HE AL ELICH 58 758 YUk &
M ISAKMP7} E& & HE5H D SA7F A™E|X| &b &L|CH

"Error: Unable to remove Peer TblEntry, Removing peer from peer table

failed, no match!

REMIEE 23 HAIX|= ChE 2t 2 &L

4|Mar 24 2010 10:21:50|713903: IP = X.X.X.X, Error: Unable to remove PeerTblEntry
3|Mar 24 2010 10:21:50]713902: IP = X.X.X.X, Removing peer from peer table failed,
no match!

3|Mar 24 2010 10:21:50]713048: IP = X.X.X.X, Error processing payload: Payload ID: 1
4|Mar 24 2010 10:21:49|713903: IP = X.X.X.X, Information Exchange processing failed
5|/Mar 24 2010 10:21:49|713904: IP = X.X.X.X, Received an un-encrypted

NO_PROPOSAL_CHOSEN notify message, drop

Ol HIAIX|= dEFMo 2 UXISHK| &L= ISAKMP HA EE= FEE NAT 0 2 M= 0il LIEHZ LT

n

I8t CHS HIAIXIZ LER LICEH



Error Message %ASA-6-713219: Queueing KEY-ACQUIRE messages to be processed when
P1 SA 1is complete.

FAI7F 2= El = 28 A HIAIXK|7F CH7[Foll /&S LIEHELICEH o] 2/ MIAIX|E CF

O| HIAIX IE 1H
S stLtz Qlof gLt

= 0ls
- ZE T[o{ofM fY ELR]
« ACL2 xIm|o{o| 1EtA| &t2 & RFEFELICH

O] HAIX|= YEtAo = I|0o O[S0l Tof M M & WMzt ct natch! 27 HIAIX|RILICE.

Cisco VPN Client7} s|EQI= EIHPOIAOH e &+ Qe 82, ISAKMP o

ol 2x|7t X7t
Zl £ Q)& LICH S|EQIE C|HFO|AE Cisco VPN Client2] IKE M9t & 5FLtQt Y%

|3t oF FLCt.

ASAO| A AI2 E|= ISAKMP &2 4l |Psec Transform-setQ| 22 Cisco VPN Z2}0|91E = DESS}
SHA7F Z&HEl Mg AI8E £ giaLICH

DESE M85t B Al 1 2|&0 MD5E AFE36lHofF fL|Ct == SHA7F 2 & El 3DES2}
&=l 3

DESS|CHE =& 2 MEE = AU&LICH

T AA | — T © © AR = |_I |=||-|——|
71|OIE$4IOI :|u+0|¢ -'=rI | CHE EtRE7t Qe B2 i 2t E7| Eidol| =26t WY at BtoiE
ol U HEXHIE 21 UK 2t EA2.

VPN &0 22| &t 7tX| £2 #4 2 4= RRI(Reverse Route Injection) & L|C}.

RRI= ¥4 HEX3 EE= VPN 2CI0|¢HEN Cist 8 &= VPN 7 O|ES0|2| EIE! E|o|&
of ’ x|&fL|C}.

0|3{3t AZ L= RRI0l| 0|5 Mx|= Z;'Eﬂ EIGRP = OSPFet Z2 IR ZEEZE S5l RiuH
ZE A7 WHE HIE%H% dx|E BXle 28 UESF O COHE ERldT K& LICH

LAN-to-LAN I |0|MoME Zt AEZQIET} ERfEE &S 5tE HEYHIo st B2 =&
BEE 4 X0l e

0| of|ol M Bt E{ AE BF2E{ BOllA 10.89.129.2& E1}5tE HIEXI 0 CHEr B2 E 71X 0
4 7Fx{oF EL|Ct.

_|\I
Lu_
Lﬂ_
N
° p
12
rot
\I
1]
re

At S ot X | HH2 24 |IESIZol CHet 1 E B=E
-_r“é;% £ Lot 04IE E01 CtREAE OIS Z£2 G2 BPES Fdg = ?)QL—IEL

ip route 0.0.0.0 0.0.0.0 172.22.1.1
ip route 192.168.200.0 255.255.255.0 10.89.129.2



ip route 192.168.210.0 255.255.255.0 10.89.129.2
ip route 192.168.220.0 255.255.255.0 10.89.129.2
ip route 192.168.230.0 255.255.255.0 10.89.129.2

Bt E| AE ASAZ A3 32 Zu|agolM2 o3 &

fjo
4>
30
>
r
[ul

route outside 0.0.0.0 0.0.0.0 172.22.1.1

route outside 192.168.200.0 255.255.255.0 10.89.129.2
route outside 192.168.200.0 255.255.255.0 10.89.129.2
route outside 192.168.200.0 255.255.255.0 10.89.129.2
route outside 192.168.200.0 255.255.255.0 10.89.129.2

Zt A= ZQIE Flo B2 o HERXHAI EMste d¢ 1™E F=29o| Hu|agolEdE |RX| ZElst

717t o{e4 R &LICH.

CHAl M E CHE Reverse Route Injection2 AI&5t= 40| Z&LICH RRIE
DE ¥4 HE3 9 2t*E HO|E Z2o uixIELICH

o & £04, 2tRE{ AS 253 ACL X! 2535 T

rlo
iul
1jo

- Zg & A&

<tfroot>

access-1list 110 permit ip 192.168.100.0 0.0.0.255
192.168.200.0 0.0.0.255

access-1list 110 permit ip 192.168.100.0 0.0.0.255
192.168.210.0 0.0.0.255

access-1list 110 permit ip 192.168.100.0 0.0.0.255
192.168.220.0 0.0.0.255

access-1list 110 permit ip 192.168.100.0 0.0.0.255
192.168.230.0 0.0.0.255

crypto map myMAP 10 ipsec-isakmp
set peer 10.89.129.2

reverse-route

set transform-set mySET
match address 110

2t E A7t ASAR OiA|El 2< Zdx(ae| ol

ro
ul
ajo
jg
my!
jo
4>
30
>
r
o

<ffroot>

access-1list cryptoACL extended permit ip 192.168.100.0
255.255.255.0 192.168.200.0 255.255.255.0

access-1list cryptoACL extended permit ip 192.168.100.0
255.255.255.0 192.168.210.0 255.255.255.0

access-1list cryptoACL extended permit ip 192.168.100.0

ol



255.255.255.0 192.168.220.0 255.255.255.0
access-1ist cryptoACL extended permit ip 192.168.100.0
255.255.255.0 192.168.230.0 255.255.255.0

crypto map myMAP 10 match address cryptoACL
crypto map myMAP 10 set peer 10.89.129.2
crypto map myMAP 10 set transform-set mySET

crypto map nymap 10 set reverse-route

Z{ AN A LI B OIMOI A BHRE W0l B4 TR X obdLict

e

JeqLt VPN HO|ES{ 0] 2t B EEE E0oF 0{S 20|14 Fol CHE 2t E7I = 39 I 2t H
£ 0{EHE VPN 22t0|ME o CHet Z= & uhofsi{ok grLICt,

O| oflof M= VPN 2EI0|MEof 4ZE [ 10.0.0.0 /24 He|o| FAT MSECtD 7HEELICH

AO|ESO|et CHE 2t E Ztol Bt ™ ZZEZ 0| MEXIX| BiE B2 2t2H 28t 22 et E0
MI1YE 328 A 8Y = A&

ip route 10.0.0.0 255.255.255.0 192.168.100.1

EIGRP EE= OSPFet Z2 BtRE Z2ZEZ0| HO|EH 0|2 CtE BHRH 7o AA8 501 E2, &
HEl CHZ Reverse Route Injection2 A& 8= Zd0| E&LICY.

RRI= VPN Z220[01EQ| A2 2 H0|EL0|2 Bt E! E|o|20| AFEC 2 Z7}8HLCt O3 oS
Olz{gt ZEE HIEQ3 0| CIE BIREE HZE £ Ql&LCH.

Cisco I0S® E}H2Ed:
<#root>
crypto dynamic-map dynMAP 10

set transform-set mySET

reverse-route

crypto map myMAP 60000 ipsec-isakmp dynamic dynMAP

Cisco ASA E 0ot 0{Z 2} 0| A:

<#root>
crypto dynamic-map dynMAP 10 set transform-set mySET

crypto dynami c-map dynMAP 10 set reverse-route



crypto map myMAP 60000 ipsec-isakmp dynamic dynMAP

oS El 2x= VPN E.E|.O|C&IEO-|| SEE P FA E0| dl=Ql= ClHIo|A o] LHE HEF QL 73X

=) O L
£ 32 gLt XtAMIEH LH8 2 Overlapping Private Networks AMME E X 5HA A2,

Transform-SetO| HIE X| & QI
%2 ol U HE MEM AL E IPsec 53t L SHA| g1 2|E0| S USR] & QlgLCt.
REMIEH LHE 2 Cisco Security Appliance Z1I|12{|0|MH 710|=90| HE & X MME HESAAIL.

ASAO|M AL E|E ISAKMP A 4l |Psec Transform-set2] 3 Cisco VPN 22}0|¢1E = DESS}
SHA7H ZEHEl B&S ASE 4 giaLich

DESE AM8¢dte B sllAl dnE2[&0] MD5E ArEdtiok gfLICt == SHAZ Z 8 &l 3DESS
2f £ 3DESQ| CHE Z&2 M8 + AU&LICH

=3 Y AEA S L O|ES sty &E3 TO| IPsec HHEO| A|Z/BRE[=

M AEZ|7}

0H1
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IKEv1l]: Group = x.x.x.X, IP = x.x.x.x, QM FSM error (P2 struct &0x49ba5a0, mess id Oxcd600011)!
[IKEv1l]: Group = Xx.x.x.X, IP = x.x.x.x, Removing peer from correlator table failed, no match!

ot
1

ol
RA

m>

Security Appliance2| Zf QIE{H|O|A 0= S% 53 S StLIEE ALS L|C}.

OS2 18 AEESt M AEEIE Zofsts MHSHH HE7 0i7A4ZT 2535t Mol o LICH S
MY ML HEIN M 1 1H 52 Fte + (s S0l ot U&LCH

<ffroot>

crypto dynamic-map cisco 20 set transform-set myset
crypto map mymap 10 match address 100

crypto map mymap 10 set peer 172.16.77.10

crypto map mymap 10 set transform-set myset

crypto map mymap interface outside

crypto map nynmap 60000 i psec-isaknp dynamnic ciscothe


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#overlap
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#overlap
https://www.cisco.com/c/ko_kr/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

o}

253 M O|F2 CHAEXE FEFLICH

ok

0| 2F uﬂAIxIE SN A55 A ARAT SHIZX]| oto} m|o{7F AR E 4S5 e MBS
AR EAIELICE

St o]l EXls S0|22 ECiEE Holste HE3 AMA 50| Ux|sHX| efot ghgfLCt.

|
%ASA- 3- 713042: | KE ZHA|XI7F HXE &2 5+ &Lt

St Qe oA M Sz &= 048] VPN B9 E<, 0|&0| ZX|2HQIEH0|AT stLte| & &
st MEF 5|18 E) AL HETHOE °*§§P e SGELICH

Ol 2t E L ASAO] MEEL|CH

OHEEZERIZ, L2L B P78 HHA VPN AlLEE[@ 25of CHEF S5t B 74|32 2i[o|Moi CHEE RHA
Bt L2 2 ASA: Add a New Tunnel or Remote Access to an Existing L2L VPN - CiscoE& & =54
Al2.

I|o{IP A7 SHIEX| EelghL|ct.
IPsecO]| CHEt ¢4Z34 Bz = 9| O|O|E{H|0|AE BHE T B E|EFLct.

ASA Security Appliance LAN-to-LAN(L2L) IPsec VPN Z1I|124|0|M 2] <L tunnel-group <name>
type ipsec-I2lcommand0i| A E{'d 1 & 2|<name>2 Remote peer IP Address(remote tunnel end) 2
X|&gfct.

1|0 IP FAE intunnel group name 2! Crypto map set addresssses H& 1} & x|5HoF & L|C}.

ofn
|0
]
z
0
o

ASDME A& 3104 VPNE 7A3HE S0t SHHE T|of IP F4Z Efd 18 0IBS X

TjofIP FA47F SHIEZH FEEIX| 2 d9 23& Ol HAIXIE Z&E + oM, ol Z[oIP
FAO| M Zu[Jg oMo 2 FHelg £~ ﬁL—IEP

[IKEv1l]: Group = DefaultL2LGroup, IP = X.X.X.X,
ERROR, had problems decrypting packet, probably due to mismatched pre-shared key. Aborting

T|0{ IP A7} ASA €535 | oMo M XMoHE2 £ HE|X| &t2 2 ASAE VPN {22 A
Meh 4 glom MM_WAIT_MSG4EHA|of| A BF M R|EL|Ct.

FAAI2.

oh

(@)

| X

HZd5tEdm T adolMod mof IP TAE 471

1]
ol

VPN E{'20| MM_WAIT_MSG4 & E{oi M EX|& [ EA|Z|= how crypto isakmp B0 E=24]L|
Ct.

<tfroot>

hostname#


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/82020-addnetworkvpn.html#newtunnel
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/82020-addnetworkvpn.html#newtunnel
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/82020-addnetworkvpn.html#newtunnel
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/82020-addnetworkvpn.html#newtunnel
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/82020-addnetworkvpn.html#newtunnel

show crypto isaknmp sa

1 IKE Peer: XX.XX.XX.XX
Type : L2L Role : dinitiator
Rekey : no State : MM_WAIT_MSG4

%ASA-3-713206: Tunnel Rejected: Conflicting protocols specified by
tunnel-group and group-policy

& Aol X|IEE 518 Eidol BHd O & 1m0l e] 518 E{dt 27| WEo| B0l 4
ME E8< o| HAIX|7F LiEHELIC

<tfroot>

group-policy hf_group_policy attributes
vpn-tunnel-protocol 12tp-ipsec

username hfremote attributes
vpn-tunnel-protocol 12tp-ipsec

Both lines read

vpn-tunnel-protocol ipsec 12tp-ipsec

7|8 38 dHo| 7|& T2 E 0l OiEt 7|8 O& M| IPSecE &St fLICH

I

group-policy Df1tGrpPolicy attributes
vpn-tunnel-protocol L2TP-IPSec IPSec webvpn

L2L Z|o4oi| CHal XAUTH H|E M35}

LAN-to-LAN E{'d P A HM A VPN E{20| S LE & =35t fHol| 7dE F<, LAN-to-LAN I|040]|
XAUTH HE E =3stet= HIAIX|7F Al LAN-to-LAN E{'2 0| show crypto isakmp
saccommand2] %E—. 0il "CONF_XAUTH"Z Alm{gtL|ct.

CHS2 SA £32] of 2iLC.

<tfroot>

Router#



show crypto isaknmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
X. XXX Y.Y.Y.Y CONF_XAUTH 10223 0 ACTIVE
X. XXX 2.2.2.7 CONF_XAUTH 10197 0 ACTIVE

Ol X Cisco IOS®M|EF M B E|X|2F ASAE BEid I52 MEstEZ o Mo I&FS &X| &
LICE.

JHII

C|HtO|A 7} T|o{oi|H| XAUTH HE(MEXt 0|F 2 HIZHS)E E= HIAIXIE EAIGHK] &
isakmp 7|2 /248 [ no-xauthkeywordE A& &fLICH.

O 719{E& 1 IPsec T|0{0fl CH5H XAUTHE HIgHastatL
=

H 2L
VPNO| 25 & C|uto|A0l M ChE I fAE BES U

_

<#root>
router(config)#

crypto i saknp key ciscol23 address
172.22.1. 164 no-xauth

ASA7} Easy VPN Server A& 2 st= A|LIE|20{ M Easy VPN Z2I0|HE = Xauth EX|2 215
SlEQI=of AZE £ gigLct

o
=
ik
0x
on
o3
L
Inl

CtS1k 2ol 2X|E siZst7| ?Is ASAGIA ALE X} Q1B

0jo

<#root>

ASA(config)#

tunnel - group exanpl e-group type ipsec-ra
ASA(config)#

tunnel - group exanpl e-group i psec-attributes
ASA(config-tunnel-ipsec)#

i saknmp i kevl-user-authentication none

isakmp ikev1-user-authenticationcommandoi| CH&t XFA|EH LIE 2 0] EA12]
MiscellaneoussectionS &t =&/ A|2.

VPN & &2
VPN E0i| & & IP F20| HR7I SESHX| A2H OIS F 7K GH2= IP F£L9| 718 EE &
gg =+ &L

-



1. 7|1& HRIE MHst T M HRIE HolgfLch ol § SH Chent 2 &Lt

<#root>
CiscoASA(config)#

no ip |ocal pool testvpnpool 10.76.41.1-10.76.41.254

CiscoASA(config)#

ip local pool testvpnpool 10.76.41.1-10.76.42.254

2. QIX3tX| gt 2 MEHIE VPN E0i| F78t2{E 89
s

= & 7ol 7 VPN E2 Ho|Et Ct=
"tunnel-group attributes" Of2H0| M = MOHE XIHE = U&LICE o E &

™ O Z&LUoh

<#root>

CiscoASA(config)#

ip local pool testvpnpool AB 10.76.41.1-10.76.42. 254
CiscoASA(config)#

ip local pool testvpnpool CD 10.76.45. 1-10. 76. 45. 254
CiscoASA(config)#

tunnel -group test type renote-access
CiscoASA(config)#

tunnel -group test general -attributes
CiscoASA(config-tunnel-general)#

addr ess-pool (inside) testvpnpool AB testvpnpool CD
CiscoASA(config-tunnel-general)#

exit
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ASAE= 0| BHol| E20| EAE[= = MR O|EHEt EoM FAE EESIEE E
DH Ool‘LlEl.

HH

group-policy address-pools BE9O| &4 & ™2 &4 tunnel-group address-pool HEO| 24 E

M2 xHAolgtL|ct.
VPN Z22}0|E Ee=lof CHEt BIo|EHA| EX|

VPN ¢ZE Sdli 7| Azt 2X|7H 2 st 32, OIF sHZsiedH ChE =UE HAlstAAIL.
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3. Cisco ASAE CIA| ZEFLICH
VPN 22} 0|2¢1E 7} ASAO|| @128 4= Qi
25

Cisco VPN Z2}0|¢E = X-auth7} Radius AHE{2 &7 AFRE [} QIS5 E = Qi&LCt.

xauth7t AlZh ZaHE & QI&LICH O] E2X|E siZstcd™ AAA MEHL| AlZE MEh 2t 2 S2ldAIL.

<#root>
Hostname(config)#

aaa-server test protocol radius

hostname(config-aaa-server-group)#

aaa-server test host 10.2.3.4

hostname(config-aaa-server-host)#

ti meout 10

=X

Cisco VPN Z2}0|91E = X-auth7} Radius MBS &7 AFRE! | Q158 4 Qi&L|Ct.

ME>

7

MZol= 50| M2 2t Sst=X| FHUELICH EME &35I24H HA ASA0AM 2 O|o|E{H| O
A&stod Q15 S #elgLct.

-

tunnel-group tggroup general-attributes
authentication-server-group none
authentication-server-group LOCAL
exit
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no threat-detection basic-threat

no threat-detection scanning-threat shun
no threat-detection statistics

no threat-detection rate
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object network obj-dmz

subnet 10.1.1.0 255.255.255.0

object network obj-vpnpool

subnet 192.168.1.0 255.255.255.0

nat (inside,dmz) 1 source static obj-dmz obj-dmz destination static obj-vpnpool obj-vpnpool

NAT ZAI|22io|Mof CHEF A NEEIE F 78 & NAT HErE XS L.

Clear xlate
Clear local

E{d0| MXEl AL Cisco VPN 22I0|2E 2 0|5 5109 Status(4EHl) > Route Details(ZZ MIE A
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<#root>
l--- Create the group policy named vpn3000 and !--- specify the DNS server IP address(172.16.1.1) !---
group-policy vpn3000 interna
group-policy vpn3000 attributes

dns-server value 172.16.1.1
def aul t -domai n val ue ci sco.com

l--- Associate the group policy(vpn3000) to the tunnel group !--- with the default-group-policy.

tunnel - group vpn3000 general -attributes
def aul t - group- policy vpn3000

)
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Split-tunnel2 7|

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

excludespecified 242 EZVPN Z2}0|2E 7} ot Cisco VPN 20| Eof CHSHA B X[ HE L
Ct.

ciscoasa(config-group-policy)#split-tunnel-policy excludespecified
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Secure VPN Connection terminated locally by the client.
Reason 413: User Authentication failed.

tunnel rejected; the maximum tunnel count has been reached
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<#froot>

ciscoasa(config)#
group-policy Bryan attributes
ciscoasa(config-group-policy)#

vpn- si mul t aneous-1 ogi ns 20

o| H&oj| CHEt RFM|BH LI 2 Cisco Security Appliance 2 2 X E X sHAAIL.

HotoEeo|A0M 5185te AUED F2 22 VPN MM E MEtsteiH 22 241|280
M 2 E0i M vpn-sessiondb max-session-limitcommand& A& &fLICH.

MM XMBte M7{5tEdH 0] E239| overvision2 AFREFLICH AN XS HHo{AB{0d HES CHA|
AESHAAIL.

vpn-sessiondb max-session-1imit {session-Tlimit}
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<#root>
hostname#

vpn- sessi ondb nmax-session-limt 450
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20932 10/26/2007 14:37:45.430 SEV=3 AUTH/5 RPT=1863 10.19.187.229
Authentication rejected: Reason = Simultaneous logins exceeded for user
handle = 623, server = (none), user = 10.19.187.229, domain = <nhot
specified>
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Configuration > User Management > Groups > Modify 10.19.187.229 > General > Simultaneous
LoginsE MBSt 2301 =8 52 #HZEgLCH
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Cisco |IOS® Router - 2tE2| 2|2 IE{H|O|A(EE & 2IE{H 0|A)0|M MSS 4f2
M7t

2t E{ Q| 2|F ClEmo|A(E{d & QE{H 0|A)0|A MSS 2t #E5 2T Che BHES AL
Ct.

<#root>
Router>

enabl e

Router#
configure term na
Router(config)#

interface ethernet0/1
Rout er (config-if)#ip tcp adjust-nss 1300

Router(config-if)#

end

CtE HIAIX|= TCP MSSOi| CHEF CIH £32 EA[EfLICH



<#root>
Rout er #debug i p tcp transactions

Sep 5 18:42:46.247: TCPO: state was LISTEN -> SYNRCVD [23 -> 10.0.1.1(38437)]

Sep 5 18:42:46.247: TCP: tcb 32290C0 connection to 10.0.1.1:38437, peer MSS 1300, MSS is
1300

Sep 5 18:42:46.247: TCP: sending SYN, seq 580539401, ack 6015751

Sep 5 18:42:46.247: TCPO: Connection to 10.0.1.1:38437, advertising MSS 1300

Sep 5 18:42:46.251: TCPO: state was SYNRCVD -> ESTAB [23 -> 10.0.1.1(38437)]

TAE 2 2FRE{0A MSS7H 13002 2 Z=7FElLICEH

KEMIEE LH2 2 ASA 2! Cisco IOS®: VPN Fragmentation2 & E 5 AIAIL.

ASA —/ASA MEHM & X

MTU 27| 2F HAIX| X MSS EXME XSst7| E0] 2E{Slof Moz HMASHR| Z5k7HLE B

e St ¥& S0t LedE + glaLich

Ol EXIE sidsted™ Ot EME HZsHAAIL.

i
i
itd]

« ASA 2! Cisco IOS®: VPN EHI 5}

ASAO|M VPN E{Ed 2 A|&tEr = Q12
=X

ASA CIE{H| 0| A0 A VPN E{'d2 AR E = @icH, EH'E dH F 24 Al=/VPN 2210[ET}
VPN E{20| A ASAS| LHE QIE{H| O|A 0| pingE &= & LILCE.

o & £01, vpn E2I0|HE= VPN E{d2 3l QIE{H|0|A LHE S| ASAO| CHEt SSH == HTTP ¢
22 AEE —’F— A& LCt.

L

Mod 741m|ag0|4 2 E0{ A management-accesscommandE FAI5HX| oo of LIE QIE{m| 0]
AE Bl OHE BoM pingE = gi&LCt

<#root>

ASA-02(config)#

nmanagenent - access i nsi de

ASA-02(config)#
show managenent - access

management-access inside
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L} DMZ QIE{H[ 0] A MM E{'DE AlZ5HEdE Z3 < management-access DMZ H20| E#fL|Ct.

<#root>
ASA-02(config)#

managenent - access DWVZ

VPN Z2}0|HET A == gl= B2 ESP X UDP ZE7} did /JU=X| ElgLIct
Lt olgdet ZE 7 P /UX| ef2 VPN ZEH0|UE 42 &= of2{of|M o] ZEE MBS0

TCP 100000{|A 132 AIE?;LIEL

0tRA LEZ HESE modify() > transport(T1&) & > IPsec over TCPE 2 2!&LICt

O| EXMl= ESP miZ!0o| XIEHEl R0l T ghMsh £ Ql&LICH o] EXME d|Z2siedT VPN {2 C}
Al FASHAAL.

o
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ol

Ol EM|= OlolE{7} &= 3tE[X| ot 11 o] E3{of EAIE CHE VPN E{'E S SsiAME
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<{froot>

ASA# sh crypto ipsec sa peer X.X.X.X
peer address: y.y.y.y
Crypto map tag: IPSec_map, seq num: 37, Tocal addr: x.x.x.x
access-1list test permit ip host xx.XX.xx.XX host yy.yy.yy.yy
Tocal ident (addr/mask/prot/port): (xx.xx.xX.xx/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (yy.yy.yy.yy/255.255.255.255/0/0)
current_peer: y.y.y.y

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 393, #pkts decrypt: 393, #pkts verify: 393

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O



#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0
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<#root>
ASA(config)#

crypto map nymap 10 set peer X. X. X. X Y.Y.Y.Y

VPN B HIE d3h/A A%

=X



VPN EIdE LAMo= HIZEstetn AMH|IAE CHA| AlEfstedH o] Mol UBE R E 2tz d

RIE{m|o|A0f CHaH O|Fol| HMolEl =35t M &legtS M7Hsitis 22 ZHu|aslo|M 2= M
crypto map interfaceccommand& AFSgtL|C}.
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<#root>
hostname(config)#
no crypto nap
map-name
interface

interface-name
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<#root>
hostname(config)#
crypto map

map-name

interface
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Q7 :- %ASA-6-722036: Group client-group User xxxx IP x.x.x
Transmitting large packet 1220(7IZ} 1206)

S|

%ASA- 6- 722036: Group < client-group > User < xxxx > IP < x.x.x.x> Transm tting | arge packet 1220
(threshol d 1206) 25 MIA|X|7} ASA 230 LIEFLLICEH
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IPSEC: Received an ESP packet (SPI= OxDB6E5A60, sequence number= Ox7F9F) from
10.18.7.11 (user= ghufhi) to 172.16.29.23 that failed anti-replay check
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<#root>
ciscoasa(config)#
crypto map nmymap 20 i psec-isakmp
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ASA(config)#ip ZrAF M 2151 H|E A3}
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<#root>
hostname(config)#

crypto i psec security-association replay w ndow size 1024
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rejected: delete crypto connection between VLAN XXXX and VLAN XXXX, first..
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X|(failover) ZHEI Y CI|O|E{E YHOIO|E 5t K| %i’ﬂ%blﬂ E=
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1. System(A|AE]) > Internet Communication Management(QIE{L! S &1 #2]) > Internet
Communication settings(2/E{H! & &l )2 0|&3+04 Turn Off Automatic Root Certificates
Updates(Xt& R E Q&AM UCIO|E T7])7t HIF HSHEIRI= K| = RlghL|ct,
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Windows 70| A %| =l Cisco VPN Client= Windows 7 A|AEI0]| A x|=l VPN Z2}0|21E0i| A Tl O]
E| 7tE7} X|®E|X| Ston2 3G A0 ES5HK| &L Ct
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ASA(config)# crypto isakmp enable outside
WARNING, system is running low on memory. Performance may start to degrade.
VPN functionality may not work at all.
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%ASA-3-402130: CRYPTO: Received an ESP packet (SPI =

OXXXXXXXX, sequence number= OxXXXX) from x.x.x.x (user= user) to y.y.y.y with
incorrect IPsec padding
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<#root>
Router#
show platform cerminfornation

Crypto Export Restrictions Manager(CERM) Information:
CERM functionality: ENABLED

Resource Maximum Limit Available
Tx Bandwidth(in kbps) 85000 85000
Rx Bandwidth(in kbps) 85000 85000
Number of tunnels 225 225
Number of TLS sessions 1000 1000

---Output truncated----
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