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ci scoasa(confi g) #show running-config
Saved

ASA Version 7.2(1)
!

host nane ci scoasa

!--- Output suppressed. access-|ist OUTSIDE extended permit tcp any host 172.20.1.10 eq ww /---
Output suppressed. gl obal (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100. 10 net nask 255. 255. 255, 255 access-group OUTSI DE
ininterface outside !--- Output suppressed.

CHS2 DNS 2150| g8l K| oI 2 E<? ASDMOIAM EAIE|= Zx|TefolMeL]Ct.

Fia Opfons Took “esss Help s | fied -
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CIS2 DNS 21&0| 48 t|x| o2 A< o[HE S| miZ! A ULt
1. 22t0[AE 7} DNS #HE|E EHLICt.
No. Ti me Sour ce Desti nation Protocol Info
1 0. 000000 192.168.100.2 172.22.1.161 DNS Standard query

A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)
Ethernet Il, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)
Domai n Nanme System (query)

[ Response In: 2]

Transaction | D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: 0



Authority RRs: 0
Additional RRs: O
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

2. PAT= ASAO|A DNS #HZ|of CHal -0 # 271 HEELLCHIiZ!o AA FATFASAL

QF QIEmo|AE HAL[URELICY.
No. Ti me Sour ce Destination Protocol Info
1 0. 000000 172.20.1.2 172.22.1.161 DNS St andard query
A server. exanpl e. com

Frane 1 (78 bytes on wire, 78 bytes captured)
Ethernet 1I, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domai n Name System (query)
[ Response In: 2]
Transaction | D: 0x0004
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Nane: server. exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
3. DNS AH= WWW Aol DHEE FAZ2 SEELICH
No. Ti me Sour ce Desti nati on Protocol Info
2 0. 005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: 0a: b8: 9c: c6: 1e)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domai n Name System (response)
[ Request In: 1]
[Ti me: 0.005005000 seconds]
Transaction | D: 0x0004
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanpl e.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)



Class: IN (0x0001)
Time to live: 1 hour
Data length: 4

Addr: 172.20.1.10

4. ASA= DNS 8H 9| SMX| T4 HE 2 FAstn IS ZEH0[HE| HMEELICH.DNS
DoctoringO| & &st|X| 2t 2 B2 SEHO| Addr2 015 Www Aol OHEE A lL|ct.
No. Ti me Sour ce Destination Protocol Info
2 0.005264 172.22.1.161 192.168.100.2 DNS St andard query response

A 172.20.1.10

Frane 2 (94 bytes on wire, 94 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domai n Name System (response)
[ Request In: 1]
[ Tinme: 0.005264000 seconds]
Transaction | D: 0x0004
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

5. 0| A|&{0lA 2EI0IHEE 172.20.1.102] WWW A{H{ol] HMAE A|T=ELICH ASAE O S4
of CHet 4 52 dEeLICh. 2Lt ECfE 0| LHR UM 2|F 2 2|F 2 0|Sste [/E 5
35X ten2 AZA0| Azt ZIHEILICHASA 210i|= CHE 0| EA[E LICH
%ASA- 6- 302013: Built outbound TCP connection 54175 for

out si de: 172. 20. 1. 10/ 80 (172.20.1.10/80) to i nsi de: 192. 168. 100. 2/ 11001
(172.20. 1. 2/ 1024)

Y%ASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80 to
i nsi de: 192. 168. 100. 2/ 11001 durati on 0:00: 30 bytes 0 SYN Timeout

SHZE2:"dns" 7| E

"dns" 7|9{= 2} EI7H DNS Doctoring

dns 7|9/= 8 ALS 3 DNS AHof A= 2ot 01Z20|9120{ M 22H0|9I=0f CHEH DNS Ak 2[4l
o LIS S 7h2 AT AR AE & QALICH8H2H AT B2 HotojZaojolas AB|IEE
HZistod 2ol HHE AILL2I0iM SEH0IHES S8F 4 UsLICL22t0IIET} oizE




WWW M MiAdof HMAE 4~ QI&LICH O] 32 DNS doctoringO| E 433tz E o 0{ZE2}0[odA
= A-recordE ClA| 2445t04 22}0[1E T} 172.20.1.10 CH Al 192.168.100.102 2 Z|C |2 MEFL|CE.
DNS doctoring2 1% NAT 20 dns 7|HEE F7Ie I EHSHELICHCHS2 DNS 2150| #4435t
2 ZAm| 220l NAT EEQlLC}.

ci scoasa(confi g) #show run
Saved

ASA Version 7.2(1)
!

host nane ci scoasa

!--- Output suppressed. access-list OUTSI DE extended pernit tcp any host 172.20.1.10 eq ww /---
Output suppressed. gl obal (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168. 100. 10 netmask 255. 255. 255. 255 dns

I-—— The "dns" keyword is added to instruct the security appliance to modify !--- DNS records
related to this entry. access-group OUTSIDE in interface outside !--- Output suppressed.

ASDMOi| A DNS dBAME FdstedH Chg BHAE 2= & LICH
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A% Edit Static NAT Rule

—Real Address

Interface:; inside

P Address |EPRICRITRIE =] J

Netmask:  [255.255.255.255 R

—Static Translation

Interface: Iu:uutside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T

Drigitrsl Port: LI Translsted Port: LI

MAT Options... Cg

2k Cancel | Help |

3. Translation DNS replies that match the translation rule = @12t= MEHFIL|C}



DME Revvrite

IV Tranzlate the DS replies that match the translation rule

Maxirmum Connections

Zet the maximum number of connections permitted through this static at the same time. 0 means unlimited.

Maximum TCP Connections: II:I

Maximum LUDP Connections: |0

Maxitmum Embryonic Connections

Zet the embryonic connection limit. &n embryonic connection iz one that has started but not vet established, like a TCP
connection in 3-way handshake state. & positive number will enakble the TCP Intercept feature. O means unlimited.

Maxitmum Embryanic Connections: IIII

Rahdomize Sequence Mummber

Randomize the zequence number of TCRAP packetz. Dizable this festure only if ancther inline 454 iz also
v randamizing sequence numbers and the result iz scrambling the data, Disakling this festure opens a security
hole in ASA4

8.4 Cancel Help

4. OKE Z=!5104 NAT Options &2 S E & LIC.OKE 225101 Edit Static NAT Rule(1 ™

NAT -,_-,U's, =) ¥E S=ELICHApply(HB)E 2

JE iy

1. 22t0|4E 7} DNS #E|E EHLIC.
No. Ti me Sour ce Desti nation Protocol Info
1 0. 000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)
Ethernet Il, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Dormai n Nanme System (query)
[ Response In: 2]
Transaction | D: 0x000c
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: O
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

stod Zim|aefolME EeF o{Z2Eto|

A




2. PAT= ASAO|A DNS #2loi CHal =~ F 217t
QF QClE{H|o|AE HEEIR&LICEH
No. Ti me Source
1 0. 000000 172.20.1.2

Desti nati on
172.22.1.161

Frane 1 (78 bytes on wire, 78 bytes captured)
Et hernet II, Src:
(00: 30: 94: 01: f 1: 22)
I nternet Protocol,
(172.22.1.161)
User Datagram Protocol, Src Port:
Dormai n Narme System (query)
[ Response I n: 2]
Transaction | D: 0x000c
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: O
Aut hority RRs: O
Addi tional RRs: 0
Queries
server. exanple.com type A class IN
Name: server. exanpl e. com
Type: A (Host address)
Class: |IN (0x0001)

Src: 172.20.1.2 (172.20.1.2),

1035 (1035),

HMEELCh o A4 F

Cisco_9c: c6:1e (00:0a: b8:9c: ch6: le),
Dst :

Dst Port:

274 ASAQ]

Protocol Info
DNS St andard query
A server. exanpl e.com
Dst: Cisco_01:f1:22

172.22.1.161

domai n (53)

3. DNS M= WWW AMH{o| HEI=El =A 2 SetshL|C}.

Destination
172.20.1.2

Sour ce
172.22.1.161

No. Ti e
2 0. 000992

Frane 2 (94 bytes on wire, 94 bytes captured)

DNS

Info
Standard query response
A 172.20.1.10

Pr ot ocol

Ethernet II, Src: Cisco_01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: Oa: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)

Domai n Name System (response)
[ Request In: 1]
[ Time: 0.000992000 seconds]
Transaction | D: 0x000c
Fl ags: 0x8580 (Standard query response,
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN,
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

4. ASAE DNS SEo| 5 XI A BHEE F A

DoctoringO| & &3t =M SE 9

No. Ti e Destination

5t WZ!E Eto|AEof
AddrO] WWW AMH{o| AlX|

No error)

addr 172.20.1.10

MESfLICEDNS
FAE KA GELICH

Protocol Info



2 0.001251 172.22.1.161 192.168.100.2 DNS

Frane 2 (94 bytes on wire, 94 bytes captured)
Et hernet Il, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: C
(00: 04: c0: c8: e4: 00)

Standard query response
A 192.168.100.10

sco_c8:e4: 00

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2

(192. 168. 100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 52985 (52985)

Domai n Name System (response)

[ Request In: 1]

[ Tine: 0.001251000 seconds]

Transaction | D: 0x000c

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 192.168.100.10

Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 192.168.100.10
l---172.20.1.10 has been rewritten to be 192.168.100.10.

5. 0| A|HoiAM S2t0|HEE 192.168.100.102] WWW AMEH0| HA|A ST AlZ &Lt 4
O| M ELICHECI0|HES} M7 SYUsH MEUN Je=2 2 ASANIAM EBIE 0| XK X|

k&Lt
"dns" 7|S{C & M-S 2E 7

dns 7|9/ =2 27H2| NAT QIE{H|O|AE ALE3t01 DNS HBAE =
Jeflol M LC.

%|F ASA 7.2(1) Hx|ado|M

ci scoasa(confi g) #show running-config
Saved

ASA Version 7.2(1)
|
host nane ci scoasa
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
nanes
dns- guard
|
interface Ethernet0/0
nanei f outside
security-level O
ip address 172.20.1.2 255.255.255.0
|
interface Ethernet0/1
nanei f inside

57| @8t ASAC| %|S 41|



security-level 100
i p address 192.168.100.1 255. 255. 255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

managenent - onl y

|

passwd 2KFQnbNI dI . 2KYQU encr ypt ed
ftp node passive

access-list OUTSIDE extended permit tcp any host
172.20.1.10 eq www
!--- Simple access-1ist that permits HTTP access to the
mapped !--- address of the Www server. pager |ines 24
| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i nmage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tinmeout 14400 global (outside) 1
interface
nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100.10
netmask 255.255.255.255 dns
!--- PAT and static NAT configuration. The DNS keyword
instructs !--- the security appliance to rewrite DNS
records related to this entry. access-group OUTSIDE in
interface outside
!--- The Access Control List (ACL) that permits HTTP
access !--- to the WWww server is applied to the outside
interface. route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
usernane cisco password ffl RPGDSQIh9YLg encrypted http
server enable no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication
i nkup |'inkdown col dstart telnet tineout 5 ssh tineout 5
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns MY_DNS_INSPECT MAP

parameters

message-length maximum 512
!--- DNS inspection map. policy-map gl obal policy class
i nspection_default inspect ftp inspect h323 h225 i nspect
h323 ras inspect rsh inspect rtsp inspect esmp inspect
sql net inspect skinny inspect sunrpc inspect xdncp
i nspect sip inspect netbios inspect tftp inspect dmns
MY DNS_INSPECT_MAP
!--- DNS inspection is enabled using the configured map.
i nspect icnp policy-map type inspect dns
m grated_dns_nap_1 paraneters nessage-| ength naxi num 512
I service-policy global _policy global pronpt hostnane
context Cryptochecksum a4a38088109887c3ceb48lef ab3dcf 32
: end




CHA| &5 4.5 o{x|'d
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o
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T NAT 21 &7 sllo{m|'sE AF23+04 DNS doctoringZt S st £THE UE £+ Q&LIChol o
MEE= DNS MHoiA 2ct0|HER BHEtE|= DNS A B2 E9| LIS #HAE5HK| k& LIChChal Of
EMIAM AHEE AlLt2|22F 20| FllofT|dE A8 E B E2t0| 71

Of| A Bttt 172.20.1.10 FAE AL E = U &LCH.

CHS2 DNS doctoring 22t E 47| 8l sllofml'd & 7 NATE AHEE M Zdm|TefolMel 2t
FEAULICLFH EAIE BE2 ol £3 2ol o AHMIG| BB xlof U&LICH

ci scoasa(confi g)#show run
. Saved

ASA Version 7.2(1)

1

host name ci scoasa

!-—- Output suppressed. same-security-traffic permit intra-interface

!--- Enable hairpinning. ¢l obal (outside) 1 interface !--- Global statement for client access to
the Internet. global (inside) 1 interface

!-—- Global statment for hairpinned client access through !--- the security appliance. nat
(inside) 1 192.168.100.0 255.255.255.0 /--- The NAT statement defines which traffic should be
natted. !--- The whole inside subnet in this case. static (inside,outside) 172.20.1.10

192. 168. 100. 10 net nask 255. 255. 255. 255 /--- Static NAT statement mapping the WWW server's real
address to a !--- public address on the outside interface. static (inside,inside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255

!-—-- Static NAT statment mapping requests for the public IP address of !--- the WWW server that
appear on the inside interface to the WWW server's !--- real address of 192.168.100.10.

. same-security-traffic—0| WHE2 ALS5tT 20 0{ZEI0|IAE MEE SUFH Eot =F Ol E
CHE S AP E —’F— A& LCH. permit intra-interface 7|9/ == same-security-trafficO| & 8t QIE
H oA E0{21 LITIE S 38 oFDE slojxml'gol Mgt 1. &l|o{Z|'d & same-
security-traffic I:"'E='01I CHEH REMIEH LI @ & same-security-traffic2 & =5t A AL,

. global (inside) 1 interface - £ 0t O-I%EPOIOJQE Sotst= ZE EBE2 NATE HAMOF &L
Ct.O| HHE2 LY CIEHO|AR E0{2= ECfZ 0| LIE QIE{H| oA 0| Sllo{m|'EE
PATE HZ|Z & 5t7| @IoH £¢t o{Z20|1A 0| LHE QIE{H O|A FAE AASELICH

. static (inside,inside) 172.20.1.10 192.168.100.10 Y 0}A 3 255.255.255.255—0| 1174 NAT g
S2 WWW MOl S8 IP 401 Ciet F HHmf o2 S MAFLch ae{Lt & ¢ 1% NAT
=1 &2 ofHollE F4 172.20.1.100] 22t 01Z2t0[AA [ LIF QUE{H| 0] A0 OHEE L
Ch.ao{w 2ot o{Z2t0|AA T LHE QIE{H| 0| A0 M O FA0 e EAIEl= 2o SEHE
£ &LICHOH OIS SHE @3S WWW Al AN FAE 2™ 2lc|2MetLct.

ASDMOM 17 NATE &llofml'd S 75t ChF BHAHIE 2t = & LICH.
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1.Co nfiguration(Z1Z| 12| 0| A4) > Interfaces(QIE{H 0| A)Z O|S & L|C}.

2. & 5tEHoi| A Enable traffic between two or more hosts connected to the same interface = 2!
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A& Add Static NAT Rule

—Real Address

Interface: Iinside ll
IP Address: [192.165.100.10 R4 J
Netmask:  [255.255.255.255 ~|

—Static Translation

Interface: Iinside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T
Drigitrsl Port: LI Translsted Port: LI
MAT Options...

2k kl Cancel | Help |

6. OKE Z2l5l04 Add Static NAT Rule(L™ NAT 73] F£7}) 28 FZ &hLch.
7. 7|1& S PAT H&t2 MEHS 1 EditE &|8Lch
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8. Interface EL}2 A X0 M insideE

A= Edit Dynamic NAT Rule

W |ed |

~Feal Address

Interface:; inzide
IP Address: (1921631000 |
Metrmask: (255 2552550 |

~Dvnamic Translation

Interface; Iu:uutside

dmz
ge Add
aut=side
~elect | . .
M o1 B outside
MAT Optionsz...
DR Cancel Help

| & 112006 3.0z 50 T



9. Add(F7hHE =Lt
A= Edit Dynamic NAT Rule x|

~Real Address

Interface:  inside

IP Address: [192.168.100.0 (. J

Metmask:  [235.2352530 -

~Dvnamic Translation

Interface;
W Add| @B Edit [ Delete
~ele FPaal 1T Addrezzes Pool
MAT Options. ..
Dk Cancel Help

10. QIE{H|O|A 9| IP FAE AFHE 35104 PAT(Port Address Translation)2 EA|E EIC|2 HES
MEd$tLIC Add(FE7HE S=IELICH



= Add Global Address Pool x|

Interface: Iinside LI

Pool D [1

P Addrezzes to Add Addreszes Poaol
i Range

Starting [P Lddress: I

Enditg P Address: I

Metrmazk (optionsl): I

" Port Address Translation (PATY

== [elete
IF Address:; I
Metmazk (optional): I
< Port 2ddrezz Translation (PAT) using IP
Address of the interface
Ik Cancel Help

11. OK(E2E Z2!510{ Add Global Address Pool(F1 =4 E F7}) &2 FZELICHOKE
ol)& Z2|5l04 Edit Dynamic NAT Rule(S % NAT 7% £3) &2 SZ & LIt Apply(H&

Z2l5to4 ZHAm|ag|o|MHMe Eot o{Z2to|HA 0| MEEHL|Ct

CtE2 slo{m[do| +&E m &dlst= O|HES| A|FARLICHZEI0|AET} 0|0| DNS MHE #

25t WWW A F4A01 CHEF 172.20.1.102] SE S &tcto 7H-EELCH

=

1. 22I0|HE 7} WWW AEH(172.20.1.10)01l 4EE Al &fLC.
YASA- 7- 609001: Built |ocal -host inside:192.168.100.2

2. 2ot o{Z2Io|HAE @XM &0olst T WWW AB{7F 192.168.100.1001 I QIAIgHL|CE.
YASA- 7- 609001: Built | ocal -host inside:192.168.100. 10

3. 2ot o{Zzlo|odAE ZEI0|E0]| LSt S& PAT Het2 MMELICH 2 2I0|E EB]=l 9
AATEOIN EOoF 0{ZEH0|HA 9| LIS QIE{H|O|AQIL|CH.192.168.100.1.
Y%ASA- 6- 305011: Built dynamic TCP translation frominside:192. 168. 100.2/11012 to
inside: 192.168.100.1/1026

4. 20t o{Z2to|HAE 2EI0|HEE S5 WWWw AB{e TCP 21742 M4
OHZ=E FAE HSE EAELLCH
YASA- 6- 302013: Built inbound TCP connection 67399 for inside:192.168.100.2/11012
(192.168.100.1/1026) to inside:192.168.100.10/80 (172.20.1.10/80)

M
ot
C
o
N
fol
>
[m
|0

5. 29t 0{Z2}0|A 2] show xlate HHEH2 ECt0|HE ECH
E|=X| &elgct.
ci scoasa(confi g) #show xlate
3 in use, 9 nost used
d obal 172.20.1.10 Local 192.168.100. 10
d obal 172.20.1.10 Local 192.168.100. 10
PAT Global 192.168.100.1(1027) Local 192.168.100.2(11013)

H

O| 22t 0{ZECI0|HAE Solf #HEt

6. 29t 0{Z2}0[|21A 2| show conn BE2 E o+ 0{E 20|21 AF WWW MEq ZHoi| 2EI0|HE
CHAl 40| MESM=X| =l Lc 2eto|HES| AN FLAE HS 2 EAIRLICH
Cci scoasa#show conn



TCP out

slojmd &

192.168. 100. 1(192.168.100.2): 11019 in 192. 168. 100. 10: 80
idle 0:00:03 bytes 1120 flags U OB

T3 NATE A8t 2|F H1|agjo|M

IZﬂ: slloxl'd 3

= ASAQ]

|ZE
S

= ol
Ca

M NATE A2
I:LE1I0|A=|°'I—IE+

504 271 2] NAT QIE{m| 0| A} &7 DNS doctoring £1HE

2|F ASA 7.2(1) x| 180l

Saved

nanes

dns- guard

passwd 2KFQnbNI dlI
ftp node passive
same-security-traffic permt
access-|list OUTSIDE extended pernit tcp any host
172.20.1.10 eq ww
!--- Simple access-1ist that permits HTTP access to the
mapped !--- address of the Www server. pager |ines 24

| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i nmage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tineout 14400 gl obal (outside) 1

in this case.

ASA Version 7.2(1)

host nane ci scoasa
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed

security appliance.
255. 255. 255. 0
traffic should be natted.

ci scoasa(config-if)#show running-config

interface Ethernet0/0
narei f outsi de
security-level 0O
i p address 172.20.1.2 255.255.255.0

nterface Ethernet0/1
namei f inside
security-leve
i p address 192.168.100.1 255. 255.255.0

100

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve
no i p address

nt erface Managenment 0/ 0
shut down

no nanei f

no security-1Ieve
no i p address
managenent - onl y

2KYQU encrypt ed

interface !--- Global statement for client access to the
Internet. global (inside) 1 interface /--- Global
statment for hairpinned client access through !--- the

intra-interface

nat (inside) 1 192.168.100.0

!--- The NAT statement defines which
!--- The whole inside subnet
static (inside,outside) 172.20.1.10

192. 168. 100. 10 net mask 255. 255. 255. 255 /--- Static NAT

o4
=



statement mapping the WWW server's real address to a
public !--- address on the outside interface. static
(inside,inside) 172.20.1.10 192.168. 100. 10 net mask

255. 255. 255. 255 !--- Static NAT statement mapping
requests for the public IP address of the !--- WWW
server that appear on the inside interface to the WWW
server's real address !--- of 192.168.100.10. access-
group QUTSIDE in interface outside !--- The ACL that
permits HTTP access to the WWW server is applied !--- to
the outside interface. route outside 0.0.0.0 0.0.0.0
172.20.1.1 1 tinmeout xlate 3:00:00 tinmeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ngcp- pat 0: 05: 00 tineout sip 0:30:00 sip_nedia 0:02:00
sip-invite 0:03:00 sip-disconnect 0:02:00 timeout uauth
0: 05: 00 absol ute usernane cisco password

ff1 RPGDSQIh9YLg encrypted http server enable no snnp-
server location no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console tinmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
MY_DNS_| NSPECT_MAP par anet ers nessage-| ength maxi mum 512
pol i cy-map gl obal _policy class inspection_default

i nspect ftp inspect h323 h225 inspect h323 ras inspect
rsh inspect rtsp inspect esntp inspect sgl net inspect
ski nny inspect sunrpc inspect xdncp inspect sip inspect
netbi os i nspect tftp inspect dns MyY_DNS_| NSPECT_NAP

i nspect icnp policy-map type inspect dns

m grated_dns_nap_1 paraneters nessage-| ength naxi num 512
I service-policy global _policy global pronpt hostnane
context Cryptochecksum 7c9b4e3af f 085ba90eel94e079111eld

end
#1: Cisco ASA (S5 E! 2ot sHEh) ol CHt Sllo{ml'd, o] HICIRE & Z5tod Sllofml'd 7|2 At
28 + QlE ChY st AlLt2|2of] Ci#t RIAE HEE SelstalAl2.

DNS ZAIE %“‘ 2t5todH(0| ol HIE 83tE Z2) P% FAIE &ghLct. ol 01|0i|/\‘| DNS ZAt
= 718 MY A "ol F£7IEIH, Ol ASAZ} 7|8 ZHI|2B|0|/He 2 A|ZHE 7"7<-| service-
policy B&0i o3l Mx o2 MEEL|CE MH[A 2 al HALof CHEt AFMIEH LI& 2 Usin
Modular Policy FrameworkE 2 X5t &/A|2.

1. DNSO{| CHBF HAF ‘H2 S pHE LY,
ci scoasa(confi g) #policy-map type inspect dns MY DNS_INSPECT_ MAP

2. policy-map Z4I|Z22{|0|MH 2 E0|M Oi7iEd An|ael|old REE 1245104 ZAF AZEIo CH
& of7HH 8 XI'EELict.

ci scoasa(confi g- pmap) #parameters

3. policy-map OH7HH 4 T804 2 =0llA DNS HIA|X|2] Z|CH HIA|X| Z0|E 5122 K|
g LICH.
ci scoasa(confi g- pmap- p) #message-length maximum 512

4. policy-map O{7HH s Zdm|a g oM 2= L policy-map ZI|adol/d ZEE FSZ§LICH

ci scoasa(confi g- pmap- p) #exit
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ci scoasa(confi g- pmap) #exit

5. ot CHE AA E3 Ho| MEE|RA=X] &elghL(Ct
ci scoasa(confi g) #show run policy-map type inspect dns
!
policy-map type inspect dns MY_DNS_| NSPECT_MAP
par aneters

nessage-| engt h maxi mum 512
|

6. global_policy0ll i policy-map ZI|aey0|M ZE& Q={gLct
ci scoasa(confi g)#policy-map global policy
ci scoasa(confi g- pmap) #

7. 53 o AHu[agolM ZEAM 7|E Bl0]o] 3/4 EEHA QI inspection_default® K| & & LC}H

ci scoasa(confi g- pnap) #class inspection_default
ci scoasa(config- pmap-c) #
8. G o FefA 74I|aE| 0| 2E0| M 1-3EH A0 M AT HAL A WS ALE5t0{ DNSE
AAtst =5 R|-EerLCt
ci scoasa(confi g- pmap-c) #inspect dns MY DNS_INSPECT_ MAP

9. policy-map e ZI|ad oM ZE & policy-map ZAI|ad0|M ZEE SEFLICH
ci scoasa(confi g- pmap-c) #exit
ci scoasa(confi g- pmap) #exit

10. global_policy policy-mapO| #5t= CHE T EEI= K| & QlgL|Ct
ci scoasa(confi g) #show run policy-map
|
!--- The configured DNS inspection policy map. policy-map type inspect dns
MY_DNS_| NSPECT_MAP par anet ers nessage-| ength nmaxi mum 512 policy-map gl obal _policy class
i nspection_default inspect ftp inspect h323 h225 inspect h323 ras inspect rsh inspect rtsp
i nspect esntp inspect sqlnet inspect skinny inspect sunrpc inspect xdncp inspect sip
i nspect nethios inspect tftp inspect dns MY DNS_INSPECT_ MAP
!-—— DNS application inspection enabled.
11. global_policy7} AlH|A &=of ofs Mo 2 MEE|=x| 2elgLct
ci scoasa(confi g) #show run service-policy
servi ce-policy global _policy global

2 & 5!-DNS #11|3aj ol

AESEHIES Sl &g =M S8 2 =23524™ group-policy ZAI| 22 0|4 E E04 A split-
dns BYES MAELICLSES A M|5tE{H Ol BHEO| no BAIE AFSELICH

AESEHAE ZHQ S50| Qi A2 A8Kte 7|2 I8 Hiof U= 52 45U AE
2 EHE ZH R S5 442 YX|5t2d™ split-dns none S A>T LICH

CHR SS0M Z E52 FESte{H B S22 ASFELICLES o AMEHo| |2t M| &
A2 25548 Z0HE = e LICt 3Rt SHO|E(-) & OFRIE()E A8 E = U&LICtH el o
Ol no split-dns BE S AFE5tH 2E XY 20| &M E|OH, split-dns none B S Al-EE [ 44l
null 2tO| Z&HELCt.

Ct= o0l M= FirstGroupOl2t= & ™H2Mol| CHall AZEZ! {32 S35 el =H 2! Domaint,
Domain2, Domain3 2! Domaind& F4I5t= &g 2o FLC}.

host nane( confi g) #group-policy FirstGroup attributes



host nane(confi g- gr oup- pol i cy) #split-dns value Domainl Domain2 Domain3 Domainé

CtS& & QlIRrL|Ct.

JE

g
mjo

At&stod Zxm|aefo|Mo| McHz E Sst=X| &g L/ct

Output Interpreter =T #(SSE D40 ) (OIT)= E show BEZ X|HELICIOITE AFE5H0d

show H& 30| Mg FLI|C|.

DNS Ez2j= Z4&

o 0{Z20|AATJl DNS B|ZEE SHIEH MEFst=X| £elsh= 8 7Hx| -2 o™ ofjof &
“ﬁl Oi2 EXel HZ!E Hrsts HULICLASAMIM EBNEE ZR5t2{H O S BH E 2z
Ct.

1. 48E 7t A QAL CHE AMA S5 SEFLICLACLE BXE EfES X|HaHok

gfLICt ol oflof A= 2712] ACLO] O’SEI%SL—IELQI QIE{m|o]A o Eei=oil CHEF ACL:
access-1ist DNSOQUTCAP extended permit ip host 172.22.1.161 host 172.20.1.2
!--- All traffic between the DNS server and the ASA. access-|ist DNSOUTCAP extended permit
ip host 172.20.1.2 host 172.22.1.161 !--- All traffic between the ASA and the DNS server.
LH5 QlE{m|o|A o Eei=loi CHEH ACL:
access-1ist DNSINCAP extended pernit ip host 192.168.100.2 host 172.22.1.161
!-—— All traffic between the client and the DNS server. access-|ist DNSI NCAP extended
permt ip host 172.22.1.161 host 192.168.100.2 !--- All traffic between the DNS server and
the client.

2. 2™ QUABA S HELCH
Ci scoasa#fcapture DNSOUTSIDE access-list DNSOUTCAP interface outside

I-—— This capture collects traffic on the outside interface that matches !--- the ACL
DNSOUTCAP. ci scoasaf#fcapture DNSINSIDE access-list DNSINCAP interface inside

!-—— This capture collects traffic on the inside interface that matches !--- the ACL
DNSINCAP.

3. WX E ZLICLCHE2 Z 71X DNS EEf=E 0| MEE & ML= o LICh.
Ci scoasa#show capture DNSOUTSIDE
2 packets captured
1: 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36
2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: wudp 93
2 packets shown
Ci scoasa#fshow capture DNSINSIDE
2 packets captured
1: 14:07:21.346951 192.168.100.2.57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168.100.2.57225: udp 93
2 packets shown

4. (MEH ALE) ZH%{E CHE OfB2
AFEFLICH poap HAIS 8 BAE &
ot Ze R MR MEE EA A&

Ci scoasat#fcopy /pcap capture:DNSINSIDE tftp

N
o
g

oM 248 = JES pcap YA E TFTP ME{ol =
HEZZ[AH OIS DNSABZES| Ol X IP F4

Ci scoasat#fcopy /pcap capture:DNSOUTSIDE tftp

=X -

ol dMoiM= Hm|aelolM BXE sidste ol M8E + = HEE MSELICH


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

DNS AM5f4o| +HE[X| &

HoF 0{Z2t0[2140f DNS HAMZF T &l0f QUEX] ZH QB LICHDNS HA T MM E FHZsHAA|
(@}

oy Ml Alm)

Z2}0|HEQF WWW MEH ZHol| @422 AiAdst
&LICHEQ 0{ZE0|AE S5t HBt2 =
S0t 0{E2H0IAIA 28 SQIBLICHO[2{2 HIA

SEJ=ER], ERE T4 Q=X gl

gi= 7L NAT ZI IOl 9 F HEY £ 3
| MA3HR| RS S LIEFLES HIAIX|of CHEt
|7 LIEPLLEY 243t EaiTlofl Chal NATTH 7

Ojo

P

ol

%ASA- 3- 305006: portnap translation creation failed for tcp src
i nsi de: 192. 168. 100. 2/ 11000 dst dne: 10. 10. 10. 10/ 23

xlate =2 X|2 CtZ NAT 2 M7 X CHA| 28 3dto o] 2L /R E i ZAgfLICH.

UDP DNS 3|4l &HA|

DNS I{Z! Ax| = Qlsl o] 2F MHIAIXI7} EAIE & A&LICH

%1 X| ASA- 4- 410001: UDP DNS request from source_interface: source_address/source_port
to dest_interface: dest _address/dest_port; (label |ength | domain-name | ength)
52 bytes exceeds remnaini ng packet |ength of 44 bytes.

O] EXIE sllZ5t2{Td DNS mZ! Z0|& 512-65535 ALO|2 SE[A A,

of:

ci scoasa(confi g)#policy-map type inspect dns MY_DNS_INSPECT MAP
ci scoasa(confi g- pmap) #parameters
ci scoasa(confi g- pmap- p) #message-length maximum <512-65535>

2 He

. Cisco PIX &8} Ax EQjoq

. Cisco Secure PIX Firewall H&i &=

. Eot ME T Qg

- RFC(Request for Comments)

. Cisco ASAZ2] &ilo{ &

- Cisco ASA 5500 Series Adaptive Security Appliance



//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
https://supportforums.cisco.com/videos/2506
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
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