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[ ] Allovs older M5-CHAP wersion for Windows 95 servers
[ ] Microzaft CHAP Version 2 [M5-CHAP +2]

[ ] For MS-CHAP bazed protocols, automatically use my
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“  LAN or High-Speed Internet

Wireless Metwork Connection
Mok connected
[I:T:II Cisco Sironek 302.11a/b/g Wil

Local Areas Conneckon
Connecked

A Broadoom Metitrens Gigabt §

Local frea Conmachon 10
Disabled

|__,3 Cisoo Swsbems WPN Adapter #
Yirtual Private Mebtwork

LETR
Connechad

. 'WAN Miniport (L2TP)
[
IPSec Settings

Usze pre-shared key for authertication

& | 21P Properties

General | Options | Secusity | Networking  Advanced

Securily opliors
() Typical frecommended settings)

validate myp pdenbky as holowves

Automaticalk we my Windows looan name and
pazzword [and domain if any]

Hequire data encription [dsconnect if aoms
(%) Advanced |custom settings)
Jzireg these seltings requires a knowledos N
of zecurily protocols.

| IPSec Seftings... |

| ok || Cancel
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PIX 79| L2TP A{H

PIX 7.2

pi xfirewal | #show run

PI X Version 7.2(1)
!
host nane pi xfirewal |

domai n- name defaul t. domain.invalid

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

names
|

nanei f inside security-level 100 ip address

nat (inside) 0 access-list nonat

pager lines 24

!--- Configures the outside and inside interfaces.
interface Ethernet0 nameif outside security-level O ip
address 172.16.1.1 255.255.255.0 ! interface Ethernetl

255.255.255.0 ! passwd 2KFQhbNI dI . 2KYQU encrypted ftp
node passive dns server-group Defaul t DNS donmai n- nane

def aul t.domai n.inval i d access-1list nonat extended permit
ip 10.4.4.0 255.255.255.0 10.4.5.0 255.255.255.0

10.4. 4.1




| oggi ng consol e debuggi ng
nmtu outside 1500
nmu inside 1500

!--- Creates a pool of addresses from which IP addresses
are assigned !--- dynamically to the remote VPN Clients.
ip local pool clientVPNpool 10.4.5.10-10.4.5.20 mask
255.255.255.0

no fail over

asdm image flash:/asdm-521.bin
no asdm hi story enabl e

arp timeout 14400

!--- The global and nat command enable !--- the Port
Address Transl ation (PAT) using an outside interface |IP
l--- address for all outgoing traffic.

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absolute

!--- Create the AAA server group "vpn" and specify its
protocol as RADIUS. !--- Specify the IAS server as a
member of the "vpn" group and provide its !--- location
and key. aaa-server vpn protocol radius

aaa-server vpn host 10.4.4.2

key radiuskey

!--- Identifies the group policy as internal. group-
policy DefaultRAGroup internal

!--- Instructs the security appliance to send DNS and !-
-- WINS server IP addresses to the client. group-policy
DefaultRAGroup attributes

wins-server value 10.4.4.99

dns-server value 10.4.4.99

!--- Configures L2TP over IPsec as a valid VPN tunneling
protocol for a group. vpn-tunnel-protocol IPSec 1l2tp-
ipsec

default-domain value cisco.com

!--- Configure usernames and passwords on the device !--
- in addition to using AAA. !--- If the user is an L2TP
client that uses Microsoft CHAP version 1 or !---
version 2, and the security appliance is configured !---

to authenticate against the local !--- database, you
must include the mschap keyword. !--- For example,
username

username test password DLaUiAX3178gqgoB5c7iVNw== nt-




encrypted

vpn-tunnel - protocol |2tp-ipsec

http server enable

http 0.0.0.0 0.0.0.0 inside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

!--- Identifies the IPsec encryption and hash algorithms
!--- to be used by the transform set. crypto ipsec
transform-set TRANS_ESP_3DES_MD5 esp-3des esp-md5-hmac

!--- Since the Windows 2000 L2TP/IPsec client uses IPsec
transport mode, !--- set the mode to transport. !--- The
default is tunnel mode. crypto ipsec transform-set
TRANS_ESP_3DES_MD5 mode transport

!--- Specifies the transform sets to use in a dynamic
crypto map entry. crypto dynamic-map outside_dyn_map 20
set transform-set TRANS_ESP_3DES_MD5

!--- Requires a given crypto map entry to refer to a
pre-existing !--- dynamic crypto map. crypto map
outside_map 20 ipsec-isakmp dynamic outside_dyn_map

!--- Applies a previously defined crypto map set to an
outside interface. crypto map outside_map interface
outside

crypto isakmp enable outside
crypto isakmp nat-traversal 20

!--- Specifies the IKE Phase I policy parameters. crypto
isakmp policy 10

authentication pre-share

encryption 3des

hash md5

group 2

lifetime 86400

!--- Creates a tunnel group with the tunnel-group
conmand, and specifies the local !--- address pool nane
used to allocate the IP address to the client. !---
Associ ate the AAA server group (VPN) with the tunne

group

tunnel-group DefaultRAGroup general-attributes
address-pool clientVPNpool
authentication-server-group vpn

!--- Link the name of the group policy to the default
tunnel !--- group from tunnel group general-attributes
mode. default-group-policy DefaultRAGroup

!--- Use the tunnel-group ipsec-attributes command !---
in order to enter the ipsec-attribute configuration




mode. !--- Set the pre-shared key. !--- This key should
be the sane as the key configured on the W ndows
machi ne.

tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *

!--- Configures the PPP authentication protocol with the
authentication type !--- conmand from tunnel group ppp-
attri butes node.

tunnel-group DefaultRAGroup ppp-attributes
no authentication chap
authentication ms-chap-v2

telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map

par anet er s

message- | ength maxi num 512

pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum e1e0730f a260244caa2e2784f 632accd
end
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g o2 O|SELICtHAddress Pools(F4 ) oM E{d a0 €&
ICt.Add(F7H) & &=I&fLIct =4 E0| Assigned Pools(& g &

—
& ES Mg
Edit Tunnel Group

P |D5faulRAGru.|:l Type: |'|:lsu|:'.-m

ro

cenersl | ipsec | pee |
Configure gereral sccess attributes from the follovwing sub-taks.

ml Ammml mnmmnl Accounting  Client Address Assigrment | Advanced

To =pecity whelher to use DHCR or sddress pooks Tor address asignmeant, go to Contl
= |P Agdress Mansgemeant = Assignmeant,

DHCP Servers

E) &xtofl Lt

IP Addkess: Add =5

Delete

~iddress Pools
To configure inerface-specific address pools, 0o to the Advanced tab.

Available Poolz Azzigned pools

o T
REMOYE |
EbeLC
524 IPSec 22 0|5 35t01 M BR FIE 225t &olg 22

B.AMBRIIEHM
Ct



I= Edit Tunnel Group

Mme: I:efadﬁAGru.p Type: |Ip:s:ec—r‘a

General PSec | e

rustpoint Marme: - Mone - _ﬂ

Authentication Mocds: IKE Peer ID “abcstion: Required

™ Enable sending certificate chain

CISAKMP Heepaive
" Disable keepalives

™+ Monitor keepalives
Confidence terval; |3Dﬂ (=econds) Retry Irterval: E (seconds)

7 Head end wil never intiste keepalive monitoring

~Interface-Specific Authantication Mode
Interface Authertication Mode
Inter face:
|'nsiu-: E‘ Ak =
Avtrertication Mocs: = REmaveE
frone =

9. L2TP over IPsec2 PPP Q15 Z2EZ 2 AISELICLEE 2 &2| PPP ®o|A PPP @1Z0]

HE8E Z2EZE X|EELICHLEE ?lei MS-CHAP-V1 Z2EZ &2 MEFL|C



5 can Tumeloronp

Name: befaurtﬁﬁ.l:}mm Type: |Ipsecvra

General | PSec PFP I

Specily the authentication protocols permitted for & PPP connection.

™ cHap

V¥ ms.cHAP-V1

™ Pap

™ EAP-PROXY

10. L2TP over IPsec A4 E Al st= AEXLE Q& st WHE XIHEYLICHRIE HH = %
A 2Z HIO|E{HO|AE AFBSHES 2o 0{ZZI0|HAE T HE & %aucr.owﬂ =
04 E{'d 21& 9| Authentication(2/5) IS 2 O|SELICt7|2X o2 Hot of{Z20|pAaLE 2
Z | O|E{H|O| A E AFR & LICH Authentication Server Group(!5& AH :L.=.) EEC2 S8
o LOCAL(ZZ)0| EAIE/LICHRIE MHE At&35tE{H S50l stLtE MEiFL(CH & 1.
Hot o{Z2t0|¢HA = 22 Cl|o|E{H| 0| A0l M PPP 215 PAP 2! Microsoft CHAP HZ 1 &
20k X[ ELICHEAP & CHAPE ZEA| 215 Mol olaf =~ ELICHIEtAM S AL ATt
EAP EE= CHAPEZ M E B O180i &35t £0ot o{Eeto|iATt 2 |O|EHHI0|AE
MBS E FTHE 42 i AI8 Xt HAEE = elguct



11.

g% Edit Tunnel Group

Marme: IDefaurtH.ﬂ-.GrDup Type:  |ipsec-ra
General | psec | prp|

Configure general access attributes from the fallowing sub-tabs.

To =et authentication =erver group per interface, go to the Advanced tab.

Athentication Server Graug: ILGC.&.L )

[T Use LOCAL if Server Group fails

RAC Authentication Server Groug: -- Mone -- ;I

DB O WM B{d OO0 45t EHd I8 MEtS 28sg = UES EHE O
g #Huadol/Me 2 Eot7t2{™ Configuration(ZdI| 284 0|H) > VPN > General(& ) >
Tunnel Group(E{'d 2 &)S MEHELICHAMEY AFE). Tunnel Group & 0| LIEILIH E{E O &
2 MEi5t D EditE #=UCH AT Tunnel Group Switching2 A& 5t 2ot o{Z 20|
A0 M L2TP over IPsec A4S MHst= CHE AFSXIE CHE BEid 280 4E = J&aU
CHZt B OE0le 1R8FAAA ME 38 U IP T4 £0| Y82 M8XE T B O
Eol EMe WS S5l Q15 E = U&LICHo| 7152 AH85H ALEX}F 0|0 ELiE CHA
AEXF O|E1 1 & 0I&E username@group_name ZAloZ EHL|CE o7|M "@"E *+
g e FE 7ISE LIEILT O& O|§2 E9 ofZ2tolodad 2 MHE EHE 282l 0|
I L|Ct. &3 Tunnel Group Switching(El'd 2 & &2 Strip Group(2E & O&) Az2lof 2
M3tE|H, 22t 0{Z20|¢A = VPN 2Et0[AMEN M XSt AHEAt O|F0lM O
2 71Xt AL XF Ao CHEF EHHd O § 2 MEE = &LIch.a2{™ 2ot o{ 20|
= el 20 U 2152 2l ALEXt Ol 2| AKX} REEH MEFLICEOEX| o H(H
285 E ) 29 0{ZEI0|AE A2 EE5H0d ™A AL XL 0|2 MSELICH
.Tunnel Group Switching2 & 433} 5242 Strip the realm from username before passing it
on to the AAA server(AAA MEHol| & 3t7| Tol| ALE XL O] &0l A ¥ M|7HE MEHSI D
Strip the group from username(L& & AL X} O|&0iM A[7HE £ AAA AHHE ZTE)E M=
oot oS gelg g0 o

E2Z |O|EH| 0| A0 M AFEXHE Md5te{™ CHF EHAHIE @2 & LICt.Configuration >
Properties > Device Administration > User Accounts& ME{ & LICI Add(FE7HE = LICH
AHE X7} Microsoft CHAP HT 1 EE= 28 AFE5t= L2TP E20[2dE 0|1 2ot o{E 20|
A7t 2Z C|o|E{H|o|A 0] CHEH QIBSHE S T & B MSCHAPE & 43524 User
Authenticated using MSCHAP(MSCHAPE& Al&35104 A& X} Q1F)E MEHsHoF &FL|Ct & el
2 SEgfict



= Add User Account

idertity | en Policy |

=ernatme:; test

E+44]

Pas=ward:

E+44]

Confirtm Passward:

< W Lser authenticated using MSCHAD

Privilege level iz uzed with command authorization.

[

Privilege Level: l2

12. Configuration(7*4d) > VPN > IKE > Policies(&&)& ME5t 1 Add(F7H)E £ 2!5t0{ Phase
LICt Hl&35l2dH OK(& Q)& 2 2letLct

10| CHEH IKE HAlg g

]

= Add IKE Policy

Authentication: Ipre-ahare l

Priority: 10
Encryption: Sdes hd D-H Group: IE b
Hash: S - Litetime: " Unlimitec
= |s5400 |semnd3 -
(] Cancel | Help |

JE 048] L2TP Z2t0|E 7} 20 o{Z2to|dA0f CHEt L2TP

ol
sle Z2< ESP I{Z!0| 5tLt 0|4 O] NAT C|HIO|AE

13. (M= ALE) NAT EX| £

AA
over IPsec S A& WO =2 of &

g
L=



SHHE = U E NAT SIHE E-5tatof &FLICo| &2 s~&stE{™ ChE HHE 235t
Al A|2.Configuration > VPN > IKE > Global Parameters& ME{&FL|Ct QIE{H 0| A0 A
ISAKMP7} & M3l £|Qi= K| & QI8 LICH Enable IPSec over NAT-TE AMEfgfL|Ct &ole &
2|grLct.

Microsoft Windows 2003 Server(IAS 74 X &h

il
9'|_|
I
Rl
to

Microsoft Windows 2003 ME{E IASE #4524 CIS BHAHE &

A3 0| EHA0 M= IASTF 22 A|AEI0| 0|0 Mx|Z|oq QIChT 7}&ELICH 12K ot 742 A|o]
o> T2 8 F7YRIHE Saf FIFELCH

1. Administrative TooIs(?ﬂ'EI E) > Internet Authentication Service(QIE{L! 21F MH|A)E MEHF]
1 0hRA LEZ H{ESE RADIUS Client(RADIUS Zlo|HE)E 22/5t0 A RADIUS 2
ZlO|IEE $7+°H.|1:+ ZEI0|ME HEE =gt & OKE Z=ELICLo| oM IP FA

7} 10.4.4.1Q! "Pix"2t= Z2}0o|¢IEE E0q ELIC}. Client-Vendor= RADIUS Standard2 A

Yrlu 3/ ¢ §_E radluskey LICH
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2. Remote Access Policies(#Z XM|A HA)E M 5P Connections to Other Access
Servers(CHE AM[A AMHol| CHE F) & Ot A RLEZ HESE 2| OHS Properties(%
A)E MeystLct

A AM A HE Ho{ SM0| MEHE|A

4. Edit Profile(Z2H )2 226t 5 d™2 Fo._°*L—|IZP Authentlcatlon(olx) EHO M
Unencrypted authentication (PAP, SPAP)& B4 3 L|Ct Encryption(& £ 3t) B0 No
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6. Cisco H|ZH S password12 AtE5t0] AHEXIE F7I6tD O Z2 i HEE &QlgfLCt
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ci scoasa(config-tunnel -general )# tunnel-group DefaultRAGroup
ppp-attributes
ci scoasa(confi g- ppp)# authentication pap

st L2tp 2240|921 E0i M Advanced Security Settings(Custom)2 0| 504 Unencrypted
Password(PAP) =0t MEHEHL|C}

CtSS & OIgLICt.

U show BYEL £3 CIHIZE|H £ oM X[ME=H(STE 1Ze), o] ES AHE5HE show F
24 S2do| 2A A= 2 & ola| |}
o =2 "1— =1 =2 = = T AAHEH

- show crypto ipsec sa - I|0{0] = TAH IKE SA(EQH 1E)E 25 EAIEFLIC
pi xfirewal | #show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seq num 20, local addr: 172.16.1.1

access-list 105 pernit ip host 172.16.1.1 host 192.168.0.2

| ocal ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/17/0)
renote ident (addr/mask/prot/port): (192.168.0.2/255.255.255.255/17/1701)
current _peer: 192.168.0.2, usernane: test

dynami c all ocated peer ip: 10.4.5.15

#ipkts encaps: 23, #pkts encrypt: 23, #pkts digest: 23
#pkts decaps: 93, #pkts decrypt: 93, #pkts verify: 93
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not compressed: 23, #pkts conp failed: 0, #pkts deconp failed: O
#post -frag successes: 0, #post-frag failures: 0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 192.168.0.2

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: Cl6F05B8

i nbound esp sas
spi: O0xEC06344D (3959829581)

transform esp-3des esp-nd5-hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_nmap
sa timng: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

out bound esp sas:
spi: OxCl6F05B8 (3245278648)
transform esp-3des esp-nd5-hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_nmap
sa timng: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

- show crypto isakmp sa - I|0{2| TR IKE SAE 2F EA|ELICH
pi xfirewal | #show crypto isakmp sa


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
1 | KE Peer: 192.168.0.2

Type user Rol e r esponder

Rekey > no State MM_ACTI VE

. show vpn-sessiondb - L2TP over IPsec 17301 CHEF XIMIEt HEE 27| QI3 AR E £ U=
TZ2EZE ZEHE ZFEEFLUCH™MY Hr|a2o|M 2Eo| A B2 show vpn-sessoindb
detailed remote filter protocol 12tpOverlpsec 2 L|C}F.CtS oflof M= EHY L2TP over IPsec @124
Ol ¥ HEE Ho{ELICt.

pi xfirewal | #show vpn-sessiondb detail remote filter protocol L2TPOverIPSec

Sessi on Type: Renote Detail ed

User nane t est
I ndex 1
Assigned | P 10.4.5.15 Public IP 192.168.0.2
Pr ot ocol L2TPQver | PSec Encryption 3DES
Hashi ng VD5
Bytes Tx 1336 Byt es Rx 14605
Cient Type Client Ver
Group Policy : Default RAG oup
Tunnel Group : Defaul t RAG oup
Login Time 18:06: 08 UTC Fri Jan 1 1993
Dur ati on Oh: 04m 25s
Filter Name
NAC Resul t N A
Post ure Token:
I KE Sessions: 1
| PSec Sessions: 1
L2TPOver | PSec Sessions: 1
| KE:
Session I D 1
UDP Src Port 500 UDP Dst Port 500
| KE Neg Mode : Main Aut h Mode pr eShar edKeys
Encryption 3DES Hashi ng VD5
Rekey Int (T): 28800 Seconds Rekey Left(T): 28536 Seconds
D'H G oup D2
| PSec:
Session ID : 2
Local Addr 172.16. 1. 1/ 255. 255. 255. 255/ 17/ 1701
Renot e Addr 192. 168. 0. 2/ 255. 255. 255. 255/ 17/ 1701
Encryption 3DES Hashi ng VD5
Encapsul ati on: Transport
Rekey Int (T): 3600 Seconds Rekey Left(T): 3333 Seconds
Idle Tine Qut: 30 M nutes Idle TO Left 30 M nutes
Bytes Tx 1336 Byt es Rx 14922
Pkts Tx . 25 Pkts Rx 156
L2TPOver | PSec:
Session ID : 3
User nane t est
Assigned | P 10.4.5.15
Encryption none Aut h Mode ns CHAPV1
Idle Tine Qut: 30 M nutes Idle TO Left 30 M nutes
Bytes Tx 378 Byt es Rx 13431



Pkts Tx . 16 Pkts Rx . 146

£X sti&

ol dMoiM= Hu|aelo|lM ERlE#EE E YEE MSFLICLME ClHO £ EAIEL

Edd "% Output Interpreter =T (S5 El TZPF )0 M X[ M2 2 show BHE E2 0| E 4
o
g

#1: debug BHE2 AHE5t7| ™ol Debug B 2 1P Hot &
debug Commands(C|tH1 B2 o|af 5! AF%)Oﬂ CHEt 52 MEE HESAMARL.

. debug crypto ipsec 7 - 2Et7|2| IPsec &2 2l :
. debug crypto isakmp 7 - 1Et7|2] ISAKMP & &2 E AL

HE ClH3 &3

PIX 43}

Pl X##debug crypto isakmp 7

pixfirewal | # Jan 02 18:26:44 [IKEv1]: |IP = 192.168.0.2, | KE_DECODE RECEI VED Mess
age (nsgid=0) with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 256

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, Qakley proposal is acceptable
Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, Received Fragnentation VID

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, Received NAT-Traversal ver 02 V
I D

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, processing | KE SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, IKE SA Proposal # 1, Transform
# 2 acceptable Matches global IKE entry # 2

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing | SAKMP SA payl oad
Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing Fragnmentation VID
+ extended capabilities payl oad

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, | KE_DECODE SENDI NG Message (mnsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0O) total length : 104

Jan 02 18:26:44 [IKEv1l]: IP = 192.168.0.2, | KE_DECODE RECEI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + NONE (0) total length : 184

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing ke payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing | SA KE payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing ke payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing G sco Unity VID pa

yl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing xauth V6 VID payl o
ad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192. 168. Send 10S VID

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, Constructing ASA spoofing IOS V

©
N
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endor 1D payload (version: 1.0.0, capabilities: 20000001)

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, Send Altiga/C sco VPN3000/Ci sco
ASA GW VI D

Jan 02 18:26:44 [IKEvl]: |P = 192.168.0.2, Connection |anded on tunnel _group Def
aul t RAG oup

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, Generat
ing keys for Responder...

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE_DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (
13) + VENDOR (13) + NONE (0) total length : 256

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE DECODE RECEl VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + NONE (0) total length : 60

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, process
ing I D payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, process
i ng hash payl oad

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |P = 192.168.0.2, Conputi
ng hash for | SAKMP

Jan 02 18:26:44 [IKEvl]: |P = 192.168.0.2, Connection |anded on tunnel _group Def

aul t RAG oup

Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAGroup, |IP = 192.168.0.2, Freeing previ

ously allocated nenory for authorization-dn-attributes

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, constru

cting |1 D payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup

cting hash payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
ng hash for | SAKMP

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP

cting dpd vid payl oad

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE _DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length :

80

Def aul t RAGroup, I P 192. 168. 0.2, constru

Def aul t RAGroup, | P = 192.168.0.2, Conputi

192.168.0.2, constru

!--- Phase 1 completed succesfully. Jan 02 18:26:44 [IKEvl]: G oup = Defaul t RAG oup,

192.168. 0.2, PHASE 1 COMPL

ETED

Jan 02 18:26:44 [IKEv1l]: IP = 192.168.0.2, Keep-alive type for this connection:
None

Jan 02 18:26:44 [IKEv1l]: IP = 192.168.0.2, Keep-alives configured on but peer do
es not support keep-alives (type = None)

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, IP = 192.168.0.2, Startin
g P1 rekey tiner: 21600 seconds.

Jan 02 18:26:44 [IKEv1]: IP = 192.168.0.2, |KE_DECODE RECElI VED Message (mnsgi d=el
b84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 164

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
i ng hash payl oad

Jan 02 18:26:44 [I KEvl DEBUG : G oup
ing SA payl oad

Jan 02 18:26:44 [I KEvl DEBUG : G oup
i ng nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
ing I D payl oad

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Received reno
te Proxy Host data in ID Payl oad: Address 192.168.0.2, Protocol 17, Port 1701
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, process
ing I D payl oad

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Received |oca
| Proxy Host data in ID Payl oad: Address 172.16.1.1, Protocol 17, Port 1701

192. 168. 0. 2, process

Def aul t RAGroup, I P 192. 168. 0. 2, process

Def aul t RAGr oup,

e
1

192. 168. 0. 2, process

192. 168. 0. 2, process

!--- PIX identifies the L2TP/IPsec session. Jan 02 18:26:44 [IKEvl]: G oup = Defaul t RAG oup,

= 192.168.0. 2, L2TP/IPSec se



ssion detected.

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, QM IsRekeyed

old sa not found by addr

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, |IKE Renote Pe
er configured for crypto map: outside_dyn_map

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, process
ing | PSec SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = DefaultRAG oup, |IP = 192.168.0.2, |IPSec S
A Proposal # 1, Transform# 1 acceptable Matches global |PSec SA entry # 20

Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAGroup, I P = 192.168.0.2, |KE requesti
ng SPI!

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, |KE got
SPI from key engine: SPI = Oxce9f 6el9

!--- Constructs Quick mode in Phase 2. Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup,
= 192.168.0. 2, oakley
constucting quick mode
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting bl ank hash payl oad
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting | PSec SA payl oad
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting | PSec nonce payl oad
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting proxy ID
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
tting Proxy Id:
Renot e host: 192.168.0.2 Protocol 17 Port 1701
Local host: 172.16.1.1 Protocol 17 Port 1701
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting gm hash payl oad
Jan 02 18:26:44 [IKEv1]: IP = 192.168.0.2, | KE_DECODE SENDI NG Message (nsgi d=elb
84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + 1D (5 + N
ONE (0) total length : 144
Jan 02 18:26:44 [IKEv1]: |IP = 192.168.0.2, |KE _DECODE RECEl VED Message (nsgi d=el
b84b0) with payloads : HDR + HASH (8) + NONE (0) total length : 48
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, process
i ng hash payl oad
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
all 1 PSEC SAs
Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
ing Quick Mde Key!
Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
ing Quick Mde Key!
Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Security nego
tiation conplete for User () Responder, Inbound SPI = Oxce9f6el9, Qutbound SPI
= 0xd08f 711b
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
a KEY_ADD nmsg for SA: SPI = 0xd08f711b
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
recei ved KEY_UPDATE, spi Oxce9f 6el19
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
g P2 rekey tiner: 3059 seconds.

192.168. 0.2, constru

192.168.0.2, constru

192.168.0.2, constru

192.168.0.2, constru

192.168.0.2, Transm

192.168.0.2, constru

192. 168. 0. 2, | oading

Def aul t RAGroup, I P 192. 168. 0. 2, Gener at

Def aul t RAGroup, I P 192. 168. 0. 2, Gener at

192.168.0. 2, |KE got

192.168.0.2, Pitcher

192.168.0.2, Startin

!--- Phase 2 completes succesfully. Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAG oup, IP =
192.168. 0.2, PHASE 2 COWL ETED (nsgi d=0e1b84b0) Jan 02 18:26:44 [IKEv1l]: |KEQM Active() Add
L2TP classification rules: ip <192.1 68.0.2> mask <OxFFFFFFFF> port <1701> Pl X#debug crypto
ipsec 7
pi xfirewal | # | PSEC. Del eted i nbound decrypt rule, SPI 0x71933D09

Rul e 1 D: 0x028D78D8
| PSEC. Del eted i nbound permit rule, SPI 0x71933D09

Rul e 1 D: 0x02831838
| PSEC. Del eted i nbound tunnel flow rule, SPI 0x71933D09

Rul e 1 D: 0x029134D8



VPN handl e:
| PSEC. Del et ed out bound

| PSEC. Del et ed out bound

| PSEC. Del eted i nbound VPN context, SPI 0x71933D09
0x0048B284
encrypt rule, SPI OxAF4DA5FA
Rul e 1 D: 0x028DAC90
permt rule, SPlI OxAF4ADA5SFA
Rul e 1 D: 0x02912AF8
VPN context, SPI OxAF4DASFA

| PSEC. Del et ed out bound
VPN handl e:

0x0048468C

| PSEC. New enbryoni c SA created @ 0x01BFCF80,
SCB: 0x01C262D0,

Direction: inbound

SPI 0x45C3306F
Session | D: 0x0000000C
VPI F num 0x00000001
Tunnel type: ra

Pr ot ocol esp
Lifetinme 240 seconds

| PSEC. New enbryoni c SA created @ 0x0283A3A8,
SCB: 0x028D1B38,

Direction
SPI

out bound
0x370E8DD1

Session | D: 0x0000000C

VPI F num
Tunnel
Pr ot oco

Lifetinme

| PSEC. Conpl et ed host
| PSEC. Creating outbound VPN context,

t ype:

0x00000001

ra

esp

240 seconds
OBSA updat e,

SPI 0x370E8DD1

SPI 0x370E8DD1

Fl ags:
SA
SPI
MU
VCID :
Peer
SCB

0x00000205
0x0283A3A8
0x370E8DD1
1500 bytes
0x00000000
0x00000000
0x028D1B38

Channel :

| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e:
| PSEC. New out bound encrypt

Src
Src
Dst

addr :

mask:

addr :

Dst nask:

Src ports
Upper :
Lower :
(04]

Dst ports
Upper :
Lower :

(o))

Pr ot ocol

Use protocol
0x00000000

SPI :
Use SPI

| PSEC. Conpl et ed out bound encrypt

0

1
1
e

1

1
e

f

x01693F08

SPI 0x370E8DD1
0x0048C164

rule, SPI 0x370E8DD1
172.16.1.1

255. 255. 255. 255

192.168.0.2

255. 255. 255. 255

701
701
qual

701

701

qual

17

true

al se

rule, SPI 0x370E8DD1

Rul e I D: 0x02826540

| PSEC. New out bound permit

Src
Src
Dst

addr :
mask:
addr :
Dst nask:
Src ports
Upper :

0

rule, SPI 0x370E8DD1
172.16.1.1

255. 255. 255. 255

192.168.0.2

255. 255. 255. 255



Lower :

(o))
Dst

(o))

Pr ot ocol
Use protocol
0x370E8DD1
Use SPI
| PSEC. Conpl et ed out bound permit

SPI :

0
i gnore

ports
Upper :
Lower :

0

0

i gnore

50

true

true

rule, SPI 0x370E8DD1

Rul e I D: 0x028D78D8

| PSEC. Conpl et ed host
| PSEC. Creating inbound VPN context,

Fl ags:
SA
SPI
MU
VCID :
Peer
SCB

Channel :
| PSEC. Conpl et ed i nbound VPN cont ext,
VPN handl e:

SPI 0x45C3306F
SPI 0x45C3306F

| BSA updat e,

0x00000206

0x01BFCF80

0x45C3306F

0 bytes

0x00000000

0x0048Cl164

0x01C262D0

0x01693F08

SPI 0x45C3306F
0x0049107C

| PSEC. Updating out bound VPN cont ext 0x0048Cl64, SP

Fl ags:
SA
SPI
MU
VCID :
Peer
SCB

Channel :
| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e:
| PSEC. Conpl et ed out bound inner rule,

0x00000205

0x0283A3A8

0x370E8DD1

1500 bytes

0x00000000

0x0049107C

0x028D1B38

0x01693F08

SPI 0x370E8DD1
0x0048C164

SPI 0x370E8DD1

Rul e I D: 0x02826540
| PSEC. Conpl et ed out bound outer SPD rul e,
Rul e I D: 0x028D78D8
| PSEC. New i nbound tunne
Src addr: 192.168.0.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255. 255. 255
Src ports
Upper :
Lower :
(04] equa
Dst ports
Upper :
Lower :
(04] equa
Protocol : 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl et ed i nbound tunne
Rul e I D: 0x02831838
| PSEC. New i nbound decrypt
Src addr: 192.168.0.2
Src mask: 255. 255. 255. 255
addr: 172.16.1.1
mask: 255.255. 255. 255
ports

SPI 0x370E8

flowrule, SPI 0x45C3306F

1701
1701

1701
1701

flowrule, SPI 0x45C3

rule, SPI 0x45C3306F

0x370E8DD1

DD1

306F



Upper: O

Lower: O

(04] . ignore
Dst ports

Upper: O

Lower: O

(04] . ignore

Protocol: 50
Use protocol: true
SPI: 0x45C3306F
Use SPI: true
| PSEC. Conpl et ed i nbound decrypt rule, SPI 0x45C3306F
Rul e 1 D: 0x028DAC90
| PSEC. New i nbound permit rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255. 255. 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Prot ocol : 50
Use protocol: true
SPI : 0x45C3306F
Use SPI: true
| PSEC. Conpl eted inbound permt rule, SPI 0x45C3306F
Rul e I D: 0x02912E50
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2. Monitoring(2 LIE{1&) > Logging(2Z) > Log Buffer(21 HHIH) > On Logging Level(2Z il
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host nane(confi g) #group-policy DfltGrpPolicy attributes

host nane( confi g- gr oup- pol i cy) #vpn-idle-timeout none

A
12
pu

host nane(confi g) #group-policy DfltGrpPolicy attributes
host nane( confi g- gr oup- pol i cy) #vpn-session-timeout none
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. Cisco PIX 500 Series E.2F o{&z2}0|¢iA

. Cisco ASA 5500 Series Adaptive Security Appliance

. Cisco PIX &3t A Zx E Qo] A[E X|¥
. Cisco Secure PIX Firewall 2§ & =x

. RADIUS x| HO|X|

. IPSec H&/IKE ZTEE& K| H0|X|

. REC(Request for Comments)

. dlojo{ 2 B T EEZ(L2TP)

. 7|& x| 2 B XM - Cisco Systems
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