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HQPI X( confi g) #show run

Pl X Version 7.0(0) 102

nanes

!

interface Ethernet0

description WAN interface

nameif outside

security-level 0

ip address 172.17.63.229 255.255.255.240
!

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
1

interface Ethernet2

shut down

no nanei f

no security-1Ievel

no i p address

10.2.21

Branch LAN
10,2.2.0/24

FM5te4H O]



interface Ethernet3
shut down

no nanei f

no security-1leve

no i p address

|
interface Ethernet4
shut down

no nanei f

no security-Ileve

no i p address

|
interface Ethernet5

shut down

no nanei f

no security-Ileve

no i p address

|

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane HQPI X

donmai n- nane ci sco. com

ftp node passive

clock tinezone AEST 10

access-list Ipsec-conn extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0

access-list nonat extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

nmu inside 1500

nmtu outside 1500

no fail over

monitor-interface inside

nmonitor-interface outside

asdm i mage fl ash:/asdnfile.50073

no asdm hi story enabl e

arp timeout 14400

nat-control

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 10.1.1.0 255.255.255.0

access-group 100 in interface inside

route outside 0.0.0.0 0.0.0.0 172.17.63.230 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
nmgcp- pat 0: 05: 00

sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa- server partner protocol tacacs+

username cisco password 3USUcOPFUiMCO4Jk encrypted
http server enable

http 10.1.1.2 255.255.255.255 inside

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps snnp




crypto ipsec transform-set avalanche esp-des esp-md5-
hmac

crypto ipsec security-association lifetime seconds 3600
crypto ipsec df-bit clear-df outside

crypto map forsberg 21 match address Ipsec-conn

crypto map forsberg 21 set peer 172.17.63.230

crypto map forsberg 21 set transform-set avalanche
crypto map forsberg interface outside

i saknmp identity address

isakmp enable outside

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption 3des

isakmp policy 1 hash sha

isakmp policy 1 group 2

i sakmp policy 1 lifetime 86400

i sakmp policy 65535 authentication pre-share

i saknmp policy 65535 encryption 3des

i sakmp policy 65535 hash sha

i sakmp policy 65535 group 2

i saknmp policy 65535 lifetime 86400

telnet tinmeout 5

ssh tinmeout 5

consol e tineout 0O

tunnel-group 172.17.63.230 type ipsec-121

tunnel-group 172.17.63.230 ipsec-attributes
pre-shared-key *

]
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
]
]
pol i cy-map asa_gl obal _fw_policy
cl ass inspection_default

nspect dns maxi mum | ength 512
nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esmp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdncp

nspect http

servi ce-policy asa_global _fw policy globa

Crypt ochecksum 3a5851f 7310d14e82bdf 17e64d638738
: end

SV- 2- 8#

B x| 2 EH

Br anchRout er #show run
Bui | di ng configuration..

Current configuration : 1719 bytes

!

I Last configuration change at 13:03:25 AEST Tue Apr 5
2005




I NVRAM config | ast updated at 13:03:44 AEST Tue Apr 5
2005

!
version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og uptine

no service password-encryption

!
host nane BranchRout er

!

| oggi ng queue-linmt 100

| oggi ng buffered 4096 debuggi ng
!
usernane cisco privilege 15 password 0 cisco
menory-size i onem 15

clock tinezone AEST 10

i p subnet-zero

!

!

!

ip audit notify |og

ip audit po nmax-events 100

!

!

!

crypto isakmp policy 11

encr 3des

authentication pre-share

group 2

crypto isakmp key ciscol23 address 172.17.63.229

!

!

crypto ipsec transform-set sharks esp-des esp-md5-hmac
!

crypto map nolan 11 ipsec-isakmp

set peer 172.17.63.229

set transform-set sharks

match address 120

!

!

!

!

|

!

no voi ce hpi capture buffer

no voi ce hpi capture destination
|

!

na receive maxi mumrecipients 0
|

|

|

!

interface Ethernet0/0

ip address 172.17.63.230 255.255.255.240
ip nat outside

no ip route-cache

no ip mroute-cache

half-duplex

crypto map nolan




1

interface Ethernet0/1

ip address 10.2.2.1 255.255.255.0

ip nat inside

half-duplex

1

ip nat pool branch 172.17.63.230 172.17.63.230 netmask
255.255.255.0

ip nat inside source route-map nonat pool branch
overload

no ip http server

no ip http secure-server

ip classless

ip route 10.1.1.0 255.255.255.0 172.17.63. 229

1

1

!

access-list 120 permit ip 10.2.2.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 130 deny ip 10.2.2.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 130 permit ip 10.2.2.0 0.0.0.255 any
!

route-map nonat permit 10

match ip address 130

1

call rsvp-sync

1

!

nmgcp profile default

1

di al - peer cor custom

]
line con O
line aux O
line vty 0 4
| ogi n

!

!

end
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At&stod Zxm|azfo|Mo| McHz 2 Sst=X| &g L/ct

M show HHEE X|HELICI. OITE A& 5t

J|I1|

Output Interpreter = (S5 E TZHEF SHE)(OIT)=
04 show HE £30| Mg ELCt.

- show crypto ipsec sa - 2&H7| 20t 9142 E AIELCH
- show crypto isakmp sa - 17| 20t 03742 T A[EFL|C}.

= -
=N 4
ASDMZ Al235l0{ 242 &Mttt 208 8 £+ &LC.

. Configuration(%4J) > Properties(%3) > Logging(£2Z) > Logging Setup(2Z A&)2 MEis}
1 Enable Logging(2Z& &8s 2 ME|8t OIS Apply(HE)E 22504 242 2**"§FE L|C.

- Monitoring(2LE{&) > Logging(£Z) > Log Buffer(21 H{I4) > On Logging Level(2Z tii'd
)2 MEHS T Logging Buffer(2Z HIH)E MEHEE CHE View(E7()E 22/5t01 28 =l
L|Ct.

24 e B

Output Interpreter EF(SSE DB ) (OIT)= S show BHE X|HELICLH OITE AFHE S
0 show BHE £2J0| EME FLICH
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- debug crypto ipsec - 2EH 72| IPsec 42 E AIELICH.

- debug crypto isakmp - 1=t 2] ISAKMP &&f 2 E A|ELICH

- debug crypto engine - & 3} El EECElS EA|ELICH

- clear crypto isakmp - 1EH 7|9t BEAE HEot A Z X[SLCH

. clear crypto sa - 2t 7|9 #EAE 2ot 44 X[ ZLICH

. debug icmp trace - EAE Q| ICMP 0| PIX0| EESt=X| 048 E EA|ELICI O| CIHOE
AstedH Zu[as oMM ICMPE 318 35t2{T access-list B2 F7t5HoF & LICH.

- logging buffer debugging(2Z HIH C|HZ) - PIXE S5t ZAE0| Cfa] MY 2 HEE A
A2 EANELICH HEE PIX 23 HI{of| H{Z E|H show log WHE AFE5lo £ £ &= QU
&Lct.

#ed HE

- 7HE QJHFAQl 121 B 7 HAMA IPSec VPN BA| sl &£ M
. Cisco PIX &3} Ax EQjoq

. Cisco Secure PIX Firewall H&j & =x

- 2o A& EE erE|(PIX X&)

- RFC(Request for Comments)
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