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network

RouterA
172.16.1.0524
2 a 2 _f“" ~ o
10.2.1.0/24 i sl g}_&%ﬂ Internet
J

Inside Outside T —

RouterB

10.3.1.0024
network

10.1.1.0 HIEYF0| /= AEQ| 7|2 HO|EHNO|= RouterAE 7t2|ZILICHRouterB| M
RouterAZ 712|7|= 7|2 A2 7} F7HELICHRouterAd= PIX LIE QIE{H|O|AE 7t2|7|E 7|2
AZ27}F U&LCH

T4
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. RouterA Z4I|1gy|0|M

. RouterB 74|71 2{[0|M

. PIX Security Appliance 7.1 Z1I| 224 0|AMASDME AFE 8t PIX Z41| 18| 0|MPIX Security
Appliance CLI Z1x| 80| M

RouterA Z4I|agf|o|AM

RouterA#show running-config
Building configuration...
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Current configuration : 1151 bytes
!

version 12.4

service config

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname RouterA
1

interface Ethernet2/0
ip address 10.2.1.1 255.255.255.0
half-duplex

interface Ethernet2/1

ip address 10.1.1.2 255.255.255.0
half-duplex

1

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
1
!
line con

line aux

o O O

line vty
!

end
RouterA#

RouterB Z4I| 12 0|

RouterB#show running-config

Building configuration...

Current configuration : 1132 bytes

!

version 12.4

service config

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname RouterB
1

interface FastEthernet0/0
ip address 10.1.1.3 255.255.255.0

speed auto
1

interface Ethernetl1l/0

ip address 10.3.1.1 255.255.255.0
half-duplex

1

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.2

control-plane




1

!

line con 0
line aux 0
line vty 0 4
!

end
RouterB#

PIX Security Appliance 71| 12{|0|440| ASDM2 At&35tE| CIHIOAE BEA

CHS B 2tz &L
1. 2£8 PIXE HZAgLICH
2.X

2|g ASDME & d3tefLCt.

PIX Security Appliance 7.1 Z11| 124 0|

Pre-configure Firewall now through interactive prompts
[ves]? vyes
Firewall Mode [Routed]:
Enable password [<use current password>]: cisco
Allow password recovery [yes]?
Clock (UTC):
Year [2005]:
Month [Mar]:
Day [15]:
Time [05:40:35]: 14:45:00
Inside IP address: 10.1.1.1
Inside network mask: 255.255.255.0
Host name: OZ-PIX
Domain name: cisco.com
IP address of host running Device Manager: 10.1.1.5

The following configuration will be used:
Enable password: cisco
Allow password recovery: yes
Clock (UTC): 14:45:00 Mar 15 2005
Firewall Mode: Routed
Inside IP address: 10.1.1.1
Inside network mask: 255.255.255.0
Host name: 0Z-PIX
Domain name: cisco.com
IP address of host running Device Manager:
10.1.1.5

Use this configuration and write to flash? yes

INFO: Security level for "inside" set to 100 by
default.

Cryptochecksum: aObff9bb aa3d815f c9fd269a
3f67fefb

965 bytes copied in 0.880 secs

INFO: converting 'fixup protocol dns maximum-
length 512' to MPF commands

INFO: converting 'fixup protocol ftp 21' to MPF
commands

INFO: converting 'fixup protocol h323_h225
1720' to MPF commands

INFO: converting 'fixup protocol h323_ras 1718-
1719' to MPF commands

m
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INFO: converting 'fixup protocol netbios 137-
138' to MPF commands

INFO: converting 'fixup protocol rsh 514' to
MPF commands

INFO: converting 'fixup protocol rtsp 554' to
MPF commands

INFO: converting 'fixup protocol sip 5060' to
MPF commands

INFO: converting 'fixup protocol skinny 2000°'
to MPF commands

INFO: converting 'fixup protocol smtp 25' to
MPF commands

INFO: converting 'fixup protocol sglnet 1521°'
to MPF commands

INFO: converting 'fixup protocol sunrpc_udp
111" to MPF commands

INFO: converting 'fixup protocol tftp 69' to
MPF commands

INFO: converting 'fixup protocol sip udp 5060°'
to MPF commands

INFO: converting 'fixup protocol xdmcp 177' to
MPF commands

Type help or '?' for a list of available commands.
OZ-PIX>

ASDM2 A28t PIX x| go|M

ASDM GUIE Sdll #3524 CtS BHAIE ft=28LC.

1. {IAE0|M 10.1.1.50{| A ADSME AL E ¢ HEIRKXE YLICHO| dloMdE
https://10.1.1.1).

2.1 ZEZENA HE E=2FLICH.

3. O|Fof| A48t CHZ enable HIYHE 2 2 3 Q18HL|C}

4. PCOIA ASDME *{2 Al&list= Z4< ASDM Launcher 2= ASDME Java Y2 2 Al 3stel
= HIAIX|7F EAIELICE O] of|ofl A= ASDM Launcher7} A._‘|E—'1E|01 A x| E LIt

5. ASDM Home(ASDM &) & 2 2 0|5 5l04 Configuration(Z1I| 12| 0|M) 2 &= gLt
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Gisce Svatems

- | { '._ e g 1 ..r'\
@ “ 1 O O Q€| & & 7
Honve Configuralion Monioring Beck  Forwsrd | Sasrch Fiafres=h Sanvm Heip :
Denace Information Interface Siatus
General ] Licanea | Inerace |— IF Afdra3amack —| Line ] Link -[Currem Kbp 5]
nEide 10111724 Qup Sup 1
Haost Mame il e alldeela Ui, dormain.irmsalid
Frversion:  #A{1) Device Uptime: 14 Gl 4m 4
ASDM Varsion. 51010 Cravica Type. PR S1SE
Fireweall Mode:  Foaed Contest Mode:  Sirge
Total Flash 16 MB Tatal Mermory. G4 ME Salact an interface to view input and outpud Kops
WIPN Status Traffic Status
IKE Tunnals: O PSe: Tunnals: 0 el O e LT
System Fesources Status
Pl LPU Usagae (percent]

W urF: o TCR: O Telal: D

liride” Inlsdaes Tiaffie Usags (Kbp

FEmary Famary Uzags (MED

Input Kbps 0 W Cutpet Kbps 1

Latest ASDK Sysing Messages Configure A0 Spslog Filbas

Syslon Disablad ‘_I
2

=gEmine A CTE) i3 B 71106 5:58:59 PM UTG
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File =ules  Search Options Tools Wizards  Help

&

Home:

Condhgur ation Mordoring

=) Cisce Srevens

B F [ % B e

Carfiguration = IMereces

¢ FFI T H&AETRRE S

T A
i SubnetMask [Manesement o, _l

Il Plard | Ernabiled e IP Mg &5 only

Eihematl Inside YES oot 155.255.355.0 Mo 1500 DleE I
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% Edit Interface

I

Hardware Por: Ethernetd Configure Hardware Properies...

¥ Enable Interface [ Dedicate this interface to management anly

Interface Mame; autside
Security Level: 0
IF Address
f* za Static IP ™ Ohtain Address via DHCP
IP Address: 172.16.1.1
Subnet Mask: IE5 55 355 ) ll
ML 1800
Description:
Ik Cancel Help

8. Security Level Change CH3l & Xt0{lAH OKE 2 =& L|Ct

E Security Level Change

Changing an interface's security level may cause your PLE configuration
& to hecome invalid, causing the PEto drop legal traffic ar allow illegal

traffic to pass through. Do you still wish to proceed?

9. Apply(H&)E 2 |CH.Z4I| 3| 0|440] PIXO|| FE A
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Add Address Translation Rule

g:

sams adirese <

Mo address pool defined

13. 2|5 QIE{H|0|AE MEHSI T AddE S E|ELICH



f= Manage Global Address Pools - :

Global Address Pools

Global Address Pools are used to configure Dynamic Metwork Address Translation (MAT)

addresses.
Interface Fool ID IF Addressies)

inside Add
—

Edit

elete
0K Cancel Help
14. O] GlloflAE 49| A PAT F4 E0| THEILICHHSINAT & FAE TA5H 1 OKE 228

L|C}



ﬁ Add Global Pool Item - B EI

Interface: outside j Fool 1D |1

* Range
" Port Address Translation (PAT
i Port Address Translation (PATY using the IP address of the interface

IP Address:  [172.16.1.5 — 17216110
Metwaork Mask (optional); |255.255.255.n
] 24 | Cancel | Help

15. PAT &AE 74524 13EHAH 0| M 2|5 QIE{H|0|AE MEHEILICHOK(E )E =L CH

#= Add Global Pool Item = x|
Interface: outside | Poalin: |1
" Range

i* Port Address Translation (PAT
i Port Address Translation (PATY using the IP address of the interface

IF Address:  [172.16.1.4 e

Metwork Mask (optional): |255.255.255.n

2k | Cancel | Help

A% stz OK(=H ) E S=IF Lt



16.

#% Manage Global Address Pools ol

it Address Translation Rule(F 24 gigt
IDE MEHST

z x|
Global Address Pools

Global Address Pools are used to configure Dynamic Metwork Address Translation (MAT)
addresses.

Interface Pool 10 IF Addressies)
inside

q

| 17216.1.4
1 172161 517216110

outside

(1% Cancel Help
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g% Edit Address Translation Rule -
= Uze WA (" Wze Pafloy NAT

Source Hostidetwork

Intarface: ||-'::.'.' 2] j

IP Address:; |1u.u.a 0

Mask IES 00 ll
Browse |
MAT Cplions..
Translate Address on Inferface: ||:|utg||:19 j
Translate Address To
by Sra F Address | ]
[ Redirect port
e T
Tri = | ] : T J-\.:!.'.'._: -\J..I
e Originel po | fEn I
@ i Oyvnamic  Address Pool: |1 ;{ Manage Fools... |
Paal ID Addrass
Ok Cancel | Help |

17. Apply(KI18) & 22I5tod T HE NAT 7=l PIXE FAIELICH
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ik B ELOSFF
- BProsy ARFs =dit
@g - ERIP
e e Gtatic Rowe IR |
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Routing
bl Objects
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Sy I Rizal I
=admin= | &GS | (3 TH DG 74500 PM UTS

19. 7|2 HO|E9?|0|E #4511 OKE =& LICt
A= Add Static Route |

Interface Mame: outside |
IP Address: 0.0.0.0

Mask: 0.0.0.0 |
Gateway [P 17216.1.2

+ Metric 1

" Tunneled (Used anly for default route)

9] Cancel

X

20. Add(F7hHE 226t LR HEXHF0| BERE F7t



A= Add Static Route

Interface Mame:

IP Address:

Mask:

Gatewyay P

i+ hetric

inside

10.2.1.0

" Tunneled (Used anly for default route)

8]

2552552550 %
10.1.1.2]
1

cancel Help

A% Add Static Route

Interface Mame:

[P Address:

Mashk:

S ateveay [F:

{* Metric

" Tunneled (Used anly for default route)

8]

2952552550

-

10.1.1.2

Zancel

Help
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Appky
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CLIE AM88 PIX 7x| 20|
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CLIE Sdfl ol Zu|agoldE & + U&LICH

PIX £ 2t 0{&E}0|21A CLI

pixfirewall (config) #write terminal
PIX Version 7.0(0)102
names
!
interface Ethernet0
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0

i

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!-—-- Assign name and IP address to the interfaces enable
password 2KFQnbNIJdI.2KYOU encrypted passwd
2KFQnbNIdI.2KYOU encrypted asdm image
flash:/asdmfile.50073 no asdm history enable arp timeout
14400 nat-control

!--- Enforce a strict NAT for all the traffic through
the Security appliance global (outside) 1 172.16.1.5-

s (15 iR | | 7mE 74840 PR UTC



172.16.1.10 netmask 255.255.255.0

!--- Define a pool of global addresses 172.16.1.5 to
172.16.1.10 with !--- NAT ID 1 to be used for NAT global
(outside) 1 172.16.1.4 netmask 255.255.255.0

!--- Define a single IP address 172.16.1.4 with NAT ID 1
to be used for PAT mnat (inside) 1 10.0.0.0 255.0.0.0
!--- Define the inside networks with same NAT ID 1 used
in the global command for NAT route inside 10.3.1.0
255.255.255.0 10.1.1.3 1

route inside 10.2.1.0 255.255.255.0 10.1.1.2 1

!--- Configure static routes for routing the packets
towards the internal network route outside 0.0.0.0
0.0.0.0 172.16.1.2 1

!--- Configure static route for routing the packets
towards the Internet (or External network) timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 icmp 0:00:02 sunrpc 0:10:00 h323 0:05:00 h225
1:00:00 mgep 0:05:00 mgep-pat 0:05:00 sip 0:30:00
sip_media 0:02:00 timeout uauth 0:05:00 absolute http
server enable

! --- Enable the HTTP server on PIX for ASDM access http
10.1.1.5 255.255.255.255 inside

!--- Enable HTTP access from host 10.1.1.5 to configure
PIX using ASDM (GUI) ! !--- Output suppressed !
Cryptochecksum:a0bff9bbaa3d815fc9£fd269a3f67fef5 : end

ASDMO|A CLI HI|ad|o|4d8 2 24H™ File(Tt ) > Show
4

Running Configuration in New

Window(M &0l dl&f ! Hm|eio]Md EA|E METLICEH

Cptions  Tools  Wizards Help

Feset Device to the Factory Default Configuration...

Show Running Configuration in Meww WWindow. .

Save Funning Configuration to Flash

Save Running Configuration to TFTP Sernver...
Save Funning Configuration to Standby Linit
Save Internal Log Buffer to Flash

Clear ASDM Cache
Clear Internal Log Buffer

Exit
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Fefresh ASDM with the Running Configuration on the Device
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Output Interpreter T (S S E D0 ) (OIT)= EH show BHE X[ HELICIOITE AFHE 504
show B £ 9| EME FLIC}.

11 debug BHEE AL 5t7| ol ClH B0l et 2 HE S HESAMAL.

jn

- debug icmp trace - ZAE 9| ICMP 20| PIX0| TEE=X| {8 E EAIELICEO| CIHO
Alistzd Zu[as| oMM ICMPE 318 3t24T access-list B S F7t5HoF & LICH.

- logging buffer debugging(2Z HIH C|HZ) - PIXE ST6lE SAE0 MY 2 HEE 4
EAELCLAMEEE PIX 22 HHo| X& Z|H show log %‘%‘2 ArZstod £ 2 + UsU
Ct.

E2X siE MEx
ASDMZ At835tod EZE gdststT EO8 & =& U&LICH

1. Conflguratlon(?é) > Properties(44d) > Logging(2Z)) > Logging Setup(2Z )& ME43}
T Enable Logging(2Z &/838h= MEist T Apply(HE)E SEIFLICH
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2. Monitoring(2LIE{&) > Logging(2Z) > Log Buffer(2 1 HIH) > Logging Level(2Z& 2l'd)2
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(T REIE]
Q¥ reesh | ) save B Clear | B Color Setings  #8 Create Rule  Z 500w Rl Fing: | o [E Help
This tabla shows syslog messages in ASDM logging bufiar as of now,

Severtty | Time | Message |0 Descnption
LB Jul12 2006 13087 BDS005: Loglin petrmitad fom 10.1.1.5( 136 10 inside:10.1.1 1/mias for usar enadla_1 5 -

] Jul 12 2006 12:08:1
Jul 12 2006 12087
Jul 12 2006 13:08:1

1
1 F1500F: Device completed 851 handshake wath client inside: 10011 91136

1 726003 S5L client inside1 011 51136 raguast 10 resume pravious session

1 F15001: Staring SEL handshake with cliend imside: 10 1.1 51136 for TLES¥1 session.

Jul 122006 130811 302013 Builtinbownd TSP connection 545 for ingida 101950136 (10.1.1 411 38) 10 MNP Identity Ic:1 0.
Jul12 3006 13:08:10 02021 Teardown ICMP connecticn for faddr 10011 451 2 gaddr 101110 (adds 1011 400

Jul 12 20061208190 302020 Bullt lCMP connection Tor faddr 10.1.1.59051 2 gaddr 1011700 laddr 1091 .00

Jul 12 2006 130810

Jul 12 2006 1208109 302021 Taarddws [CMP comneclion i fRddr 100919051 2 gaddr 1001000 ladds 10019100

Jul 12 2006 1308049 A02020: Buit ICMP connection for faddr 10.1.1.5051 2 gaddr 1071100 Isddr 10,11 .1/0

Jul 12 2006 1308108 302021 Teardawh [CMP connaclicn for fEddr 1091 4051 2 gadds 10.1.9.1/0 1adds 1019100

Jul 12 3006 13:08:04 A0Z020; Buitt lCMP connection for faddr 1011 5512 gaddr 1011100 laddr 10,11 .1/0

Jul 12 2006 130807 302021 Teardawn IZMP connacticn for faddr 1011 451 2 gaddr 10.1.1.1/0 laddr 1019100

Jul12 3006 13:08:07 A0Z020; Buit lCMP connection for faddr 1091 5512 gaddr 101 1,100 laddr 10,714,140

]
G
]
G
]
G 110001 : Mo route o1 74.71.179.143 from 10.1.1.5

]

G

]

G

]

G

] Jul 12 20068 1 30206 30202 Teardown [CMP conneclion for fddr 10015051 2 gaddrs 10011100 ladds 10011100
G

]

G

]

h

]

h

]

h

]

h

Jul 12 3006 1 3:08:06 A02020; Buitt IEGMP connection for faddr 10 9.1 5512 gaddr 109 1,100 1addr 10,1 1,140

Jul 12 2006 1208105 302021 Teardawn [CMP connaclicn for fEddr 10915051 2 gadds 10.1.1.1/0 ladds 10.1.9.100
Jul 12 2006 13:08:05 302020 Built ICMP connection for faddar 10 1,1 56512 gadde 10,1 1 100 laddr 10,1 1,100

Jul 12 2006 1308104 302021 Teardawh [CMP connaclicn for fEddr 1091 4051 2 gadds 10.1.1.1/0 ladds 1019100
Jul 12 2006 130804 A0Z020; Buitt IEMP connection for faddr 109,11 5512 gaddr 10,1 1,100 laddr 10,1 1,140

Jul 12 2006 1308103 302021 Teardawn [CMP connaclicn for fEddr 10971 4051 2 gadds 10.1.1.1/0 ladds 1019100
Jul 12 3006 130803 A0Z020; Buitt IGMP connection for faddr 10 1,1 50512 gaddr 10,7 1,100 1addr 10,7 1,140

Jul 12 2006 1308102 302021 Teardawn [CMP connacticn for Eddr 10.1.1 851 2 gaddr 10.1.1.1/0 laddr 10.1.9.1J0
Jul 12 3006 130802 A02020; Buit IGMP connection for faddr 10 1,1 50512 gaddr 10,1 1,100 1addr 10,1 1,140

Jul 12 2008 120801 302021 Teardown [CMP conneclicn for fddr 10915051 2 gaddr 10,1910 laddr 10.1.9.100
JUl S 2006 130801 JUZ0AT Bt (G cohnection or Edar 1017 50512 azcddr 10,1 1.'I.'Illliﬂl:if1ll'l 1,10 L[j
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- Cisco ASA 5500 Series Adaptive Security Appliance

. Cisco Secure PIX Firewall B2 #x

Cisco Adaptive Security Device Manager

Cisco ASDM(Adaptive Security Device Manager) 24| 5174 3! oF &
- RFC(Request for Comments)
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