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Pkt Ml Oribadis
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1. SHIE P F4 Y Hot 2702 HEHD CHolof1o| EAE T2 LiF 2 9% Qlefmo]
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ASA# capture capin interface inside match ip 192.168.10.10 255.255.255.255
203.0.113.3 255.255.255.255

3. O}&H7FK| 2 capoutOl2hs Z

x7F HolELICt 2§ CIE{H o|A 0| HIRIESH 1, match 7| E
2 4 Epimn Ux|sHE miZie A

Mot S XIEELICH

ASA# capture capout interface outside match ip 192.168.10.10 255.255.255.255
203.0.113.3 255.255.255.255
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no capture capin interface inside
no capture capout interface outside

ASAOIM AL 7tSEH X /S

O] MMoi| M= ASANIM AFEE = QU

FIF

oit R 2| Zix{ol Cial HBE LICH.

. asa_dataplane - ASAQ} HHE '|| 12 AHE3t= 2= (0d: ASACX EE= IPS 2 &) AIO|E &1tst=
ASA B Epelo| miZ!S ZHX{TLICt.

ASA# cap asa_dataplace interface asa_dataplane
ASA# show capture
capture asa_datapl ace type rawdata interface asa_dataplane [Capturing - O bytes]

. asp-drop drop-code - 7+ &HEl 2ok Z=2 0 o5 ArA|El T3 2 ZR{E LIC} drop-code= 7t
stEl 2ot Z20of o/l AXEl=E ECfE| fRES RIFELICH

ASA# capture asp-drop type asp-drop acl-drop
ASA# show cap
ASA# show capture asp-drop

2 packets captured

1. 04:12:10.428093 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) win 4128 <nss 536> Drop-reason: (acl-drop)
Flow i s denied by configured rule

2: 04:12:12.427330 192.168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) win 4128 <nss 536> Drop-reason: (acl-drop)
Flow i s denied by configured rule

2 packets shown

ASA# show capture asp-drop
2 packets captured

1. 04:12:10.428093 192. 168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) win 4128 <nss 536> Drop-reason: (acl-drop)
Flow i s denied by configured rule

2: 04:12:12.427330 192.168. 10. 10. 34327 > 10.94.0.51.15868: S
2669456341: 2669456341(0) win 4128 <nss 536> Drop-reason: (acl-drop)
Flow i s denied by configured rule

2 packets shown

- ethernet-type type - ZIX{& O|HY @S MEHFLICH X[ &= o|HYA R o= 8021Q, ARP,
IP, IP6, LACP, PPPOED, PPPOES, RARP & VLANO| QI&LIC}.

CHS ollol A= ARP EBEE Zix{st= WS 2o ELICH

ASA# cap arp ethernet-type ?



exec node commands/ options:
802. 1Q
<0-65535> Ethernet type
arp
ip
i p6
pppoed

pppoes
rarp

vl an

cap arp ethernet-type arp interface inside

ASA# show cap arp
22 packets captured

1: 05:32:52.119485 arp who-has 10.10.3.13 tell 10.10.3.12
2: 05:32:52.481862 arp who-has 192.168.10.123 tell 192.168.100.100
3: 05:32:52.481878 arp who-has 192.168.10.50 tell 192.168.100.10
4: 05:32:53.409723 arp who-has 10.106.44.135 tell 10.106.44.244
5: 05:32:53.772085 arp who-has 10.106.44.108 tell 10.106. 44. 248
6: 05:32:54.782429 arp who-has 10.106.44.135 tell 10.106.44.244
7: 05:32:54.784695 arp who-has 10.106.44.1 tell xX.XX.XX.XXX:

real-time - A E NS AA|ZTR 2 X|HHo 2 FA[SLICH AAIZH THZ! 2
Ctrl-CE FELICH HME ST Mo E X7H5tE{™ 0 B2 no BAE AIE

O M2 cluster exec capture BHS AIMEILICH

ASA# cap capin interface inside real-time

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets

due to performance limitations.

Use ctrl-c to termnate real-tinme capture
Trace - ASA I|Z! £X{7| 7|50t RASH WAoo 2 A E miZ

1o
I
A
i
L
[ul

ASA#tcap in interface Webserver trace match tcp any any eq 80
// Initiate Traffic

1: 07:11:54.670299 192. 168. 10. 10. 49498 > 198. 51.100.88.80: S
2322784363: 2322784363(0) win 8192
<mss 1460, nop, wscal e 2, nop, nop, sackOK>

Phase: 1

Type: CAPTURE

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: ACCESS- LI ST
Subt ype:

Resul t: ALLOW
Confi g:



Implicit Rule
Addi tional |nformation:
MAC Access i st

Phase: 3

Type: ROUTE- LOOKUP

Subt ype: i nput

Resul t: ALLOW

Confi g:

Addi tional |nformation:

in 0.0.0.0 0.0.0.0 outside

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group any in interface inside

access-list any extended pernmit ip any4 any4 |og
Addi tional |nfornation:

Phase: 5

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network obj-10.0.0.0

nat (inside, outside) dynamic interface

Addi tional |nfornation:

Dynani c translate 192.168. 10. 10/ 49498 to 203.0.113. 2/ 49498

Phase: 6

Type: NAT

Subt ype: per-session
Result: ALLOW

Confi g:

Addi tional |Information:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type:

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: ESTABLI SHED

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 10
Type:

Subt ype:
Resul t: ALLOW
Confi g:



Addi tional |nformation:

Phase: 11

Type: NAT

Subt ype: per-session
Result: ALLOW

Config

Addi tional |Information:
Phase: 12

Type: | P-OPTI ONS

Subt ype:

Result: ALLOW

Confi g:

Addi tional |Information:
Phase: 13

Type: FLOW CREATI ON
Subt ype:

Result: ALLOW

Confi g:

Addi tional |Information:
New flow created with id 41134, packet dispatched to next nodul e
Phase: 14

Type: ROUTE- LOOKUP
Subt ype: out put and adj acency
Result: ALLOW

Confi g:

Addi tional |Information:

found next-hop 203.0.113.1 using egress ifc outside
adj acency Active
next - hop mac address 0007. 7d54. 1300 hits 3170

Resul t:
out put -interface:
out put-status: up

out si de

out put-1line-status: up
Action: allow
#1: ASA 9.10+0| M any 7|E= ipvd T2 THZIBH ZX{ELICH any6 7|¥E= 2 E ipv6
FAa XE EfEE AMELICH
IZ! YR E ALSsto] FHE £ e 13 ™YL
A uhelofl Ot 3 & X Jto|=8 HESHAAIR.
- ikevl/ikev2 - IKEv1(Internet Key Exchange Version 1) EE£ IKEv2 Z2EZ HE 0F Z4X{gLICt

- isakmp - VPN

2I8h 1 SAKMP(Internet Security Association and Key Management
% A2 AR AHS Z2ZEZ0]| HMAE =
|D4 PCAP It ME BFEAlZ|7] 2/5H 2 2|3, IP & UDP &|0|o{7} &

A W0l M 7Fx{e} IP Bi|o]o{of K{&EHE L—IEL

(oF
|_
H‘_ﬁ.

Protocol) E
&L|CH ZHH
N ZgEdY

Ct.

OlA
Ijo

- lacp - LACP(Link Aggregation Control Protocol) Ec{Z 2 A B LICt T8 E Z< CIEH 0|A
Ol&2 =2lX QIEH|0|A O|FLICt Ol= LACPL| 34XH S& 2 A5 7| 2|3
Etherchannel 2 2 4e M RS &fLICH.



. tis-proxy - ofL} O|& 2| QIE{m|0|A 0] /= TLS(Transport Layer Security) ZE Ao M S

HI2E 3 ofRHI2E O|0|EHE ZR{ELICH.
- webvpn - £ WebVPN 17301 CHEt WebVPN H|O|E{& ZH&A{EfLICt.

ot
YA E HIgd=tatioF gfLct.

718%
CI=22 ASA A|AH! 7|12ZF2lLCt.
. 7|12 @38 raw-data®lL|C}.
. 718 HIH 3.7]& 512KBILIC}.

- 7|2 o|HY! f&2 1P T LIC.
. 7|& packet-length= 1,518H}O|E LI}

e W= 27|
ASAO0] M
X E mZ!E 2 24™ show capture B CH20f ZHX O|§ S =dELICt O| MM ME Z

LHE 2| show BH £=42 NS ELICE. 0| show capture capin @& 0|§0| ¢ ZHA HIH2| LH
Al=FLICH capin:

rlIIo

ASA# show cap capin
8 packets captured

03:24:35.526812 192. 168. 10. 10 > 203. 0. 113. 3:
03: 24:35.527224 203.0.113.3 > 192. 168. 10. 10:
03: 24:35.528247 192.168. 10. 10 > 203. 0. 113. 3:
03: 24:35.528582 203.0.113.3 > 192. 168. 10. 10:

1 icnp: echo request
2

3

4.

5: 03:24:35.529345 192. 168. 10. 10 > 203. 0. 113. 3:
6:

-

8

0

i
icnp: echo reply
icnp: echo request
icnp: echo reply
icnp: echo request

03: 24: 35. 529681 203.0.113.3 > 192.168. 10. 10: i

03:24:57. 440162 192.168.10.10 > 203.0.113.3: i

i

icnp: echo reply
icnp: echo request
03:24:57. 440757 203.0.113.3 > 192.168. 10. 10: icnp: echo reply

| show capture capout BE2 O|F 0| @ X HIHO| LIS FE AR LICH capout:

ASA# show cap capout
8 packets captured

03: 24: 35. 526843 192.168.10.10 > 203.0.113.3: icnp: echo request
03:24:35.527179 203.0.113.3 > 192.168.10. 10: icnp: echo reply
03: 24: 35. 528262 192.168.10.10 > 203.0.113.3: icnp: echo request
03: 24: 35.528567 203.0.113.3 > 192.168.10. 10: icnp: echo reply
03: 24: 35. 529361 192.168.10.10 > 203.0.113.3: icnp: echo request
03: 24: 35.529666 203.0.113.3 > 192.168.10. 10: icnp: echo reply
03:24:47.014098 203.0.113.3 > 203.0.113.2: icnp: echo request
03: 24:47. 014510 203.0.113.2 > 203.0.113.3: icnp: echo reply
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1. EF M hitps://<ip _of asa>/admin/capture/<capture name>/pcapAtE& £+ U&LICI.

El: CiscoQ| pcap 7IHEE AFESHH show capture B £240| XS ELICH
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1. % E CI2 2 =524 copy capture BE 1t 7|

copy /pcap capture: <capture-nane> tftp://<server-ip-address>

B T2 A AR T BHE EXIE 2 mf 2T al0l BAe 95 A E ez
ol E&Lch.

X X271

HX HIHE X|224H™ clear capture BES AFE ELICEH

ASA# show capture

capture capin type rawdata interface inside [Capturing - 8190 bytes]
match icnp any any

capture capout type rawdata interface outside [Capturing - 11440 bytes]
match icnp any any

ASA# clear cap capin
ASA# clear cap capout

ASA# show capture

capture capin type rawdata interface inside [Capturing - O bytes]
match icnp any any

capture capout type rawdata interface outside [Capturing - O bytes]
match icnp any any

CtE2 LBAFLICE clear capture /al BEE AFE 35104 2 E Z4&{0l| CHEF HHE X[ ZLICH.
ASA# clear capture /all
A SX
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no capture <capture-nane>
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https://<ip_of_asa>/admin/capture/<capture_name>/pcap
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