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1. Configuration(Z1I| 12l 0] M) > Firewall(&&8}'=%) > Objects(7H&) > Inspect Maps(ZEA+ &) >
IP-Options(IP-Options) 2 0|5 3t0{ Add(F7HE &= &LiCt
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Configuration > Firewall > Objects > Inspect Maps > IP-Options O
Configure TP-Options maps,

IP-Options Inspeck Maps

Marme Description

2. Add IP-Options Inspect Map & 0| L}EFEFL|CH. Inspect Map2| O|& & K|35t Allow packets
with the No Operation (NOP)(NOP(No Operation) &440| Q! I 5{8)8 MEist O3
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B% Add IP-Options Inspect Map

Mame:

Descripkion: i

FParameters -

[ ] Allows packets with the End of Cptions Lisk (EOOLY option

[ ] Clear the option value from the packets

[ ] Allovs packets with the Router Alert (RTRALT) option

Clear the option value from the packets
| [ 2K, 1 || Zancel || Help |
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- Confiquration > Firewall > Dhjects > Inspect Maps > IP-Options

Configure P=-Options maps.

IP-Options Inspect Maps

fame: Description
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4. Configuration(Z4I|2124|0[M) > Firewall(2}=) > Service Policy Rules(AMH|& 22 H &)=
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F:FDED';'I"_II'I_S_F'E_C_'IIEI'T Conneckion Settlngs QDS |"-.|E.'|IF|I:I'.-‘-.!
[ ] select all inspection rules
| []CTIcEE
[] DiZERPC Canfigure. .
DMS Configure, .. DMS Inspect Map: migrated_dns_
ESMTP Caonfigure...
FTF Configure. ..,
[]aTP Configure.
H.323 H.225 Configure. ..
H.323 RAS Configure, ..
[CJHTTP Configure,
[ 1MF
[ ] ICMP Error
[]1Ls
[ ]I Configure. .
I P-Options | [Cnnfigure...] |
[ ] 1IPSec-Pass-Thru Canfigure,.
1 rarao i ST

5. Select an IP-Options inspect map for fine control over inspection > testmap®& M&3} 1L OK



B% Select IP-Options Inspect Map

() Use the default IP-Options inspection map

elect an IP-Options inspect map For fine control over inspection
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B8 Edit Service Policy Rule

| Traffic Classification | Default Inspections | Rule Actions

Protocol Inspection

Conneckion Settings | Qo5 | MetFlow |

[ ] Select all inspection rules
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[ ] ICMP Error
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Configure. ..

Configure, ..
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Cisco ASA

ci scoasa(config)#policy-map type inspect ip-options
t est map

ci scoasa(confi g- pmap) #par anet ers

ci scoasa(confi g- pmap-p) #nop action all ow

ci scoasa(confi g- pmap- p) #exi t

ci scoasa(confi g)#pol i cy-map gl obal _policy

ci scoasa(confi g- pmap) #cl ass i nspecti on_def aul t

ci scoasa(confi g- pmap-c) #i nspect ip-options testmap

ci scoasa(confi g- pmap- p) #exi t

ci scoasa(config)#wite nenory

RSVP I|Z!& 5|83} 7| {8t Cisco ASAL| 7|& S&

IP SM AAts 7IEMo 2 &3t k|0 & LICt Configuration(Zd [ 28| 0[A) > Flrewall(% 3ted)
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B Edit Service Policy Rule

Following services will match the defaulk inspeckion traffic:
Service Protocal Port

ckigbe kcp 2745

dns udp 53

ftp kep 21

gkp udp 2123, 3386

h3z3 - h225 kcp 1720

h323 - ras udp 1716 - 1719

hkkp kcp a0

iin:mp icrmp

lils kcp 349

Bl

mgcp udp 2427, ZFET

nethios udp 137 - 138

radius-acck udp 1646

FpC udp 111

tsh kcp 514

rksp tcp =04

sip kcp =060
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Output Interpreter = 7(

=)
04 show HE £20| £A

I

EE D0 FEH(OIT)E 53 show B S X|HELICEH OITE AHE3E
%

>
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