ASA 8.3 O|A:MPF Z4X|18|0|M o & AF& 5104
SSH/EIL/HTTP &4 A|ZF =1 M

=3

vl

A QF ALE

LT AR
MEEETE 4
E7| 1A

T

HE2/3 ctojo{ 2
T

ebryonic AlZt F 1}
=d sz

t|-E'.I_=1 x4 H

ol

AjH

|.

ol EMoiMdE 2E ol E2|7i|o|lMof| HE == At &2l SSH/Telnet/HTTPR 22 &4 ol E2|7H
o|Mofl £ &t Alzt AMBtel T 8.3(1) O|&f 2 X[5t= Cisco ASA(Adaptive Security
Appliance)of CHet MZ Z4m|ad|o|ME &S gLct.of Z4x|aai o] oflofl M= Cisco
ASA(Adaptive Security Appliance) & 7.001 = E! MPF(Modular Policy Framework)& A& &L
Ct. XEAM|SH LHE 2 Modular Policy Framework AFE & FHZESHAA|2.

Ar|ag|o|lMolME -?-JEL/\EIOIHUO 77.241.129)0| 2t EH 5o U= ¥4 MH

1)0{l HL/SSH/HTTPE 5125t = Cisco ASA7} TAIE/L|CH EIL/SSH/HTTP E2HZof
St O] é' AlZt =3Ot E -_r“HE' L—IHLP% 2 E TCP EBi=E2 H &8l M timeout conn 1:00:001
XMAXOl o4 Azt MIBt gt & LICt

PIX/ASA 7.x O|AH/FWSM & Z=:H{7% 8.2 0|5 2] Cisco ASAN|AM S et Z1m|ad|o|4d0d CHaH MPF
Z1a|2eyo|M o £ AL 5104 SSH/EIL/HTTP 448 AlZt A[8tE A& EhLCt

NS T AHE

2T M

ol 2Moi izt £ 2740 ei&LCh.

AEElETH A

Ol 22| HE £ Cisco ASA Security Appliance Software H{7 8.3(1)2} ASDM(Adaptive Security


//www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/mpc.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/68332-pix7x-connection-timeout.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/68332-pix7x-connection-timeout.html
/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/68332-pix7x-connection-timeout.html

Device Manager) 6.32 7|8t 2 §fL|C}.

O| EMo| MEE EX & 2Z39|C|HIO|AE ECHE R MHE|RELICH O] 20| A E E% C|Ht
olaAE £7|2+EI(7I%) ZAu|ago|lMe 2 Al**EIMﬁI—IEP M UERXFI &S 52 22, 2E

mad0]o] ARIHOI WS 0|2 2 KI5t Al7| HFErLICH
7| &

= 4] TR0l ChEt REMIEH LIS Cisco 712 &l RIS HEFHAAIR.

T4

ol dMofM= o]l EMol BBE 7|5E F st HEE MSELICH

&3 0] M40 AHSE B0 CHE AFMIEH LIS S Ha™ B2 75| £ (SSE D2 5
NELINEY

HE<L|3 clolo{2Y

Ol EMolME ChE HIESIZ HEE ASELICH

Inside
10.FF.241.14226
§ Cloud
_ outside - . g
Tainai Routsr 5l I
BB Er 10.1.1.1/24 162 168.200.1/24 Work Station
10.1.1.2/24 10.77.241.12926

A1 o] Tl AFBE P T4 XM MAE QEHIA BYXoR Bt e 4 glaLich Al B

Zol| K| AHZE RFC 1918 Z=AQILICH

T4

Ol EMolME Chg S A ELICH.
. CLI 74T gjo|M

. ASDM Z11|go]|M
A1 0|24t CLI & ASDM 742 FWSM(Firewall Service Module)ofl & ElL|C}.



/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

CLI Zdx|aglo|Ad

ASA 8.3(1) Zdm|azolM

ASA Version 8.3(1)

|

host nane ASA

donai n- nane nantes-port.fr

enabl e password S39l gaewi / IMBWY | evel 3 encrypted
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed

passwd 1n¥Zf Sd48bl OUdPgP encrypt ed

no nanes

dns- guard
!
interface Ethernet0/0

narei f outside

security-level 0O

i p address 192. 168.200. 1 255. 255.255.0
!

interface Ethernet0/1

narei f inside

security-level 100

i p address 10.77.241. 142 255. 255.255.0

boot system di skO:/asa831-k8. bin
ftp node passive
dns domai n-1 ookup outsi de

!--- Creates an object called DM _INLINE_TCP_ 1. This
defines the traffic !--- that has to be matched in the
class map. object-group service DM _INLINE_TCP_ 1 tcp
port-object eq www

port-object eq ssh

port-object eqg telnet

access-list outside_mpc extended permit tcp host
10.77.241.129 any object-group DM INLINE_TCP_ 1

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp timeout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

!--- The default connection timeout value of one hour is
applicable to !--- all other TCP applications. timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
0:00:02

ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute

ti meout tcp-proxy-reassenbly 0:01: 00




no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

telnet tinmeout 5

ssh timeout 5

consol e tineout 0O
|

!--- Define the class map Cisco-class in order !--- to
classify Telnet/ssh/http traffic when you use Mdul ar
Policy Franework !--- to configure a security feature

I--- Assign the paraneters to be matched by cl ass nap.

class-map Cisco-class
match access-1list outside_mpc

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

!--- Use the pre-defined class map Cisco-class in the
policy map.

policy-map Cisco-policy

!--- Set the connection timeout under the class mode

where !--- the idle TCP (Telnet/ssh/http) connection is
disconnected. !--- There is a set value of ten minutes
in this example. !--- The minimum possible value is five

minutes. class Cisco-class
set connection timeout idle 0:10:00 reset
!
!
service-policy global _policy globa

!--- Apply the policy-map Cisco-policy on the interface
I--- You can apply the service-policy command to any
interface that !--- can be defined by the nameif
comand.

service-policy Cisco-policy interface outside
end
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¥ Add Service Policy Rule Wizard - Service Policy

Adding a mew service policy Fubs requires bhres sheps:

ke 1: Configure & service policy,

Skep 20 Configure the traffic cdassification cnbena For the serace polcy rubs,
Skep 3: Configure actions on the traffic classified by the service policy rule.

| Create a Service Policy and Apply Toi

Only one service policy can be configured per interface or at gobal level, 1IF 8 service policy slresdy sxists, Bhen you can add a new
rube inko He ecasting service policy, Ceherwese, you can create a new sarvice paolicy.

(%) Inkerfaca;

outside - (creabe naw sarvica policy | IR

Policy Name: Ckoo-poloy

Descripbion:

{7 alobal - apples to Sl interfaces

[ met > | [ cancel | [ Help |

3. 224 ™ 0| £ Cisco-classZ BHE 11 Traffic Match Criteria(E 2= x| 7|&)0|AM Source
and Destination IP address (uses ACL) & Q22 MEfgL|CH O Ot S Ch 2 E=IFLIct



I# Add Service Policy Rule Wizard - Traffic Classification Criteria

-!:-_:} Craate a new traffic dass:  Cisco-class

Cescription (opkionsal):

Traffic Match Criteris
[] pefaul Irepection Traffic

Source and Destination [P Address (uses ﬁ.-::L}

[] Tunnel Group

[] TCR or LDP Destination Port
[JRTF Rangs

[] 1P DiffSery CodePonts (DSCF)
[]1P Frecedance
[ #vry trafic

7 Use an exsting traffic olass:

1 Use class-defaul as the traffic dass,

IF braffic dos< not match a existing braffic class, then kowil match the dass-defaudt traffic class, Class-defaulk can be used in cakch all
sibation.

I < Back

S

Mext > || [ Cancel | [ Help |

4. Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address(AH|A &
M & 7t ObHAL - EfE IR] - &4 WO F4) FolM Match(*IR]) 2| 2t HE
g MHE Chg EAIE CI2 24 Y Oid 48 MSHLICLMEA Wo| EEC2 WES 2
2l5to] 228t MHIAE MEIELICH



IE Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

O oot

Soiroe: 10.77.241.129

Destination | any]

Mare Options

[ <Back |[ Mest » | [ Cancel | [ Help |

5. WU, ssh U hitpS} 22 T4 MulAS MBLICL 13 O+ gelg FerLict




= Browse Service

% Add » @ Edic Jf Delete @ Where |

Flt&r:|
[ WET Protocal Source Ports Cwestination Ports  ICHP Type Dhescription
| meecho bep default (1-65535) 7 r

L m exer tcp default (1-65535) 512

L B Finger bep default (1-65535) 79

g Ftp kep default (1-65535) 21

-m ftp-dats  tep default (1-65535) 20

1 gopher  tep default {1-65535) 70

- i haz3 bep default (1-65535) 1720

L. g hostname  tep default (1-65535) 101

i http |default (1-65535) |50

i ma htbps bep default (1-65535) 443

- 5 ident bep default (1-65535) 113

L pe imapd kep default (1-65535) 143

o e bep default (1-65535) 194

ot kerberos  bep default (1-65535) 750

- 18 Mogin bep default (1-65535) 543

i g kshel kep default (1-65535) 544

- ldap tep default (1-65535) 389

1 ldaps bep default (1-65535) 636

- g login bep default (1-65535) 513
| -me lotusnotes  bep default (1-65535) 1352 |
Selected Saervice

Service == | |t|:|:|,|'tE|nat, tepyssh, tepfhttp,

QK l | Cancel

6. AlZh M[ghE T ELICH Next(CHS)E & =&



IE Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

action: () Match () Do not match

SOUrCE: 10-77.241.129

Destination | any]

mmim

Sy tepytelnet, boplash, topgretp,

Drascripbon:

More Opkions R

< Back || Mext = Cancel I | Help |

. TCP 914 AlZt MEt2 10822 M 3t2{™ Connection Settings(Q1Z2 M) E ME4FLICHE
8t Send reset to TCP endpoints before timeout £ QI2t& MEf st L|Ct OS2 F2gct




IE Add Service Policy Rule Wizard - Rule Actions F)__<|

| Probocl Inspaction || Inkrusion Prevention | TONNECOON SEL0NQS | Qos || NetFlow

Maaimurn Commeckions Randomize Sequence Mumber
Maxiimim TCP & LIDP Connections: Defauk (0) | Randorrize the sequence rumber of
. TCPITP packets, Disable this feabure only if
Maximum Embryanic Connections: Defauk (0 W amother infine ASA is also randomizing

sequence numbers and the result is
=orambling the data. Disabing this feabare

may leave sysbems with weak TCP
Sequence number randomization

Maimum Per Client Connections: Defauk (00 ™|
Mz Per Chent Embiryonic Connachions: | Defaulk (0 w |

sdnerable.
TP Timezouk TP Mormalizakion
Embiryonic Conneckion Timeouk: |MHJI: (0500300 A [[]Use TCF map
Half Chosed Connection Timeout: |De‘a-.lt {0: 10;00) b
Connection Timeout: |EI: 1000 ¥ . .
Send reset to TCF endpoints before Bmeout
Time Eo Live
[Joead detection: [ ] Decremant time ko live for a connechon
I 1
Advanced Cptions
Skip TCF stabe tracking and sequence checking
when traffic Hows across the ASA.
[[] TP state bypass

[ <Back |[ Finish | [ Cancel | [ Help |

8. Apply(M®)E 2 2!5l04 Zdm|acf|o|ME Hok o{Z2to|dA0l MSELICHOIZE A 82 24T
agjjojsdo] 2t = E LI



_ R
[Configuration == Firewall = Service Policy Bules |

W acd - EEde [ff polts | 4+ 4 | % Bz B - G PAnd B megram & Packst Trace

Tralfic Jassfication

Heme B Enable=d Match Sourpe Destination Service Time
= Inkerface: outside; Palicy: Cisco-palicy

Rule Actions

E5 Msch B 10.77.241.129 L2 ur i hitp sp TCP Connection Timeout ..
Mo+ 55h 7 Ferd resets o TCP andp..
i bednet

=l Ghbal; Palicy: global poicy
rspeckion_default [Bymach o any @@ any ), dafaut-nspec.., ), Inspact DNS Map prasat,,,

0, Inspect E5MTH
[13 mare inspect actiors)

Appiy Rieset

ebryonic AlzZt =1}

Al A2 MU0 ¥Ed U HLE Kl E Sof 3t e Mo|a 7t 2t 2 E|X| ot 2 A LICHASAO
M SYN AlZt =02 HMo|=lL|ct 7|22 o2 ASAS| SYN AlZ Mg 30= QLICHCIS 2 Al Al
Zt Mgte dste el

access-list enb_map extended pernit tcp any any

cl ass-map enb_map
mat ch access-list enmb_map

policy-map gl obal _policy
class enmb_map
set connection tinmeout enbryonic 0:02:00

service-policy global _policy globa
= -
=4 4

3 g stoIstct o 2RE A4 U
1P 2.0 BAOIALY SLAIL Z8 3| A b 50 o Pl 2lxIat elot A A2t A&
B %S GRS ohEEIoltel 71 N2 HEHE S o Sl LICMPFR 1 A AT
S MEshHH A AlSol It AMA 22 BFR(L2 U THY)S A
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