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O 2 Mol ME Microsoft CA(Certificate Authority) MEHE AF& 3104 IPSec I|0{E Q15 5H7| 2I5H
Site-to-Site VPNO{ A Cisco Security Appliance(ASA/PIX) 8.x0l MEIIE| HIH C|X|&H QIS ME ¢
SO =2 Mx|ote Wedol cHa Mg LICH

NS T AHE

2T M

O| EME AI23le{H QIS M SE2 2dll CA(RIS 7|20l HMAE 4= QoqoF ELICHX|RE=
EFAF CA 22 &= Baltimore, Cisco, Entrust, iPlanet/Netscape, Microsoft, RSA, VeriSign&!LIC}.

0| E Mo ME ASA/PIX0| 7|& VPN ZAI|ad|o|lMo| gict 7 &hL|Ct.

&1 ol EM0iME ALIE[22] CA MEHE Windows 2003 AMHHE AtEEfLICH
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Ol EMe| HEE g AZESo{ & StELI0{ HHE 7|82 = gfLC.
- AZEQ|0] HT 8.0(2) 2 ASDM HHZH 6.0(2)2 A& 5= Cisco ASA 5510 Adaptive Security
Appliance
Ol Mol HE= &% 3 #39| C|Hl0|AE ECHE R YE[URELICHO| EA0l AFEE 2 & Clut

=
OlAE Z7|gHE(7|8) HdulaolMdaez AI’S.*EIi’i%I—IEP."#XH HESF 7t %S &2 2 8%, 2
BEo{e| MM I O|2] SKIstAlZ| HFEfLICH

2 ME

ASA ZAT|TB|0IME AT o] M 8xE AB5HE Cisco 500 Series PIXSH 87 AR E 45 9
&LCt.
X7| 7%
= A1 THR10] CHEH RFAIEH LIS Cisco 71 & FAl8 Mt AAIR.
O| MMMz o]l EAMoll MHE 7|52 #+ 85t HEE MSFLICH
#o: o| MMof| AtEE FHEol CHE XHAIE LIS EodH BHE £3| T H(SSE n 4ot lehHE
AMESHAAIR.
HE I3 cholo{a
O| ZEMHME CHE HERT ™S AFSE L
@_ \l IPSec Tunnel @
'“.\ | 1055004
; ! g 172171024
ASA-Z2
Enmn':.r:iﬂﬁnn between CA server
and its Clients for certifcate request
AN #and veril cations for suthenbicatiing
Cortificatn Authordty {CA) Server = CA1 WA e

B3 0 T4 ALSE IP T4 KIH AMAE QEolM FHMoR Bt 4 giaLichMs B

7ol M AFZEI RFC 1918 FAQILICH
T4
ol EMolME ChEg F8E ASELICH
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//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

. ASA-1 T[T 30| Qo

ASA-1 Zdm|a ol

ASAO EtAb S S LA CIXIE B ME MRIstedH O S BHE 2t=st AL

- AEAL =, AlZF 3 AIZECH 2Eol HE B X| # QI LICE.
C2EAH. QIBEM ME 23 M

- 3EHAL ME| XM 21T

- 4EHA. I M M|

- 5t M2 MDX|El QAIBME AE3FHT ST IPSec(Site-to-Site VPN)S F &8I L|C}.

16H 7. E™, Alzk SI AJzrCH gho| &5 x| £ QIgfLCt,

ASDM A%}

1. Configuration(Z1I| 12| 0| )2 E =!8t C}S Device Setup(C|HO|A AH)E 2=|&LCH

2. System Time(A|lA®] AlZh2 =& 3510 Clock(AlA)S MEIRILICH

3. LIYE HE7F HEEHX| Qg LICH 248 Q15X ZHB0| O|Fo{X|2{™H ™, AlZt U EE
Alztch Zkol H& st of g Lict

File View Tools Wizards Window Help

@ Hiame L@} configuration [:—J] Mmimrlng! G Save @Reﬁ'esh o Back \_;l - | ‘1? Helpé

Device Setup o 4 X Configuration > Device Setup > System Time > Clock
& Startup Wizard
&8 Interfaces Configure the ASA date and clock.
[E+2* Routing
gﬁ Device NamePassword Time Zone: | (EMTHIS:30) Caloutta
=) System Time
Date
() NTP :
© | Apr 14, 2009 v
Time
Time: |14 |:[s0 |:|27 | hh:mm:ss 24-hour)
Update Displayed Time |

HEE o

ASA-1

ASA- 1# sh cl ock
14:53:15.943 | ST Tue Apr 14 2009

2t AH. IEM ME 3 dd

MEIIE| CAZ} ID Q1B ME 42 35t24™ CSR(Certificate Signing Request)0| 2 gfL|CtHCSRME
MME Z7H 7|2 &7 ASAL| DN(Distinguished Name) EXH20| Z & ELICHASAE MAEl 742!

— oo1—
7|18 M83to4 CSRO C|X|™H MES gFLct




ASDM X%}

1. Configuration(7*4d) > Device Management(C|HtO|A #2]) > Certificate Management(2!& A
#2l) > Identity Certificates(ID 215 AM)2 0|58t CIS Add(F7HE F=|ELICH

Fle Wew Took Wzads Window  Help Look Font | e ||||.|||,

(g) Home G%n:mﬁguran:ni[ﬁl monitock | [ save @ Refech | € Back () | D Hel | I CISCO

Device Monagement o 3 = Configurotion * Dewvice Meanogement * Cerificate Monogement > ldentity Cerificates O
- Managemeant Access

| Syztem Image/Configuration
- High awailability Is=ed To lssied By Expiry Date Itsage Add
-0 Logging
E-IF Users/aas show Detalks
=-EY Certificate Management

By Ca certificates

Identity Certificatas
- DHCP
2] oMS
o] Adwanced Install

2. Add a new identity certificate 2tC|2 HE & 2=/gfLICt

A= Add Identity Certificate

(P

" Import the identity certificate From a File:

Decryption Passphrase:

File ta Irnpart From: Browse: ., |

(F’ Add a new identity n:ertiFin:aI:e:]

kKey Pair: hy.Cﬁ.key| |E Shiow, . Mew, . |

iertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[T | Act as local cerbificate autharity: and issue dynamic cerkificates o TLS-Proxy

advanced...

add Certificate I iZancel Help

3. 71 4ol 32 M=z BFE7|E =g



ﬁ- Add Key Pair

Mame: { Use defadlt key pair name

f+ Enker new key pair name: Imy.C.ﬁ..ke';.-'

Size: 1024 (i
Usage: {+ General purpose (™ Special
iaenerake Mow I Cancel Help
4. Enter new key pair name(M 7| 4 O|F &) 2iC|2 HES S2ELICE QA SXHo =R 7|

O|& 2 Y5t AH AlwdsHoF g LICt.
5. Generate Now(X|& d4)& S =IEFLICH O|A| 7| &
6. 21Z M F=X| DN2 T o|5t24™ Select(ME)E 225t 0| Zof L}

g% Add Identity Certificate

{ Import the identity certificate From a File:

Decrvption Passphrase:

File to Impoart From:

Bretwse, |

f* add a new identity certificate:

Key Pair: "ny.C.ﬁ..ke'ﬂ -

Show, ., | Mew, .,

i_ertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. t Select. .. ||

[T Generate self-signed certificate

[ Act as localicerbificate autharity and issue dynarmic cerkif

catesto TLS-Proxy

(P

Advanced. ..
#dd Certificate I Cancel Help
Olzft 2te TAISHHH £4 CECIR SRolM 242 Mstn gte U oS £IHE



% Certificate Subject DN T — x|

Atkribute Yalue |
ommon Mame(CH1 - CizcolS4 cizco.

[= DN ﬁl:l:l‘ihul:E tﬂ hE AddEd = DEpartmE—'nt |:_[:||_|_:| TSWEB
Attribute: |- Select Attribute - | frdd>> Campany Mame (0}  Cisco Systems
Counkry (C) s
Walue: I Delete Skake (SE) Morth Carolina
Location (L) Raleigh
I Cancel | Help |
T YR EHAF STURE ID QIBME WwIoty| Mol X 542 Tatsio} BLCH LR
M2 T B2 Ze SIUM RS LIS S HQISHAAIR.
7. M8 k2 FtEH & &el2 2 2Lt Add Identity Certificate CHEt & XH7}F LIEFLE T

Certificate Subject DN 2= 7} &4 &IL|C}.
8. Advanced(L&)E &/§LICt

(P9

A= Add Identity Certificate

" Import the identity certificate From a File:

Decrvption Passphrase:

File to Impoart From: Browse;

f* Aadd a new identity certificate:

Key Pair: "ny.C.ﬁ..ke'ﬂ ;l Shaow. .. Mew. ..

iZertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[T Act as localicerbificate autharity andissue dynamic cerificates bo TLS-Proxy

[ Advanced. .. |]

#dd Certificate I Cancel Help

=
rlo

9. FQDN Z=0f QIE{0{|Af C|HtO|A0f HM|ASHE O AHEE FQDNS =g LCt.Of
CN(Common Name)0i| A& & FQDNZt ZFotof & L|Ct



@& Advanced Options

Enroliment mode parameters and SCEP challenge password are nok available For self-signed certificake

Certificate Parameters I Enrallment Made | SZEP Challenge Passward |

FODM: ICiscn.ﬁ.S.ﬁ..ciscn.cnm

E-mail: I

IF Address: l

[7 Include serial number of the device

2K, Cancel Help |

10. OK(&2)& Z =/t C}= Add Certificate(21&AM FI7HE SRIFLICLZ2Z A|AEIO| T U0
CSRE A& stel= HIAIR|ZF EA|ELICH _ _
g% Identity Certificate Request ¥ x|

To complete the enrollment process, please save the PKCS10 enrollment
request (C5R) and send it ba the CA,

You will Ehen need ko install the certificate that is returned From the Co by
clicking the Install butkon in the Identity Certificates panel,

Sawve 3R ko File: IE:ICEH_EIiEﬂt.t}{t Browse, ..
(] 4 Cancel Help
11. Browse(¥0I27|)E E2/5t1 CSR2 MEE {x|E MEistT = &XII}L txtQl IS ME
SLICHED: txt HERE DIUS MEYSHHBMAE HET|(O: HEZE)E oS En

PKCS#10 &2 2 £+ U&Lct



ﬂ cert_client.txt - Notepad

File Edit Format Help

[MIICKZCCAZOCAGAWYA0XEDACBYNVEACTELIhDGVYPZ2 gxF ZAVEBQNVEADTI
IEMhCmSs aw 5 Mo s wGy DVOOGEEw VU ZEWMBODGAT UEChMNG2 T2y 2 8gu3 |z
[ IEAlUEAXMbOZ 12y 29BU0EUY 2 1 2v 28Uy 2 ST IESWVPVR TV OWVCMT UwE v D
TUEWDTMlSEAlNDﬂngkqhkiGQWDBCQIWEkNpCENUQVNELmNpCENUmeut
Egkohk 1G9w0BAQEFALDE] Clwd Y K CoyYEALUOTKGDM]VrdbZgBzua] Tl 0]
MOKOHZPCa T cEZod N+ 090 mOKr ] 68LEKXT IPQMNAAFMWE 2 Y ST ION+h 6
[MIGxLykrGo7hoPASLPe0Bx] LVLTY 30ROy Y2OP3IrlESwoyEBaOFPSRE]
(i BIpOgCZENCAWEAAAADMDS GCSgESIb3 DOEID ] ELMCwwwy DVR OPEAQD
A1 UdEQCWMESCEK MpC 2 v NELmMMpC 2 v Lmiw b T arEgk ghl 16 SwilBAQOF A
STZyADT0AR e SEWTE 4 B cxd2 0L ChxaoP 5L TkbPaEeaCkTh PpomAT A
besxsvlissx0sq15hE84 ZDEMEGACU7EX ] AT Z6Mxaf UvCHr OP YWy UlwgR ]
189,74 S8 xhg 7ot wBwhREUxSemhFHpGHNG, MpsTuddg==

—-——End - This 1ine not part of the certificate reguest---

12. M&EEl CSRE Microsoft CA2I Z 2 EtAF 32U A|of MZEELICH VPN Mo XS E AF X}
o

K74 ZHO| 22 of CA At 172.16.5.101 2 239
" about:blank - MICrosolt Internet EXplor

k=2

=

OFEr proyid 1 By LS
— rr—

File Edit Mew Favorites Tools  Help

dm Eack, = mp - @ ﬁ- | @Search @Favnrites @Media @ |E

Address iEj:http:,I',l'l._-"E. 16.5. 1 jcertsry)

Fleaze type pour uzer name and pazsword.
Site: 17216.5.1

User Mame | YPNHEE

Faszword S J
Dornain

[ Save thiz password in your password list

ak I Cancel

& 1: CA M
EHet B7H ASA(VPN AMEH)oll CHEH AFERE AE 0| A=K & 2l5H &M AI2.Request a
certificate(21& A 2%) > advanced certificate request(L = 2IEAM RH)E 2 2!5104
Submit a certificate request by using a base-64-encoded CMC or PKCS#10 file(base-64 2!
T2 CMC E= PKCS#10 It &l & Ar85t0 2IEM 23 X|&)& =5t 7L} base-64 212
PKCS#7 It & Ar&35t0o] Al &S MESLICH




Bddress [&] bhipefi172.16.5. 1 [ nav errgad.2s ﬂ o |1_.-.|

fcrosoll Cardiicals Serces - Cal
i i b i

Advanced Certificate Request

Tha policy of the CA determines the types of cerdfiicates you can reguest, Click one of the follovang opions to

Create and submil a8 reguest to this CA.

Submit 8 cemicate request by using & base-Bd-encoded ChC or FIKCS 10 file, orsubmit 8 reneyal requast by usin
8 base-Gd-encoded PKCS #7 file.

ratafora s

Mole: You musl have sn enrolimenl agent cerddicate to submil & requast an behalf of another user
Rl E HE E = A5t0{ Saved Request &f Xtofl 2022 CtF Submit(ME)2 SI&
=

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-Bd-encoded C
source (such as a Wyeb server) inthe Saved Kequest box,

Saved Reqguest:

er‘i.?I'-IBLItﬂ'-Ipn::EI'-IvLmI'-Iv]::uTM%IBg}{qh}{iGEJwDBAQQFAAG?ﬂ
Base-bd-encoded| |4BfeXd20LChEAoPSL 1L PaEeaCkfN,/ Pp Sl TA=sGE
certificate request [DEMEGECU?Ex] /K1 Z6Mxaf vCHEOP YUV 1wy R I Gh+

(CMC ar SUxSemhFHpGHnO/ Mp3£U0d0==
FlCs #10 ar
PSS #7): not part of the certificate reguest—--

Kl |

Browse for a file to insert.

Certificate Template:
PSEC |

Additional Attributes:

Attributes: v
Kl b

submit = I

: Base
64 Q1A E2lC|2 HES 2251 USM OREEE S2IFLICH



Microsoft Cerificate Semvices - CAT

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or & BEase 64 encoded

1 Download certificate
=== owinload cerificate chain

O| LIEFLICt cert_client_id.cer O|2 22 X{&t&tL|CH ASAO Ax|& ID QIZ ML

File Download = x|

rfﬁ Some filez can harm your computer. IF the file information below
g look.z sugpicious, or pou do not fully trust the zource, do not opern ar
zave thiz file.

File mame: certnew. cer
File type:  Security Certificate
From: 1¥21E.5.1

& Thiz type of file could harm paur computer if it contains
ralicious code.

Wiould you like to open the file ar zave it to pour computer’?

Open | Save Cancel tare Info

W | flways aslk before opening this tvpe of file

HBE o

ASA-1

ASA- 1# configure term nal

ASA- 1(confi g) #crypto key generate rsa label my.ca.key
modulus 1024

!--- Generates 1024 bit RSA key pair. "label" defines
the name of the Key Pair. |NFO The nanme for the keys
will be: my.CA key Keypair generation process begin.
Pl ease wait... ASA-1(config)#crypto ca trustpoint CAl
ASA- 1(config-ca-trustpoint)# subject-nane
CN=Ci sc0ASA. ci sco. com OU=TSVEB,

O=Ci sco Systens, C=US, St=North Carolina, L=Ral ei gh

!--- Defines x.500 distinguished name. Use the
attributes defined in table as a guide. ASA-1(config-ca-




trust poi nt) #keypair my.CA.key

!-—- Specifies key pair generated in Step 3 ASA-
1(config-ca-trustpoi nt)#fgdn CiscoASA.cisco.com

!--- Specifies the FQDN (DNS:) to be used as the subject
alternative name ASA-1(confi g-ca-trustpoint)#enrollment
terminal

!-—- Specifies manual enrollment. ASA-1(config-ca-

trust poi nt) #exit

ASA- 1(confi g) #crypto ca enroll CAl

!--- Initiates certificate signing request. This is the
request to be !--- submitted via Web or Email to the
third party vendor. % Start certificate enrollnment .. %
The subject name in the certificate will be:

cn=C SCOASA. ci sco. com OQU=TSVEB, O=Ci sco Systens,

C=US, St =North Carolina, L=Ral ei gh % The fully-qualified
domain nane in the certificate will be:

Ci sSCOASA. ci sco. com % I ncl ude the device serial nunber in
the subj ect nanme? [yes/no]: no

!--- Do not include the device's serial number in the
subject. Display Certificate Request to termnal?
[yes/no]: ¥

!--- Displays the PKCS#10 enrollment request to the
terminal. You will need to !--- copy this from the
terminal to a text file or web text field to submit to
!--- the third party CA. Certificate Request follows:

M | CKz CCAZQCAQAWga0x EDAOCBgNVBACTB1JhbGVpZ2gx Fz AVBgNVBAQ T
Dk5vcnRo

I ENhc mBs aWshMQs wCQYDVQQGEWI VUz EWWBQGALUEChIMNQ2I zY28gU3I z
dGVt czEk

MCl GALUEAXMo @I zY29BUOEUY2! zY28uY29t | E9QVPVRTVOVCMIUwWEgQYD
VQQFEW K

TVgwOTML Sz ALNDAf Bgkghki GOwOBCQ WEK Npc2Nv QVNBLmNpc 2Nv Lim\v
bTCBnz AN

Bgkghki GOWOBAQEFAAOB] QAWY Yk CgYEAUO KqDM Vr dbZgBz UA] Tc10j
xSl bkker

XgKoH2Pcel cGZ9dUXn+Y09Q nDKrj 68L6KXTI PgNAaFMAB2YsTI On+hJ
BVg5Sxj v

M 6xLyKr Go7bOPAsLPeOBxI / LVLTy30Rqcyy2QP3I r 1BSwoyBaoFPsRe
JGSAYG+O
QX8Jp6qcZE0CAWEAAaAINMDs GCSqGSI b3DQEJD) EuMOMVCWYDVROPBAQD
AgWIMBOG

AL Ud EQQUWVBSCEK Npc 2Nv QVNBLMNpc2Nv Lm\vb TANBgk ghki GOwWOBAQQF
AAOBgXBM

3t zyAD706R5ej 9EWEj 4Bf cXd20LCbXAoP5LI KbPaEeaCkf N PpSmATA
sG832TBm

bsxSvl j SSX@Q Sh842D6MEGGcu7Bx] / Kl Z6 Mkaf Uv CHr OPYW/U1wgRJ
CGh+ndCZK j 89/ Y4S8XhQ79f vBWHRBUx 9emhFHpGHNQ MpSf U0dQ== - -
-End - This line not part of the certificate request---
Redi spl ay enrol |l ment request? [yes/no]: n

ASA-1(config)#

3. ¢z X|H 2IF

METE| HHZRE D QEME 22 ol ol BHE D&Y

ASDM A#t

1. 24 AFE ID 21 5ME MEFLICEH



2.7 642 QILE B M7} YR MBEIX| L2 B base 64 HAIKIE SAHsH0 HAE
nhlofl &040{of BHLICH

Zol eIz Mz
OB TS

Certificate T

General | Details | Certification Path |

b
! =-1 Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

sEnsures the identity of a remote cormpuker
*Proves vour identity ko a remote computer
+2,16.840,1,113733.1.7.21

BFT: Wndows 0 DA
| Mol EtAL S S UA| &

N

K| Lt BHoll ZAIEEX] = Us 271 E2 ol HAE ALst
—
-

ECAEE U CAUBSME Lofol gfLctYZ FE CAEE 7 CAUBAME H2p{H
EtAt SE2UA EE= CA ZEIRI|H 22|5tMA|I2.

5. Certificate Path 12 2=/&fLICt.
6. Y= El ID QB A2t AAE CA ABME Z=I5t 1 View Certificate(RLE A EI7)E S 2F L



Certificate EE

General | Details  Certification Path |

—Certification path

CiscofSa, cisco,com OU=TSWEE

Yiew Certificake

Certificake status:

This certificate is Ok,

i

0
Ol

Ct. |
Bt XEAIEH HE T LFERSL|CH,

.ID 1B Mol gt REM|EF LIS S 22 Details& 2 =& LI

CA Aoi| Y

r




Certificate . 7| x

ieneral Details |CertiFicatiDn Path I

Shi: -=::;:-.||::=- L‘
Field Walue -
E'-.-'ersi::un W3
ESErial nurmber &11E ES9E 0000 Q000 0007
Eﬁignature algarithm shalR5a T
Elssuer ZA1, TaWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
ESuhject Ciscofss, cisco.com OU=T3W, .,
[EPublic key RS54 (1024 Eits) hd

Edit Properbies. .. iZopy ko File, ..

ik,

8. 1D Q1B ME MxI5t7| Toil CA MM CA RQIZAME CtRE2E=35t0f ASAO] Mx|5HoF g LICtH
(23 & ZX).CA10|2h= CA AH{0l|A CA RQIBME CHRECSt2{HM Ch3 HHE = §fLc
VPN Mt{oll S E At ZHo| =22 drol CA M 172.16.5.101 & 20l $+&FhLIct



a abhout:blank - Microsoft Internet Explorer

File: Edit Miew Favorices Tools: Help

(M Back «~ €93 + |x a ,"~] ' Search - Favorites ', [
L L |
Address I@ hktkpiff172.16.5.1 /certsry

Connect ko 172.16.5.1

Connecting Fo 172.16.5.1

User name: € prserver bl | L |

Password: T TITITIL

I Remember my password

QK I Zancel

. Download a CA
certificate, certificate chain or CRL(CA 2I1& A, I8 M #|Ql === CRL CIHREE)2 & 3|504
Y2 ALICHaR FZX).2 2T YHOZ Base 64 2IC|2 HES 225t CARISMOIRE
EE ZEFu



Jownload a CA Certificate, Certificate Chain, or CRL

T'otrust certificates issued from this certification authority, install this CA cert

[o dowinload a CA certificate, certificate chain, or CEL, select the certificate

A certificate:

-ncoding method:

.............................

Jownload CA cerificate ]
Jownload CA certificate chain
Jownload latest base CEL
Jownload latest delta CREL

ZFE{0l| certnew.cer O|E2Z CA QIS ME XMEELICH
File Download - Security Warning E4

Do you want to open or save this file?

— Mame: certnew.cer
Type: Security Certificate, 1.64 KB
From: 172.16.5.1

Open Save Cancel

While files from the [nternet can be ugeful, thiz fle type can
o potentially harm your computer. [F you do nat truzt the zource, do not

open of zave thiz software, What's the nsk?

9. CA RIBME K& st /IX[E & &LC.
10. HE2EI 22 8HAE HETJIZE 02 QUICHIIUE OIRA QLEZ HECSE Z8/5t1
Send To(ELH7|) > Notepad(H 2 &) E ME{EFLICH
11. 0| o|O|X|2] QB Mt FALE 7|8 642 I E MHAIX|ZF LFEFLLICH

m 40
H >



12.

13.

14

16.

i certnew.cer - Motepad

Eile Edit Format Help

F-—--BEGIMN CERTIFICATE-----—
MIIENTCCAdwgawIBAQIQCInxmUdkd IxGUdgaowt OnDAarEgk ghk 1GSwlBAQUFADER,
MRMWECY KCZIMTZPyLGOEGRY DY 2 STMRUWEWY KCZIMIZPyLGOBGRYFY 2 12Y 2 BxFTAT
Bgolkialk /IsZaAEZFogvuuld ]y | EMMADGALUEAXMDOOE xMES XD TAZMT IxNDAZMDED
M1OxDTEYMT I xMNDAZMT AXNYOWITETMEESCgmMSJomT 81 xk ARk WAZ NwhTEVMBEMSECgmS
1omT 81 xk ARk WEWNPCZ MyMRUWE WY KCZIm ZPyLGOEGRY FWFNZWI xDDAKEQNVEAMT
AQNBMTCCASIwDQY JK0ZIhv CNAQEEBCQADYYEPADCCAQDCHYEBADGRY S eLUVY Yy TLMAS
BSGEMZ3 sCTRATCMWO X 7 grMEmmi o070k GApAYMTHr K4 31 TMuaekBposZdd TMOhT x
bt ACzaHpBUYI SwoZ00ULPmwaAMUiMAD+mLSI gThndos 1Ty 7y hh2wwem i § conwdog+
Kx+swaeNC]slrxeuaHpIBTuanockueBUE] xgpIuNPaklGEywEBTaTvdmM A kZzT4dbgT
w3IGOFGMhBZGxEy =1 DEaUd xRvwhDhM I vwy Bxdwkhd uZ 04 woxomr /St ltdwqovk 2w
UBwCsptw7ClakTofmsxk, ds /22 aluxrHyysoCToFyk 1vES, Qo+ T0essz4T 1 Dhxx
wPXROLBCAWEAAIOC AWEBWCQF rMEMECSSGAQOED | CUAQOGHOQADWEEMASGAL UdDwWOE
AWIEhjAPEgNVHRMEAFBEBTADAQHIMEDGAlUdDgQWEBTEFEBIBjqIERRDLEmeNQJ
AP TwDCCA0ME Al UdHWS B+ ZCB+DCEYACBEEqCE 74 aBTwxk vab L ywBvi0d SO0Ex L ERO
PYRTLWVCYSZMTQUNTLENOPUNEUC xDT j1lodwls aw IM]BELZ=k TM]BTZx12 awN1 CyxD
TI1TZx32 awN 1 oy xDTi10b2 SmawdlcmFOawSULERDPVRT W2 VI LERDPWHNPDCZ N LERD
PWHYhTS]Z=10awzZpy 2F0ZvI TdmS] vxRph2 SMaxNOP2 The2 U D2 JgZwWN002 xhe3me
¥1IMRGT ZdHIpy mvOawsuUuESpbnsGNwhodHAB Ly S0yl 3Mms ZLWF J oy 0c3d v 5]
axMbyiib2 ova2vydEvucm9shCSDOTEUY 3 JsMBAGC S5GAQOED] CWAQQDAGEAMAQG
CSqGSIbEDQEEBQUAA&IBAQA&UF?AsyESIth+?SiiﬁSL+HUU3dKDDEdMiCbKJEKP
LEZE6IGWLRhT Svvn 1 TrgRy&HED 1 rdUScHgHUC DS BZwWAgTmGUm++HM 1 nwE 1w IF
DCMwx TOxsDT+nSY 0k 8hnGouoTd SQETHr NBEy YW SGROTE+OC SL+yT Jwwl SsZh | ZE
TowUFPA+PTA 7dmARGUOZ2VZE ZDwW S KGAVLUBGSr FAdBwWZDPEVMECgFWHCNIT cufudx]h
1 CBBDKOZY 09pPOE7 7UTA0USCLTUT TPOMedyZg 0N+ X aZ x 2 EwGPNL1d 9z 0w 5T OT
Gp= FABALH+PRIOT ETJOgMSOGF 1457 CIH7dx 1 vD+pE5at

————— EMD CERTIFICATE---—-—

ASDMO1| A Configuration(Z1Z|12{|0|44)& & =8t C}Z Device Management(C|HFO|A &2
)& =g
Certificate Management(2/1& A #2))

2 &5t 1 CA Certificates(CA @IS M)E AMEHELICH.

.Add(F7hHE S=ELcH
15.

Paste certificate in PEM Format(PEM 4|22 QI8 M Eoid7|) 2iC|e HES 226t
METtE| HH7 M3 8t 7|2 64 CA QIS ME HIAE HEo| 20igd&Lct
Install Certificate® & =/ &L|C}



= Install Certificate

™ Install From a File: I

(+ Paste certificate in PEM Formnat:

Browse,

VR TLVCySzMEQUNTLENOPUNELC:DTi1 QdW IsaWMIMIBLZZHMIBTZ: 12l =D _:l

i1 TZx1zaw Moy xDTil DbZSmaw'd 1 crmFoaw uLER DPYR TY2VILER DPWNpcZMyLERD
Wb TIiZE I0aWZpY 2F0ZY Ndm9j¥ xR pb2 SMaxMOP2 JheZU b2 Jg2W k02 xhc3Me

1 IMR.GlzdHIpY R 0a IuUEIpbnsGMWhOdHAGL w90y 1 3Mmsz LW FicwS0c3dlYis)

s MibySib2 v 2y dEYUCSsbC DO TELY 31sMBAGC SsGAQOETICYAQODAGE AMADS
5qGSIb3DOEBECUAAIBACAaYFDASYESIE QA+ TSiiSL+KUY 34/ DoE4Michi ek
62363W 1REFSYYnlTrgRvEHE olrdiUUecHgHUC DS BZW A gfrGUm++HMlne 3liv IF

chwxCres DT 409y OkabnEEUOF4S0E THNrMGE Y Y YrSGEOIE+OCSL 4wt vin 1 9GZHIZE
CYUFPA+P T4 7dmARELoZY 2200 Sk GAYLUBG s FdSwZ DPBY MEZgPWhchItcufulxlb
1XXce3DKoZY09pPaa 7 uT aoudcLiuiPOme Oy ag JOMN+xaZ < 2ZEwGPn 1 49zpHvakgT
O 7 ABAU+pR I0iEFQOQMSQGFI4S 7 cIHT dx WD +piESat

J

| of

" Use SCEP:

SCEP URL: http:j)

Retry Period: 1
Fetry Counk: II.'I
Install Certificate iZancel

minutes

(Use 0 to indicate unlimited retries)

More Oplions...

Help

x7t dE3sEE #Qlst= Thst 4RI LEEHELICEH

ASA- 1(confi g) #crypto ca authenticate CAl

!-—-—- Initiates the prompt for paste-in of base64 CA
intermediate certificate. ! This should be provided by
the third party vendor. Enter the base 64 encoded CA
certificate. End with the word "quit" on a line by
itself ----- BEGIN CERTIFICATE-----
MIIEnTCCA4WgAwIBAgIQcInxmUdk4 IJxGUAgAoWt OnDANBgkgqhkiG9w0B
AQUFADBR
MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21lz
Y28xFTAT
BgoJdkiaJdk/IsSZAEZFgVUUldlYjEMMAOGA1UEAXMDQOExXMB4XDTA3MTIxX
NDA2MDEO
M1oXDTEYyMTIXNDA2MTAXNVOwUTETMBEGCgmSJomT 8 ixkARKWA2NVbLTEV
MBMGCgmS

JomT 8 iXkARKWBWNpPCc2NVMRUWEWYKCZImiZPyLGQBGRYFVFNXZWIXDDAK

e



BgNVBAMT
AONBMTCCASIwDQYJKoOZIhvcNAQEBBQADggEPADCCAQOCggEBAOQP7 seu
VvyiLmA9

BSGzMz3sCtRITCMWOx7gM8mmiD0070kGApAvmt HrK431iMuaeKBpo5Zd
4TNgNtjX

bt6czaHpBuyIsyoZOOUl1PmwAMuiMAD+mL9 IgTbndosJfy7Yhh2vieMij
cQnwdoqg+
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7
kZ£f4dbQI
y3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//Sctlt
dwQcvk2Vv
uBwCsptW7ClakTqgfm5XK/d//z2eUuXrHYySQCfoFyklvE6/Qlo+£fQeSS
z+T1DhXx
wPXRO18CAwWEAAaOCAW8S8wggFrMBMGCSsGAQQBgjcUAgQGHgQAQwBBMASG
AlUdDwQE
AwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UADgQWBBTZrb8I8jgI8RRD
L3mY£NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8gCB74aBtWxkYXA6Ly8vQ049
QOEXLENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2
aWNlcyxD
Tj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aW9uLERDPVRTV2ViLERDPWNpD
C2NVLERD
PWNvbT93jZXJ0aWzZpY2F0ZVJI1ldm9jYXRpb25MaXNOP2Jhc2U/b2JgZWNO
Q2xhc3M9
Y1JMRG1zdHIpYnV0aWw9uUG9pbnSGNWhOdHA6LyY90cyl13MmszLWFjcy50
c3d1vYi5j

aXNjby53ib20vQ2VydEVucm9 sbCIDQTEUY3JsMBAGCSsGAQQBgjcVAQQD
AgEAMAOG
CSQGSIb3DQEBBQUAA4IBAQAavFpPASYESItgA+7sii/5L+KUV34/DoE4M
icbXJeKr
L6Z86JGW1Rbf5VYnlTrqRy6HE0olrdU6cHgHUCDY / BZWAG £fmGUm++HM1 j
nw8liyIF
DcNwx1lQxsDT+n9YOk6bnG6uOf4SgETNrNS8EYYVrSGKO1lE+OC5L+ytJvw
19GZhlzE
10VUfPA+PT47dmMAR6UO2V2ZDW5KGAVLU8GsSrFA8wZDPBVMKCgFWNCNIt
cufulxlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJON+xaZx2EwGPnl149
zpXv5tqgT

9Ms7ABAu+pRIoi/E£fjQgMSQGF1457cIH7dx1VD+p85at

----- END CERTIFICATE-----

quit

!-—-- Manually pasted certificate into CLI. | NFQO
Certificate has the following attributes: Fingerprint:
98d66001 f65d98a2 b455f bce d672c24a Do you accept this
certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully inported

ASA-1(config)#

487, OIZ M MR

ASDM H#}

CIS CHAIE et2 5t MEnlE| HIC7F A28 ID QIS ME A5 A AL,

1. Configuration(Z1IZ| 22| 0|MH)2 22!%t CtS Device Management(C|HIO|A #E)E =8
Ct.
2. Certificate Management(2!& A #E)E = & & C}= Identity Certificates(ID 1S A)E MEd g



LICH.
3. 2EtA[0I| M HEEH ID RIS ME MBS LICHE: Btz M7t BER 2= FA[FLICL

4. Install(dxl)2 S={ELICH

Configuration > Device Management > Cerlificste Management > identity Cerificates

Issued To Iszued By Expry Dabo Usage Add

| ClecoldSa. cieca .com Cll=TS, ., |[:..-_r S | bl ) |Panding

% Install [dentity certificate

Identity Certificate Experl

" Instal from & Fls: I Brorese
F Install

(= Paste the certficate data in base-64 format: )

7 g

'| .Il.:l. F l. -, ll‘ =
kA D Cr 2 IR 7 4o T PR Mpiv2e WV 1iipesi Ty chinakB 48
PHOhSsZ 5w upzPEHEL O3 4wmd dpuLuiHirre\WnF | 2Cnofey MCcE Tis L5t Inil psc

LSniFsdaMascics
—<END CERTIFICATE =]
-
J | _*fj
instal Certificate | cancel | Help

Paste the certificate data in base-64 format 2IC|2 HHE & 22!t METtE| HIH7} A3 &
ID QIS ME HIAE EHEo| Eo{EE&LIC

ﬁ: Information ,El

@ Certificate import succeeded.

5. Install Certificate & & =|&fL|C}. 7HM2
717t M2 EX| Zlste chal A XE7F LFEFSLICEH
HHAE of
ASA-1

ASA- 1(confi g) #crypto ca import CAl certificate

!--- Initiates prompt to paste the base64 identity !---
certificate provided by the third party vendor. %he
fully-qualified domain nane in the certificate will be:
Ci scoASA. ci sco. com Enter the base 64 encoded

certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
the third party vendor. =-=-=-- BEGIN CERTIFICATE-----
MIIFpzCCBI+gAwIBAgIKYR7 lmwAAAAAABZANBgkghkiG9wOBAQUFADBR
MRMwEQYK
CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28XFTAT
BgodJdkiad
k/IsZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4MZzZUZ
OVOXDTAS
MTIXNDA4MzUzOVowdjELMAkKGA1UEBhMCVVMxFzAVBgNVBAgTDk5vcnRo
IENhcm9s




aW5hMRAwWDgYDVQQHEwdSYWx1laWdoMRYwFAYDVQQKEwl1lDaXNjbyBTeXNO
ZW1zMSQw
IgYDVQQDExtDaXNjbOFTQS57aXNjby5jb20gT1U9VFNXRUIwgZ8wDQYJ
KoZIhvcN
AQEBBQADgYO0AMIGJAOGBALjiCqgzIla3W2YAclAIO3NAI8SUpW5JHK14C
qgB9j3HpX
BmEXVF5/mNPUI5tCqg4+vC+il05T4DQGhTMAAMLEYDp/0SQVauUsY7zCO
sS8igxqgOo
2zjwLCz3jgcZfylS08tzkanMstkDIYKIQUsKMgWgBT7EXiRkgGBvikF/
Cae@nGRN
AgMBAAGjggLeMIIC2jALBgNVHQS8EBAMCBaAWHQYDVRORBBYWFIISQ21z
Y29BUOEu
Y¥21zY28uY29tMBOGA1UdDgQWBBQsJC3bSQzeGv4tY+MeH7KM10xCFjAf
BgNVHSME
GDAWgBTZrb8I8jqgqI8RRDL3MYENQIJpAP1WDCCAQMGA1UdHwSB+zCB+DCB
9aCB8QCB

74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCcYSzMt QUNTLENOPUNEUCXD
Tj1QdWJTs
aWM1MjBLZXk1MjBTZXJ2aWNlcyxDTj1lTZXJ2aWNlcyxDTj1Db25mawdl
cmF0aWw9u
LERDPVRTV2ViLERDPWNpc2NvLERDPWNvbT9jZXJ0aWZpY2F0ZVJ1dm9j
YXRpb25M
aXNOP2Jhc2U/b2JgZWN0Q2xhc3MI9Y1IMRG1zdHIpYnV0aWwouUGO9pbnsG
NWhOdHA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9D
QTEuY3Js
MITBHQYIKwYBBQUHAQEEggEPMIIBCzCBQQYIKwYBBQUHMAKGgZxXSZGFw
0i8vLONO
PUNBMSxDT3j1BSUEsQ049UHVibGljIJTIwS2V5JTIwU2VydmljZXMsQ049
U2Vydmlj
ZXMsQ0490Q029uZmlndXJhdGlvbixEQz1UU1dlYixEQzljaXNjbyxEQz1]j
b20/YOFD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25B
dXRob3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHAG6Ly90cyl13MmszLWFjcy50c3dlYi5j
aXNjby53j
b20vQ2VydEVucm9sbCI9UUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21f
QOEXLmMNY
dDAhBgkrBgEEAYI3FAIEFB4SAFCAZQBiAFMAZQBYAHYAZQBYMAwWGA1Ud
EwEB/wQC
MAAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEB
AIgCaA9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGJI7QbQxkjKEswXqg/02xDB
7TwXQaGph
ZRQ4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIsS8
+3Ghg8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP
5151YB0y
NSLsYWqgjkCBg+aUO+WPFk4jICr2XUOK74oWTPFNp£fv2x4VFI/Mpcs87y
chngKB+8
rPHChSsZsw9upzPEH2L/034wm/dpuLulHirrwWnFlzCnqfcyHcETieZtS
tlnwLpsc

1L5nuPsd8MaexBc=

INFO. Certificate successfully inported
ASA-1(config)#

S5EAH. ME2 MXIE QISME A3 =5 |PSec(Site-to-Site VPN)Z T3 8ILICI.




[T

VPN E{dE ddstciH Chs HAHE 2r2 & LICH

1. HEIRX{E ¥ 1 ASDM AccessBL 2 T AEI ASA CIEH 0|A

245l0{ ASAS| ASDMO]| H M| A EHL|C},

9| https://<IP_Address>E& 2l

2. ASDM OHEZ2|70|M x| =233 E CI2 2 =324 Download ASDM Launcher and Start

ASDM(ASDM A|Z+ A|Zt A|Zhg Z2/8Lct.

3. ASDM Launcher?7} CIR22ZEEL|H AZEQ0{E M

sl ZFZEof olaf| X|A|E BAHE 2= EfLICH
4. hitp - BH 2 A3 QIE{H0|A Q| IP FAL AHEX} O|F X HIZHEE

E| 7=|0)

5. ASDM OHEZ 2|7{|0|410] ASAO| HAZAEZ|H IPsec VPN OFHAIE AlREFLICH

File View Tooks | Wirards | Window  Help

@j Hiorrie: n:.}':é-g, Con | Startup Wizard...
I A

Home |If [Psec VPN Wizard. .. ]

/ £¥ Dewice Dashl SSL WPN Wizard...

Device Informal

Facket Caphure Wizard...

High Availabiity and Scalability Wizard...

Gereral | Licenst

Host Mame: ASA-1 default.domain.inwvalid
ASA Version:  8.0(02)

ASDM Wersion: 6.0(2)

Firewall Mode: Routed

Total Flash: &4 MbB

VPN Tunnels
[KE: D [Pe=c: 0

it evews BV ey g eeyas O 85 i

Device Uptime: d 22h 40m 65
Device Type: ASA 53510

Context Mode: Single
Total Memory: 256 MB

Clientless S5L WPH: 0O

S5L WP Client: 0

6. Site-to-Site IPSec VPN E{'d 3 & MEH5I T E A|E CHZ Next(CH)E




= YPH Wizard

r =
VPN Wizard WPN Tunnel Type (Step 1 of ..

")

Lise Hhis wizard bo configure new ste-bo-site VPR bunnels or niew remoke access VPN tunnels. A
tunnel between two devices |5 called 2 site-to-site tunnel and s Bidirectional, & tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creates basic tunnel corfigurations that you can edit Ister using the ASDM,

WEN Tunnel Type:

® bite-to-Site

Sita-ta-Site VPN

Local 'ﬁ Remate

() Remote Acoess

VRN Tunnel Interface:

WPMN Remabe Access

""‘“" Remobe

aﬁuwﬂ@

oikside W

Enable inbound IPsac sessions to bypass nkerface acoess lisks. Group policy and par-user
authorization sccess lisks il apply to Ehe braffic,

(G (1)

7. 874 Tlofo] Ol 1P F4E XIHEUCHol oolM AT BF Jl8l 4B 21F HuE el
1= 7
o

LICH Ol ool M M ElE AP 3R 7I= cisco1232LICE L2L VPNE T4

= 8% 71EH

OSZ Ed I8 o|F2 2F IP ¢9=!LIE+ Next(CtZ)E& =|gCt




#% VPN Wizard X
VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the 1P address of the peer device, authentication method and the wnnel
group for this site-to-site wnnel,

Peer IP Address: |172.17.1.1

Avuthentication Matod

() Pre-shared key
e chared key:| [EEEEREE

(@) Certificate
Certificate Signing Algorithm: rsa-sig

() Challenge/response authentication (CRACK)

rTurnnel Group

| For site-to-site connections with pre-shared key authentication, the unnel
| oroup name must be the same as either the peer IP address or the peer
| hostmame, whichever | used as the peer's Identity,

| Tunnel Group Name: 1172,17.1.1 |

| <Back || Mext > | Finish | [ cancel | | Heip |

8 1EHHIEILE sHe IKEOI AFS 8 SAIS XIMELICH 0|2f2 S42 ASASH0S BH2E 250

M SsloF BLICHNext(CH) B 2/8Lct



B VPN Wizard |

VPN Wizard IKE Policy  (Step 3 of 6)

Select the encryption algorithm, authentication algorithm, and Diffie-Hellman
group for the devices 1o use 1o negotiate an Internet Key Exchange (IKE)
sacurity association betweaen thern. Configurations on both sides of the
connection must match exacthy,

Encryption:

Authentication: | SHA W

CH Group: |2 b

I < Back “ Mext > I Finish 1CEII"IEEI| I IHEIIII J

0. 2CHAHIEI 1 3t= IPSeco]| AHEE EME XIHELICH O|2{8t E42 ASALIIOS EIE =2

Foll M x5l ok & LICH Next(CHZ)E &2 LICtH



% VPN Wizard o

VPN Wizard IPsec Encryption and Authentication (Step 4 of 6)

Sekect the encryption and authentication algorithms for this Peec YPN funnel.
Configurations on both sides of the connection miust match exacthy.

ERcryption:

Authentication: |E}-!.-'-'x W

[ < Back " Mext = ] Finish [ Canicel ] [ Help ]

10. VPN {2 S5l 5 ECiE S §{838lof st SAEE X|™HELICt. o] EHAHME VPN
Eldo| 24 2 HH HIERIE XS3HoF & L|Ct.o{7| ZAIE CHZ Local Networks(2Z Ll
EQ3) ol HES Z=Ictod EFOIR SHoIM ZE HESRI FLE MHELICH



B YPN Wizord ]

r =
VPN Wirzard Hosts and Retworks (Step 5 of 6)

&n IPsec tunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

Ackicn; (=) Protect () Do nok Probect
Local Mebwarks: |an5,.-
|
Remaote Metworks: |un-.r
Exempt ASA side host/retwork From address translation: inside "

[:Elal:h ][ Next = ] Finish

11. R4 UEQIT F4E MEE O3 OK(EQ)E S =gt



0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192

O inside-network {10.10.10.0 2o5.255.295.0

" flh outside-network 172,16.1.0 255,255,255.0

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| ':ID“_H Cance| ]

12. EECIR S50M HE HERT FLE MEsIEAH EZ A|E CHE Remote Networks (&%
HEST) Holl A= HES SR LI




= YPH Wizard %]

¥ VPN Wizard Hosts and Retworks  (Step 5 of 6)

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and netwarks to be used in the [Psec bunnel,

Ackion; () Protect () Do not Probect

Local Metwarks: |r5|-:le-natwnr|-c,l'24 E]

Remobe Nebworks: |un-.r % \

Exempt ASA side host/retwork From address translstion: inside w |

[:Elal:h ][ Next = ] Finish

13. YA HIEQT FTAE M3 O3 Holg SELICLATD: S0 HH HEYIT} e
HEQTE ==of F}sHoF BLICHAJIE 2| LICH



% Browse Remote Metworks

i add |- Cf Edt [ Delete Q

Fiker;
| Name “1 1p address Metmask Descripkion
(= Netwark Objects

- gy any 0.0.0.0 0.0.0.0

i Wb dmz-network.  10.77.241.64 255,255.255.192

- [l inside-network 10.10.10.0 255,255.255.0

- oukside-network 172.16.1.0 255,255.255.0

O+ 10.20,10.0 10,20, 10,0

Selected Remote Nebworks

[ Remote Metworks - ] | any

QK | [ Cancel

]

14. Exempt ASA side host/network from address translation(ASA & ZAE/LHEQF M F4
B A|Q) & elzts ME45tod E{'d E2iZ 0| Network Address Translation(H|E2|3 T4

HEh g 2 X| ot == FLICH Next(CHR)E = LICH




= YPH Wizard

¥ VPN Wizard Hosts and Networks  (Step 5 of 6)

Ed

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

Ackion; () Protect () Do not Probect

Local Metwarks: |r5|-:le-natwnr|-c,l'24

L&

Remote Networks: |1n.zu.1n.mzq

Exempt ASA side host/retwork From address translation: inside w |

15. VPN OHHALOI A Ho|8t £440] o] 20l EAIELICHTA0| 2HFE K| & QI8 % Finish(O
&)E =gt




& VPN Wizard
¥ VPN Wizard summary (Step 6 of 6)

Peer 1P Address: 172.17.1.1

(local) 10.10.10.0/24
(remake) 10,20.10.0/24

Wt Tunnel Interface: outside

fou have created a Site-to-Site WPH tunnel with the following attributes:

IPSsec authentication uses certificate Cal

Tunnel Group Mame: 172.17.1.1

IKE Palicy Ercryption / Authentication / DHGroup: 30ES / SHA { Graup 2
IPsec ESP Encryphion / ESP Authentication: 2DES / SHA

Traffic fiow to be protected by this tunnel:

o> |[rien ) [caeat) [

ASA-1 Hu|ado|M 9F

ASA-1

ASA- 1#show runni ng-config
Saved

ASA Version 8.0(2)

|

host nane ASA- 1

domai n- name ci sco. conenabl e password 8Ry2Yj | yt 7RRXU24
encrypt ed

names

|
interface Ethernet0/0

namei f outside

security-level 0

ip address 192.168.1.5 255. 255. 255. 0!

interface Ethernet0O/1

nanei f inside

security-level 100

i p address 10.2.2.1 255.255. 255. 0!

interface Ethernet0/2

namei f DWZ

security-level 50

i p address 10.77.241. 142 255. 255. 255. 192

!-— Output suppressed ! passwd 2KFQnbNI dI . 2KYQU
encryptedftp nbde passive dns server-group Defaul t DNS
domai n- nane ci sco. com access-1list inside_natO_out bound
extended permt ip 10.2.2.0 255.255.255.0 10.5.5.0
255. 255. 255. 0 access-list outside_1 cryptomap extended




permit ip 10.2.2.0 255.255.255.0 10.5.5.0 255.255.255.0
pager lines 24 nmtu inside 1500 ntu outside 1500 no
failover asdminmage di sk0:/asdm 613. bin asdm history
enabl e arp tineout 14400 global (outside) 1 interface
nat (inside) 1 10.2.2.0 255.255.255.0 nat (inside) O
access-list inside_natO_outbound route outside 0.0.0.0
0.0.0.0 192.168.1.3 1 timeout xlate 3:00:00 timeout conn
1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 timeout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00 tinmeout uauth 0:05:00 absolute http server
enable http 0.0.0.0 0.0.0.0 dnz no snnp-server |ocation
no snnp-server contact ! crypto ipsec transformset ESP-
3DES- SHA esp- 3des esp-sha-hnac crypto nmap outside_map 1
mat ch address outside_1_cryptomap crypto nmap outside_map
1 set peer 172.17.1.1 crypto nmap outside_map 1 set
transform set ESP-3DES-SHA crypto map outsi de_map
interface outside ! crypto ca trustpoint CAl enroll ment
term nal subject-nane cn=C scoASA. ci sco. com OU=TSWEB
O=Ci sco Systens, C=US, St=North Carolina, L=Rale serial-
nunber keypair mny.CA key crl configure crypto ca
certificate chain CAl certificate 611ee59b000000000007
308205a7 3082048f a0030201 02020a61 1ee59b00 00000000
07300d06 092a8648 86f 70d01 01050500 30513113 3011060a
09922689 93f22c64 01191603 636f 6d31 15301306 0a099226
8993f 22c¢ 64011916 05636973 636f 3115 3013060a 09922689
93f 22c¢64 01191605 54535765 62310c30 0a060355 04031303
43413130 1e170d30 37313231 35303833 3533395a 170d3039
31323134 30383335 33395a30 76310b30 09060355 04061302
55533117 30150603 55040813 Oedebf 72 74682043 61726f 6¢C
6966131 10300e06 03550407 13075261 6c656967 68311630
14060355 040al130d 43697363 6f205379 7374656d 73312430
22060355 0403131b 43697363 6f 415341 2636973 636f 263
6f 6d204f 553d5453 57454230 819f 300d 06092a86 4886f 70d
01010105 0003818d 00308189 02818100 b8e20aa8 332356b7
5b660073 5008d373 5d23c529 5b92472b 5e02a81f 63dc7a57
0667d754 5e7f98d3 d4239b42 ab8f af Ob e8a5d394 f80d0lal
4cc01d98 b1320e9f e849055a b94b18ef 308ebl2f 22abla8e
db38f 02c 2cf 78e07 197f2d52 d3chb7391 a9cch2d9 03f 722bd
414b0a32 05aa053e c45e2464 80606f 8e 417f09a7 aa9c644d
02030100 01a38202 de308202 da300b06 03551d0f 04040302
05a0301d 0603551d 11041630 14821243 6973636f 4153412e
63697363 6f2e636f 6d301d06 03551d0e 04160414 2c242ddb
490cdela fe2d63e3 lelfb28c 974c4216 301f 0603 551d2304
18301680 14d9adbf 08f23a88 f114432f 79987cd4 09a403e5
58308201 03060355 1dif 0481 fb3081f8 3081f 5a0 81f 2a081
ef 8681b5 6c646170 3a2f 2f 2f 434e3d43 41312c43 4e3d5453
2d57324b 332d4143 532c434e 3d434450 2c434e3d 5075626¢
69632532 304b6579 25323053 65727669 6365732c 434e3d53
65727669 6365732c 434e3d43 6f 66669 67757261 74696f 6e
2c44433d 54535765 622c4443 3d636973 636f 2c44 433d636f
6d3f 6365 72746966 69636174 65526576 6f 636174 696f 6e4c
6973743f 62617365 3f 6f 626a 65637443 6c617373 3d63524cC
44697374 72696275 74696f 6e 506f 696e 74863568 7474703a
2f 2f 7473 2d77326b 332d6163 732e7473 7765622e 63697363
6f 2e636f 6d2f 4365 7274456e 726f6c6C 2f 434131 2e63726¢C
3082011d 06082b06 01050507 01010482 010f 3082 010b3081
a906082b 06010505 07300286 819c6c64 61703a2f 2f 2f 434e
3d434131 2c434e3d 4149412c 434e3d50 75626c69 63253230
4b657925 32305365 72766963 65732c43 4e3d5365 72766963
65732c43 4e3d436f 6666967 75726174 696f 6e2c 44433d54
53576562 2c44433d 63697363 6f2c4443 3d636f 6d 3f 634143
65727469 66696361 74653f62 6173653f 6f 626265 6374436¢C
6173733d 63657274 69666963 6174696f 6e417574 686f 7269




7479305d
732d7732
6f 6d2f 43
532e5453
74302106
00530065
30003013
0d06092a
fbc87edc
96870627
cdlab877
9c4353a2
61964433
f 041dee0l
3522ech61
e285933c
acf 1c285
8abaf 05a
94be67b8

a0030201
0d06092a
268993f 2
f22c6401
2c640119
31301el7
31343036
64011916
16056369
05545357
300d0609
02820101
7d4c2316
f 588ch9a
88b32a19
5f cbb621
35af 17ae
351bc630
bleb2b35
38c71426
5a913a9f
6f 13af dO
0001a382
061e0400
551d1301
d9adbf 08
0603551d
6461703a
2d414353
4b657925
65732c43
53576562
74696669
6173653f
69627574
77326b33
2f 436572
06010401
01050500
4bf 8a515
df e55627
8081f 986
f e9f d60e
a513e382

06082b06
6b332d61
65727445
5765622e
092b0601
00720076
0603551d
864886f 7
84bc45f 5
b41b4319
100b965d
1761b61c
bddef 040
c25b7635
6aa39020
53697ef d
2b19b30f
7175cc29
fbldf Oc6

02021070
864886f 7
2c640119
19160563
16055453
0d303731
31303135
03636f 6d
73636f 31
6562310c
22864886
0Oea8f ee
3bleea33
78a069a3
38e5353e
876bd678
687a4805
05f 69357
0c469443
af f fd272
9b95cafd
968f 9f 41
016f 3082
43004130
01f f 0405
f23a88f 1
1f 0481f b
2f 2f 2f 43
2c434e3d
32305365
4e3d436f
2c44433d
63617465
6f 626a65
696f 650
20616373
74456e72
82371501
03820101
df 8f c3a0
953aead7
526f belc
93a6e71b
e4bf b2b4

01050507
63732e74
6e726f 6¢C
63697363
04018237
00650072
25040c30
0d010105
401b3716
23284b30
499088e1l
f9bc18c6
b4b0431e
29f dbf 74
60f 9a50e
blel5148
6ea733c4
ea7dcc87

30028651
73776562
6c2f 5453
6f 2e636f
14020414
300c0603
0a06082b
05000382
0045515c
5eaf cedb
7de418fb
95c44e5c
7456f e29
97997a23
f963c593
fccabch3
1f 62f f 3b
7044e279

68747470
2e636973
2d57324b
6d5f 4341
1120057
551d1301
06010505
0101008a
2c81971d
10clef 05
b5529199
8b3cfb71
8a40172d
340f e65e
88c80abd
cef 27219
7e309bf 7
9b52b759

9ec417 quit certificate ca
7099f 1994764e09c4651da80al6b749c 3082049d 30820385

99f 19947
0d010105
1603636f
6973636f
57656231
32313430
5a305131
31153013
15301306
300a0603
f 70d0101
c7ae56fc
c9a6883d
965del133
6c0032e8
c8a37109
3b9a34e7
833b9197
1455c¢210
ddéd7564
df ffcf67
e492cfed
016b3013
0b060355
30030101
1443279
3081f 830
4e3d4341
4344502c
72766963
6666967
63697363
5265766f
6374436¢C
6f 696e74
2e747377
6f 6¢c6C2f
04030201
00labcbha
4e0c89c6
2e871289
€c9639d6f
ab8e7f 84
9bf 0d7d1

64e09c46
05003051
6d311530
31153013
0c300a06
36303134
13301106
060a0992
0a099226
55040313
01050003
a22e603d
28ece906
6036d8d7
8c003f ab
f 074eabe
24b9e054
f 875b408
db308bf 0
1cbe4d95
94h97ac7
e50el5f1
06092b06
1d0f 0404
ff301d06
987c¢d409
81f 5a081
312c434e
434e3d50
65732c43
75726174
6f 2c4443
63617469
6173733d
86356874
65622e63
4341312e
00300d06
40b32112
d725e2ab
6b754e9c
258b2205
a011336b
99865cc4

51da80al
31133011
13060a09
060a0992
03550403
335al170d
0a099226
268993f 2
8993f 22¢
03434131
82010f 00
0521b333
02902f 9a
6ede9ccd
2f d22a4d
2bi1f ac59
063c60a4
cb71a814
29805758
b81c02b2
63249009
c0f 5d13b
01040182
03020186
03551d0e
a403e558
f 2a081ef
3d54532d
75626c69
4e3d5365
696f 6e2c
3d636f 6d
6f 6e4c69
63524c44
74703a2f
6973636f
63726c30
092a8648
22da80f b
2f a67ce8
1e01d408
0dc370c6
37¢13261
94e5547c¢

3a2f 2f 74
636f 2e63
332d4143
312e6372
00650062
01f f 0402
07030130
82680f 46
Oda51f e3
d0686a61
46129b81
al83c872
cf 3f 2e25
75601d32
9750e2bb
e0281f bc
69b8bb87
f02e9blc

6b749c30
060a0992
92268993
268993f 2
13034341
31323132
8993f 22c
2c640119
64011916
30820122
3082010a
3decOad4
dleb2b8d
ale906ec
b9dda2c2
a78d0a3b
9b8d3c09
69alf 331
a878b82d
9b56ec2d
fa05ca4d
5f 020301
37140204
300f 0603
04160414
30820103
8681b56¢
57324b33
63253230
72766963
44433d54
3f 636572
7374362
69737472
2t 74732d
2e636f 6d
1006092b
86f 70d01
bb228bf e
9196d516
3f 7f 0595
5431b034
5ad218a3
f 03e3d3e




3b766011 e94a3657 6cc35b92 860152d4 f 06b2b15 df 306433
clbcc282 80558d70 d22d72e7 eed3195b d575dceb cOcaal96
34f 693ea f 3beeedd aa2ef 1c2 edba288f 3a678ecb 3809d0df
b1699c76 13018f9f 5e3dce95 ef e6da93 f4cb3b00 102ef a94
48a22f c4 7e342031 2406165e 39edc207 eddc6554 3f ad9f 396 ad
quit ! crypto isaknmp enable outside crypto isaknp policy
10 authentication rsa-sig encryption 3des hash sha group
1 lifetinme 86400 tel net timeout 5 ssh tinmeout 5 console
timeout O threat-detection basic-threat threat-detection
statistics access-list ! class-map inspection_default
mat ch defaul t-inspection-traffic ! /-- output
suppressed! tunnel -group 172.17.1.1 type ipsec-|2|

tunnel -group 172.17.1.1 ipsec-attributes trust-point CAl
Crypt ochecksum be38df aef 777a339b9e1c89202572a7d : end

ASA-2 ZAm|agj|o]M

ASA-2 2ot o{ZElo|dA0] CHEH fALSH A& [ELICEH

C}=22 &olgrLc}.

ASAOIAME 2B Aol SEE #Qlst7| ol BZE A 0421 show BHES e + A

Ol 4448 AFE3of AT TF OIMO| MCHZ BHSHER| ZQlstICt

- show crypto ca trustpoint BZ2 FGE AZ| X|HE EAELICH
ASA- 1#show crypto ca trustpoints

Trust poi nt CAL:
Subj ect Name
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Serial Number: 7099f 1994764e09c4651da80al6b749c
Certificate configured
- show crypto ca certificate BE2 A|AH0| HX[E 2ZE QABEME EAIELICH
ASA- 1# show crypto ca certificate
Certificate
Status: Avail able
Certificate Serial Nunber: 3f14b70b00000000001f
Certificate Usage: Encryption
Public Key Type: RSA (1024 bits)
| ssuer Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Subj ect Nane:
cn=vpnserver
cn=Users
dc=TSWeb
dc=ci sco
dc=com
Princi pal Nane: vpnserver @SWb. ci sco. com
CRL Distribution Points:
[1] Idap:///CN=CALl, CN=TS- WVBK3- ACS, CN=CDP, CN=Publ i c¥20Key%20Ser vi ces
CN=Ser vi ces, CN=Confi gur at i on, DC=TSWeb, DC=ci sco
DC=confcertifi cat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt



[2] http://ts-w2k3-acs.tsweb. ci sco.com CertEnrol |/ CAL. crl
Validity Date:

start date: 14:00:36 | ST Apr 14 2009

end date: 14:00:36 | ST Apr 15 2010
Associ ated Trustpoints: CAl

CA Certificate
Status: Avail able
Certificate Serial Nunmber: 7099f 1994764e09c4651da80al6b749c
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
| ssuer Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Subj ect Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
CRL Distribution Points:
[1] Idap:///CN=CAl, CN=TS- WV2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=TSWb, DC=ci sco,
DC=confcertifi cat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt
[2] http://ts-w2k3-acs.tsweb. ci sco.com CertEnrol|/CAL. crl
Validity Date:
start date: 06:01:43 | ST Apr 14 2009
end date: 06:10:15 | ST Apr 14 2014
Associ ated Trustpoints: CAl

Certificate

Subj ect Nane:

Name: Ci SCOASA. ci sco.com

Status: Pending term nal enroll nent

Key Usage: General Purpose

Fi ngerprint: 1a022cf2 9771e335 12c¢3a530 1f 9a0345

Associ ated Trustpoint: CAl
- show crypto ca cris @& 7HA|El CRL(certificate revocation list)2 ZE A|ELIC}
- show crypto key mypubkey rsa B2 YHE ZE 4353t 7| S EAIELICH
ASA- 1# show crypto key nmypubkey rsa
Key pair was generated at: 01:43:45 | ST Apr 14 2009
Key nane: <Defaul t - RSA- Key>

Usage: GCeneral Purpose Key

Modul us Si ze (bits): 1024

Key Dat a:

30819f 30 0d06092a 864886f 7 0d010101
05000381 8d003081 89028181 00d4a509
99e95d6¢c b5bdaa25 777aebbe 6ee42c86
23c49f 9a beab3224 0234b843 1c0c8541
f5a66ebl 6d337c70 29031b76 e58c3c6f
36229b14 fefd3298 69f9123c 37f6c43b
4f 8384c4 a736426d 45765cca 7f 04chal
29295890 84d2c5d4 adeeb248 alOblf 68
2f e4b9bl 5fal2d0e 7789ce45 55190e79
1364aba4 7b2b21ca de3af 74d b7020301 0001
Key pair was generated at: 06:36:00 I ST Apr 15 2009
Key nare: ny. CA key
Usage: GCeneral Purpose Key
Modul us Si ze (bits): 1024
Key Dat a



30819f 30 0d06092a 864886f7 04010101
05000381 8d003081 89028181 00b8e20a
a8332356 b75b6600 735008d3 735d23c5
295b9247 2b5e02a8 1f 63dc7a 570667d7
545e7f 98 d3d4239b 42ab8f af 0be8a5d3
94f 80d01 ald4cc01d 98b1320e 9f e84905
5ab94b18 ef 308ebl 2f 22abla 8edb38f0
2c2cf 78e 07197f2d 52d3cb73 91a9cch2
d903f 722 bd414b0Oa 3205aa05 3ec45e24
6480606f 8e417f09 a7aa9c64 4d020301 0001
Key pair was generated at: 07:35:18 I ST Apr 16 2009
ASA- 1#
- show crypto isakmp sa BHE2 Z[0{2| B E 24Xl IKE SAE EA[ELICEH
ASA#tshow crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 172.17.1.1
Type :L2L Rol e :initiator
Rekey > no State : MM _ACTI VE

. show crypto ipsec sa BE2 I|012| 2 E Tl IPSec SAE EA[ELICH.
ASA#tshow crypto ipsec sa
interface: outside
Crypto map tag: outside_nap, seq num 1
| ocal addr: 192.168.1.1

local ident (addr/mask/prot/port):
(10.2.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(10.5.5.0/255.255.255.0/0/0)

current _peer: 172.17.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9
#pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not compressed: 9, #pkts conp failed

0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures
0, #fragments created: O
#PMIUs sent: 0, #PMIUs rcvd: O,
#decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.1,
remote crypto endpt.: 172.17.1.1

path nmtu 1500, ipsec overhead 58, nedia ntu 1500
current outbound spi: 434C4A7F

i nbound esp sas
spi: 0xB7Cl1948E (3082917006)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, PFS Goup 2, }
slot: 0, conn_id: 12288, crypto-nmap: outside_nap
sa timng: renmaining key lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: Ox434CAATF (1129073279)



transform esp-3des esp-sha-hnmac none

in use settings ={L2L, Tunnel, PFS Goup 2, }

slot: 0, conn_id: 12288, crypto-map: outside_nap

sa timng: remaining key lifetime (kB/sec): (4274999/3588)

IV size: 8 bytes

replay detection support: Y
Output Interpreter T(SSE 1240t sHE)(OIT)= S show BHE2 X|HEFLICt.show BH £
ol Mg EE{H OITE A LCt

=X &

ol dMoiM= Hm|aelolM X E siidste ol A8E + = HEE MSELICH

Output Interpreter T (SSE T Tt S (OIT)E S show BHES x|
show B £ 9| EME FLIC}.

2]
r
Ani
o
_|
]
>

o
2|_|
)

#1: debug BHES AH&36t7| Tof Debug BHE 2 |P £
debug Commands(C|tH HEZ O[3l 3! A8\l CHEt 32 HEE FEFHAAIL.

- debug crypto ipsec 7 - 2EH7H| 2] IPSec &S EA|
ISAKMP & &2 EALICE
Site-to-Site VPN EB{2 & &oi| Cis XFM[EF LI 2 Most Common L2L and Remote Access

IPSec VPN Troubleshooting Solutions(7+2 &lEt&Q1 2L &l 4794 HM|A |PSec VPN EEHE R E
EEME FXFHAAL.

#Ed e

. Cisco Adaptive Security Appliance X|${ H 0| X|
. Cisco VPN ZCI0|HE X|¢ HO|X]
. 7|& x| 9 X - Cisco Systems
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