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% Cisco ASDM 5.0 G|

Cisco ASDM 5.0 provides an intuitive graphical user intarface that makes it easy to set up,
conhigure and manage your Cisco Securty Appliances,

Cigen ASDM runs as aither & local applicabion or a Java Applet.

Whean vou Fun Crsca ASDM &€ & local .:.pplu:hti-:n, it connacts B vour SEi:uril!'; Applance fram
your deskbop wia S50, Running Cisco ASDM ac an application has thess advantages:

« Upgrades of the local application are parformed autornatically,
« ‘fou can mvoke ASDHM fromn desktop shortouts, Mo browser is required.
« Dne desktop shortout allows you to connect to muwitiode Securty Appliances,

Download ASDOM Launch » and Start ASDM

ol can run Cisco ASDM as a Java applet that is dynamically downloaded from the device to
which you conneck,

Fun ASDM as a Java A

Copynght @ 2005 Cisco Systems, Ine. All fnghts reservad.
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% Cisco ASDM Launcher W

Device IP Address: M -

Usernarne:
Fasswaord:
G Close
)
Mote; A50M does NOT save passwords [ocally. EI
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B2 YN Wizard . - T
¥EN Wizard WP Tunnel Type (Step 1 of ..

Lise this wizand 1o configura new sie-to-Sile VPN binngls ar new rémole access
VPR tunnels. A tunnel betwaen bwo devices i callad & site-to-site lunnal and is
bidiractional. & bunnel esiahlishead by calls from remaote users such as
telecormamuters is called remole access lunnal,

Thig wizard crealas bagic nnel corfiguraions hal vou can edil lsler uging e
ASDM.

W Tunnel Type:
™ Sl e Tl VPN

U:Il.'-ﬂT-

 Site-to-Site %ﬁﬁﬂﬁ

PN Pamale Aocees
kocH 'E Rl

" Remoia AcCass %H:ﬂ;ﬁﬁ

A

VPN Tunnel Intarface:  [outside =]

7. 947 Tofo| O IP FAE KIHELICHO| GollM ALK BR 7|21 ALSE 915 HEE ¢
. Femaote Site Pear (Step I:FI.T;

Enter fhe IP addrass and the kirmal group of e peer dasice far Bis sitebo-site
wunnel. Then select the aufhenbcation method: 8 paseword shared by both sites or

a cedtificale issued by a Cerificals Aufnarity

Peer @ Address; |1|:|.:-u.1u 1

Tunned Group Name:  [10.20.20.1

Aulhenticaton

i Pra-ghared ey
Pre-shared ey [ciseo1 23

™ Cenifitats

Certificate Signing Algonshm: I - 54 *|

Trusipoint Mame: | =]

<gack | neas | foen | ocancer | Hewn |
L|C} | ?;_
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§& WPN Wizard :
YEN Wizard IKE Paolicy {Step 3 of 7}

Salactthe encrption algarhm, authentication algasghm, and Difie-Hellman group
for the devices 0 uga o negotiate an bntemel Key Exchange (IKE) secunty
associa®on betwean tham. Configueations on both sides of the conneclion must

rratch exatiy,
Encryplion; |nEE-256 i
Authenieation: | SHA 1

BH Group: |_ "I

-Bm:kl h[EH- | Fir | L‘aﬂ:ell Helg ]

0

0. 2B HIBt I £ 3HE IPsecoll AHSE SAI2 XIHBILICH Of2{3t S48 2ol M Uxlshok 2]

& VPN Wizard _ _ - ]
YEN Wizard IPSac Encrydion and Authenlication  (Step 4 of 7}
Salact the encnypdion and authanlicalon algosithms far this IPSac VPR hennel,
CEII"I'H{II..II‘E‘HEIHB on bobh stdes of the connecion must match E!-Bﬂ'ﬂ'g'.
Encryplion; |nEE-256 =]
muhentieation: | SHA =
|- -Batklﬂ@r | firien | cancet|  Hap |
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§& WPN Wizard
YEN Wizard

Local Hosts and Netwarks - (Step 5 of 7}
An IPSac tunned prodects dala exchanged by selected hosts and nebeorks a the
lotal and remote sites. You identify hosts and netsorks for the local site on his

screan and for ibe ramote 582 on the next screen,
Hositetsork 1 Be Added Sebecled HostsMedsorks:
i+ 1P Address " Mame T~ Graup 172220004
[nside = s

Inbarface;

IF address Inz 2210
|255.:-55.:55.u ;|

Wask

| cancel| Hein |

«Back | Npat = | 71
b
|

AEQ HERZ 7 RIHELICE

Enber fhe hosis and nobwarks 3 fhe remaole sibe of the FEec connéction,

HosbMetwork 1o Be Added Sebected HostsiNetwarks:
i+ IP Sddrass i Name T Graug 17 216.9.0624
Interface: |oulside ] | S
IF address:  [17216.1.0 : |
[] B |
jz55. 2552550 =]

Wask

| cancel| Hein |

« Btk | MEﬂE;J
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WP Tunnel Inferface: oulside
IE Falicy Encrpian Faudibentication f DHGroup: AES- 256 SHA T Group 3

§& WPN Wizard
YEN Wizard
Fear P Address: 102002001
Tunned Group Name: 10020.20.1
PSxac aufienbication wses pre-shaned ki
FSec ESP Encrplion f ESP Aulherticabion: AES-256 / SHA

clscol 23
Traffic oy io b probecied By this lunn el
{local) 172.22.1 024
frameate) 172.06.1.0024
«Bagk | e | Flﬁlm | cancel| Hew |
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8 Add NTP Server Configuration

IP Address: 1?2 221161 [ ] Preferred
Interface; inside W
cauthertication Hey

Hey Mumber; ﬂ b Truzted

Hey YWalue: RERER

Reerter Key “alue: RaEEE
ik Cancel | | Help

CIE{H|O|A O|&2 ASA1S| LHE 2 ASA29| Q|8 O|Eo 2 MEHASHOF EFLICH B n

71= ASA & NTP MM SY3HoF B LICHASA1 2 ASA2E
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ASAl#ntp authentication-key 1 md5 cisco

ntp trusted-key 1

ntp server 172.22.1.161 key 1 source inside

ASA2#ntp authentication-key 1 md5 cisco
ntp trusted-key 1
ntp server 172.22.1.161 key 1 source outside

. O|X| Enable NTP Authentication(NTP Q!5 & 4%} &Qlgr2
0 NTP ZiI|12l|lo|M Efd s et= &Lct

cliof

M ZHolAM IP F4, QIE{H0|A OIF
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&?% #fFf Device Access T o
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@ Bsiwar
% % Boot Image/Contiz
Gt B3 cu Promat
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T = ConEoke
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Roiding =5 FT7 odde
- B |CMP Rules
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Properties ﬁ SMTP
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ASA1 CLI #H1x|ago|M

ASA1

ASA#show run
Saved
ASA Version 7.1(1)
]
host nane ASAl
domai n- nane defaul t.donmain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

!
interface EthernetO

namei f out si de

security-level 0O

i p address 10.10.10.1 255. 255. 255. 0

!--- Configure the outside interface. ! interface

Et hernet1l naneif inside security-level 100 ip address
172.22.1.163 255.255.255.0 !--- Configure the inside
interface. ! !-- Output suppressed ! passwd
2KFnbNI dI . 2KYQU encrypted ftp nbde passive dns server-
group Defaul t DNS donmai n-nane default. domain.invalid
access-list inside_natO_outbound extended pernit ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 /---
This access list (inside_nat0_outbound) is used !---
with the nat zero command. This prevents traffic which
I--- matches the access list from undergoi ng network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the sane as (outside_cryptomap_20). !--- Two separate




access lists should always be used in this
configuration.

access-1ist outside_cryptonmap_20 extended permit ip
172.22.1.0 255.255.255.0 172

.16.1.0 255.255.255.0

!-—- This access list (outside_cryptomap_ 20) is used !--
- with the crypto map outside_map !--- to determne

whi ch traffic should be encrypted and sent !--- across
the tunnel. !'--- This ACL is intentionally the sanme as
(inside_nat0_outbound). !--- Two separate access lists
shoul d al ways be used in this configuration.

pager lines 24
nmu inside 1500
nmtu outside 1500
no fail over

asdm i mage flash:/asdm 511. bin

!--—- Enter this command to specify the location of the
ASDM image. asdm history enable arp tinmeout 14400 nat
(inside) 0 access-list inside_natO_outbound /--- NAT 0
prevents NAT for networks specified in !--- the ACL
inside_nat0_outbound.

route outside 0.0.0.0 0.0.0.0 10.10.10.2 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

http server enable

!--- Enter this command in order to enable the HTTPS
server !--- for ASDM. http 172.22.1.1 255.255. 255. 255
inside !--- Identify the IP addresses from which the
security appliance !--- accepts HTTPS connections. NO
snnp-server | ocation no snnp-server contact !--- PHASE 2
CONFIGURATION ---! !--- The encryption types for Phase 2
are defined here. crypto ipsec transformset ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transform set for Phase 2. crypto map outside_nap 20

mat ch address outside_cryptomap_20 !--- Define which
traffic should be sent to the IPsec peer. Crypto nap
outside_map 20 set peer 10.20.20.1 !--- Sets the IPsec
peer crypto map outside_map 20 set transformset ESP-
AES- 256- SHA !--- Sets the IPsec transform set "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside_map". crypto map outsi de_map interface outside
!--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFIGURATION ---! !--- This configuration uses isakmp
policy 10. !--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy parameters that are used. isaknp
enabl e outside isaknp policy 10 authentication pre-share
i saknp policy 10 encryption aes-256 isaknmp policy 10
hash sha isaknp policy 10 group 5 isaknp policy 10
lifetine 86400 isaknmp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy




65535 hash sha i saknp policy 65535 group 2 isaknp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-
|2l I--- In order to create and manage the database of
connection-specific !--- records for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MUST be the IP !--- address
of the |Psec peer.

tunnel -group 10.20.20.1 ipsec-attributes

pre-shared-key *

!--- Enter the pre-shared-key in order to configure the
!--- authentication method. telnet tinmeout 5 ssh tineout
5 console tineout 0 ! class-map inspection_default match
default-inspection-traffic ! ! policy-map gl obal _policy
cl ass inspection_default inspect dns nmaxi num |l ength 512
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy globa
!--- Define the NTP server autentication-key,Trusted-key
!--- and the NTP server address for configuring NTP. ntp
authentication-key 1 md5 *
ntp trusted-key 1

!--- The NTP server source is to be mentioned as inside
for ASA]l ntp server 172.22.1.161 key 1 source inside
Crypt ochecksum ce7210254f 4a0bd263a9072a4ccbh7cf 7

end

Cisco Support Community0d| 7|A|E! O] HIC|2 G20 M= ASAE NTP ZCI0|¢HEZ T A5t

AHE dBgfLc

AHIE NTP(Network Time Protocol) M9t 57|36t == Cisco ASA(Adaptive Security

Appliance)E F/835t= Y.



https://supportforums.cisco.com/index.jspa
https://supportforums.cisco.com/videos/2501
https://supportforums.cisco.com/videos/2501

T
CIMED

Haow to configure a Gised Adaptive Security
Appliance (ASA) I synchronize it's dock

with & Network Time Pratocol (NTP) Server.

Frmiing Maogarsyan

e B

ASA2 CLI #Hx|ag|o|M

ASA2

ASA Version 7.1(1)

!

host nane ASA2

dormai n- name defaul t. domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names

!

interface EthernetO

nanei f outside

security-level 0

i p address 10.20.20.1 255.255.255.0
!

interface Ethernetl

nanei f inside

security-level 100

ip address 172.16.1.1 255.255.255.0
!

passwd 2KFOnbNI dI . 2KYQU encr ypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- nane defaul t.domain.invalid

access-list inside_nat0O_outbound extended permt ip
172.16.1. 0 255.255.255.0 172

.22.1.0 255.255.255.0

!-—- Note that this ACL is a mirror of the
inside_nat0_outbound !--- ACL on ASAl.

access-list outside_cryptomap_20 extended permt ip
172.16.1. 0 255.255.255.0 172
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.22.1.0 255.255.255.0
!--- Note that this ACL is a mirror of the
outside_cryptomap_ 20 !--- ACL on ASAl.

pager lines 24
ntu inside 1500
ntu outside 1500
no fail over
asdm i mage flash:/asdm 511. bin
no asdm hi story enabl e
arp timeout 14400
nat (inside) O access-list inside_natO_outbound
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00
ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 0.0.0.0 0.0.0.0 inside
no snnp-server | ocation
no snnp-server contact
crypto ipsec transformset ESP-AES-256- SHA esp- aes- 256
esp- sha- hnac
crypto map outside_nmap 20 natch address
out si de_crypt omap_20
crypto map outside_nmap 20 set peer 10.10.10.1
crypto map outside_nmap 20 set transform set ESP- AES- 256-
SHA
crypto map outside_nap interface outside
i saknmp enabl e outsi de
i sakmp policy 10 authentication pre-share
i saknmp policy 10 encryption aes-256
i saknp policy 10 hash sha
i saknmp policy 10 group 5
i saknmp policy 10 lifetime 86400
tunnel -group 10.10.10.1 type ipsec-12
tunnel -group 10.10.10.1 ipsec-attributes
pre-shared-key *
telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp




!
service-policy global _policy globa

!--- Define the NTP server autentication-key,Trusted-key
!--- and the NTP server address for configuring NTP. ntp
authentication-key 1 md5 *

ntp trusted-key 1

!--- The NTP server source is to be mentioned as outside
for ASA2. ntp server 172.22.1.161 key 1 source outside
Crypt ochecksum d5e2ee898f 5e8bd28e6f 027aeed7f 41b

end
ASA#

s
=

Ct

Ojo
fljo
ro

gfLCt.

ol MMojMHe Au|ado|MHo| M2 2 Sst=%| & lets Ol A

U show BHEL £3 QIHIE|H = oM X[HE=H(STE TZ4aH

E* EEI_-I EAN 7;.4 & T UgLch

. show ntp status - NTP A|H| HEE FEA|EL|C}.
ASAl#show ntp status
Clock is synchronized, stratum 2, reference is 172.22.1.161

nom nal freq is 99.9984 Hz, actual freq is 99.9983 Hz, precision is 2**6
reference time is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue Dec 16 2008)

clock offset is 34.8049 nmsec, root delay is 4.78 nsec
root dispersion is 60.23 nmsec, peer dispersion is 25.41 nsec

- show ntp associations [detail] - A& HEX3 AlZh M 244

ASAl#show ntp associations detail

172.22.1.161 configured, authenticated, our_nmaster, sane, valid
ref ID.LOCL., tine ccf2287d.3668b946 (13:15:41.212 UTC Tue Dec 16 2008)

o
==

T AIELICH

stratum 1

our node client, peer node server, our poll intvl 64, peer poll intvl 64
root delay 0.00 nsec, root disp 0.03, reach 7, sync dist 23.087

del ay 4.52 nsec, offset 9.7649 nsec, dispersion 20.80

precision 2**19, version 3

org time ccf22896.fladfca3d (13:16:06.943 UTC Tue Dec 16 2008)

rcv tinme ccf22896. ef b94b28 (13:16:06.936 UTC Tue Dec 16 2008)

xnt time ccf22896. ee5691dc (13:16:06.931 UTC Tue Dec 16 2008)

filtdelay = 4.52 4.68 4.61 0. 00 0. 00 0.00 0. 00 0. 00
filtoffset = 9.76 7.09 3.85 0. 00 0.00 0.00 0. 00 0. 00
filterror = 15. 63 16. 60 17.58 14904. 3 14904. 3 14904. 3 14904.3 14904. 3

= -
=AM slil=
ol Mol M HI|aB01M SHE SHZsHE Ol ALY 4 s &

=X sid EH

o

show BB £3 CIHIZ2|H = oM X|HE|=H(STE 1 Z4ah

=
=
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Ot 1
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NTP: packet from 172.22.1.161 failed validity tests 10
Authentication failed

- debug ntp packet - NTP I{Z! HEE EA[ELICEMHEHOIM 8E 0| g8 B NTP rev THA O

1= ASAO|| A nTP xmit ZHZ! B
ASAl# NTP: xmit packet to 172.22.1.161:

|l eap 0, node 3, version 3, stratum 2, ppoll 64

rtdel 012b (4.562), rtdsp Ocb6 (49.652), refid acl60lal (172.22.1.161)
ref ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)

org ccf22916.f426232d (13:18:14.953 UTC Tue Dec 16 2008)

rec ccf22916. 1211384 (13:18:14.941 UTC Tue Dec 16 2008)

xmt ccf22956. f 08ee8b4 (13:19:18. 939 UTC Tue Dec 16 2008)

NTP: rcv packet from 172.22.1.161 to 172.22.1.163 on inside

|l eap 0, node 4, version 3, stratum 1, ppoll 64

rtdel 0000 (0.000), rtdsp 0002 (0.031), refid 4c4f434c (76.79.67.76)
ref ccf2293d. 366a4808 (13:18:53.212 UTC Tue Dec 16 2008)

org ccf22956. f 08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)

rec ccf22956. f52e480e (13:19:18.957 UTC Tue Dec 16 2008)

xmt ccf22956. f5688c29 (13:19:18. 958 UTC Tue Dec 16 2008)

i np ccf22956. f 982bcd9 (13:19:18.974 UTC Tue Dec 16 2008)

#ed HE

. Cisco PIX 48t A E9fo]

- Cisco Adaptive Security Device Manager

- Cisco ASA 5500 Series Adaptive Security Appliance
. Cisco Secure PIX Firewall H&i &=

- RFC(Request for Comments)

. 7| K| % M - Cisco Systems
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