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1. Configuration(Z11I| 12| 0| ) > Device Management(C|HFO|A EHE]) > Identity Certificates(ID
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B Add Identity Certificate

() Import the identity certificate from a File:

Decrypion Passphrase:

File ko Import From:

(#) Add a new identity certificate:

Key Pair: Certkey | Shawy, .. | | Mew, .,

Certificate Subject DMN:  [AS&85540.company.com | Select... |

[ ] Generate self-signed certificate

| Advanced...

| Add Certificate ||

(M= AFE) RSA 7|8 OFS| ZAd5tx| o2 B9 O+ EHHIE et2stn, %Xl oo &
A2 AAELICL M2 BHE V). B SRBLICH A 7] % OIR 2= T=of 7| ¥ ol8
1 X|Z AN S2scta 3

B Add Key Pair

Marme: () Use default key pair name

Size:

Usage: (%) General purpose () Special

| Generate Maow || iZancel ||

3. MEiE =gt
4. D3 4%t Z0| M QIBAM EYE UMELICH 225 &elg FEELICH 2 OS2 Add

Certificate® S 2I8LICI.13] 4



B Certificate Subject DN

Attribute Yalue
, Common Mame (CH) 4545540, comp. ..
DM Akkribute bo be Added = ork (OU) LaE
aktribute: | Common Mame (O} ' Company Mame (0)  Cisco Systems
Value: Comman Name (CN) Country (C) us
Department (0L}
Company Mame (0}
Country ()
State (St)
Location (L)
Email Address (EA)
| ok ][ cacel || Hep
CLI £=4:

crypto ca trustpoint ASDM TrustPoint0
keypair CertKey
id-usage ssl-ipsec
fgdn 5540-uwe
subject-name CN=ASA5540.company.com, OU=LAB,O0=Cisco ystems, C=US, St=CA
enrollment terminal
crypto ca enroll ASDM TrustPointO0

5. Identity Certificate Request(ID /&AM 2%) Y & oA CSR(Certificate Signing Request)=
A E o oi A& ST OK E Z=2gLIct.agl5

sto|
- = 14

B |dentity Certificate Request

To cormplete the enroliment process, please save the PECS10 enrollment
request (Z5R) and send it to the CA,

You will then need to install the certificate that is returned From the Co by
clicking the Install button in the Identity Certificates panel,

Save TSR ta file: | Certificates\ASACerkCSR. bk

] 4 | | Cancel | |
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B% Install Identity certificate

Idenkity Certificate
() Install from a File:

(#) Paste the certificate data in base-64 Format:

g93gws madss9n 20+ ZuSPCEADL i poEheEe
fuieZdrsloUbodDEyEIindFEeQaCEdIl ormREW9bPSEZ2aTPTS I IGIckEMOkseqC
wPeyLEQIETsMwng+izPOZ G F0+anxuk HOiUPwr a3 3jgMLxisabt /4 atBbgiiBa
Bduloc Gy +SgegtommEy MIdSUb W AC 4 OMMP==

Install Certificate | | Cancel

CLI £=:

crypto ca import ASDM_TrustPoint0 certificate
WIID2DCCAsCgAwWIBAgIKYb9wewAAAAAATzANBgkghkiGOwOBAQUFADAQMQ

!I--- output truncated wPevLEOl6TsMwng+izPQZG/f0+AnXukWHQiUPwrYw83jgNIxi5aDV/4atBbgiiBa
6dulUocUGYyQ+SgegCcmmEyMSA5UtbWAc4xXxOMMFw== quit

0. QB M7t MTEO 2 MIEIIS S BOIsHs B0l Lt "2 Ol"g B 2i5tod 2QltLICt

[=X=1m AAEI 2 71—

% Information

@ i_ertificate import succeeded,

gl 8
10. M @15 A7} Identity Certificates OF2H0d| L}FEFLFAH| EFLICH R 9
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ssl encryption rcd-shal aesl28-shal aes256-shal 3des-shal
ssl trust-point ASDM_TrustPoint0 outside

aE 11
B% Select SSL Certificate

Specify enrolled trustpoints to be used For 551 authentication and YPR load balancing on the outside
interface, To enrall a trustpoink, go o Configuration = Features = Device Administration =

Certificate = Enrollment.

Interface: outside
[cn=&585540, company.com, ou=LAE, o=Cisco Syskems, ...

Primaty Enrolled Certificate:

Load Balancing Enrolled Certificate: | None --
[cn=*.wpnl.com]:[cn=M3-CA]: 611F3630000000000026

|, COMPany' . Corm, ou= L&E, o=Cisco Svstems,

13. ASDM EE= CLIOIAM ZHm|2go|lMe K EFLIC

=2 &olgfLct
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ASA (config) #show crypto ca certificates
Certificate

Status: Available

Certificate Serial Number: 61bf707b000000000027

Certificate Usage: General Purpose

Public Key Type: RSA (1024 bits)

Issuer Name:

cn=MS-CA
Subject Name:
cn=ASA5540.company.com /---new certificate ou=LAB o=Cisco Systems st=CA c¢=US CRL

Distribution Points: [1] http://win2k3-basel/CertEnroll/MS-CA.crl [2] file://\\win2k3-
basel\CertEnroll\MS-CA.crl Validity Date: start date: 22:39:31 UTC Aug 29 2008 end date:
22:49:31 UTC Aug 29 2009 Associated Trustpoints: ASDM_TrustPoint0 CA Certificate Status:
Available Certificate Serial Number: 211020a79cfd96b34ba93£f3145d8e571 Certificate Usage:
Signature Public Key Type: RSA (2048 bits) Issuer Name: cn=MS-CA Subject Name: cn=MS-CA /---
‘old’ certificate CRL Distribution Points: [1] http://win2k3-basel/CertEnroll/MS-CA.crl [2]
file://\\win2k3-basel\CertEnroll\MS-CA.crl Validity Date: start date: 00:26:08 UTC Jun 8 2006
end date: 00:34:01 UTC Jun 8 2011 Associated Trustpoints: test Certificate Status: Available
Certificate Serial Number: 611£8630000000000026 Certificate Usage: General Purpose Public Key
Type: RSA (1024 bits) Issuer Name: cn=MS-CA Subject Name: cn=*.vpnl.com CRL Distribution Points:
[1] http://win2k3-basel/CertEnroll/MS-CA.crl [2] file://\\win2k3-basel\CertEnroll\MS-CA.crl
Validity Date: start date: 23:53:16 UTC Mar 10 2008 end date: 00:03:16 UTC Mar 11 2009
Associated Trustpoints: test ASA(config)#

£X sti&

(M= AHE) CLIOIA 2HEHE 1B A7t QBT o|A0] M EIIER| &l Lct

ASA (config) #show running-config ssl

ssl trust-point ASDM_TrustPoint0 outside

!I--- Shows that the correct trustpoint is tied to the outside interface that terminates SSL VPN.
ASA (config)#

8t ASAOA| C}& ASAZ SSL RIS ME EAstE WY

LHELHZ| 7tsEr 71€ 44

E% 74
grL|Cl.oi7|oll= dEE 2

52 0| KHYlg £3Y 4+ AUALICLYBME PKCS THUR LHE Liof
| L2 L7 |7F ZErELIc

rin rok

CLIE Sdll 215 ME LHE L2 o] BHEE ArSEfLICH

ASA (config) #crypto ca export

& 1: Passphrase - pkcs12 TS 25 5t= O AFEELICH.

CLIE Sall QIS ME 7tMeiH O S BHEE ASELICH

SA (config) #crypto ca import
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1. ASDME S35l 7|2 ASA0| 219215t 1 Tools—> Backup Configuration® ME{EFL|C}.

2. D& A8 WS L QB MEF g = QlgLct

3. 7| 2=0| A ASDME ¥ T Tools —> Restore Configuration® ME4 g L|C}.

2 HE

. Cisco ASA(Adaptive Security Appliance) X|# H|0|X|
- ASA 8.x Manually Install third Party Vendor Certificates for use with WebVPN Configuration o4

. 7|& X|®¥ 8! XM - Cisco Systems
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