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Cisco ASA Z1I|1 g 0|M
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AAA(Authentication, Authorization, Accounting) Z1I| 12| 0|44
LDAP M 74
PIEM 2|

7| M
FE CA QBN M3
ASA S5 E ID oww Al

AnvConnect VPN ?_'ULD-EH o|M
|p AHA—|

B IL-E UOE M2 My

Hd & IE{mo|A B! o|O|x| M

CIEM x| FEI(OCSPE AIEE ZE2)

OCSP #+4

OCSP Responder /&M F+4

OCSPE ME35IE=E CA 74

OCSP 1= 74

Cisco AnyConnect 220|1E ZAu|ag|o|M

Cisco Anyconnect VPN 22} 0|HE CI2ZE - Mac OS X
Cisco AnyConnect VPN Z2I0|HE A|Z} - Mac OS X
JURE|

P74 HMIA AIE

EE A-LDAP OHE 3/ DAP

AlLEE[2 1.7 HM|A FHEF CHO|M OIS ALEFF Active Directory & - HA|A
Active Directory A

ASA 711|731 2{|0|4

ALIE[R 2:HHA FE/HE0 25 N RS AL 35= Active Directory A&
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AILFE[L 3:098 MemberOf S 4304 CHEF S 2 MM A T
ASA Z1x|Tgo|M

18/7{%

ol




HZ= B-ASACLI Zd1|2g 0|4
2= c- A 4

AAA 2 LDAP EX| |2
o 1. 2HE EH o Z 0| >4

o 2: &= FEl Cisco 4 DH%‘QE HBE A4
DAP 2X| s Z

0l 1:DAP2}IO| 91 58

0i 2:DAPL}o| 914 HE

oI5 7|&/OCSP X s

25 D - MS0lM LDAP 7HA| & QI

LDAP £0{

Active Directory MH|A QIE{H| 0| A TZE!7|
H = E

=
2 B

|

k>

7

5

S
[t}

ol EM0M= %%
7 a2 [ FSE=,

AnyConnect VPN &
M ehct

2|3 CAC(Common Access Card)E AFE35HE MAC X2 ¢
HM|AE Cisco ASA(Adaptive Security Appliance)2| M E 74

O| 22| Bd?|= Cisco ASA with Adaptive Security Device Manager(ASDM), Cisco AnyConnect
VPN Client 2! Microsoft AD(Active Directory)/LDAP(Lightweight Directory Access Protocol)2| 741|
J8|o|ME CHELICEH

0| 7ko|=9| ZAm|22f| 0|0l A= Microsoft AD/LDAP MHE AFEEFLICEH 0] EA{0ll A= OCSP,
LDAP £+ 2 2l DAP(Dynamic Access Policies)2t 22 12 7|sT CHELICH

N 2T ALY

LT MY

Cisco ASA, Cisco AnyConnect Client, Microsoft AD/LDAP & PKI(Puinc Key Infrastructure)0i| CH&t
Z|l2xel olsi= T d™E e oldlist= ol ==20| ELICHAD 28 HHA, AHSR 54 2 LDAP A
AMloi cHEr Flsg2 Q1B M 41t AD/LDAP Z4A]| 7to| Mt H 0 T2 A|A Q| AEHE BEA5
= ol =&o| Euct.

AISElE FHE 24

0

Ol EMol HE= OIS AZEQ 0] X st=f0{ HEE ZIgte = gLt

K

. AT EQo{ ™ 8.0(x) 0|42 A& 3= Cisco 5500 Series ASA(Adaptive Security Appliance)
. ASA 8.x& Cisco ASDM(Adaptive Security Device Manager) EH7& 6.x
. Cisco AnyConnect VPN Client 2.2(MAC X|3)
Ol EMo| HME= §Y # & 39| C|HIO|AE ECHE A HEIRIELICE Ol EAof AHSE E% C|H}
Ola& _’E7I§P5|(7I%) An|agolMe 2 AI’S.*EI%QL—IEP A HELZI} 2E 3¢ 3 =
BHo{o| MR FE S 0|2l s K|stA|Z| "tEFLCt
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24 ol CHEF AFMIBH LIS S Cisco 712 Bl REIS HASHAIR.

Cisco ASA x|zl o]

MM AHE ASDME S8t Cisco ASAL| ZAI|18j|o|Ad0f CHaH A EHL|CHSSL AnyConnect €4
=5te o 228t BHHAHE OHELICHCAC B Me 1E0] A

2 Sl VPN H3 dMA E{HE 75
T|H 2185 A2| UPN(User Principal Name) £42 &t 2048 |5 Active Directory0d] &L

Doy ©

75 o ME

- O @B Mof M= ClEH 0|2, DNS, NTP, 2t &, C|HO|A HA|A, ASDM HAM|A Sof 7|2
ZAn|aglo|Mo cHall CHE K| et &LICHUHIEX T 2QX7t o248t ZHm|22l|o|Mof el=3sictn
JHEELICERIMIBE LI CH7|s 2ot 0{ZEI0|HAE AT SHAAIL.

WZtMO 2 ZhR EAIE MME2 T2 VPN HA A0 EE Ela |22 o|MULICHHE E
0{ OCSP ZA}, LDAP OiZ & DAP(Dynamic Access Policy) ZAIE &3 X| 8t 11 CAC 7I=
Z VPN E{d S MHE £ Q&LICHDoDE OCSP AAFE X|H3HX|BH E{d2 OCSP7F M E|
x| of2 MEfoM =S8 LCH

L OEtMo 2 ZhR EAIE MM MAlol| 2oL FIIEH7| I Z=&E &

. ASDM 2! AnyConnect/SSL VPN2 S ¢t QIE{H|0|AMAM SUE ZE 2
HMA HEHES doB{M StLt o|& ol ZEE HAsH= W0l E&LICHE S0{ASD
4452 A3+ AC/SSL VPNOI| 4432 S L|CHASDM URL XM A7} 8.x0| A HAEIRA&LICH
.https://<i p_addr ess>: <port >/ adni n. ht ni .

. ZI@ 8 ASA O|O|X|= %|A 8.0.2.19 L ASDM 6.0.2]L|C}.

- AnyConnect/CACE VistaOll A K| 4 ElLICH.

- F7EM AME 8 LDAP & S HMA HHM OfE o= 25 AE FZSHAAIL.

. MSH|M LDAP ZHX| € &fQlste 2 25 DE & X35l

. Wshed I g o|Mol CHEF OHEEIF|O|IM ZE SE2 2l HEE T SHAAIL.

AAA(Authentication, Authorization, Accounting) Z4I|224|0]/M

CA(Common Access Card)0i| X 21EME AtE35tod QIS ELICt CA(DisacCertificate Authority) A
H EE g ZE 9| CA MHE S8l S ELICHOIZE M7t HEXHZ o CHft H2 BMAN &5
OF gL|CH 15 Q|0 = Microsoft Active Directory 5= LDAP(Lightweight Directory Access
Protocol) ZH&| & AFE =+ = TEH0| QLo{oF & LICt.DoD(Department of Defense)0| M= 215 A
Of SAN(Subject Alternative Name) A Mof| Z & El M3t £0{E 2|5 UPN(User Principal Name) §
A2 AFR3Hok B LICHUPN = EDIPIE 1234567890@mil & 410[0{of #FL|C. 0|2 8t |22
O|M2 HMEt H0{E 25l LDAP MHHHE ALE5t0 ASAMIM AAA MHE T /85t WS Eo{EL
CtLDAP Z8x| OHE Q| £7} Z4I|a2l|o|M2 B8 AE FXJIMAIL.

LDAP AMH 4

ChS EAHE 225t MA2.

1. Remote Access VPN(£Z YA|A VPN) > AAA Setup(AAA A1) > AAA Server Group(AAA


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/univercd/cc/td/doc/product/multisec/index.htm

MH 218)8 M= ELCH
2. AAA AHH & El|0|20{ A Add 32 E=/& LIt
3. MH & O|§2 st T2 EZ 2IiC|R HEMAM LDAPE ME4FLICH O3 1
Al2.
4. ME45t O F E|O|Z2 2| MM F7IE F=IBILICH M85 M7 O] R0l 2 X E A|L/0f
AEX| &gt
5. AAA MH =3 ZolM CtS BHHE 2t28 L3 28 #E5HAA|2. 21 LDAP/AD7} Of
A4 8ol Cis T 44E ZF Enable LDAP over SSL 442 MEdSEL|CHLDAPYI Qe QIE
HO[AE MEHEILICE Ol 7I0|E&= QUEH O|A LHR | EAIELICEAMEHS| IP FAE =23EL
ChMH ZEE gfLCt 7|2 LDAP ZE = 389lL|Ct.Server Type® ME{EFLIC} Base
DN /2i&tL|Ct AD/LDAP ZE[Xtof|A| 0] ZtE Bolst A2 2B

B Add AAA Server Group

EIN

fjo
ikl

iZonfigure an ASA server group. The Accounting Mode attribute is only applicable
for RADIUS and TACACS+ protocols,

Server Group:

Protocol:

Reactivation Mode: (%) Depletion {3 Timed

Dead Time: 1III

Max Failed Attempts: |3

......................................................................

=i L|CH.O0l= 7|2 DNof| 2t Eet & LICHAD/LDAP #E|XtoA =&
X’E &0 userPrincipalName2 =Z{&rL|C} AD/LDAP M 2| A& A}
= EMQILIC} Login DNO| #Z|XF DN2 238tL|Ch 2t 1 AFS R 2| &
OF "HeHAlo| & E LDAP #+xE E7{L} AME £+ Q= BrelAF Mt == ol J&Lct
2O H|ZHS of 2tE|Xte| HIZHS E =T LICHLDAP §82 noneL 2 ELICHOE-2
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B Add AAA Server

Server Group; ab-LDap

Interface Mame: u:utsu:le

Server Name or IP Address: 1?2 18,120,160

Tirmeouk: | seconds

LDAP Parameters
| ] Enable LDAP over 550

Server Pork:

Server Type! -- Dekect .ﬂ.utnmatlcally,l'LISE Fenetic Type -- v

Base DN ;CN=Llsers,DC=ggsgsecIahJDC=nrg

Scope: ione level beneath the Base DM

Maming Attributeds): userPrincipalManme

Login DR: Irniniskrator, Ch=Users, D= ggsgseclah D= u:urg

Login Password: T TTTY)

LDAP Atkribute Map: | -- Mone --

[ ] 5451 MDS authentication

D LS
of Zdm|azio|MolAf O] SMES Ar&35to{ Mt F0{E |5l CHE AD/LDAP Z4X|E FItEHL
Ch&ols Meigrct.

6. &l MEigrLct.

RIE A 2t

ASAO| CIBEME Mx|st2{™ 5 BHAHI7F U&LICEHA 8 CA °._|§A‘|(vE-E 2 512 CA)E MR
ghLch.=m, ASAE 54 CA0l §535t1 ID 215 ME 7tXMZLICtDoD PKI= ASA7H S5-E Root
CA2, Class 3 Root, CA# Intermediate, ASA ID 21Z A 2! OCSP QI1Z ME Attt ae{uLt
OCSPE AI25IX| ST & MEHSTH OCSP QIBME Mg et gLt

o RE QS -I ot C|HFO|Aof CHEF ID Q1B ME %%ﬂf Lol CHEE X|ES docdM EoF
POCO|| E2|et&A|2.SSL 2IE M= ASAOA HA M| Ast7|0f SEsHoF B LICE0IF SAN 215
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#1: 2Z Al = DoD CA #Qlo| M x|xzlo{ Jo{of B LIC} Q1B MHE Internet ExplorerE A& 5t
01 Microsoft QIS5 AM HEAMM 2 £ QYUE&LICHDoDE A|AEIN| 2 E CAE RS2 E F7I6H= HY
x| ItUS HEMELICHAIAMIEH LI 2 PKI POCH| 225t &AL,

At7: DoD CA2 L Class 3 FEE E2 ASA QS ME YUZ8HASAID ! CA SZCH ALFEX}F 2150
ZIQ 8t CAO{OF °*|—|EP 34Kl Z = CA S7HA=E CA2 Y Class 3 R E 7<1|°|01| 5t0H CA2 2 Class 3
FEJI FIIE|E 8 MEE 5= l&LIC

7| 44
Che THAE 2R 3HAAIR.

1. Remote Access VPN(¥Z 2 M|A VPN) > Certificate Management(21& A & 2|) > Identity
Certificate(ID 21&A) > Add(F7HE ME{EFL|CH.

2. Add a new id certificate(M| ID 21& A F7I)E HEHEH CHS New by the key pair(7| & SM2
2 MZE BHET))E MEIFLICE

3. Add Key Pa|r(9| W 70 ZollM 7| OlF DoD-1024& UZELICH A 7|& F7+5t2{H BiC|2
E Z2lFLIct O3 32 MESIMAIRL.ORE 3

ﬁ Add Key Pair

Mame: ¢ ) Use default key pair name

(#) Enter new key pair name: EDDD-IDE4|

Sige: | 1024 v |

Usage: (%) General purpose ) Special

|: izenerate Mow | | Zancel | | Help

4. 7|2| 27| MEHEILICY.

5. O 2 ALE fXK|.

6. Generate Now(X|Z& 44)E S&|gLCt £ T: DoD FE CA 2= 2048H|E 7| AFSELICH
.O| CAE Ar85t2{T 2048H|E 7| ¥ 2 At8ste F B 7|18 d4dsHoF gLICt S #Hml 7|8
ZF7t5t24H 99 o] HAHE 2 ESFHMAIL.

EE CAQIBSM Mx|

CHE EHAHIE 225t MA2.

1. Remote Access VPN(¥Z4 HA|A VPN) > Certificate Management(2/&5 A #2]) > CA
Certificate(CA 2I& A) > Add(F7HE M=EFL|CH.

2. Install from File(Tt HHMH Ax|)S MEHSIT QIS ME F&LICH

3. Install Certificate® MENEfLIC 18 4.5 E QIS M HX|



8= Install Certificate

(%) Install from a File: C WCACDOD- CERTS'I,n:alS jike, n:er Browse, ..

() Paste certificate in PEM Format:

{7 Use SCEP;

SCEP URL: httpeff |

Fetry Period: - | minutes

Fekry Count: {lse 0 to indicate unlimited retries)

| Moaore: Options. ..

| Install Certificate || iZancel

At
(=

4. 0| 0| LIEFFLICH OB 58 &XSHAMAIR. OB 5

8= CA Certificate Installation

@ A certificate installed successfully,

B X 2E S Mol cHsh
1~3EtH|E BHS T LICEDoD PKIO= CHE 2t Ztof CHEt I M7t ERELICLFE CA2, 2
A 32E CA# B7H ASAID L OCSP AMH.OCSPE A& 3HX| oh= 742 OCSP Q1B M7t
Qx| SALICHIR 6:RE AFM AR



V-0 Clendess 33 WP Dcazs
[ g oo b

Ve S Dbl Mz
1L B v eehAcals IFan-oene-t

- RN TR

By 1dantiny Corteat=s

Dol ok W26y =

[ Ty Pl el B

1= 20 Pgal S8 B CuPEL
ol A53 3 2ack o [Mm 3101 AN - Hamb b, e

[ui=hoC XTC R L CA 2, JusPrl

15:0Z; L0 UTS Sgnabae
a1 - e enerd Pufanse

CEEEE3UTE - Sgnehae

Remnte Burmrens WM. o1 O s
[FELNURE  FIFTLEL LRI EAE L FAF TN T SRS L P ]
] ;—Ehl-' hebvooy ko Cherk) docess
ClemEdTe 0 lwsdE Eniiy Dde  Lhags | ard

| 1 it
: (L] R

E:‘ oz Sigrer | . K sk Kl
i -F Locd CeetAcazz suhores |
Mixlm-=

E - ML | el T Ao | |
| F- 4B CFCP Servar
NCINRXS

H- ezl i
. :

. De-cs 3ak_p

BTy s s e e e 'l
L e e e s e e e e L e

S s

¢2F Lot Socess v

ASA S8 3 ID 218 x|

1. Remote Access VPN(# 4 HAlA VPN) > Certificate Management(2!1& A # 2l) > Identity
Certificate(ID 21& M) > Add(F7hHE M= &fLict.

2. M ID 2I& M F7I8 MEiELCEH

3.DoD-1024 7| ‘42 MEdELICH. O3 7 X108 7:1D I&M oi7H#Hs

B Add Identity Certificate

3 Import the identity certificate From a file:

Decryption Passphrase:

..................

File to Impork From:

| —— Sp—

{3 Add a new identity certificate;

.............................................. = —

Key Pair;

| fdd Certificate ]l Cancel

{EH

|

= FE{ELICH
UELICtE EH 1

4. Certificate subject DN(2/& A 4| DN) &AtZ 0|55t Select(4d
5. Certificate Subject DN(@/E A F#| DN) & 0l|lAM C|uto|Ao| HEE

5



atkribute YMalue

Cormmon Mame (ChY) - asasi
; Department (L) PKI
Attribute: |-- Select Attribute - W | add= = Department (OU) DD

| ] Company Mame (0) 1,5, Government

DM attribuke bo be Added

[: 14 ][ Cancel J[ Help ]

6. Zols MEigrL|ct &t 1: x| DNS F71E i A|lAagol 2 E ClHO|AS| EAE O|EE Al
g3&fof ELICHPKIPOCE B4 EEof CHal 22{E & U&Lch
7. Add certificate® ME{gLICH.
8. &0lE7|E 22510 TS MAE CIHERIE MEFLICLOR 98 & A5HAAI2. a8 9 2l

B Identity Certificate Request

To complete the enrollment process, please save the PECS10 enrollment
request (C5R) and send it to the C4,

You will then need ko install the certificate that is returned From the Ca by
clicking the Install butkon in the Idenkity Certificates panel,

Save CSR bo fils: || | Browse, ., |
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9. WordPad& Ar&35t0{ It UE U1, REE dlid EA0| SAtst PKIPOCE ™MEFLICH
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By ASA-8.0 - WordPad =13
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D AwgZEwDOYJEo ZI e NADERBOADgYOANIGIT Ao GE ATghuF dif12 G A3 GCNe Q4 ETZY
skELghwrraRMeBE9iFInLylOJYal3 Alvcededpe IUF 7 jUHY o IxS33vO0ELy 1VAVNTSA
+Z0DEU+wclU+ali Sy 6 TnixGxppgxNYSU+46pguuiBs R 14+ TEOVndnJ+£3EEs 1t
pHzBixTGet FREABJaV v svAgNBALAGND AuBgkaghkiG9wDBCO4x ITAENA=GAL1 A DwOE
AwlFoDAQBgNVHREECTAHggVhcE EAND ANBgohk iGOwlBAQOF AAOBGOEBMIS xS nV Ty
QOF 7 TUuEaUhnVakKEfCBhup f+TOFm9@ Kt 8T3GES ) 1H/ t+XB2 cyLeNSthuZFVr S5l Te T
Juw3 14 Hv57 2B 1ulHI ATKN+Hr ud vz gogBr gQBMCD IpnmyCRpOEZpnZ QaX/ cDOxkgpve
EgfJHg+2 x3eVgvSxyELhEY lyFN3ResrSTy==

.................................................................................................................................

For Help, press F1

10. CA ZE|XRIZEE| QI5SME £ 48t £ Remote Access VPN(HHZ HAMIA VPN) > Certificate
Management(@!& A & 2|) > ID Certificate(ID 1S A) > Install(A %) MEHELICH 22
112 HZSHAMAIR.8 11:D 218 M 71X 27|
Fle  View  Todls Wizards  window el T

) vome | % Configation| [ ] Monkoring | | save Gaﬂw# Qm J ..... "??.wh ..........

[Remote Access VP o 4 = | Configuration > Remote Access VPN > Certificate Management » |dentity Cerlificate:
+ -8} Metwork (Cient) Access
Clientless 551 WPN Access

Al Setup { Ismaed To  lssued By Expry Dabe | Add
Secure Desktop Manager (asai) __[Mok Avaiable)
=i~ Certificats Management g | Show Det
Fw CA Certificates {
----- Mderiicy Certificates | Delete
Code Signer it
i (#-E} Local Certificabe Authority 5
=28 | nad Balancing
- f' DHCP Server
F i DS
#-E7) advanced
Device Sebup ﬂlr Ttifitah: can be used to suthenticabes YRR sccess Ehrough the security sppliance, You can
L i e e R A el e e rration.

€7 Bamaba Serace UBN
11. Install certificate(21E M M x[) ZolM ID 21EME %o} Install Certificate(21 5 M LX) E
SigfLICtolE ET™ 128/ 128 HXsHAAI2.O8 12:D &AM x|



B Install Identity certificate

Identity Certificate

..........................................

..................................................................................................................................................................................................................

l Inskall Certificate j | iZancel | | Help |
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AnyConnect VPN 711|134 0|4

ASDMOIM VPN D78 517 I8 & 7Hx| 40| U&LICHA Hm 42 SSL VPN ot

HALE AFEst= ZALICol 22 VPN ZI|22 IOIA"OI MEZ2 AL XtolH A E5t7| 42 S
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1. Cisco €| AlO|EO0|AM Z2I0|HEE CIRECE 5104 i A|AEI0]| Mx|E £ l&LICH.
2. AKX ¥l HEIRXE S5l ASAN| HMHAE = o SEI0|UEE CIRECEE £ Q&L
C}.
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1. Remote Access VPN(2/Z4 2Al& VPN) > Network (Client) Access(L|=2i3 (& 20|@l=)
Kl£) > Address Assignment(F4- & &) > Address Pools(F4 &)& M= &Lt

2. Add(FE7IHE EE'QL—IEP

3. Add IP Pool(IP & Z7t) 2ol A IP 22| O|F (ARt X B2 IP F&)S Y25t M= 0tA3
£ MEist |l a2 138 AT sHAAIR. O8] 13:0P & &7}


//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415

B Add IP Pool

Name: \CAC-USERS

Starting IP Address:

Ending IP Address:

Subnet Mask:

| ok

4. &Qlg MHEfghL|Ct

5. Remote Access VPN(#Z 2 M|A VPN) > Network (Client) Access(HIE A (ZCH0IHE) A
M) > Address Assignment(F 24 &) > Assignment Policy(&2 Z2)& Me{ghL|Ct.

6. M IP T4 Y WS ME{FLICE Ol MEMoME R T4 ES AASELCLOH
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7. ApplyE =Bt

Eild 2% G % T2 M

I8 N

oM HHME WYstR| fog{H 7|2 7|2 7|2 328 HME ASE = JU&LICH
1. Remote Access VPN(#Z HAlA VPN) -> Network (Client) Access(LIE 9|3 (EEH0|HE) 4
M) -> Group Policies(1 2 Z2H)& ME{EL|C}.
2. Add(FE7HE Z =!8t 1 Internal Group Policy(Li5 18 &2)g& MefghL|c}.

8|

3. Add Internal Group Policy(LH5 & M2 F7I) 2| Name(0|&) HIAE &Xto| I H
Ol 2 AgLICt O3 158 HESHAAIL. IR 15: L5 I8 HH F7I

& ndd Imtermal Group Policy

m [anne: ALC-IZERS
SavEre . B e
+ ddhesnced Eianinar: [] Tt
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a b~ ODN

12 CHE Advanced(ZL&) > SSL VPN Client(SSL VPN &2t 0|2 E) > Login Settings(2 12!
AE)E HEELICL I3 162 H XS MAIR. O8] 16:LH5F 18 A 7}

= Edit Internal Group Policy: AC USERS
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B Add SSL YPH Client Image

Flash SYC Image: | Browse Flash, ..

| | Zancel
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= Add 551 ¥PH Connection Profile

i | Name: AC-USERS
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B2 Fdit 551 YPH Connection Profile: AC-LSFRS
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B Fdit 551 YPH Connection Profile: AC-USERS
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B Add Certificate Matching Rule

Configure a certificate matching rule and associate it with a connection profile, The
rule priotity uniquely identifies the certificate matching rule and assigns a priority
ko the rule with lower walues having greater priority, Rules that are nok mapped
will be ignored.

Map:

Priority:

Mapped to Connection Profile: - Mot Mapped --

2K

=2[gfLct.

2. ot % Ef|0|E 0l M AddE =!8t

3. Add certificate Matching Rule Criterion(2/& A Ux| & =74 F7}) oM CtS HHE 22
LCHOE 23:218 M HxX| 73 7|&

B= Add Certificate satching Rule Criterion

Configure a certificate matching rule cricerion

Rule Priokity: 20
Mapped to Connection Profile: -- Mot Mapped --

Field iZompanent Cperaktar Walue
| Subject w | |- Whole Field - v | |DoesMatEqual v ™
[ (8] 4 ] [ Zancel l [ Help l

Field(Z2E) Y2 Subject(M=)Z FXIELICI.Component(74 24) €2 Whole(TA) EE
S| CHAAMR B2 HX| F2 2 HARLICH Value(Z)) Eofl 2SS E F /HE ™
ErLicheel U ME2 FRELICHLHE 5™ 17 238 HEStAAIL.

OCSP 4

OCSP2| 741|12{|0|M2 OCSP responder HICHo| 2t E2tE! &= UELICHAIAE I8 2 S 2
Mol SBEME FHESHAAIR.

OCSP Responder 215 T4

1.0CSP SHAZFHE Xtal| S E QIS ME 7 SLICH
2. %M dEE MR E 228t T OSCP Mo CHEr QIS MHE MXIELICH &I OCSP 215 M
M2 X0l cHall 2/F M x| &l o gfo| MR =X] EFRltMAIL,



OCSPE M-85t 5 CA 7

1. Remote Access VPN(#Z YM|A VPN) > Certificate Management(21&5 A #2[) > CA
Certificates(CA 2I1&EAM)E =4 grLCE.

2. OCSPE M85t & T8 CAE MEI5tE{™ OCSPE MEHELIC

3. EditE # =gt

4. Check certificate for revocation(21& Al 8| X| & ¢l)0| ME8x[o{ Q/=X| & QI LCt.

5. Revocation Methods A440{ A OCSPE FIIELICH. 12! 248 FHZ5H&IA|2.0CSP 8| x| &
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(o]
i

& Edit Options for, CA Certificate

Revocabion Check * CRL Retrisval Policy | CRL Retrieval Method | OCSP Rules || Advanced
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ICRL i g OCSP

< <HRemove T Diceenr
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Sy R || R
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1Ed..)7F ME F Ao Q=X ElFLICt.
£1: OCSPE AF835t0] ¥ A8 +¥5t= ZE CA MHE F4/HE &L
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Certificates 28 ME{$fLICt.
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4. OCSP Rule(OCSP Tt2]) &g Z&lgtLCt

5. AddE g=grLict.

6. OCSP &l F£7| oM CIS BHHE 2 LICLOE 258 HX5HMAI2.218] 25:0CSP 1
2| 7}

B Add OCSP Rule

Certificate Map: EDeFauItCertiFicateMap

iZertificate:

Index:
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Unlock Keychain

......

g Please enter your keychain password.

Safari wants to use keychain
*CAC-2050-5000-1028-0004-5279".

Password:

@ Cancel

4. SSL VPN-service & H O|X|7} LIEILIH Continue(H<%)E E=&LICEH
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) & Cisco AnyConnect VPN Client
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Unlock Keychain

Please enter yvour Keychain password.
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& e 4 Cisco AnyConnect VPN Client

o CISCO
Group: Sk _:a
Hsprname: CACUSER
Password.

" Get Certificate
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Faming Attributeds): \userPrincipalMame
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ASA 5510

ci scoasa##show running-config
Saved

ASA Version 8.0(2)
!
host nane asa80

domai n- name armny. mil

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!

interface G gabitEthernet0/0

namei f outsi de

security-level O

i p address x.x.x.x 255.255.255.128

!
interface G gabitEthernet0/1
nanei f inside

security-level 100

no i p address

!

boot system di skO:/asa802-k8. bin
ftp node passive

dns server-group Defaul t DNS
domai n- name armny. ml

access-list out extended pernmit ip any any

pager lines 24
| oggi ng consol e debuggi ng
ntu outside 1500

ip local pool CAC- USERS 192.168.1.1-192.168. 1. 254 nask
255. 255. 255. 0

no failover

icnp unreachable rate-limt 1 burst-size 1

asdm i mage di skO:/asdm 602. bin

no asdm hi story enabl e

arp timeout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00:02

ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 nycp- pat

0: 05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect

0: 02: 00




ti meout uauth 0:05:00 absol ute

| dap attribute-map nmenber O

map- nane nenber & Tunnel i ng- Protocol s

March 11, 2008 ASA — CAC Aut hentication for AnyConnect
VPN Access

Conpany Confidential. A printed copy of this docunent is
consi dered uncontrol | ed.

49

map-val ue nember O

CN=_ASAUser s, CN=User s, DC=ggsgsecl ab, DC=org 20

| dap attribute-map nmsNPAI | owDi al i n

map- nane msNPAI | owDi al i n Tunnel i ng- Prot ocol s

map-val ue nsNPAI | owDi al i n FALSE 1

map-val ue nsNPAI | owDi al i n TRUE 20

dynami c- access- pol i cy-record CAC- USERS

description "Milti-Goup Menbership Check"

priority 1

dynami c- access-policy-record Dflt AccessPolicy

action terninate

aaa- server AD-LDAP protocol |dap

aaa- server AD LDAP (outside) host 172.18.120.160
| dap- base-dn CN=User s, DC=ggsgsecl ab, DC=or g

| dap- scope onel evel

| dap- nami ng-attribute userPrincipal Name

| dap- | ogi n- password *

| dap- | ogi n-dn

CN=Admi ni st rat or, CN=User s, DC=ggsgsecl ab, DC=or g

aaa authentication http consol e LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

crypto ca trustpoint ASDM Trust Poi nt 0

revocati on-check ocsp

enrol | ment termnal

keypair DoD- 1024

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.nl

crl configure

crypto ca trustpoint ASDM Trust Point1

revocati on-check ocsp

enrol | ment termnnal

fqdn asa80

subj ect - name CN=asa80, OU=PKI , OU=DoD, O=U. S.

Cover nment , C=US

keypair DoD- 1024

match certificate DefaultCertificateMap override ocsp




trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml
no client-types

crl configure

crypto ca trustpoint ASDM Trust Poi nt 2
revocati on-check ocsp

enrol | ment term na

keypai r DoD-2048

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml
no client-types

crl configure

crypto ca trustpoint ASDM Trust Poi nt 3
revocati on-check ocsp none

enrol | ment term na

crl configure

crypto ca certificate map DefaultCertificateMap 10
subj ect - nanme ne ""
-------------------- CA Certificates (Partial Cert is

crypto ca certificate chain ASDM Trust Poi nt 0
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 2a864886
f 70d0101

05050030

60310b30 09060355 04061302 55533118 30160603 55040al3
0f 552e53

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c
300a0603

55040b13

03504b49 311b3019 06035504 03131244 6f 44204a 49544320
526f 6f 74

crypto ca certificate chain ASDM Trust Point1
certificate 319e

30820411 3082037a a0030201 02020231 9e300d06 092a8648
86f 70d01

01050500

305c¢310b 30090603 55040613 02555331 18301606 0355040a
130f 552e

532e2047

6f 766572 6e6d656e 74310c30 0a060355 040b1303 446f 4431
0c300a06

0355040b

crypto ca certificate chain ASDM Trust Poi nt 2
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 2a864886
f 70d0101

05050030

60310b30 09060355 04061302 55533118 30160603 55040al3
0f 552e53

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c
300a0603

55040b13

f 766e045 f 15ddb43 9549d1e9 alea6814 b64bcece 089elb6e
1be959a5

6f c20a76

crypto ca certificate chain ASDM Trust Poi nt 3
certificate ca 05




30820370 30820258 a0030201 02020105 300d0609 2a864886
f70d0101

05050030

5b310b30 09060355 04061302 55533118 30160603 55040a13
0f 55253

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603

55040b13

03504b49 31163014 06035504 03130d44 6f 442052 6f 6f 7420
43412032

301lel70d

30343132 31333135 30303130 5a170d32 39313230 35313530
3031305a

305b310b

30090603 55040613 02555331 18301606 0355040a 130f 552e
532e2047

6f 766572

6e6d656e 74310c30 0a060355 040b1303 446f 4431 0c300a06
0355040b

1303504b

49311630 14060355 0403130d 446f 4420 526f 6f 74 20434120
32308201

crypto ca certificate chain ASDM Trust Poi nt 4
certificate ca 04

30820267 308201d0 a0030201 02020104 300d0609 2a864886
f70d0101

05050030

61310b30 09060355 04061302 55533118 30160603 55040al3
0f 55253

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f 44310c
300a0603

55040b13

03504b49 311c301a 06035504 03131344 6f 442043 4c415353
20332052

6f 6f 7420

|
!
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap
par aneters

message- | ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdncp

service-policy global _policy globa




ssl certificate-authentication interface outside port
443

webvpn

enabl e outsi de

svc i mage di sk0:/anyconnect-w n-2.0.0343-k9. pkg 1
svc enabl e

tunnel -group-1ist enable

----------------------- VPN G oup/ Tunnel Policy----------
group-pol i cy CAC USERS interna
ggroup- pol i cy AC-USERS interna
group-policy AC-USERS attributes
vpn-tunnel - prot ocol svc

addr ess- pool s val ue CAC- USERS

webvpn

svc ask none default svc

tunnel - group AC-USERS type renpte-access
tunnel - group AC USERS general -attributes
aut hori zati on-server-group AD- LDAP

def aul t - group-policy AC USERS

aut hori zati on-required

aut hori zation-dn-attributes UPN
tunnel - group AC- USERS webvpn-attri butes
aut hentication certificate

group-alias AC-USERS enabl e
tunnel - group-map enabl e rul es

no tunnel - group-map enabl e ou

no tunnel - group-map enable ike-id

no tunnel - group-map enabl e peer-ip

pronpt hostnanme cont ext

S8 c 22X iz

AAA 5! LDAP &X| &

- debug Idap 255 - LDAP W &2 E A|gFL|C}.
. debug aaa common 10 - AAA &2 EA|EfL|Ct

ol 1:=2HIE &4 0jEo| Ie HEE 64

ol odlof = 25 Aol EAIE AlLIE[R 22t 3o 2 2d45t= S¢F debug Idap %! debug aaa
common?| £ Hoq4 FL|Ct.

A3 C1:C|H LDAP % C|tH1 aaa & £& - SHIE
OH &

AAA APl : | n aaa_open

AAA session opened: handle = 39

AAA APl : | n aaa_process_async
aaa_process_async: sendi ng AAA_MSG_PROCESS




AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM I n AAA_St art AAATr ansacti on

AAA FSM I n AAA I nitTransaction

Initiating authorization query (Svr G p: AD LDAP)

AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@i |

Pasw. 1234567890@ri |

Resp:

[ 78] Session Start

[ 78] New request Session, context 0x26f1c44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap://

172.18. 120. 160: 389

[ 78] Binding as admi ni strator

[78] Perform ng Sinple authentication for Admi nistrator
to

172.18.120. 160

[78] Connect to LDAP server: |dap:// 172.18.120. 160,
status =

Successf ul

[ 78] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl ab, DC=or g]

Filter = [userPrincipal Nane=1234567890@i | |

Scope = [ SUBTREE]

[78] Retrieved Attributes:

[ 78] objectd ass: value = top

[ 78] objectd ass: value = person

[ 78] objectd ass: val ue = organi zational Person

[ 78] objectd ass: value = user

[78] cn: value = Ethan Hunt

[78] sn: value = Hunt

[78] userCertificate: value =

0..50.......... [ 60 *H oL oa.o..... & ,d
coml.O.....

& ..,d. ..

[78] userCertificate: value =
0. A 50 *H oL oa.o..... & ,d
coml.O.....

& ..,d. ..

[ 78] givenNane: value = Ethan

[ 78] distingui shedNane: val ue = CN=Et han
Hunt , O=M L, DC=l abr at , DC=com

[ 78] instanceType: value = 4

[ 78] whenCreated: value = 20060613151033. 0Z
[ 78] whenChanged: val ue = 20060622185924. 0Z
[ 78] displayNane: value = Ethan Hunt

[ 78] uSNCreated: value = 14050

[78] menmberOf: value =

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

[ 78] mapped to cVPN300O- Tunnel i ng- Protocol s: val ue = 20
[ 78] uSNChanged: val ue = 14855
[ 78] name: value = Ethan Hunt
[78] object@ID: value = ..9...NJ..QU..z.
[ 78] userAccount Control: value = 66048
[ 78] badPwdCount: value = 0
[ 78] codePage: value = 0
[ 78] countryCode: value = 0
[ 78] badPasswordTi me: value = 127954717631875000
[78] lastLogoff: value =0
]

[ 78] lastLogon: value = 127954849209218750




pwdLast Set: val ue = 127946850340781250

]
[78] primaryGoupl D: value = 513
[78] objectSid: value = ................ qg...... nv. ..
[ 78] account Expires: value = 9223372036854775807
[ 78] | ogonCount: value = 25
[ 78] sAMAccount Nane: val ue = 1234567890
[ 78] sAMAccount Type: val ue = 805306368
[ 78] userPrincipal Nane: value = 1234567890@ni |
[ 78] objectCategory: value =

[78] mail: value = Ethan. Hunt @ abrat.com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c
[78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[ 78] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

| FSM_TUNN_GRP_POLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_to_server_i d( CAC- USERS)

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USER

Pasw.

Resp:

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate = | FSM_DONE,

AAA FSM I n AAA_ProcessFi nal

Checking tinme sinultaneous login restriction for user
1234567890@ni |

AAA FSM | n AAA Call back




user attributes:

1 Tunnel I'ing-Protocol (4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 | P: 10.0.10. 100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)

10

" CAC- USERS"

Auth Status = ACCEPT

AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3

In aaai _cl ose_session (39)

AAA APl : | n aaa_send_acct_start

AAA APl : | n aaa_send_acct_stop

CAC-Test #

ol 2: &2 FAEl Cisco EM DT 2 FE

hul

ke

Ol ol M= 5 Aol ZAIE! AlLHEIL 29t 518 &l= 2142 501 debug Idap 2! debug aaa
common?| £ HoiFLICt.

12| C2:debug LDAP % debug aaa common output - &

RE 0E

AAA APl : | n aaa_open

AAA session opened: handle = 41

AAA APl : I n aaa_process_async

aaa_process_async: sendi ng AAA MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM I n AAA_St art AAATr ansacti on

AAA FSM I n AAA I nitTransaction

Initiating authorization query (Svr G p: AD LDAP)

AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@ri |

Pasw. 1234567890@ni |

Resp:

[82] Session Start

[ 82] New request Session, context 0x26f1c44, reqType = 0
[82] Fiber started

[82] Creating LDAP context with

uri =l dap://172.18.120. 160: 389

[82] Binding as adm ni strator

[82] Perform ng Sinple authentication for Admi nistrator
to

172.18.120. 160

[82] Connect to LDAP server: |dap:// 172.18.120.160: 389,
status =

Successf ul

[82] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g]

Filter = [userPrincipal Nane=1234567890@i | ]

Scope = [ SUBTREE]




Retrieved Attributes:

]
[82] objectd ass: value = top
[82] objectd ass: value = person
[82] objectd ass: val ue = organizational Person
[82] objectd ass: value = user
[82] cn: value = Ethan Hunt
[82] sn: value = Hunt
[82] userCertificate: value =
0..50.......... [ 60 *H oL oa.o..... & ,d
coml.O.....
& ..,d..
[82] userCertificate: value =
0. AN 50 *H oL oa.o..... & ,d
coml.O.....
& ..,d..

[ 82] givenNane: value = Ethan
[ 82] distinguishedNane: val ue = CN=Et han
Hunt , OU=M L, DC=Il abr at, DC=com
[82] instanceType: value = 4
] whenCreated: val ue 20060613151033. 02
] whenChanged: val ue 20060622185924. 0Z
[82] displayNane: value = Ethan Hunt
] uSNCreated: value = 14050
[82] memberOf: value =
CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g
[82] mapped to cVPN300O- Tunnel i ng- Protocol s: value =
CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g
] uSNChanged: val ue = 14855
] name: val ue = Ethan Hunt
] object@ID: value = ..9...NJ..QU..z.
] userAccount Control: value = 66048
] badPwdCount: value = 0
] codePage: value = 0
] countryCode: value = 0
] badPasswor dTi ne: val ue = 127954717631875000
] lastLogoff: value = 0
[82] lastLogon: value = 127954849209218750
]
]
]
]
]
]
]
]
]

pwdLast Set: val ue = 127946850340781250

pri maryG oupl D. value = 513

objectSid: value = ................ qg...... ny. .
account Expi res: value = 9223372036854775807

| ogonCount: value = 25

sAMAccount Nane: val ue = 1234567890

sAMAccount Type: val ue 805306368

user Pri nci pal Nanme: val ue = 1234567890@i |

obj ect Cat egory: value =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

[82] nmil: value = Ethan. Hunt @abrat.com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[ 82] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA_Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD




LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

| FSM_TUNN_GRP_POLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_to_server_i d( USAFE)

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USERS

Pasw:

Resp:

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate = | FSM_DONE,

AAA FSM I n AAA_ProcessFi nal

Checking tinme sinultaneous login restriction for user
1234567890@ni |

AAA FSM | n AAA Cal |l back

user attributes:

1 Tunnel I'i ng- Protocol (4107) 20 O

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 |P: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)
10

" CAC- USERS"

Aut h Status = ACCEPT

AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3

In aaai _cl ose_session (41)

AAA APl : | n aaa_send_acct_start

AAA APl : | n aaa_send_acct_stop

DAP £X| &




. debug dap errors - DAP 27 & FE A|ELICE
- debug dap trace - DAP & £X{g EA|EfLICE

D

ol 1:DAP2te| A &

O| ool M= CIH dap 257 L C|HH dap F£A2 £ 5 Aol ZAIE AlLt2[R 38t 3™ E ™
st 82 - E 2o "I—|EP 0424 memberOf S8 & QI&L|Ct._ASAUsers & VPNUsers
Chofl &5t7HLE ASA ZAI|ago|MHof| S&E F 18 3 stLto| 8 = J&LCH

0 J

8| C3:C|H1 DAP

#debug dap errors

debug dap errors enabled at level 1

#debug dap trace

debug dap trace enabled at level 1

#

The DAP policy contains the following attributes for
user:

1241879298@i |

1: action = continue

DAP_TRACE: DAP_open: CBEEFA10

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. |l dap.objectC ass.1 = top

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. obj ectd ass. 2 = person

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. obj ectd ass. 3 =

or gani zat i onal Per son

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. obj ect d ass. 4 = user

DAP_TRACE: Usernane: 1241879298@ri |, aaa.ldap.cn =
1241879298

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. gi venNane
= 1241879298

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. di sti ngui shedName =

CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g
DAP_TRACE: Usernane: 1241879298@ni |,

aaa. |l dap.instanceType = 4

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. whenCreated =

20070626163734. 0Z

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. whenChanged =

20070718151143. 0Z

DAP_TRACE: Usernane: 1241879298@ni |,

aaa. | dap. di spl ayName = 1241879298

DAP_TRACE: Username: 1241879298@ri |, aaa.l dap. uSNCreated

= 33691

DAP_TRACE: Username: 1241879298@ri |, aaa.l dap.menberOf. 1
= VPNUser s

DAP_TRACE: Username: 1241879298@ri |, aaa.l dap.menberCf. 2
= _ASAUsers

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap. uSNChanged
= 53274




DAP_TRACE: Usernane: 1241879298@n |
= NETADM N
DAP_TRACE: Usernane: 1241879298@n |
1241879298
DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. depart ment

aaa. | dap. name =

aaa. | dap. obj ect QU D

...+ FU"B L

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. user Account Control =
328192

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. badPwdCount = 0

DAP_TRACE: Usernane: 1241879298@n |
0

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. countryCode = 0

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. badPasswordTinme = 0
DAP_TRACE: Usernane: 1241879298@n |
=0

DAP_TRACE: Usernane: 1241879298@n |
=0

DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. codePage =

aaa. | dap. | ast Logof f

aaa. | dap. | ast Logon

aaa. | dap. pwdLast Set

128273494546718750

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. pri maryG oupl D = 513
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. user Paranmeters = m

d.

DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. objectSid

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. account Expires =
9223372036854775807

DAP_TRACE: Usernane: 1241879298@n |
=0

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Nane =

1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Type =

805306368

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. user Pri nci pal Name =

1241879298@ni |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ect Cat egory =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. nsNPAI |l owDi al in = TRUE

DAP_TRACE: Username: 1241879298@ri |, aaa.ci sco.usernane

aaa. | dap. | ogonCount

1241879298@ni |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. ci sco. tunnel group = CAC- USERS

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["1"]
“top";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["2"]
" person”;

DAP_TRACE:




dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["3"]
"organi zat i onal Person";

DAP_TRACE

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["4"]
"user";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"] =
"1241879298";

DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
ane"] =

"NETADM N*;

DAP_TRACE: dap_add_to_lua_tree:aaa["|dap"]["gi venNane"]
= "1241879298";

DAP_TRACE

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =
"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";

DAP_TRACE
dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE

dap_add_to_lua_tree:aaa[ "l dap"]["whenCreated"] =
"20070626163734. 0Z";

DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["whenChanged"] =
"20070718151143. 02";

DAP_TRACE

dap_add_to_lua_tree:aaa["|dap"]["displayNane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][ " uSNCreat ed"]
= "33691";

DAP_TRACE
dap_add_to_lua_tree:aaa["ldap"]["menberOF"]["1"]
"VPNUsers";

DAP_TRACE
dap_add_to_lua_tree:aaa["ldap"]["menberOF"]["2"]
" _ASAUsers";

DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][ " uSNChanged"]
= "53274",

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N';

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["nane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
cont ai ns

bi nary data

DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["userAccount Control "] =
"328192";

DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"o

DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi me"] =
"o

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["] astLogoff"]
= " 0" ,

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
= " 0" ,

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][" pwdLast Set"]

"128273494546718750" ;
DAP_TRACE




dap_add_to_lua_tree:aaa["| dap"]["primaryGoupl D'] =
"513";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]
cont ai ns

bi nary data

DAP_TRACE: dap_add_to_lua_tree: aaa["|dap"]["objectSid"]
contains binary

dat a

DAP_TRACE:
dap_add_to_lua_tree: aaa["| dap"] [ "account Expires"] =
"9223372036854775807"

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["] ogonCount"]
= " 0" ,

DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"][" sAMAccount Nane" ]
"1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type"]
"805306368";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@n | ";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=0
rg";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI | owDi al i n"] =
"TRUE";

DAP_TRACE: dap_add_to_lua_tree: aaa["cisco"]["usernane"]

"1241879298@n | ";

DAP_TRACE
dap_add_to_lua_tree:aaa["cisco"]["tunnel group"] =

" CACUSERS";

DAP_TRACE

dap_add_to_l ua_tree: endpoint["application"]["clienttype"
] =

"1 PSec";

DAP_TRACE: Username: 1241879298@nri |, Sel ected DAPs: CAC
USERS

DAP_TRACE: dap_request: menory usage = 33%

DAP_TRACE: dap_process_sel ected_daps: selected 1 records
DAP_TRACE: Usernane: 1241879298@ri |, dap_aggregate_attr
rec_count =1

DAP_TRACE: Username: 1241879298@ri |, DAP_cl ose: CBEEFA10
d.

of 2:.DAP2I2| A HE

Thia o= £5

A0
FHo| E=24g HoiFLIC}.

EAE AlLt2|2 33 HAAE(X| g2 3

12| C4:C|H1 DAP

#debug dap errors

debug dap errors enabled at level 1
#debug dap trace

debug dap trace enabled at level 1
#

50| debug dap 27 % debug dap



The DAP policy contains the following attributes for
user:
1241879298@ri |

1: action = termnminate
DAP_TRACE: DAP_open: C91154ES8
DAP_TRACE: Usernane: 1241879298@n |,

aaa. |l dap.objectC ass.1 = top

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 2 = person

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 3 =

or gani zat i onal Per son

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ect O ass. 4 = user

DAP_TRACE: Usernane: 1241879298@ri |, aaa.ldap.cn =
1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. gi venNane
= 1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. di sti ngui shedName =
CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g

DAP_TRACE: Usernane: 1241879298@n |,

aaa. |l dap.instanceType = 4

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenCreated =

20070626163734. 0Z

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenChanged =

20070718151143. 0z

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. di spl ayNanme = 1241879298
DAP_TRACE: Usernane: 1241879298@n |
= 33691

DAP_TRACE: Usernane: 1241879298@n |
DnsAdmi ns

DAP_TRACE: Usernane: 1241879298@n |
= 53274

DAP_TRACE: Usernane: 1241879298@n |
= NETADM N

DAP_TRACE: Usernane: 1241879298@n |
1241879298

DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. uSNCr eat ed

aaa. | dap. nenber&f =

aaa. | dap. uSNChanged

aaa. | dap. depart ment

aaa. | dap. name =

aaa. | dap. obj ect QU D

T -
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. user Account Control =
328192
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. badPwdCount = 0
DAP_TRACE: Usernane: 1241879298@n |
0
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. countryCode = 0
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. badPasswordTinme = 0
DAP_TRACE: Usernane: 1241879298@n |
=0
DAP_TRACE: Usernane: 1241879298@n |
=0

aaa. | dap. codePage =

aaa. | dap. | ast Logof f

aaa. | dap. | ast Logon




DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap. pwdlLast Set

128273494546718750

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. pri maryG oupl D = 513

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. user Paranmeters = m

d.

DAP_TRACE: Usernanme: 1241879298@ri |, aaa.l| dap.objectSid

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. account Expires =

9223372036854775807

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| ogonCount
=0

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Nane =

1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Type =

805306368

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. user Pri nci pal Name =

1241879298@ni |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ect Cat egory =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. nsNPAI |l owDi al in = TRUE

DAP_TRACE: Username: 1241879298@ri |, aaa.ci sco.usernane

1241879298(@ri |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. ci sco. tunnel group = CAC- USERS

DAP_TRACE:

dap_add_to_lua_tree: aaa["| dap"]["objectd ass"]["1"]
“top";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["2"]
" person”;

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["3"]
"organi zat i onal Person";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["4"]
"user";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"] =
"1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
ane"] =

"NETADM N*;

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["gi venNane"]

= "1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =
"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["whenCreated"] =
"20070626163734. 0Z";

DAP_TRACE:




dap_add_to_lua_tree:aaa["| dap"]["whenChanged"]
"20070718151143. 0Z2";

DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["displayNane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][ " uSNCreat ed"]
= "33691";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["menberOF"] =
"DnsAdm ns";

DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][ " uSNChanged"]
= "53274",

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N';

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["nane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
cont ai ns

bi nary data

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userAccount Control "] =
"328192";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"o

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi me"] =
"o

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["| ast Logoff"]
= " 0" ,

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
= " 0" ,

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][" pwdLast Set"]

"128273494546718750";

DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["pri maryGoupl D'] =
"513";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]

cont ai ns

bi nary data

DAP_TRACE: dap_add_to_lua_tree: aaa["|dap"]["objectSid"]
contains binary

dat a

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["account Expires"] =
"9223372036854775807";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["]| ogonCount"]
=" 0" ;

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"][" sAMAccount Nane" ]
"1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type"]
"805306368";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@n | ";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=0




rg

DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI |l owDi al i n"] =
"TRUE";

DAP_TRACE: dap_add_to_lua_tree: aaa["cisco"]["usernane"]
"1241879298@n | ";

DAP_TRACE: Username: 1241879298@ri |, Sel ected DAPs:
DAP_TRACE: dap_request: nmenory usage = 33%

DAP_TRACE: dap_process_sel ected_daps: selected O records
DAP_TRACE: Usernane: 1241879298@r |, dap_aggregate_attr:
rec_count =1
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CRYPTO_PKI : Found a suitabl e authenticated trustpoint
ASDM Tr ust Poi nt 11.

CRYPTO_PKI: All ocated OCSP data handl e Oxca2d27b8
CRYPTO PKlI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKlI: status = 0: poll revocation status

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: OF192B, subject nane:

cn=MCA NTY. JI MMY. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, issuer_nane: cn=DOD JI TC EMAI L CA-

15, ou=PKl , ou=DoD, o=U. S. Gover nnment, c=US.

CRYPTO_PKI : Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, map rule: subject-nane ne "".
CRYPTO_PKI : Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI : Found OCSP override match. Override URL:
http://198.154.68. 90, Override trustpoint:

ASDM Tr ust Poi nt 12

CRYPTO_PKI : crypto_pki _get_cert_record_by_subject()
CRYPTO_PKI : Destroyi ng OCSP data handl e Oxca2d27b8
Crypto CA thread sl eeps!

CRYPTO PKI: Attenpting to find tunnel group for cert
with serial




nunber: OF192B, subject nane:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, issuer_nane: cn=DOD JI TC EMAI L CA-

15, ou=PKI , ou=DoD, o=U. S. CGover nment, c=US.

CRYPTO_PKI : Processing map rules for

Defaul t Certificat eMap.

CRYPTO_PKI : Processing map Defaul tCertificateMp
sequence 10...

CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MMY. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI: Peer cert has been authorized by map:

Def aul t Certi fi cat eMap

sequence: 10.

CRYPTO_PKI : Ignoring match on map DefaultCertificateMp,
i ndex 10 for

WebVPN group map processing. No tunnel group is

confi gured.

CRYPTO_PKI: Peer cert could not be authorized with map:
Defaul t Certificat eMap.

CRYPTO_PKI : Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MMWY. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
CGover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI: Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI: Ignoring match on map SSL, index 20 for
WebVPN group map
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map rul e: subject-nane ne .
CRYPTO PKlI: Peer cert has been authorized by map:

Defaul tCertificateMap

sequence: 10.

Tunnel G oup Match on map DefaultCertificateMap sequence
# 10.

Group nane i s CAC USERS

CRYPTO PKI: Checking to see if an identical cert is
already in the database. ..

CRYPTO PKI : | ooking for cert in handl e=2467668, digest=
CRYPTO PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO PKI: Cert not found in database.

CRYPTO PKI: Looking for suitable trustpoints...

CRYPTO PKI: Found a suitabl e authenticated trustpoint
trust poi nt 0.

CRYPTO PKI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: Attenpting to find OCSP override for peer




cert: serial

nunber: 2FB5FC74000000000035, subject nanme: cn=Ethan
Hunt , ou=M L, dc=ggsgsecl ab, dc=or g, issuer_nane:
cnh=ggsgsecl ab, dc=ggsgsecl ab, dc=or g.

CRYPTO_PKI : Processing map rules for

Defaul t Certificat eMap.

CRYPTO_PKI : Processing map Defaul tCertificateMp
sequence 10...

CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

= cn=Et han Hunt, ou=M L, dc=ggsgsecl| ab, dc=org, map rul e:
subj ect - nane

ne ""

CRYPTO_PKI: Peer cert has been authorized by map:

Def aul t Certi fi cat eMap

sequence: 10.

CRYPTO_PKI : Found OCSP override match. Override URL:
http://ocsp.disa.nil|l, Override trustpoint: OCSP
CRYPTO_PKI : crypto_pki_get_cert_record_by_subject()
CRYPTO_PKI : Found a subject match

ERROR Certificate validation failed, Certificate is
revoked, serial

nunber: 2FB5FC74000000000035, subject nanme: cn=Ethan
Hunt , ou=M L, dc=ggsgsecl ab, dc=or g

CRYPTO _PKI: Certificate not validated

55 D - MSoi|l M LDAP 7H#| £ Q!

Microsoft Server 2003 CDO{= LDAP 7t X 2! LDAP 7HXM/EMHE E7| {5 Mx|&
F7F A&Llcholeet =& Mx|5te{H™ CD°| X|¢ CIEECI T E o2 ME
.SUPTOOLS.MSIE A x|gfL|C}.

LDAP H 0

M| F AIE > AEE MEdELICE
. [dpB 2%t CH= &fel2 E =g LICH o= A 5t LDAP F0{7F A|=HE LY,
. Connection > Connect® AE{gFL|C}.
. Mt O|§ 2 248t Ct= gele E=lgrLct.
. Connection > Bind& ~E{%tL|C}.
- AHEAO|E T HIZHS E l=dgL|cH &t D 22|kt HEto| B EhLCt.
. golg S=|grct
. LDAP Z{#M|E ELICt. O3 D12 HZE5HAA|2.18 D1:.LDAP £01



i:_|.||_|: Clsrajaw-Ziclabrat oo T =laber ot 0 =com:

Coreerction  Erowss Ve Cptii (RSt Hele

§| = oelaboat plegom ding base "CH=Clark Kent, OU=MILDC=labral.BC=com”...

ChissBotin, Dl mbabarst, Dl wecom sull <00 fnull)

Lt S =it [Cwoim atched DNs:

b=y Dontabers, Dm{abe o, DmCain 1 eniries:

Cheeforsigriiecun yPrncnali O0nlsbrsh, Domooe >3 Dnc CHeClark Kent, OU = MEL DC=labrat DC=com

Ch I rarsruactyng, Do wdabe g DT g 4 objectClass: top; person; srganizationalPerson: user

Chisl st dnadPoond D sdsbrat | D wooem 13 cn! Clork KEenkt

[ Ol DD lab 5t W ety T &n: Kent
2 et Kk OHIL DC i af (Do 1 phyaicalDeliveryDificeName:! Welcome 1o LDAPHE
P chibdenn 3 waerCenificare: <ldp; Binary Hob; <idp: Binany blabx;
TRt Hunk; (el O sian o, Dol g o 1 ghvenhame: Clark:
ChmPeter Parboer, DML D mlabi ot D msom 1> distinguishedName: CN=Clark Kent, OU=MIL.DC=labrat. DC=cam:

ChTDS ek s ] miode b, DD menen 1 instanceType: bed = [ 1T_WHITE |

ChimPrioge s Dt DCmlatest, Dm0 1> whenCreated: 051 3R2006 12:50:21 Esstern Standard Thme Enstern Daylight Time:

i S, D mlabead D miom 1> whenChanged: DEf21 /2006 13:31:54 Eastern Standard Tine Eastern Daylight Time;

bt DaCalgb o, Do, 1> dlzplayName: Clark Kent:

i O mbibr gt D mtom 1> uBNCreated: T4072;

D mFersiDrnTnres, DO=labn gt D =eom 13 uSHChanged: 14701;

DOmDomasrnsdones, DO it DO om 12 neme; Clark Kent;

N g s, Dbt 8 D oy 13 objectGUID: 440353ci4-a1 Za-Hee-9337- 124026 ocl7 9;
1> saerdccoantControl: Dol G200 = | UF_NOAMAL ACCOUNT | UF_DONT_EXPIRE PASSWD

I

13 badPwdCount; 0;
1> cadePage: A
1> en ade: 07
1> brdPasswardlime: D6 42006 15:19:36 Eastemn Standard Time Exgtern Daylight Time:
13 lastLogoti: B1ATIED 00:00:00 UNCG
T» lasth ogon: BET 72006 16:20:44 Exstern Standard Time Eastern Dalight Time;
1> pwilagtSet TR IZ006 12:50:21 Enstem Standard Time Eastern Dwydlght Time;
13> primangGrowpi: 513
1> pserParametera: m: d _:
13 ehijectBid: 5-1-5-21-3541 460364-2450291 625-1039009643-1115;
1> sceouniExpies; P31 AI0HZE D200 UNC
12 logenCount: 117
13 sAMAccoimniName: 123456 TET0;
1> sAhfccountType: BOS 306 168

13 wserPrincipalMome: 1 23456 TRTO@ sbrat.com;

13 sbjectCalegony: CH=PeieanCh=Schema, CH=Configuration.DC=labrat. DC=com;
1> msNPAHDwalin: TRUE:

1> mail: Clark Kent@iabralcom;
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C.\ Docunents and Settings\All Users\Application Data\C sco\C sco
AnyConnect VPN Client\Profile
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xml version="1.0" encoding="UTF-8"

!--- The ClientInitialization section represents global
!-—— for the client. In some cases, for

settings
host specific !--- overrides

example, BackupServerList,
are possible. !-- --> -

! --- The Start Before Logon feature can be used to
activate !--- the VPN as part of the logon sequence.
- UserControllable: Does the administrator of this
profile allow the user !--- to control this attribute
for their own use. Any user setting !--- associated with
this attribute is stored elsewhere. -->

I ——

!--- This control enables an administrator to have a one
I -—- message displayed prior to a users first

As an !--- example, the message can
!I'--- card

time
connection attempt.
be used to remind a user to insert their smart
into its reader. !--- The message to be used with this
control is localizable and can be !--- found in the

AnyConnect message catalog. !--- (default: "This 1is a

pre-connect reminder message.")

!-- This section enables the definition of various

attributes !--- that can be used to refine client

certificate selection. --> -

!--- Certificate Distinguished Name matching allows for

exact !--- match criteria in the choosing of acceptable

client !--- certificates. -




- !-- This section contains the list of hosts from which
!--- the user is able to select. -

!--- This is the data needed to attempt a connection to
a specific !--- host. --> -
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