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Selected Websites are
Blocked using regular
expressions

Inside Network
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. ASA CLI ZHx|agjo|M
. ASA Configuration 8.x with ASDM 6.x

ASA CLI #x| oM

ASA CLI #x|ago|M

ciscoasa#show running-config
: Saved

ASA Version 8.0(2)

!

hostname ciscoasa

domain-name default.domain.invalid
enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

|
interface Ethernet0/1

nameif outside

security-level 0

ip address 192.168.1.5 255.255.255.0
|

interface Ethernet0/2




nameif DMZ
security-level 90

ip address 10.77.241.142 255.255.255.192
!

interface Ethernet0/3
shutdown

no nameif

no security-level

no ip address

!

interface Management0/0
shutdown

no nameif

no security-level

no ip address

passwd 2KFQnbNIdI.2KYOU encrypted

regex urllistl
".*\.([Ee] [Xx] [Ee] | [Cc] [0Oo] [Mm] | [Bb] [Aa] [Tt])
HTTP/1.[01]1"

!--- Extensions such as .exe, .com, .bat to be captured
and !--- provided the http version being used by web
browser must be either 1.0 or 1.1 regex urllist2
".*\.([Pp]l[Ii] [FE]|[Vv][Bb][Ss]|[Ww][Ss][Hh])
HTTP/1.[01]1"

!--- Extensions such as .pif, .vbs, .wsh to be captured
!--- and provided the http version being used by web
browser must be either !--- 1.0 or 1.1 regex urllist3
".*\.([Dd] [Oo] [Ce] | [Xx] [L1][Ss]|[Pp][Pp][Tt])
HTTP/1.[01]1"

!--- Extensions such as .doc(word), .xls(ms-excel), .ppt
to be captured and provided !--- the http version being
used by web browser must be either 1.0 or 1.1 regex
urllist4 ".*\.([2z][Ii][Ppl|[Tt][Aa]l[Rr]]|[Tt][Ggl[Zz])
HTTP/1.[01]1"

!--- Extensions such as .zip, .tar, .tgz to be captured
and provided !--- the http version being used by web
browser must be either 1.0 or 1.1 regex domainlistl

"\ .yahoo\.com"

regex domainlist2 "\.myspace\.com"

regex domainlist3 "\.youtube\.com"

!--- Captures the URLs with domain name like yahoo.com,
I --- youtube.com and myspace.com regex contenttype
"Content-Type"

regex applicationheader "application/.*"

! --- Captures the application header and type of !---
content in order for analysis boot system disk0:/asa802-
k8.bin ftp mode passive dns server-group DefaultDNS
domain-name default.domain.invalid access-list
inside_mpc extended permit tcp any any eq www

access-list inside_mpc extended permit tcp any any eq
8080

!--- Filters the http and port 8080 !--- traffic in
order to block the specific traffic with regular !---
expressions pager lines 24 mtu inside 1500 mtu outside
1500 mtu DMZ 1500 no failover icmp unreachable rate-




limit 1 burst-size 1 asdm image disk0:/asdm-602.bin no
asdm history enable arp timeout 14400 route DMZ 0.0.0.0
0.0.0.0 10.77.241.129 1 timeout xlate 3:00:00 timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
0:00:02 timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00
mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip 0:30:00
sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00 timeout uauth 0:05:00 absolute dynamic-access-
policy-record DfltAccessPolicy http server enable http
0.0.0.0 0.0.0.0 DMZ no snmp-server location no snmp-
server contact snmp-server enable traps snmp
authentication linkup linkdown coldstart no crypto
isakmp nat-traversal telnet timeout 5 ssh timeout 5
console timeout 0 threat-detection basic-threat threat-
detection statistics access-list ! class-map type regex
match-any DomainBlockList

match regex domainlistl

match regex domainlist2

match regex domainlist3

!--- Class map created in order to match the domain
names !--- to be blocked class-map type inspect http
match-all BlockDomainsClass

match request header host regex class DomainBlockList

!--- Inspect the identified traffic by class !---
"DomainBlockList". class-map type regex match-any
URLBlockList

match regex urllistl

match regex urllist2

match regex urllist3

match regex urllist4

!--- Class map created in order to match the URLs !---
to be blocked class-map inspection_default match
default-inspection-traffic class-map type inspect http
match-all AppHeaderClass

match response header regex contenttype regex
applicationheader

! --- Inspect the captured traffic by regular !---
expressions "content-type" and "applicationheader".
class-map httptraffic

match access-list inside_mpc

!--- Class map created in order to match the !---
filtered traffic by ACL class-map type inspect http
match-all BlockURLsClass
match request uri regex class URLBlockList
!
!--- Inspect the identified traffic by class !---
"URLBlockList". ! policy-map type inspect dns
preset_dns_map parameters message-length maximum 512
policy-map type inspect http http_inspection policy
parameters
protocol-violation action drop-connection
class AppHeaderClass
drop-connection log
match request method connect
drop-connection log
class BlockDomainsClass
reset log
class BlockURLsClass
reset log




!--- Define the actions such as drop, reset or log !---
in the inspection policy map. policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp inspect skinny inspect
esmtp inspect sglnet inspect sunrpc inspect tftp inspect
sip inspect xdmcp policy-map inside-policy

class httptraffic

inspect http http_inspection_ policy

!--- Map the inspection policy map to the class !---
"httptraffic" under the policy map created for the !---
inside network traffic. ! service-policy global_policy
global service-policy inside-policy interface inside

!--- Apply the policy to the interface inside where the
websites are blocked. prompt hostname context
Cryptochecksum:e629251a7¢37af£205¢c289¢c£78629fcll : end
ciscoasa#
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1. Et 4] BH& 7IConfiguration(Z1I| 12{| 0[4d) > Firewall('¥ £t =) > Objects(7HA) > Regular
Expressions(& T &|)& &5t 11 Regular Expression(&tt &) & otz Add(F7hHE 2 2l5tod
EAEOZ Hrsls %“S?JL—IEF 2! 0lF yahoo.comE ZiA{5t 7| fIeH &4
domainlist1 2 4 &gfLict gfels &=2gLICt

Configuration > Firewall > Objects > Regular Expressions

[Reguler Expressions

Configure regular expressons for uss in patderm mabching. Regular sxpressions with names starting with *_default” are default regular expressions an
carnot be modfied or deleted,

Yale | Add |

h lzme |
g% Add Regular Expression

| [domainistt | [y LTSIl e Qo T Mm] rel

vahool.com | Build |

- Mame

Walue:;

: L, :]-:'J Cancel I Help I j

myspace.com = H|Q! O|F & Z*x{5t7| ¥l Ert 4! domainlist2& PHELICH & QS S2(FL



@= Add Regular Expression

Mame: ||[domainliskz

TN SpACE!, com Euild

Yalue:
Test, ..

= o, I Cancel Help ool ol

youtube.com= Zi*{5t7| 2|51 &7+ 4 domainlist3& BHELICH & elS &=|8hct
g% Add Regular Expression

Name:[ll‘dumainlislﬂ ]

.*;.ﬂ:nul:ul:ue'l,.n:cumU

YWalue:

2K, I iZancel Help
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&% Add Regular Expression

Mamet |urlliskl

A ([Ee]lx]Ee]|[Cc]lOo][Mm]|[BEILAAIITE HTT

Yalue: Pi1.[01] -

] 4 Cancel Help

A= Add Regular Expression

Mame: 1ur|li5t2 1

.*'l,t{[F']p][Ii][FF]|[W][Eb][Ss]|[WW][Ss][Hh]} HTTF‘J Build. .
1.[01 e

Yalue:

Tesk.,

oIk Cancel Help
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2l http HHZ10] 1.0 E== 1.10]040F 5t= B2 doc, xIs ! pptet 22 It = HHS X5
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g% Add Regular Expression
Marne:| |urllist3
L Dd[Co ]| BaIUIESs ]I [PRIIPRICTE T HTTRY Euild.
1.[01] I Ziftenig
Yalue:
Test.
2K, I iZancel | Help |
. M4 urllist4® BHE 01 zip,
tar & tgzet Z2 LY HEHS HMELICH B, & HetKoM AFE 2l hitp HT10[ 1.0
EE= 1.10[0{of §fL|Ct. [&eljE FEIgLCt
g% Add Regular Expression A
Marne: iurllistdr ]
AZzlnIPelIfTeIAa]re ]| [TE)[Gall22]) HTTRY IJ
Yalue: [01] S
Ik I Zancel I Help | el SAlS THals ]
ZEHx IS ARSI flsi B
FA mEIX HAlS DS LCHaolS el
= Add Regular Expression
Mame: | [contenttvpe
Cu:untent-Type| § Build.
Yalue:
Tesk..
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#= Add Regular Expression

Mame: ||applicationheader |
spplicationg,* J i
Yalue:
T
] 4 iZancel Help

S5¢&tCcLI Hr|zdo|M

2 75,;{-&] Foil& PHE7|Configuration(Z1I| 184|0| M) > Firewall(& &%) > Objects(ZHA) >
Regular Expressions(Zmt4))8 ME43} 1 Regular Expression Classes(& A 2ei4) & of
Bl M Add(F7HE S2!6l0d EAIE CHE CHst FEfA S MM stLIch AT Al domainlist1,

domainlist2 2! domainlist32t [ x|A|7|7] {31 H+ A E2HA DomainBlockListE BHS LILCE.
golg Z=IgLct

ﬁ Add Pegular Expression Class Map

Configure a reqular expression class using available requiar expressions. For a class bo be corsidered a makch, only one af its match

conditions nesds to be met,
Hame: | |DmﬁhE|uckList |
Description: |
Available Regqular Expressions Configured Match Conditiors
Regular Exprassion Match Type [ Regular Expression
= == TR s ;l = domainlist1
_deFault_gri-hekp-tunnel_uri or G domairdist?

_default_http-tunnel
_default_httpart-tunnel
_default_icy-metadaka
_default_msr-messenger
_default_shautcast-tunneling-protocl
_default_windows-redia-playes-funnel E Add > j
_default_z-kazaa-network 5-—;:—;{—_-&-&5;5--
_default_yshoo-messenger -
applicationheader

conktentbype

ot |
urlistz

wrlist |
wrlist =]

Edt... | Hew.., | . Match Type: [y Match

Ok | Cancel ‘ Help |

A urllist1, urllist2, urllist3 2 urllist4QF Lx|AIZ|7] @80 2374l Z2fA URLBIockListE Bt
ELiCt. &elg E=ELICt




i Hegular Expression Liass Map

Corfiqure & regular expression class using avallable regular expressions. For a class ko be corsidered a match, anky ane of ks mat

conditions needs to be met,
Mare: RLBlockList
Description: |
Available Regular Expressions Canfigured Match Conditions
Regular Expression I_ Match Type I Regular Expression
oA g :] [y wrllist1

_defaulk_gru-hetp-tunmel_arg
_defauk_gru-http-tunmel_uri
_dafaulk_kttp-tuninesl
_defauk_httport-tunnsl
_defaulk_icy-metadata
_defaulk_msn-messenger
_defauk_shoutcast-tunnelng-protoool
_dafaulk_windowves-media-player-turinel
_defaul_x-kazaa-network
_d=fauk_yahoo-messanger
applicationheader

contenttype

Jomairkist3
domairdist2
|l:||:ma1'ri5t1

L4]

Edit. .. l Maw,..

S8 cLI Zx|al oM

or [ urllist2

e

Match Type: ) Match

3. oA Yo 2 AME ES|E HAEA|IE CHE CHLE W AR AMEE http ECiTE AAM
5t7| @8t EeilA M BHE 4™ Configuration > Firewall > Objects > Class Maps > HTTP >
AddE MEEILICHSH SIHE Mot Al X UXIAIF|7] I8 E2& B AppHeaderClass&

BrELICH



f= Add HTTP Traffic Class Map '
Mame: (|AppHeadsrClass )

Descripkion: |

Match Option: (¢ Match Al ¢~ Match Any

Match Type | Criterion Value | add

@& Add HTTP Match Criterion _ -EI £t

Match Tvpe: % Match Mo Match Dieteta

Criterion: Gﬂuqua.-st Header Field j =]

YWalue
~Field

" Predefined: |-an:n:-a|:4: _'_]
(:_l:' Regular Expression; Imrtmttpp-a EI:J Manage.,. |

V alue

([ vt oo, TR -] .

b " Reogular Expression Class: IDc.rr-aerI-:utkLlst _:J Marage.. .

:

(874 Cancel | Help [
OK(Z2ohE FEEILICLE FIHE Er Al ZX et UXIAIZ|7] /5 Ecia ™
BlockDomainsClass& Bt&L|C}

fe Add HTTP Traffic Class Map : -

Mame:; |Einl:k.Dumai'|9C|assJ

Description: |
Match Option: ' Makch All " Match Any
Match Type | Criterlon | alue |  Cadd)

@% Add HTTP Match Criterion N x| Edt

Match Twpe: & Match Mo Makch Delmte

Criterion: [|Requast Header Fin!ldj El

Yalue
~Fleld

(¢ Predefined: [host J ~]
i~ Regular Expression: ]u:nnteﬁi‘.t'_-l:le ;I enage. |

~Yalue
" Regular Expression: |_dEF&J|l‘__Gl‘_|TIjT"1':.-'PE:-tL'.I'|rE| ;’ Manede. ..
(& Eequiar Expression Class] |DomainBlocklist ~|  Manage...

| oK I Cancel I Help I



golg FE|ELICH 23 URISE H A A E UXIAIZ|7] 2I5H 2214 B BlockURLsClass&
oLt

08 AdIHTTP Tralik ClassMap s B

Mame: Ehl:kLRBCIEIES]

Description: |
Match Option: € Match & Match Ay

Match Type Criberion Valus | &R

@& Add HTTP Match Criterion : x|

Match Type: % Match ¢ No Match

Criterian: I!Remn&st LIFtH l]

Walie

{~ Regular Expression: i__.‘lr-"-'r.lt__']'-T'P-’ yPC-tunne j il g1 ==

(& R Eqresion s, D - ..

1 e (S
gelg F8|grct S&3 CcLl Hu|agolM

4. AA HHolM x|5te Ei ol CHEt 2Fd& A ELIC}.Configuration > Firewall > Objects
> Inspect Maps > HTTP& AMEH50{ ZA|E CHE OHE = Ei ol CHEF 22 ™ 5t7| {8t
http_inspection_policyE A& L[CtH.&els FE|FLICH




Mame: ﬂhttp_hspecti:ﬂ J:u:nliqrj
Description: |

Parameters Inspections |

Match Type Criterion Wahue

Action Log

fowve Lip

[ove Dawn

| Cancel | Help |

Configuration > Firewall > Objects > Inspect Maps > HTTP > http_inspection_policy(F ¥ &

2])& =3t 1 Details > AddE 22501 XIZ x| MM E Ctet FefAo CHEt S H-
gfLICH

= Edit HTTP Inspect Map

Marme: @ttp_inspectinn _palicy :I
Descripkion: I

Security Lewvel || |. Dekails J

Parameters Inspections

Match Type Critetion

Yalue

Ackion Log fdd

Edit

£12 Drop Connection(®1Z &tA 2 2 %46t 11 Criterion(Z=74)0fl CHE 222 Request
Method(2 & &) 2 M5t Value(Zh)E Connect(PiZA)2 & AstEHLICt



Match Criberia

{* Single Match

Match Type: % Match & Mo Match

Crikerion: ( Request Methndj

Value

{+ Method:

{~ Regular Expression
{« Regular Expression;

{ Reqgular Expression Class:

" Mulkiple matches

~defaulk. GoToMyPC-tunnel

ComalinBhockList

HTTF Traffic Class: [AppHeaderZlass fe [Marrat
Actions
fckion: i+ Drop Conneckion | ¢ Reset  ( Log
Log: * Enable ™ Disable
| o e .
ErL|CH 24 S Drop Connection(2Z &A)2 2 A5t 24 AppHeaderClassod| CHet 2

Zg gystgrct



f% Add HTTP Inspect

Makch Crikeria

™ Single Match

Match Type; = Match €8 Mo Match

Zriterian: RequestiResponse Content Type Mismatch LI

Yalue

Mot applicable.

[ﬁ“ Mulkiple matn:he}

HTTP Traffic Class[ .ﬂ.ppHeaderCIassj |5 Mar
Actions
Ackion: | nection { Reset  { Log
Lag: " Disable
8] 4 I Cancel Help stole 2|8 |}

i Reset2 2 M% st 224 BlockDomainsClassoll CHEH 228 g8 ghuict
i H

Match Criteria

™ Single Match

Match Tape; & Match £ Ma Mateh

IZriEerian; Request/Response Content Type Mismatch ;l

Walue

Mot applicable.

&7 Multiple n‘uatn:l'uE;l

HTTP Traffic Class: IEIDckDDmainsclagls ;l

Ackions

Ackion: ¢ Drop Conneckion |1 Resed {7 Log

Log:

Ik, I Cancel Help

OK(&EehE F=|gfLct.&f



U2 Reset(M )2 = M5t ZeHA BlockURLsClassoll CHEF 222 & d&HgfLCt
= Add HTTP Inspect

Match Criteria

" Single Match

Mateh Type; €& Match £ Ma Mateh

0 =1 [ RequestiResponse Content Type Mismatch )

W alie

Mot applicatle,

{? Multiple matchesj

HTTP Traffic Class:

fckions

Ackion: { Drop Conneckion " Log
Log: i~ Disable

Ik iZancel | Help

. golg FEgct
ApplyE #=|grLCt.&&8 CLI x| el o]

5. QIE{H O] A0l ZHA} hitp 242 Z{& Configuration > Firewall > Service Policy Rules > Add >
Add Service Policy Ruleg 1= &fL|C}

Configuration > Firewall > Service Policy Rules

dp add ~| [E Edit ﬁ Delete | + 4 | Y B2 B -| QFnd Diagramn B Packet Trar

[‘ﬁ' Fy\ﬂdﬂar%mﬁPtdlgyRuﬁle‘l. iaFFin: Classification

g8 Add Management Service Policy Rule. .. SourCe Drestination Service
Insert, ..

% I @@ any Q, default-inspe. .

HTTP EBE=ECI2 HFHAM LHE QIE{H0|A T} Q= Interface EIC|2 HHES MBS
Policy Name as inside-policy® =4 &fL|Ct Next(CtZ)& & =gt



Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.
Step 2: Configure the traffic dassification criteria for the service policy rule,

Step 3 Configure ackions on the traffic classified by the service policy rule.

Create a Service Policy and apply To:

Cnly one service policy can be configured per interface or at global level. IF a service policy already exists, the
new rule inko Ehe existing setvice policy, Otherwise, wou can create a new service policy.

G;' Interface:  |inside - (create new service palicy) = }

Policy Marme:| iinside-pnlicy

Description; I

{~ Global - applies to all interfaces

Palicy: Tame: Igimba‘_gn!.w

Erescripbian I

= Back I |

SaiA M httptrafficS 43t Source 2! Destination IP Address(ACL AHR)E & QlgrL|ct.
Next(CHZ)E &= &rLlct




{* Create a new traffic class: |!httptraFFic |

Description (opkional); I

Traffic Match Criteria
[T Default Inspection Traffic

[IF Source and Destination IP Address (uses SCLE j

[T Tunnel Group

[T TCP ar UDF Destination Part
[T RTP Range

[T IP DiffServ CaodePaints (DSCP)
[T IP Precedence

[T &y kraffic

" Use an existing kraffic class:  [inspection default _v_l

" Use class-default as the Eraffic class.

If traffic does nok match a existing kraffic class, then it will match the class-defaulk traffic class, Class-defaul
all situation.

<pas
Source(4£) 2! Destination(CH4H) 2 tep-udp/httpet 22 MHIAZ ME{EFLICH Next(CHS) &
=gt



= Add Service Policy Rule Wizard - Traltic Maktch - Source and Destination Address

[+ Match £ Do nok match
[pudobe) -

HTTP 2iC|2 HE S MEHS 1 ConfigureE 2/gtLICH



Pratacal Inspection | Connection Settings | Qo3 |

[~ CTIQBE

[~ DCERPC ZOnfiaure. .,

[~ CNS Zonfigure. .,

[~ ESMTP Configure. .,

[ FTFP Configure,

[T H.323H.225 Cankigure.,

[ H.323 RAS Configure.. .,
[IF HTTP

[~ 1cmp

[ ICMP Error

[ IS

[ M Configure..,,
[~ IPSec-Pass-Thru Gonfiaure, .
[~ MGCP Canfigure..,
[~ METBIOS Configure..
[~ PPTR

. < Back | | Cancel |EHZ|9_ H{E Select a HTTP inspect map for
the control over inspection(HTTP At & ME)E XS AMA|2 &elg F=ELICt



" Use the defaulk HTTP inspection map

If;' Seleck a HTTP inspect map for fine control D}er

QK I iZancel | Help

orEE F=ELC

Configuration = Firewall > Service Policy Rules
4 add ~ [ Edit ]ﬁmelste| + ¢ | Y B @ -

Traffic Classification

1, Find Diagram Pz

Mame # | Enabled Match Source Destination Ser

[=l Global; Palicy: global_palicy
inspection_defau (&4 Match @@ any g any ), defau

Inkerface: inside; Policv: inside-policy
hittptraffic 1 W [EyMacch @ any @@ any uek- hitkp

ZE 8080 E2HE|CIA] Add(F7}) > Add Service Policy Rule(AH|A 224 72| FI7H)& MEHF
L|C}



Configuration > Firewall > Service Policy Rules

@ add ~| [ Edi Delete | 4+ ¥ | & B BL -| QFind P2 Diagram B Pa

¢ Add Service Palicy Rule. .. ] afFic Classification

98 Add Management Service Policy Rule. .. SOUrcE Destination Ser
Insert. ..

% . ¥ @@ any 0, defau

o Inserk After...

[] Interface: inside; Palicy: inside-policy
httptraffic 1 W CEyMatch @@ any P any uok hikkp
Next(CS)& = &fLICt

@ Add Service Policy Rule Wizard - Service Policy

#dding a new service palicy rule requires three steps:

Step 1 Configure a service policy.

Step 2: Configure the traffic classification criteria far the service policy rule.
step 3 Configure actions an the kraffic dassified by the service palicy rule,

Creake a Service Policy and Apply To:

2nly one service policy can be configured per inkerface or at global level, IF a service policy already exists, the
new rule into the existing service policy, Otherwise, wou can creake a new service policy,

LI (312=10 = = (i s - inside-policy

Description: l

" Global - applies ko all inkerfaces

Folicy Hanme: Igint:ai_nulu:‘;.f

Description |

*nly one service policy is allowed, Existing service policy names cannok be changed.

ot | ()|

2tC|2 BHE Add rule to existing traffic class(7|& EciZ 240l 73 FIHE MEistD =
SCH2 Mol M httptraficE MEHELICH Next(CHS) B 2181 CH




™ Create a new traffic class: Il!‘n.—;;de-l:lass

Cescrption (optionaln I

Tratfic Match Eritera
[T Default Inspection Trathic

Source .and Destnation IP-&ddress fuses GEl)

[T Tunmel Group

[~ TGP or UEPE Destination Pork
[T RTF Ramnge

[~ 1P Diff Serv CodePairts (DSCR)
[T IF Frecedence

[ Anybrafhic

[ﬂ' #fidd rule ko existing traffic class: IhttptraFFic Lﬂ

Fule can be added to an existing class map if that class map uses access conkral lisk (&CLY as its traffic matck

" Use an existing traffic class: ||n5pectiﬂn_defaultl|

™ Use class-default as the traffic class.

IF traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-defaull
all situation,

= Back | Blext = l

tcp/80802 AM2 501 AA L CHAIE Qo2 MEist T b e S 28



= Add Service Policy Rule Wizard - Traffic Maktch - Source and Destination Address

o-ElE ={guct



B% Add Service Policy Rule Wizard - Rule Actions

@ The Rule Actions are applied ko all the rules grouped in the Traffic Match.

:Protocol Inspection | Connection Settingsl QDS'

[~ CTIQEE

[~ DCERPC Configure...

[~ ohs COnFigure: .

[~ ESMTP Configure, ..

[~ FTP Zontiaure, .,

[T H.323H.225 Eorfigure:. .

[ H.323RAS Configures

[¥ HTTP Configure. .. HTTF Inspect Map: http_inspeckion_policy
[ ICMp

[T ICMP Error

[ 1s

[ Conkigure. ..
[~ IPSec-Pass-Thru COnFigUrE:. .
[ MaCR Eorfigure:. .
[~ METEIOS COnfigures.

= Back | Finish || Cancel

Configuration > Firewall = Service Policy Rules
g add + [ Edit ‘m‘l‘nelete| + & | y B2 @ -

Traffic Classification

Q, Find [2q Diagram = Pa

-,

Marne # | Enabled Makch Source Destination Ser,
[=l Global; Palicy: global_palicy
inspection_defau =y makch @@ any @@ any Q, defaull
[ Interface: inside; Palicy: inside-palicy
httptraffic 1 W [Eymatch & any P any uok hkkp
2 I [EymMatch & any P any TeE- 5030

ApplyE #E|&LICt.§&E CLI Zx|ado|M

CtS& & QIRrL|C

o] Al

=

g
o

A&sto{ Zmaefo|Mo| M= 2 S5t

rr
pal
1
o
T
C
ful



Output Interpreter TZ(SSE TP ) (OIT)E S show BHE X|HELICLOITE AFE5H0d
show B £3o| EME FLIC}.

- show running-config regex - =8 E H Al EAIRLICH

ciscoasa#show running-config regex

regex urllistl ".*\.([Ee] [Xx][Ee]|[Cc][0Oo] [Mm]|[Bb][Aa][Tt]) HTTP/1.[01]"
regex urllist2 ".*\.([Pp] [Ii][F£]|[Vv][Bb][Ss]|[Ww][Ss][Hh]) HTTP/1.[01]"
regex urllist3 ".*\.([Dd][0o][Cc]|[Xx][L1][Ss]|[Pp][Pp][Tt]) HTTP/1.[01]"
regex urllistd ".*\.([Zz][Ii][Pp]|[Tt][Aa]l[Rr]|[Tt][Gg][Zz]) HTTP/1.[01]"
regex domainlistl "\.yahoo\.com"
regex domainlist2 "\.myspace\.com"
regex domainlist3 "\.youtube\.com"
regex contenttype "Content-Type"
regex applicationheader "application/.*"
ciscoasa#
- show running-config class-map - T+ El 224 WS EA[ELCH
ciscoasaf#show running-config class-map
1
class-map type regex match-any DomainBlockList
match regex domainlistl
match regex domainlist2
match regex domainlist3
class-map type inspect http match-all BlockDomainsClass
match request header host regex class DomainBlockList
class-map type regex match-any URLBlockList
match regex urllistl
match regex urllist2
match regex urllist3
match regex urllist4d
class-map inspection_default
match default-inspection-traffic
class-map type inspect http match-all AppHeaderClass
match response header regex contenttype regex applicationheader
class-map httptraffic
match access-1list inside_mpc
class-map type inspect http match-all BlockURLsClass
match request uri regex class URLBlockList
!
ciscoasa#
- show running-config policy-map type inspect hitp - Tl http EE{ZI S A= M2 W2
EAE U

ciscoasaf#show running-config policy-map type inspect http
1
policy-map type inspect http http_inspection_policy
parameters
protocol-violation action drop-connection
class AppHeaderClass
drop-connection log
match request method connect
drop-connection log
class BlockDomainsClass
reset log
class BlockURLsClass
reset log
!
ciscoasa#
- show running-config policy-map - 2 & policy-map Z1I|22{|0|MH1} 7|& policy-map Z1IL| 22|
O|ME EAIFLICH,
ciscoasaf#fshow running-config policy-map
1

policy-map type inspect dns preset_dns_map


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

parameters
message-length maximum 512
policy-map type inspect http http_inspection_policy
parameters
protocol-violation action drop-connection
class AppHeaderClass
drop-connection log
match request method connect
drop-connection log
class BlockDomainsClass
reset log
class BlockURLsClass
reset log
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
ftp
h323 h225

inspect
inspect

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

h323 ras
netbios
rsh
rtsp
skinny
esmtp
sglnet
sunrpc
tftp
sip
xdmcp

policy-map inside-policy

class httptraffic

inspect http http_inspection_policy
1

ciscoasa#
- show running-config service-policy - T A& SQ ZE AH|A HA ZHn|Tdo|ME EAIE
L|CF.
ciscoasa#tshow running-config service-policy
service-policy global_policy global
service-policy inside-policy interface inside
- show running-config access-list - = ¢t 0{Z 20| AA MM A E|= access-list ZAL| T E|0[M4E

E AIELCH
ciscoasa#fshow running-config access-list
access-list inside_mpc extended permit tcp any any eq www

access-list inside_mpc extended permit tcp any any eq 8080
ciscoasa#

=X =

ol Mol ME Hu|aeiold EXME siidste Ol AASE + U= SEE MSELICH
11 debug BHEE ALE5t7| 7ol ClH B0l CiEt 2 HEE HESHAAL.

- debug http - HTTP E2iZofl Ciet C|H HIAIX[E EA[IELICH

2 HE


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

. Cisco ASA 5500 Series Adaptive Security Appliances X|#
. Cisco ASDM(Adaptive Security Device Manager) X[#

. Cisco PIX 500 Series 29t o{E2t0|HA X|H

. Cisco PIX 43} A 2 E 9j0q

. Cisco Secure PIX Firewall H2i #=x

- Hot A& EE & E|(PIX ZE)

. RFC(Request for Comments)

. 7|1& x| 3 £ M - Cisco Systems
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