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ok
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ASA

AAA-AMH

aaa-server ISE_AAA protocol radius
aaa-server ISE_AAA (Outside) host 10.31.124.82
key ciscol23

AnyConnect

webvpn

enable outside

anyconnect image diskO:/anyconnect-win-4.7.01076-webdeploy-k9.pkg 1
anyconnect enable

tunnel-group Defaul tWEBVPNGroup general-attributes
address-pool Remote_users
authentication-server-group ISE_AAA

group-policy DfltGrpPolicy attributes

banner value ###YOU DON'T HAVE AUTHORIZATION TO ACCESS ANY INTERNAL RESOURCES###
vpn-simultaneous-logins 0

vpn-tunnel-protocol ssl-client

group-policy RADIUS-USERS internal

group-policy RADIUS-USERS attributes

banner value YOU ARE CONNECTED TO ### RADIUS USER AUTHENTICATION###
vpn-simultaneous-logins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-1list value SPLIT ACL

group-policy RADIUS-ADMIN internal

group-policy RADIUS-ADMIN attributes

banner value YOU ARE CONNECTED TO ###RADIUS ADMIN AUTHENTICATION #i##
vpn-simultaneous-logins 3

vpn-tunnel-protocol ssl-client

split-tunnel-network-1list none

& 1:0| ZAx|asio|M ofloll e ISE ZAI|aslo|/ME S8l 2 Anyconnect AERHoAH 2§ H
M2 BEE 4 USLICHAFSAE Eig 1B MEE & ol= SMo| gioDz
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Network Devices Motwodk Desaces List = ASAY
Network Devices
Default Devica . S
* Mame | ASAv .
Device Security Settings -
Drescription

IF Address | *IF: | 10.31.124.85 SEN ‘

* Dwace Profile | &% Cisco |« &

Waodel Mame
Saoftware Version

* Metwork Device Group

Location |4l Locations & | | SetTa Default
IPSEC m O | | 5etTo Dafault

Device Type |4l Device Types @ | [ BetTo Default

|+ RADIUS Authentication Settings

RAMMUS UDP Settings
Prodocol  RADIUS '

* Shared Secret | pispo123 Hide
Use Second Shared Secrat [ ] 4
Show
CoA Port | 1700 Set To Default

RAMMUS DTLS Settings
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Identity Services Engine

Home Ci » Operati ~ Administration » Worl

» System |~ Identity Management ¥ Network Resources  » Dievice Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

» Identities  Growps  External ldentity Sources  Identity Source Sequences  » Settings
—

Identity Groups User Identity Groups > RADIUS_ANYCONNECT_ADMIN
Identity Grou
= o) ty P
. . : “Name | RADIUS_ANYCONNECT
B= e

© Endpoint Identity Groups
ser | dentity Groups

Description

=3

Member Users
Users

Selected 0 | Total 1 8 358

Show 3

deAdd * 3¢ Delete =

Status Email

Username &  First Name Last Name
[ m@ enabled

9 userl

3EAH. AEXIE ID 250 AGFLICH

MEXHE SHHE ID 2 &0l AZ
gt

Identity Services

1I°I'

fL|Ck Administration(Z+ 2l)>Identities(ID)>Users(AH& XH) £ 0|S

Home  » Context Visibility  » Operations  » Policy

~ Administration » Work Centers

» System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

Groups  Extemal Identity Sources  Identity Source Sequences  » Settings
(]

Network Access Users
Users

Latest Manual Network Scan Results #

J EdE dl‘Fndd Q(‘hanqeshtusv oimport g Export + M Dekete ~ I}:DJ;\I-:;te
Status Name = | Description

First Name Last Hame Email Address User Identity Groups Admin
m] Enabled 9 userl | RADIUS ANYCONNECT
[] @menabled g userz RADIUS_ANYCONNECT_USER
0 Enabled 9 userd
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Policy Sets ~ Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets

@ Status  Palicy Set Name Description Conditions. Allewed Protocols / Server Sequence  Hits  Actions  View
@ I;! DEVIGE Device Type EQUALS All Desice T Default Network Access R I 27 o >
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el Identity &

Poicy Sets | Profling  Posture  Clisnt Prodsioning  » Palicy Elements

Policy Sets = New Policy Set 1 [ Rese

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits.

@  NewPolicy Set 1 G DEVICE Device Type EQUALS ANl Device Types Detault Netwerk Access PR 7

¥ Authentication Policy (1}
¥ Authonization Palicy - Local Exceptions.
* Authorization Pelicy - Global Exceptions

¥ Authorization Policy (3)
Results
o Status  Rule Name Conditions Frofiles Security Groups Hits  Actions

DEVICE Desice Type EQUALS Al Desice Types
o ype W

v ©  ISE_CLASS_ADMIN AND + sedect fom list - - 7 [+
I A IdontityGroup Name EQUALS Usor Identity Groups RADIUS_ANYCONNECT I
; o | i suasiiises i & DEVICE Device Type EQUALS All Device Types " ) i - , o
I M IdentityGroup Name EQUALS User dentilty Groupe RADILS_ANYCONNECT USER I
@ Default # DanyAccess + t - & B o3
e
Conditions Studio
Library Editor
e . &
DEVICE-Device Type
S0 @FERECLOL? =
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) Identity Group-Mame
1] Catatyst_Swilch_Local_Web_Authenticat
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E Guist_Flow @
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Search
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= Paolicy v Administration » Waork Centers

"Guey' Identity Services Engine Home » Context Visibility » Operations

Policy Sets  Profiling  Posture  Client Provisioning = Paolicy Elements

Dictionaries  » Conditions  ~ Results

<]
+ Authentication Authorization Profile
*Name | CLASS_25_RADIUS_ADMIN |
= Authorization
Description |
Authonzaton prones "
| ] Access Type | AccESS_ACCEPT -]
Downloadable ACLs
Metwork Device Profile iy Cisco | »
+ Profiling =
Senice Template
» Posture P 0
Track Movement [
¢ Client Provisionin
9 Passive Identity Tracking [

P Common Tasks

» Advanced Attributes Settings

[Radius:Class 0| = [raDWS-ADMMY i

=

¥ Attributes Details

Access Type = ACCESS_ACCEFT
Class = RADIUS-ADMIN

=

#F1:0|™ 0|0O|X| Access_Accept, Class—[25]01 EA|El CHZ HI|ado|HME +&etL|C}.
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identity Services Engine Home  » Contoxt Visibilty  » Operations  JERES + Administration + Work Contors License Waming &

Poicy Sets | Profiing  Postwie  Client Pravisioning  » Policy Elements
Policy Sets = New Policy Set 1 m m
Stalus  Policy Set Name Description Conditions Allowed Protocals / Server Sequence  Hits
@ MNaw Policy Set 1 E  DEVICE Device Type EQUALS All Dimico Types Default Netwark Access x v

¥ Authentication Policy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions.

+ Authorization Policy (3)

Results.

Status  Rule Name Caonditions Frofiles Security Groups Hits  Actions
pe EQUALS All Device Types
7 @  ISECLASS_ADMIN AND + o
Q@ AND + o
C HECT
@ . + S o

O 5"|JL|ILE4|0|* O| HAME= Eoia EMHE 7|Ue 2 ISE Zdn|a2|o|MHE &3 ZF Anyconnect AHE

=X st

& f8%tCIHA & §tLteE ClHa BFX|IB LICHAAAR ASA T2 M| A 7HO| RADIUS 215 23
9l 015 SEof Chst ME HEE EAIELICH

debug radius
I CIE 88 22 B test aaa-serverLICt.O|X| 215 0| ACCEPTED EE= REFUSEDQ!X|, 1
2l 218 T2 MAM ZEtE[= 4 (class' )2 &elghLCt.

test aaa-server authentication

e AlLtEl

QlofM o= s x|y 0] M ool A user1 2 ISE AT 22| 0|Ad0] T2t RADIUS-ADMIN 1= AJ%H
of &5t E1IAE aaa-serverE A™SI T C|H EHX|E S M™ASI=X| &g = U&LICHEQISH
of & 2telg Z X EAIFLICH

ASAv# debug radius
ASAvi#test aaa-server authentication ISE_AAA host 10.31.124.82 username userl password *****

INFO: Attempting Authentication test to IP address (10.31.124.82) (timeout: 12 seconds)

RADIUS packet decode (authentication request)

Raw packet data (length = 84).....

01 l1e 00 54 ac b6 7c e5 58 22 35 5e 8e 7c 48 73 |

04 9f 8c 74 01 07 75 73 65 72 31 02 12 ad 19 1c | .

40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f 04 06 Oa | e.c...F.5.R.0...
1f 7c¢ 55 05 06 00 00 00 06 3d 06 00 00 00 05 1la |

15 00 00 00 09 01 Of 63 6f 61 2d 70 75 73 68 3d | . coa-push=



74 72 75 65

Parsed packet data.....

Radius: Code = 1 (0x01)

Radius: Identifier = 30 (0x1E)
Radius: Length = 84 (0x0054)

Radius: Vector: ACB67CE55822355E8E7C4873049F8C74
Radius: Type = 1 (0x01l) User-Name
Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31

Radius: Type = 2 (0x02) User-Password
Radius: Length = 18 (0x12)

Radius: Value (String) =

ad 19 1c 40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f |
Radius: Type = 4 (0x04) NAS-IP-Address

Radius: Length = 6 (0x06)

Radius: Value (IP Address) = 10.31.124.85 (0x0A1F7C55)
Radius: Type = 5 (0x05) NAS-Port

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x6

Radius: Type = 61 (0x3D) NAS-Port-Type

Radius: Length = 6 (0x06)

Radius: Value (Hex) = 0x5

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 21 (0x15)

Radius: Vendor ID = 9 (0x00000009)

Radius: Type = 1 (0x01l) Cisco-AV-pair

Radius: Length = 15 (0x0F)

Radius: Value (String) =

63 6f 61 2d 70 75 73 68 3d 74 72 75 65
send pkt 10.31.124.82/1645
rip 0x00007£f03b419fb08 state 7 id 30
rad_vrfy () response message verified
rip 0x00007£03b419fb08

chall_state ''

state 0x7

regauth:

ac b6 7c e5 58 22 35 5e 8e 7c 48 73 04 9f 8c 74

info 0x00007£03b419fc48
session_id 0x80000007
request_id 0Oxle

user 'userl'

response '***!
app O

reason 0

skey 'ciscol23'
sip 10.31.124.82

type 1

RADIUS packet decode (response)

Raw packet data (length = 188).....

02 le 00 bc 9e 5f 7c db ad 63 87 d8 cl
37 3d 7a 35 01 07 75 73 65 72 31 18 43
75 74 68 53 65 73 73 69 6f 6e 3a 30 61
63 35 32 52 71 51 47 52 72 70 36 5a 35
65 4a 39 76 4c 54 6a 73 58 75 65 59 35
70 44 45 61 35 36 34 66 52 4f 44 57 178
52 41 44 49 55 53 24 41 44 4d 49 4e 19
43 53 3a 30 61 31 66 37 63 35 32 52 71

bb
52
31
66
4a
34
50
51

03
65
66
de
70
19
43
a7

41
61
37
da
75
Oe
41
52

true

userl

.@.C...F.5.R.0

coa-push=true

7=z5..userl.CRea
uthSession:0alf7
c52RgQGRrp67Z5£fNJ
eJ9VLTjsXueY5Jpu
pDEa564 fRODWx4 . .
RADIUS-ADMIN. PCA
CS:0alf7c52RgQGR



72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 6a 73 | rp6Z5fNJeJ9vLTjs
58 75 65 59 35 4a 70 75 70 44 45 61 35 36 34 66 | XueY5JpupDEa564f
52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32 34 2f | RODWx4:iseamy24/
33 37 39 35 35 36 37 34 35 2f 33 31 | 379556745/31
Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 30 (0x1E)

Radius: Length = 188 (0x00BC)

Radius: Vector: 9ESF7CDBAD6387D8C1BB0341373D7A35

Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31 userl

Radius: Type = 24 (0x18) State

Radius: Length = 67 (0x43)

Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 | ReauthSession:0a
31 66 37 63 35 32 52 71 51 47 52 72 70 36 5a 35 | 1£7¢52RQQGRrp6Z5
66 4e 4a 65 4a 39 76 4c 54 6a 73 58 75 65 59 35 | £NJeJ9vVLTjsXueY5
4a 70 75 70 44 45 61 35 36 34 66 52 4f 44 57 78 | JpupDEa564£fRODWx
34 | 4

Radius: Type = 25 (0x19) Class

Radius: Length = 14 (0xO0E)

Radius: Value (String) =

52 41 44 49 55 53 2d 41 44 44 49 4e RADIUS-ADMIN
Radius: Type = 25 (0x19) Class

Radius: Length = 80 (0x50)

Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 52 71 51 | CACS:0alf7c¢c52RgQ
47 52 72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 | GRrp6Z5fNJeJ9vLT
6a 73 58 75 65 59 35 4a 70 75 70 44 45 61 35 36 | JjsXueY5JpupDEa56
34 66 52 4f 44 57 78 34 3a 69 73 65 61 64 79 32 | 4fRODWx4:iseamy?
34 2f 33 37 39 35 35 36 37 34 35 2f 33 31 | 4/379556745/31
rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination
RADIUS_DELETE

remove_req 0x00007£f03b419fb08 session 0x80000007 id 30
free_rip 0x00007£f03b419fb08

radius: send queue empty

INFO: Authentication Successful

user10| AnyconnectE Sall A2 E I} 2 S5t=X| &Qlst= E CHE 22 show vpn-sessiondb

anyconnect 32 At&35t0{ ISE A EMoi olall & E I8 HAME &lgLct

ASAv# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : userl Index
28

Assigned IP 10.100.2.1 Public IP 10.100.1.3

Protocol AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License AnyConnect Premium

Encryption AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256

Hashing AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl

Bytes Tx 15604 Bytes Rx 28706

Group Policy : RADIUS-ADMIN Tunnel Group : DefaultWEBVPNGroup

Login Time 04:14:45 UTC Wed Jun 3 2020

Duration 0h:01m:29s

Inactivity 0h:00m:00s

VLAN Mapping N/A VLAN none

Audt Sess ID 0a6401010001c0005ed723b5

Security Grp none

HIZS AlLIE|2 1
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RADIUS packet decode (response)

Raw packet data (length = 20).....

03 21 00 14 dd 74 bb 43 8f 0a 40 fe d8 92 de 7a | I I N G - B 4
27 66 15 be | 't

Parsed packet data.....

Radius: Code = 3 (0x03)

Radius: Identifier = 33 (0x21)

Radius: Length = 20 (0x0014)

Radius: Vector: DD74BB438F0A40FED892DE7A276615BE
rad_procpkt: REJECT

RADIUS_DELETE

remove_req 0x00007f03b419fb08 session 0x80000009 id 33
free_rip 0x00007£03b419fb08

radius: send queue empty

ERROR: Authentication Rejected:
aluil dentity Services Engine

AAA failure

. Steps
Overview
11001 Received RADIUS Access-Request
Event 5400 Authentication failed
11017 RADIUS created a new session
Username userl 1117 Generated a new session ID
Endpoint Id 15049  Evaluating Policy Group

15008  Evaluating Senice Selection Policy

EndpointBroly 15048 Queried PIP - DEVICE Device Type

Authentication Policy New Paolicy Set 1 >> Default 15041 Evaluating Identity Policy

22072 Selected identity source sequence - All_User_ID_Stores
Authorization Policy New Policy Set 1 == Default

15013 Selected Identity Source - Internal Users
Authorization Result DenyAccess 24210 Looking up User in Internal Users I0Store - user1

24212 Found User in Internal Users |DStore

22037 Authentication Passed

5036  Ewvaluating Authorization Policy

Authentication Details i § . .
5046  Queried PIP - DEVICE Device Type

1
1
15048  Queried PIP - Network Access. Userlame
1
1
1

Source Timestamp 2020-06-02 23:22:53.577
5048  Queried PIP - [dentityGroup.Name
i i 0-06-02 23:22:53.577 - A -

sz e U B 5016  Selected Authorization Profile - DenyAccess
Policy Server iseamy?24 5039 Rejected per authorization profile

11003  Returned RADIUS Access-Reject
Event 5400 Authentication failed
Failure Reason 15039 Rejected per authorization profile

#1:0| odof M user12 AF& X} ID I & HAAL|X| et &LICEIFEFA DenyAccess 24 S At

2735104 New Policy Set 1(M &2 EIgt 1) of2i 2| Default Authentication and Authorization(7|
= Q& 4 ME 2oi) Yo =2 gLt 0l 242 Default Authorization Policy(7 & T8t £
01 Z4ZH) 04| A PermitAccess(318 M A)E 753104 User ID T EO0| HAALIX| &t 2 AHSXIE

5188 + Aot

HIZ S AlLl2I2 2

AnyConnect0l| A 215 0| At 7|2 HEH F0{ HE 0| PermitAccess@ B 21&0| =2 EL|Ct
e 224 §42 Radius SEO| EAE[X] gt 22 ALEXRI7 DfitGrpPolicyll 242 vpn-
simultaneous-logins 02 2 I8l 44| x| ot &LICH.



RADIUS packet decode (response)

Raw packet data (length = 174).....

02 24 00 ae 5f 0f bc bl 65 53 64 71 la a3 bd 88
7c fe 44 eb 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 32 39 54 68 33 47 68 64 44 54 49 35 71
37 48 46 45 30 7a 6f 74 65 34 6a 37 50 76 69 4b
5a 35 77 71 6b 78 6c 50 39 33 42 6¢c 4a 6f 19 50
43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37

.$.._...eSdqg....
| .D...userl.CRea
uthSession:0alf7
©5229Th3GhmDTI5g
7HFEOzotedj7PviK
Z5wgkx1P93BlJo.P
CACS:0al1f7c¢5229T
h3GhmDTI5Q7HFEOzZ
otedj7PviKzZ5wgkx
1P93B1lJo:iseamy?
4/379556745/37

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 36 (0x24)

Radius: Length = 174 (0x00AE)

Radius: Vector: 5F0FBCB1655364711AA3BD887CFE44EB
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

75 73 65 72 31 userl
Radius: Type = 24 (0x18) State

Radius: Length = 67 (0x43)

Radius: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 ReauthSession:0a

|
31 66 37 63 35 32 32 39 54 68 33 47 68 6d 44 54 | 1£7¢5229Th3GhmDT
49 35 71 37 48 46 45 30 7a 6f 74 65 34 6a 37 50 | IS5Q7HFEOzotedj7P
76 69 4b 5a 35 77 71 6b 78 6c 50 39 33 42 6¢ 4a | viKZ5wgkx1P93BlJ
6f | o

Radius: Type = 25 (0x19) Class

Radius: Length = 80 (0x50)

Radius: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54 | CACS:0alf7c¢c5229T
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a | h3GhmDTIS5Q7HFEOzZ
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78 | otedj7PviKzZ5wgkx
6c 50 39 33 42 6¢c 4a 6f 3a 69 73 65 61 6d 79 32 | 1P93BlJo:iseamy?
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37 | 4/379556745/37
rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination

RADIUS_DELETE

remove_req 0x00007£f03b419fb08 session 0x8000000b id 36

free_rip 0x00007£03b419fb08

radius: send queue empty

INFO: Authentication Successful

ASAvVH#

vpn-simultaneous-logins 00| '"1'E HAL|H AFEXt= £30i| ZA|E CHE A ELICY.

ASAv# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : userl Index

41

Assigned IP : 10.100.2.1 Public IP : 10.100.1.3

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl

Bytes Tx : 15448 Bytes Rx : 15528



Group Policy : DfltGrpPolicy Tunnel Group : DefaultWEBVPNGroup

Login Time : 18:43:39 UTC Wed Jun 3 2020

Duration : 0h:01m:40s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0a640101000290005ed7ef5b

Security Grp none

o @

Cinge AnyCennest

YO DON'T HAVE AUTHORIZATION TOr ACCESS ANY INTERMAL
REFIURLES
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ASAv# sh vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : userl Index : 29

Assigned IP : 10.100.2.1 Public IP : 10.100.1.3
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384
Bytes Tx : 15592 Bytes Rx : 0

Group Policy : RADIUS-USERS Tunnel Group : DefaultWEBVPNGroup
Login Time : 04:36:50 UTC Wed Jun 3 2020

Duration : Oh:00m:20s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0a6401010001d0005ed728e2
Security Grp : none
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