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LDAPE Al&35to4 HI2HS 22| £
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LDAP 7|= DN 8! 75 DN ZH

LDAPS SSL PIBEM 2 E SA

LDAP MHHO| 24 HFE] ME A0 048] QIS M7t MX|E ZHR(ME ALE
FMC 711|22f|0|4

Zlo| Ml Al EHO|

0404 A{X4

AnyConnect 71|28 0|4
&l
AnyConnect0 214510 AL Xl 24Z40] CHSH H|2EHS B2 T2 M|A =9I

2x siZ

s S0 H|2lHS gl C{Ha
3 Itg| Sof wME= alHl X0l o =

O] £ Mol A& Cisco FTD(Firepower Threat Defense)0il 21Z25H= AnyConnect 22H0|1E 0| CHEH
LDAPE At&5t04 H|ZHE 22|§ 7 A5h= WEdof CHal ™ ghL(ct.

AR @ F AbSE
Q3 AE
CiscodllMeE CIS &S50 CHE 7|2 R|AE 4d&E JAE HEELICHL

« FMCZ2] RA VPN(Remote Access Virtual Private Network) Tt 4301 CHEH 7|£ K| 4]
« FMC2| LDAP MH Zx|azflo|Mof CHEt 7[&2 X[ 4



« Active Directory0i| CH&t 7|2 K| Al
MBElE 78 24
Ol EMel HE= CHE AZEQo] 2 =R o HTE 7|H e = g LC

» Microsoft 2012 R2 At
« 7.3.02 A™3t= FMCv
« 7.3.02 A™35t= FTDv

= —
AE X7I3HE(Z|2) A3 oMo 2 AEEIRELICH B ESZTES &2 B ZE
2 x =)

Ol EMe| HE= 54 ® g E2| CIHIO|AE EOIZ A EE[I&LICH O EA{ol AHSE 2 E Cut
| —
SEo| MR GFE DI2| SKISHAIZ| HFEfLICEH

HE<3 clolo{23 al AlLt2|2

- 9 _ outside

inside

Windows Server FTD AnyConnect Client

Windows MHE AL&x &2 #a| Z2MAE EAESHY| 2/5§ ADDS X ADCSE 0|2| 4|0
UELICH o] AL [0|M 7HO|= 0 ME Ol2{Et AFE AL A S MM LICH

SE= RS
ArEAE AHH:
« ZZ|Xt: FTD7} Active Directory A{E{0f| HIQIEE = U5 CIHEZ| HHo 2 AFSE LICH
« admin: At X} IDE AlQd5tE O AFE El= HAE 22|RF H™ELCH.
LDAP 7|2 DN & J& DN &%

1. @7] Active Directory Users and Computers Server Manager Dashboard(kl H 22X CHAE )%

grLiCt.
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)| Manage Took

Astive Directory Admintirative Center
T
T <oV s e L
tve Diressery

B Locat Server || ictive Direcsory Sites and Senvices
B Al Servers . Confi this | | sar Actove Directory Uien and Compubing I
" ADcs on IgUI'E' nis lIocal server AD 75 Managemen

ADS Edit
W apDs

Certification Autharity
&F ADF3 Component Services
& oNs 3 Add other servers to manage e g
B File and Storage Services Drefragement and Optimize Drives
o s Create a server group s
T Nap

2 Add roles and features

Euent Voewer
Group Policy Management
eaith Registratsen Autharity
Interned Infaemation Senvces (115) Manager
SCS! Initiator
ROLES AND SERVER GROUPS Lot Sucurity Pokiey
Roler: 7 | Servergroups: 1 | Servers totak 1 Metwork Policy Server
1T 1 CUEC Data Sowrons (32-bit)
File
" ancs 1| | @ apos 1] | 2 ao¥s 1 | & ons 1] | g %] |008COta Scurces phatig
—e Pedomance Monior
@ Manageatility ® Manageability ® Manageability (® Manageabisity (® Man] | Resource Monitar
Events Events Events Events Even| | Securty Configumbon Wizsed
Senves
Servi Se Servic Sarvic 5o 5 —
TVICRS TVICRS .5 L3 i c
Performance Performance Performance Performance Perfo Sﬂw Ardprmation

BPA results BPA results EPA results BRA results BPA| Task Scheduler
Windows Firewall with Advanced Security

\Windows Memary Disgnostc
Windows Poaerimeil
Wirndts Poswtrimedl (x06]

s 1 NAP 1 Local Se 1 All Se 1 B e RSLE
) ™ B Local Server i roers .

() Manageability (3 Manageability (B Manageability (® Marageabity | Windzrmrd Sivar ackup
Events Events Events Everts
Services Services Services Services
Performance Performance Performance Performance

BPA results BPA results EPA results BPA results

2. C£|7| View Option = iEI-)}o-l§|.5|.o:| Advanced Features, O|D|X|0‘|| .-IJ.MEI EHE

View | Help

Add/Remove Columns...

Large lcons L

Small lcons

List ntainer for up...
I |E| Detail ntainer for do...

ntainer for sec...
Users, Contacts, Groups, and Computers as containers ntainer for or...

Advanced Features ntainer for ma...

Filter Options... ation for stor...
Customize... T
System — tainer for up...
Users [ NTDS Quotas msDS-QuotaC... Quota specifications co...
b [ NTDS Quotas [CI TPM Devices  msTPM-Infor...
b 7] TPM Devices Infrastructure  infrastructureU...
<] [T ] >

Displays items in a list.



3. 0| 7| &t% AD 7| otefel F£II £48E = =+ JU&LICH
o & E01, FEOf CiEt DN R 2B{H

st Ct= Properties, ol o|O|x|of EA|E CHE

Description

Default container for up...
Default container for do...
Default container for sec...
Default container for or...
Default container for ma...
Default location for stor...
Builtin system settings
Default container for up...
Quota specifications co...

razorloca IR A QE

5;5. H‘l% =2 %E—| razor.local% t||.=__||-|

E Active Directory Users and Computers
File Action View Help
e 2m 0Dz BHm3eETER
. Active Directory Users and Com|| MName Type
b Saved Queries | Builtin builtinDomain
“ | ra.zor,lf:c Delegate Control... per
I | Built = zational...
b B Com ind... Ler
b &l Dom Change Domain... dFound
p [ Forei Change Domain Controller... her
b= :::m Raise domain functional level... her
an
— Operations Masters... ner
» [ Prog
. r
p (] Syste New r [
QuotaC...
| User. All Tasks * lins
b -. NTD =INTOr.
b ] TPM View P fucturel...
Refresh
Export List...
Properties
Help
< mn >
Opens the properties dialog box for the current selection.

4. Ol 2l propertiess MEHEILIC}. Attribute Editor &
viewO| L}QF Q= WRH.

O|= 7| 5t L& 0 DN2 S Atstod FMCO|

Ol ofollM RE DN%

C=razor, DC=local. ZA% =A

=oqd

D f —|
Attribute Editor 2 S25t1 ok SE MEE S22 5t2{™ CIA| AIE%H:'AI_?.




razor.local Properties (2] x ]

General | Managed By | Object | Security | Attribute Editor

Attributes:
Attribute Value A
defaultLocalPolicyObj... <not set>
description <not set> -
desktop Profile <not set> =
displayName <not set>

displayNamePrintable  <not set>
distinguishedName DC=razor,DC=local

domain PolicyObject <not set>

domainReplica <not set>

dSASignature { V1: Flags = 0x0; LatencySecs = 0; DsaGuic

dSCorePropagationD... 0 =()

eFSPolicy <not set>

extensionName <not set>

flags <not set>

forceLogoff (never) v
< m ]

View Fitter

Attribute: distinguishedName
Value:

Clear




LDAPS SSL RIEM RE SA

-

1L

1. F27| wintk & 22 mmcexeE 218 CHS ok 0| 220 LEQF UE ARH.

& Run 2

@ Type the name of & program, folder, document, or Internet
resgurce, and Windows wall open i for you,
a

.

2. B M Fe> Add/Remove Snap-in..., O O|O|X|0f] EA|E! ss:

There are no items to show in this view.

Mare Actions

Add/Remove Snap-in...
Options...

1 C\Windows\system32\dsa

2 CA\Windows\system32\,

3 C\Windows\system32\certmgr
4 C\Windows\system32\certsrv
Exit

Enables you to add snap-ins to or remove them from the snap-in console.



3. A& 78 AHCIM certificaes CHE 2 2 2IETLICH Add, O] O|O|X|0d| EA|IE! CHE

Bdd or Resowve Snap-ine bt

You can sebct snap-ns for this console from thase avalable on your computer and configure the selected et of snap-ns. For
extensble snap-ns, you can configure which extersions are enabled,

Available snap-ins: Selected snap-ins:
Snap-in Vendor A | Conscle Root Edit Extensions. .
_lActive Dirsclory Do Mcrosoft Cor... Remove

PBiF Active Directory Site.,. Micregoft Cor...
] Active Directory Use,,. Miosoft Cor.,..
= ActhveX Contral Microsoft Cor,.. Mave Lin

2 A0s] Edt Microsoft Cor..,
Ljéuthorization Manager Mcresoft Cor... | [“aoe—] DAVE A
Certificate Templates  Murosoft Cor...

iF)Certificates .
il Certfication Authority  Microsoft Cor...
B, Component Serviees  Microsoft Cor...
fl:n:rmmta'r-'.amqem... Microsaft Cof...

Hbe'm:e Manager Mucrosaft Cor...

== Dis: Management Microsoft and. ., '

LA o mﬁa_n [ Advanced...
Desmiption:

The Certificates snap-n alows you to bravize the contents of the certificate stores for yoursslf, a service, or a computer,

ok || cancel |

4. =4 computer account CHE & 2 2/ ELICH Net, O] O|O[X|0f| EAIE CHZ




Certificates cnag-in

Thiz srizp-n will always manage cetificates for

04710 EA|E! CHE Finish.



Select Computer

Selact the computer you wart this snap-in to manage.
This snapn will always manage:
(®) Local computer he computer this conaole ks nunning on)

(") Another computar:

Browse...

[ ] Alow the selected computer to be changad when launching from the command line. Thiz

onfy applies f you save the coneola.

< Back

7

L
1

5. O|A| ok 0| 1 E{od| Ltk =

30
rr

>




Add ar Resswove Snap-ins >
You can sshact snap-ins for this console from those avalable on vour computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snap-ns: Selected snap-ns:

Snapn Vendor A | Console Roat Edit Extensions. ..
_'_-h:ﬁmr Direciory Da...  Microsoft Cor... il Certiicates (Local Computer) [—
Bim Active Directory Site... Macragaft Cof...
] Active Directory Use... Mirosoft Cor...
=" ActiveX Contral Microsoft Cor,.. Mave Lip
%#DE] Ecit Microsoft Cor... pr——
Autharization Manager Micresoft Cor. .. bk
.EI Certificate Templates  Mcresoft Cor...
I Certificates Microsoft Cor,..
il Cartification Authority  Microsoft Cor..
3-Eummrenliaui:e= Micresolft Cor...
& Computer Managem... Microsoft Cor...
HDEI.HI:E MMaraper Murosoft Cor,..
rr Disk Ma t Microsoft and. ..
T okManogenent | Mroftand.. Adsance...

Desmiption:

Thea Cartificates snap-n alews you o brawee the contants of the cerbficate ctores for yeurself, a sarvos, ar a computer,
I

6. & WEILICEH persora ZECHE S 2Bt CHS certificates. LDAPOIA A2 SHE 215 MHE Windows A
EH 2| FQDN(Fully Qualified Domain Name)0i| &t Z3HoF & LICt. O MEHoll= M| 7HX| 1B M7t
LtdE L ct

« CA 2B ME razor-WIN-E3SKFIQD6I7-CA.

« 0f o|&l YZEl CA 2B A supinfo-WIN-FNIVPIQUEHS-CA.

+ ID 218 M7} wiN-E3sKFIQD6J7.razor.local 01l 2| 3H razor-WiN-E3SKFIQD6I7-CA.

0| Z4I|2 | 0|M 70| = 0d A FQDN WIN-E3SKFIQD6J7.razorlocal [IFE2FA R 2 F 215 A= LDAPs SSL
QIBME AI8E = i&LICH Y2 E ID 218 M winN-E3skFIQDe7 razor local 2 (=) Windows Server CA
MHIAMM RSS2 YUZ 8 QS MULICH ME HEE &elste{H QIS ME F H =2 LICH




File Action View Favorites Window Help
Y G EREEY

] Console Root Al Issued To = Issued By Expiration Date
4 (5} Certificates (Local Computer) £yl razor-WIN-E3SKFIQDBIT-CA razor-WIN-E3SKFIQDEIT-CA 3/22/2026
4 7] Personal ¥ supinfo-WIN-FMJVPOQUEHS-CA  supinfo-WIN-FNJVPOQUEHS-CA  2/23/2025

[ Certificates [EIWIN-E35KFIQDEI.razorlocal __razor-WIN-E3SKFIQDEI7-CA 2/25/2023_] SIS
13 u oot Certfication Autho

b ] Enterprise Trust
b ] Intermediate Certification Autho
p 21 Trusted Publishers
b ] Untrusted Certificates
p (1 Third-Party Root Certification AL
b 1 Trusted People
t ] Client Authentication lssuers
p (] Other People
b (] Remote Desktop
p [ Certificate Enroliment Requests
b [ Smart Card Trusted Roots
b (] Trusted Devices
p (=] Web Hosting
< n

Perscnal store contains 3 certificates.

7. LDAPs SSL 2IEME AtE5tE{H QIS M7 ChE +F AtE 2 SF5oF &Lict
- 38 0|8 == DNS & CHA| O|& O] Windows Server2| FQDNZH x| &FL|C}.
« 915 MollE Enhanced Key Usage(Z.& 7| AF2) ZE of2{ofl M 215 0| Ql&Lict.

Ol 2H Details 1B M| B0 M subject Alternative NameO4 7 | A FQDN2 wiN-E3SKFIQD6J7.razorloca O|(7F) U& L
Ct.



Certification Path

Value
%|Enhanced Key Usage Client Authentication (1.3.6.1....
| Application Policies [1]Application Certificate Polic...
5| subject Key Identifier 1b 34758 c43e ef 58 b 43 ...
55| Authority Key Identifier KeyID=cf83 92 a4 1400 e75...
gcm Distribution Points [1]CRL Distribution Point: Distr...
&l

Authority Information Access  [1]Authority Info Access: Acc...

Key Usage Digital Signature, Key Endpher...
Subject Alternative Name DNS Name=WIN-E3SKFJQD&]...

S Name=WIN-E3SKFIQD617.razor.local

DNS Name=RAZOR

Edit Properties...
Learn more about certificate details

OF2H Enhanced Key Usage, Server Authentication O |(7|') A& Lt



General iIs | Certification Path

Show: | <All>

Field Value

Certificate Template Inform... Template=LDAPoverSSL(1.3.6...
n3| Enhanced Key Usage Client Authentication (1.3.6.1....
Application Policies [1]Application Certificate Polic...

SubjectKeyIdenﬁﬁer 1b3475f8c43eefS8H 43...

Authorlty Key Identifier KeyID=cf 8392 a4 1400 e75...
CRL Distribution Points [1]CRL Distribution Point: Distr...
Authority Information Access  [1]Authority Info Access: Acc...

|Key Usage Digital Signature, Key Encipher...

KDC Authentication (1.3.6. 1.5.2.3.5)

Edit Properties...
Learn more about certificate details

8. EOIE|A|H, certification Path E{0IA FE CA QIS Ml %A L °._|§A‘|
Je2{H o|O|x|of| ZAIE WXEH FE CA QIS M| ChEt 2!



Certificate

[=<1].
General | Details | Certification Path |

Certificate

[General [ Detais | Certcaton path
Certification path
=) razor-WIN-E3SKFIQD6)7-CA | @ Centificate Information
. {_'ﬁl WIN-E3SKFIQD67.razor.local
This certificate is intended for the following purpose(s):
» Allissuance policies
« Al application policies

Issued to: razor-WIN-E35KFIQD6I7-CA

Issued by: razor-WIN-E3SKFIQDE17-CA

View Certificate
Valid from 3/22/2021 to 3/22/2026
Certificate status:
is certificate is OK.
Issuer Statement
Learn more about certification paths Learn more about certificates
S =
Aoz 2E

9. O}2H Detdils FE CA 215 M 2| B4l A copy to File Cisco 2] certificate Export Wizard PEM

CAE LHEHL|CH
2

|0

| 34 Al
= o=

MEH Base-64 encoded X509 I} 2



Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\Users\Administrator \Downloads'yoq
Export Keys No
Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)

10. HZHO|L} CHE HAE HEIT|E AL 504 A|AHE o MEYEH QX0 M E FE CA S
g Lict.

PEM &4 15 M7t EAIEILICH LIBOI ALSE % T XESHAAIL.

MIIDfTCCAMWgAWIBAgIQV4ymxtI3BI9IHNDL+1uYazANBgkghkiGOwOBAQUFADBRMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxFTATBgo
vcjEhRMB8GALUEAXMYcmF6b3ItVO10LUUZUOtGSTFENKko3LUNBMB4XDTIXMDMyMjEOMzMXNVoXDTI2MDMyMjEONDMXNVowUTEVMBMGCg!
BWxVvY2FsMRUWEWYKCZImiZPyLGQBGRYFcmF6b3IXITAfBgNVBAMTGHIhem9yLVdITi1FMINLRkpRRDZKNYy1DQTCCASIwDQYJKoZIhvc
CCAQoCggEBAL803nQ6xPpazjj+HBZYc+8fV++RXCG+cUnb1xwtX0B2G4UxZ3LRriwznjXaS02Rc3qVw41n0Az i Gs4ZMNM1X8UWeKuw1i 8!
9dkncZaGtQlcPmgcnCWunfTsaENKbgoKi4eXjpwwUSbEYwU30aiil/tp422ydy3Kg17Iqtls4XgpZmTezykWra7dUyXfkuESk6T1EQAV
CSKTQTRXYryy8dJrWjAF/n6A3VnS,/17Uhuj1x4CD20BkfQy6p5HPGXdc4GMTTNDZUL460t61meBXPHFOIJehh+tZk3bxpox TDXECAWE
DAgGGMA8GA1UdEWEB /wQFMAMBAf8wHQYDVROOBBYEFM+DkqQUAOdY379NnViaMIJAVTZIMBAGCSsGAQQBgjcVAQQDAgEAMAOGCSqGSI
AA4IBAQCiSm5U7U6Y7zXdx+d1eld0QmGgKayAAuYAD+MWNwC4ANzFD8Yr7Bn06f/VnF6VGYPXa+Dvs7VLZewMNkp31+VQpkBCKdhAV6q
4sMZFfbVrG1Rz7twWY36J5G5vhNUhzZIN20Lw6wtHg2S08X1vpTS5fAnyCZgSK3VPKFXnn1HLp7UHS5/SWN2JbPL15 r+wCW84b8nrylb
GuDsepY7/u2uWfy/vpTligeok2DH6HFfOET3sE+7rsIAY+ofOkWW5gNwQ4hOwv4Goqj+YQRAXXi20ZyT1tHR1dfUUbwVENSFQtDnFA7X



LDAP Mto| 22 ZFE] K& 201 03] QB M7t MxIE Z(ME AE)

gl

1. LDAPSO X ALE & = {= 0421 ID 2B MLl B2 X A8
LDAPS ME{0]| HMIA & 5= Qs 82, FTDOMM =& § mjf=!
&LIC}

4+ ole 2= ANO| Y7L
& gx5¥

PSEI=Ne

\|

2. LDAP ME{(0f: AD DS =HIQ! HEEDH) 24 AFE AUSM ML HH 2180 & IS
M7t o] 7H = B LDAPS S4l0 CHE B M7 A EICts Ag & £ UELICH O|E{E &
Mol 7ta Z2 a2 24 ARE LEM XMELAUM EEHRE QBEME 25 ®MAHSD MH
150 &8 QB ME StLtEt 2= WLt

a2t & o|4 9| QI M7H EL2 5t Windows Server 2008 LDAP AMEH7t 5Lt Ol U= &8t
Ol 7l U= 72 LDAP S Al0] Active Directory ZHI 2! MH|A(NTDS\7HQ!) QIS M KEAE AIE

g & A&LCH

Ol tAHME EHQl HEER 2EZH AFE US M MHE A0 M Active Directory = H| Q1 AH[A A
HIA Q1B M K{EA(NTDS\Personal)Z LDAPS k|2 215 ME LIELHE &HE Eo ELICH

« Active Directory AHHA MMC 2& 2 0|55t04 It U2 MEHEH CHS Add/iRemove Snap-in.
« 22 certificates Lt 2 S 2ELICH Add.

° 9| Certificates snap-in, ﬁIE—l]I Computer account E|'

* -JFAu_I Select Computer, Au_'IE—l]l Local Computer, = =

OK.

a2l ke 225t C

= |‘% Finish. =& Add or Remove Snap-ins, 2=

|

« MH 2150l MA8E[E AUBM7E S0 U AFEIQ UBEM ZE0M certificate, 22 All Taxs2

Z2l8t O export.

= Console1 - [Console Root\Certificates (Local Computer)\Persona\Certificates] |- [a T
@ File Action View Favoritess Window Help - ]e]x
o 2m & XE = BE
Console Root ~ || Issued To & Issued By Expiration Date Actions
4 ) Certificates (Local Computer) ol razor-WIN-E3SKFJQDEJT-CA razor-WIN-E3SKFIQDEIT-CA 302272026 Certificates a
4 [1] Personal Z3) supinfo-WIN-FNJVPOQUEHS-CA  supinfo-WIN-FNJVPSQUEH9-CA  2/23/2025 .
| Certificates = WIN-E3SKFJQD6/ .razordocal  razor-WIN-E3SKFIQDEEZZ VYT ROt
T ification Auth
| fre oot Catifcation Ao { Opsn | WIN-F3SKEINDAI7 razar lacal &
REMepeius = All Tasks , Open "
| Intermediate Certification Autho L {
| Trusted Publishers Cut Request Certificate with New Key...
| Untrusted Certificates Copy Renew Certificate with New Key...
| Third-Party Root Certification Ay Delete

Trusted People Manage Private Keys...

| Client Authentication Issuers

| Other People Help . Export...
| Remote Desktop )

Properties Advanced Operations J

| Certificate Enroliment Requests
| Smart Card Trusted Roots
| Trusted Devices

| Web Hesting b
< " > < m >

- T TV VvV VYV CYY

Export a certificate



- oM eIB M LH'=' LHZ| pix Tt MMM EAIE X|IFELICH oM IS MHE LHE L= Yo
CHEF O]l EME BIZSHAAIL. pix MMCO| A &5 Al

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118339-technote-
wsa-00.html

o QM LHELHZ|7} &t & £ Add/Remove Snap-in ON MMC console. 2 = Certificates CFHE & £ 2|8 LIC}.
Add.

o MEH! seviceaccount LSS S 2IELICH. Next.

Certificates snap-in -

This snap-in will always manage certificates for:
() My user account
(®) Service account

(O Computer account

* O salect computer CHE} &M XFO| A Loca computer 2 2 2I5F 1T Next.

° tlEH Active Directory Domain Services E"%% = I%I'L—“:-" Finish.



https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance/118339-technote-wsa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/web-security-appliance/118339-technote-wsa-00.html

Select a service account to manage on the local computer.

Service account:
Active Directory Certificate Services
B ory Uoma
Active Directory Web Services
AD FS Windows Service
Application Expenence
Application Host Helper Service
Application Identity
Application Information
Application Layer Gateway Service
Application Management
ASP NET State Service
Background Intelligent Transfer Service
Background Tasks Infrastructure Service
Base Filtering Enagine

+ 04| Add/Remove Snap-ins CHSF A KFO| A ok.
+ Expand certificates - Services (Active Directory Domain Services) CH= & 2 =8 LICl. NTDS\Personal.

o OIRA QEZ EHE 2! nTps\Persond, 2 2] All TaksS 2 28 CHS import.

@ File Action View Favorites Window Help

e zn(@ 0| 6

] Console Root Object Type
b G Certificates (Local Computer) [ Certificates
4 () Centificates - Sem:e (Active Dlrectcryq . ——
p [ NTPen More Actions
p O NT Find C!lllf' cates... ‘
p EINT ANTasks » Find Certificates...
b R Ny vl
b B NT iew mport...
p 5] NT _NNW'—“de“’m Here Advanced Operations »
> E N7 New Taskpad View...
pENT
[ :j NT Refresh
Export List...
Help

< n >

Add a certificate to a store




0‘“ Certificate Import Wizard APS!' §|'D|_=|0‘||A‘| Next.

e 7tME It SFHM BrowseS T2 1 O|of LIEH Q15 Tt Bt Ct
« Open(@7[) StHIM 712 HE mE(+pix, p12) 7t I Y FEOZ MEHEI LIS ot A|AERIE
=HA15H04 OfFH0f LIZ W Q1B A8 S LIcH 131 CH ST QIS AME 228t
a Open T
(— - 1 1! » Libraries » Documents v O Search Documents P
Organize ¥  New folder ~ [ @
A Favorites MName - Date modified Type Size
B Desktop &) Idapcent 4/25/2022 12:01 Personal Informati... 5KB|
& Downloads
. Recent places
9 Libraries
| Documents
& Music
k= Pictures
B videos
1% Computer
€l Network

File name: | Idapcert

Personal Information Exchange v |

| |

[ Open Cancel ‘

« 22| open IS E2IELICH Next
o &5 30| AM mhUoi CHaH Ad%dEt

o=

EHE[0] QU=
|g=||- |——| I:|'. Next.

Certificate Store(215 Al K& A) 1 0| X|0{| M Place all certificates(2
X| & QI8 1 Certificate Store(QIE A K& A)

= o|=
- L-O

LIC}. NTDS\Personal CFH2 2

M 7txK 717k M

2l

= Ol
=

= e1:H



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
NTDS\Personal

Learn more about certificate stores

o 0| certificate Import Wizard & 2 SFEA0| M Finish. 2™ 7K 27171 HERUCH= HIA|X|7} EA|IEL
Ct. 22l ok. Ct21t 20| QB M XMHE A ot M 1B ME 7HX{ gt & LICt NTDS\Personal.



& Consolel - [Console Root\Certificates - Service (Active Directory Domain Services) on Local Computer\NTDS\Personal\Certificates] | = | = [IS]

@ File Action View Favorites Window Help -|2]x
e nm & & XE = Hm
| Console Root Issued To = Issued By Expiration Date Actions
b G Certificates (Local Computer) [Sal razor-WIN-E3SKFIQDEIT-CA razor-WIN-E3SKFJQDEIT-CA 3/22/2026 Certificates i
4 5V Certificates - Service (Active Directory D | Sl RS I o0 T th T A razor-WIN-E3SKFJQDEIT-CA 4/25/2023 .
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Edit Trusted Cenrtificate Authority

Namie:

LDAPS-ROOT-CERT

Subject:
Common Name: razor-WIN-E3SKFIODEIT-CA
Ovganization:
Owganization Unit:

Issuer:
Commaon Name: razor-WIN-E3SKFIQDEJT-CA
Ceganization:
Organization Unit:

Mot Valid Before:
Mar 22 14:33:15 2021 GMT

Mot Valid After:

[ Install Genificate ]




Add New Realm [ 7 4

MName* Description
LDAP-Server
Type

LDAP
Directory Username* Directory Password*
Administrator@razor.local sessnssesn
Base DN* Group DN*
DC=razor,DC=local DC=razor,DC=local

Directory Server Configuration
A WIN-E3SKFIQD6]/.razor.local: 636

Hostname/IP Address* Port*
WIN-E3SKFJQD6EJ7 razor.local 636
Encryption CA Certificate*
LDAPS LDAPS-ROOT-CERT +

Interface used to connect to Directory server o
(@ Resolve via route lookup

() Choose an interface

Test
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2t AnyConnect 21501 CHEF S Y8t 27t EE EIX| et &LCt

Add Directory @ X

Hostname/IP Address* Port*
WIN-E3SKFJQD6J7.razor.loc 636

Encryption CA Certificate*

LDAPS | | LDAPS-ROOT-CERT ’—l—

Interface used to connect to Directory server o
@ Resolve via route lookup

O Choose an interface

Default: Management/Diagnostic Interface v

® Test connection succeeded

[ Cancel J[ OK J
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T realm Sequences Sync Results

AC-Locsl LOCAL Global o Enabled i Tl

LDAP AD Global ciscodl.com OUmLisers, 00 =CISCO,DC=cisco01, DC=com W Enabled +/ %y

Ilmp-scmr AD Glabal razoelocal DC=razor,DC=local & Enabled * 7%y
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AnyConnect B s (D)

Enter Description

Policy Assignments (1)

Loced Repim: gag Dynamnic Access Poliy; Hgatscen
Connaction Profile [T
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Authorization:
ACcouarting:
' Attt Facke {RADHLE) B prcarPoliy 78
Authorization:
e
|““'!°°""'=“‘° Authantieation: LOCAL By, AnrCenniet-Group 78 |
Authorization:
Accoueting:
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Edit Connection Profile

Connection Profie:* [mcamm

Group Policy:* | AnyConnect-Group
£ Goou Pdey
Cliant Address Assignmant Als Aliases

Authentication
Authentication Method: | AAA Gnly v

Authantication Sarver: | LDAP-Server (AD) .

] Faliback to LOCAL Authentication
] Use secondary authentication
Authorization

"-vtr.IUa..- server v

] Allow connection only if user axists in suthorization database
Configuro LDAP Anriute Map

Accounting
* Advanced Settings
(] Strip Realm from usemame

3. H|ZH S 22| & 433 AAA > Advanced Settings T+ 432 A& & LIC}.
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AAA Z1I| 1840l M

<#root>

> show runni ng-confi g aaa-server

aaa-server LDAP-Server protocol Tdap

Save Cancal

Deplayment Deploymant History

1 device seiected

Lant Daplay Tima Praview Status.

May 30, 2022 7:34 AM ® Pending

FTD CLIO| EAIE|= ZHx|ad|o|HULICH.

S aaa-server group configured for LDAPs



max-failed-attempts 4
realm-id 8

aaa-server LDAP-Server host WIN-E3SKFJQD6]7.razor.local

Cmmmmmm-- LDAPs Server to which the queries are sent

server-port 636

Tdap-base-dn DC=razor,DC=Tocal
Tdap-group-base-dn DC=razor,DC=local
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #%%%%*
Tdap-Togin-dn *****@razor.local
Tdap-over-ss1 enable

server-type microsoft

AnyConnect 71| 12{ 0|4

<tfroot>

> show runni ng-confi g webvpn

webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.01075-webdeploy-k9.pkg 1 regex "Windows"
anyconnect profiles FTD-Client-Prof disk0:/csm/ftd.xml
anyconnect enable
tunnel-group-1list enable
cache
no disable

error-recovery disable

> show runni ng-confi g tunnel - group



tunnel-group AnyConnect-AD type remote-access
tunnel-group AnyConnect-AD general-attributes

address-pool Pool-1

aut henti cati on-server-group LDAP-Server S LDAPs Ser ve

default-group-policy AnyConnect-Group

passwor d- managenent passwor d-expire-in-days 1 S Passwor d- managenent

tunnel-group AnyConnect-AD webvpn-attributes

group-alias Dev enable

> show runni ng-confi g group-policy AnyConnect -G oup

group-policy
AnyConnect - G oup
internal

L Group-Policy configuration that is mapped once the user is authenticated

group-policy AnyConnect-Group attributes
vpn-simultaneous-Togins 3
vpn-idle-timeout 35791394
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel - protocol ikev2 ssl-client S Pr ot ocol

split-tunnel-policy tunnelspecified

split-tunnel-network-1ist value Remote-Access-Allow



default-dom
split-dns n
split-tunne
client-bypa
vlan none
address-poo
webvpn
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

anyconnect

ain none
one
1-all-dns disable

ss-protocol disable

1s none

ss1 dtls enable

mtu 1406

firewall-rule client-interface public none
firewall-rule client-interface private none
ss1 keepalive 20

ss1 rekey time none

ss1 rekey method none

dpd-interval client 30

dpd-interval gateway 30

ss1 compression none

dtls compression none

modules value none

profiles value FTD-Client-Prof type user
ask none default anyconnect

ss1 df-bit-ignore disable

> show runni ng-confi g ssl

ss1 trust-point ID-New-Cert Outside

FTD I D-cert trustpoint nane mapped to the outside interface on whi ch AnyConnect Connections
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& Cisco AeyConmpet | FTD-Hestraeny

e AnyC t | FTD-Hostname

Pagw Paggregrd: [I
Verify Password:

Password change requined, you must enter a new
padsweed with & mrmur length of 7 1 contrue,

Connected to FTD-Hostname.

FTD-Hosthame 3 Disconnect

00:02:43 IPv4

1* IO Ll

3. FTD CLIOM A8 At AZ S & QlgfLCh.




<ffroot>

FTD_2# sh vpn-sessi ondb anyconnect

Session Type: AnyConnect

User nane : admn
Index 7
L Usernane, | P address assigned information of the client

Assigned IP : 10.1.x.Xx
Public IP : 10.106.xXx.xX

Protocol

AnyConnect - Parent SSL- Tunnel DTLS- Tunne

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 16316 Bytes Rx : 2109

G oup Policy : AnyConnect-G oup Tunnel G oup : AnyConnect - AD

Login Time : 13:22:24 UTC Mon Apr 25 2022

Duration : Oh:00m:51s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : 0ac5e0fa000070006266a090

Security Grp : none Tunnel Zone : 0
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<ffroot>

[24] Session Start
[24] New request Session, context 0x0000148f3c271830, reqType = Authentication
[24] Fiber started

[24] Creating LDAP context with uri=ldaps://10.106.71.234:636

[24] Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

[24] supportedLDAPVersion: value = 3

[24] supportedLDAPVersion: value = 2
[24] Binding as *****@razor.local
[24] Performing Simple authentication for *****@razor.local to 10.106.71.234

[24] LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

[24] User DN = [CN=admin,CN=Users,DC=razor,DC=local]

[24] Talking to Active Directory server 10.106.71.234

[ 24] Readi ng password policy for admin, dn: CN=adm n, CN=User s, DC=r azor, DC=| oca

[24] Read bad password count 3

[24] Binding as adnin



[ 24]

[ 24]

[24]

[ 24]

[ 24]

[24]

[24]

[25]
[25]
[25]

[25]

[ 25]

[25]
[25]
[25]
[25]

[25]

[25]

[25]

[ 25]

Perform ng Sinple authentication for adnmn to 10.106.71. 234

Sinpl e authentication for adm n returned code (49) Invalid credentials

Message (admin): 80090308: LdapErr: DSID-0C0903C5, comment: AcceptSecurityContext error, data 773,

Checki ng password policy

New password is required for admin

Fiber exit Tx=622 bytes Rx=2771 bytes, status=-1

Session End

Session Start
New request Session, context 0x0000148f3c271830, reqType = Modify Password
Fiber started

Creating LDAP context with uri=ldaps://10.106.71.234:636

Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

I
w

supportedLDAPVersion: value

supportedLDAPVersion: value = 2

Binding as *****@razor.local
Performing Simple authentication for *****@razor.local to 10.106.71.234
LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

User DN = [CN=admin,CN=Users,DC=razor,DC=Tocal]

Talking to Active Directory server 10.106.71.234

Readi ng password policy for admn, dn:CN=adm n, CN=User s, DC=r azor, DC=| oca



[25]

[25]

[25]

[25]

[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]
[25]

[25]

Read bad password count 3

Change Password for admin successfully converted old password to uni code

Change Password for admin successfully converted new password to uni code

Password for adnmin successfully changed

Retrieved User Attributes:
objectClass: value = top
objectClass: value = person
objectClass: value = organizationalPerson

objectClass: value

user

cn: value = admin

givenName: value = admin

distinguishedName: value = CN=admin,CN=Users,DC=razor,DC=local
instanceType: value = 4

whenCreated: value 20201029053516.0Z

20220426032127.0Z

whenChanged: value

displayName: value = admin

uSNCreated: value = 16710
uSNChanged: value = 98431

name: value = admin

objectGUID: value = ..0.].LH..... 9.4

userAccountControl: value = 512
badPwdCount: value = 3

codePage: value = 0

countryCode: value = 0

badPasswordTime: value = 132610388348662803

TastLogoff: value = 0



[25] TastLogon: value = 132484577284881837

[25] pwdLastSet: value = 0

[25] primaryGroupID: value = 513
[25] objectSid: value = ................ 7Z|....RQ...
[25] accountExpires: value = 9223372036854775807

[25] TogonCount: value = 0
[25] sAMAccountName: value = admin

[25] sAMAccountType: value 805306368

[25] userPrincipalName: value = ******@razor.local
[25] objectCategory: value = CN=Person,CN=Schema,(CN=Configuration,DC=razor,DC=Tocal

20220425125800.0Z

[25] dSCorePropagationData: value

[25] dSCorePropagationData: value 20201029053516.0Z

[25] dSCorePropagationData: value 16010101000000.0Z

[25] TlastLogonTimestamp: value = 132953506361126701
[25] msDS-SupportedEncryptionTypes: value = 0

[25] uid: value = ******@razor.local

[25] Fiber exit Tx=714 bytes Rx=2683 bytes, status=1

[25] Session End
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Carmot complete password change because the password does rot meet the
pasgword pobty requnements. Chedk the mirimum passward length, password
complesety, and password hetory requinements.

Cannot complate password changs bacss the passwrd
does not meet the passwond policy requirements. Chedk

Cisco AnyConnect

Cannot complete pacsword change becaute the pastword
does not meet the password policy requinements. Check the
minsmyum password lengeh, parsword complexty, and
password history requirements.
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