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) You will be notified by email when the file has been uploaded to the
repository.
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[Cisco AMP for Endpoints] Requested file available

Hello Jesus Martinez,

The following file you requested is now available for download:

File name: h264codec.exe

Original file name: stub32i.exe

File size: 498 KB
File SHA-256: b5778af8b57d396cdd09a48c544d6ce1 ecl 3aeb96e193dalbe0ff9912e7becd3
Hostname: JESUSM2-H381P.cisco.com

Visit here to download a password-protected zip archive containing the file.

Thank you.

Cisco AMP for Endpoints
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File Repository © (@© View All Changes

H Connector Diagnostics Feature Overview

Search by SHA-256 or file name Q Status | All v Group | All Groups s

Type '-AJI ~

¥ h264codec.exe is Avallable Requested by Jesus Martinez V|| H¥| 2020-04-16 03:37:42 CDT
Original File Name stub32i.exe
Fingerprint (SHA-256) b8778af8...2e7bee03
File Size 498 KB
Computer JESUSM2-H381Pcisco.com
I ¥ File Trajectory L P Device Trajectory (D View Changes l Analyze \ l + Download l ‘ # Remove |
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You are about to download h264codec.exe

This file may be malicious and cause harm to your computer. You should only download this
file to a virtual machine that is not connected to any sensitive resources.

The file has been compressed in zip format with the password: infected
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Event Details

Medium
2020-04-09 10:47:43 CDT

Detected stub32i.exe, h264codec 4.1.0.0 (b9778af8._.2e7bee03
\[PE_Executable] as Win. Trojan.Generic::61.sbx vioc.

Created by 7zG.exe, 7-Zip 19.0.0.0 (2fb898ba___7bf7 4fef

J[Unknown] executing as .
The file was guarantined

Process disposition Benign.

File full path: C:\Users\jesusm2\Downloads\stub32i exe

File SHA-1: 62055a270bdc13dceadB? 1b38fac3d15a2137225.

File MD5: f742325a74040a0cf68237887ca017102.

File size: 510450 bytes.

Parent file SHA-1: df22612647204042515d48abad 4 M0 34 0685250de .

Parent file MD5: 04fb3ae 7058603331 25072ba 007 308,

Parent file size: 581632 bytes.
Parent file age: 0 seconds.
Parent process id: 24084

Detected by the SHA engines.
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Event Details

Medium

Detected stub32i.exe, h264codec 4.1.0.0 (
b0778af8._2e7bee03)[PE_Executable] as Win.Trojan.
Generic::61.sbx vioc.

Created by 7zG.exe, 7-Zip 19.0.0.0 (2fb898ba_._7bf7 4fef
J[Unknown] executing as .

The file was

Process disposition Benign.

File full path: C:\Users\jesusm2\Downloads\stub32i exe
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Event Details

File SHA-1: 6e055a270bdc13dcaadf7 1b39fac3d 15a2137225.

File MDb5: f74325a740d0a9¢cf68237887ce017102.
File size: 510450 bytes.

Parent file SHA-1:
df2261264729404a51 5d48ebadd90349685250de .

Parent file MD5: 04fb3ae7f05:8bc33312507 2ba007398.
Parent file size: 581632 bytes.

Parent file age: 0 seconds.

Parent process id: 24084

Detected by the SHA engines.
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