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HE /3 Cctojo{a Y
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HE 23 Ctojo{=Y

Ct2 S sfelgtLct.
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HE 23 Ctojo{=Y

Ol 2MoilM=
List)2 435t

AMNH T AE
QF A

CFst A|LF2|2 0 A ASA(Adaptive Security Appliance)oll ACL(Access Control
= ol Cia AHEELICE.

ol

ASA0] CHE X[A{0] = Zdo| E&LICH



ABElE FE 24

O| EMO| HME= ASA AZE Q0 BT 8.3 O|A&E 7|Hto = §hL|Ct.

Ol EMo| HEE= E & 39| CIHIO|AE ECHE M E|I&LICEH o] EMol| AFEE 2 E ClHt
OlAE Z7ISHEI(Z|E) AHIado|MeZ AR EIQELICH $H/l HERAI &S 5 E 2E
H2do| ZrA A0l Q&S O|2| S KIGHAIZ| HFEFLICE

ACLE ASACIM EBHZ|0| 5|8 i 7% 0428 =olste O AR ELICH 7|BNoz o R B
OF £ QIE{H|0| A0 Cf £& 20 +F QIE{H0|AZ ML= EfTS HRES UM, O &
2ot +F QIE{H 0|20 M O] #2 2ot 7 eIEmo|AR M EE E3iT2 5 ELICt of
a2 ACLE MMOlE + gLt

off rio

732 O™ Kol ASA(8.2 O|5H) 0l AE ASA7I Yx|5HE NAT 7=l J|Hte 2

NAT 7&0| =

izl HESHK| 2f 7| Toil ACLS & olgfL|ct X 8.3 0|40l M= ASA7FACLE Q15| Tof
7l HESt K| E&LICEH &, ASA HH 8.3 O[&foME HEHE IP FA O SAEC| HX| IP F
AE 71222 ECfE 0| S EIHL HEELICH ACL2 3Lt 0|4 2] ACE(Access Control Entry) 2
TAELICH

ol
0z

AlLE2|2 1. DMZ FHol = ¢ M| CHEF HHAE SHBSHT S Ace T+

QF QIE{m|0|A Fof = UE{Uo| 2Et0|MEE= TCP ZE 80 X 44304 M == Al5t= DMZ QIE{H|
Ola Fo ZAEER|E # M| HMASH2{D §L|Ct

HEL3 Ctolo{ 13y

26 10.105.30.0/24

Client
OUTSIDE

172.30.0.0/24
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Server



4 Mol A IP FAE 172.30.0.104LICH QIE{L! AFEXRE7F B4EHE IP 4 10.105.130.272 At
25104 ¥ Mu{of| HMAE = UEE T3 AUCHY NAT #20| FAHELICH T NAT 720 'e|&
CIE{H|O|A IP =4 10.105.130.261 S LSt MEUlo| £5lE BHEE IP FAR THE B
ASAE 7|E2Xo =2 Q8 QIE{H|0|A0|M 10.105.130.2701 CH3H ZF A| ARPE & gfL|Ct.

obj ect network web-server

nat (dnez, outside) static 10.105.130.27

QIR RE A4 IP FATHTCP ZE 80 X 44301 MEH 2 Mol A== 5 0| ACEE T 4¥
LICt QIHt2E Wefol o QIE{H| oAl ACLE ' &LICH

access-list OUT-IN extended permt tcp any host 172.30.0.10 eq www
access-list OUT-IN extended pernmit tcp any host 172.30.0.10 eq https
access-group QUT-IN in interface outside

Cl&& &lgfLict.

0|28t EEO|M packet-tracer @2 A™ELICH TZIS FAE 1Oz A QIEm oA 2F
ZZEZ:TCP

Source IP address(A&A IP F4): QIE{UI| s ZEIP FA

Source IP Port(&A IP ZE):. 2 E YAl ZE

CH&H IP =4 2 Ao et IP F£44(10.105.130.27)

Destination Port(CH&f ZE): 80 EE= 443

ci scoasa# packet-tracer input outside tcp 10.0.50.50 1234 10.105.130. 27 443

I--- NAT untranslate from 10. 105. 130. 27/ 443 to 172. 30.0. 10/ 443

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

obj ect network web-server

nat (dnez, outside) static 10.105.130.27

Addi tional Information:

NAT divert to egress interface dne

Untransl ate 10.105.130.27/443 to 172.30.0.10/ 443

1--- The configured ACL is permtting this packet to 172.30.0.10 on TCP port 443

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Confi g:

access-group QUT-IN in interface outside

access-list QUT-IN extended pernmit tcp any host 172.30.0.10 eq https
Addi ti onal Information:



l--- Final result shows allow fromthe outside interface to the dnz interface

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow

AlL2I2 2. FQDNE A-&3104 # Aol CHE HH|AE 3BT H Ace 71

LAN(Local Area Network)od| IP &4 7+ 10.10.10.2Q! 22}0| E = facebook.com0i| M| A& 4= Q|
&Lch.

HE3 Ctojo{ 13y

.ll 2 10.10.10.2/24 05.30.0/2 =
— —
Chen Servar

ci scoasa# show run dns

dns domai n-1 ookup out si de
dns server-group Defaul t DNS
name- server 10.0.2.2

name- server 10.0.8.8

IP =47} 10.10.10.221 Z20|1E 7} facebook.com0i| YA AE £ QT E 0| LELXFT 7HA,
FQDN 74X 2! ACEE T M&rL|Ct.

obj ect network obj-10.10.10.2
host 10. 10.10.2

obj ect network obj-facebook. com
fgdn facebook.com

access-list INQUT extended permt ip object obj-10.10.10.2 object obj-facebook.com
access-group INQUT in interface inside

Ct&& &elgfuch

show dns2| &30l = FQDN facebook.com0il Ci&t & QIEl IP FATF EAIELICEH
ci scoasa# show dns

Host Fl ags Age Type Address(es)

facebook.com (tenp, OK) 0 IP 10.0.228.35

HH|A S52 FQDN A E &QIE ZHo2 EAlStD QI P FAT EAIRLICH



ci scoasa# show access-1ist I N QUT

access-list INNQUT; 2 elenments; nane hash: Ox1b5ff 18e

access-list INQUT line 1 extended permt ip object obj-10.10.10.2 object obj-facebook.com
(hitcnt=1) 0x22075b2a

access-list INQUT line 1 extended pernit ip host 10.10.10.2 fqdn facebook.com (resolved)
Oxf ea095d7

access-list INOQUT line 1 extended pernit ip host 10.10.10.2 host 10.0.228.35 (facebook.com)
(hitcnt=1) 0x22075b2a

AlLEIR 3. 5t % & §F 7[zholgt # ALO|E HHAE S{ESIEH Ace 71

LANO| /= Z2I0|EE= IP 471 10.0.20.200] & ALO|Eof DN 2F 12A|8RE @& 2A|7HK]
Ok HMAE = U&LICH

i A

WIIIIIIH 2 10.10,10.2/24 1
} L INSIDE
——

Chent Server

ASAOIM & AIZIHCH7F SHIZ A F == R] & lF L/

ci scoasa# show run cl ock
clock tinmezone |IST 5 30

ZIQ 8t 7|Zhol| CHEF A|ZF Q| ZHA|E FAIsHLIC.

ti me-range BREAK TI ME
periodic daily 12:00 to 14:00

LANO]| i BE AA IP A7} BREAK_TIMEO|ZHE AlZH He| Zix|of AZE! 7|7+ Sotof| Bt ¢
MOIEO| HMASIEE 5{25lcdM CHS HIE T X L ACEE F#EhLCh.

obj ect network obj-website
host 10. 0. 20. 20

access-list INOUT extended pernit ip any object obj-website tine-range BREAK Tl ME
access-group INQUT in interface inside

E}szsz §}O|ErLJE+

ASAZS| 0| time-range 7HA| LHoi| 4= AlZHE LIEHE B time-range 7HA|= & A &HE LICH

ci scoasa# show cl ock
12: 03:41.987 1 ST Mon Cct 4 2021
ci scoasa# show ti nme-range BREAK_TI ME

time-range entry: BREAK Tl ME (active)
periodic daily 12:00 to 14:00



used in: IP ACL entry

ci scoasa# show access-1ist I N QUT

access-list INNQUT; 1 elenments; nane hash: Ox1b5ff 18e

access-list INQUT line 1 extended permt ip any object obj-website tine-range BREAK Tl ME
(hitent=12) 0x5a66¢8f9

access-list INQUT line 1 extended permt ip any host 10.0.20.20 tine-range BREAK Tl ME
(hitcnt=12) 0x5a66¢8f9

ASAL| AlA7} AlZh e A& Slo{h AlZHS LIEHE B AlZH Q| 2ot ACEE HIEY el
2LICt.

ci scoasa# show cl ock
14:15:44. 409 | ST Mon Qct 4 2021

ci scoasa# show time-range BREAK TI ME

time-range entry: BREAK_TI ME (inactive)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ci scoasa# show access-list INOQUT

access-list INQUT; 1 elenments; nane hash: Ox1b5ff 18e

access-list INQUT line 1 extended permt ip any object obj-website tine-range BREAK Tl ME
(hitcnt=0) (inactive) 0x5a66c¢c8f9

access-list INQUT line 1 extended permt ip any host 10.0.20.20 tine-range BREAK TI ME
(hitcent=0) (inactive) 0x5a66c¢c8f9

AUEIR 4. REH 2 E0iA ASAE &3 Bpdu(Bridge Protocol Data Unit)& XH&Hst T
B Ace 1M

STP(Spanning Tree Protocol)2t2| FZ& HX|57| €| BPDUE 7|2XMo 2 §FH Z 0 A
ASAE S1tEfLICt BPDUE AtEHSHE1T EtherType 732 744504 7{&5Hok .‘;.*L—IEP.

HES3 Cclojo{a2 =

BPDL

INSIDE OUTSIDE

Switch Switch

Ct=1t 20| BPDUZt QIHIRE W&o 2 ASAQ| '8 QIE{HO|AE S1t5tXK| Rt F EtherType
ACLZ T gLt

access-1ist block-bpdu ethertype deny dsap bpdu
access-1ist block-bpdu ethertype permt any
access-group bl ock-bpdu in interface inside

Ct&& &elgfuch



BPDU7I ASAX| 2|5l AEHEIR{= K| & @524 access-listo| A hit countE = QI&LICt.

ci scoasa# show access-1ist bl ock-bpdu

access-1ist block-bpdu; 2 elenents

access-1list block-bpdu ethertype deny dsap bpdu(hitcount=14)
access-1ist block-bpdu ethertype permt any (hitcount=48)

AlLt2|2 5. 2ot +#0| S E elE|H 0|A 7ol E2fE ME &8

HES3 clojo{2 =y

26 10.105.30.0/24
OUTSIDE

10 172.16.20.0/24

20.0.0.0/24
oL - P‘Sei wnne ——
HB 4~ T
OUTSIDE
‘H‘ - —
- TEF"ESE o
nep T~ _ _

T =& SPOKE
10.0.0.0/24

7|Ex-|o§ EOI%|- |=|o|- 4&_25__0_ 9_|E-|TL-I|O|Q A|-O| oJ—|' ': EEH"_"lo 7';|.l:|-5||__||:|. |=|o|- A7<0| =
o3t QIE{H 0| A 7to| E412 5183t HLE EEf 0| S U QIE{H 0| A (Sl 0 El/u-turn) 2 E012

LI7IE & 3{835tedH 2 2 u|a8 ol 2 =0l M same-security-traffic @2 AL &FL|CH

O| BF2 Eot +F0| YT MZ O E QAEI|0o|A 7o SIS 5185t Y- E EoiELICH

sanme-security-traffic permt inter-interface
CHS oflolME S8t QIEHO|AMM E0{2T LI7tE EAI2 S85IE wHE Hod FLICH



same-security-traffic permt intra-interface

Ol 7|s2 eIEm oo TS| S et QIE{H|0|A0M BtREE|= VPN EZ{Eo| RS LICH
.0 & 04, 0| ASA7I 5{E0|11 HZA VPN HEI7I 22X 391 {E H AX 3 VPN HEI Tt
UE B et 2XJ7 CHE AZ F 2t S4I6tE{H ECE 0| ASAZ O|SE CH3 CHA| CHE AZ 3
2 MEx|o{of gfLch.

Ct&& &elgfuch

same-security-traffic permit inter-interface & 0| 812 ™ packet-tracere| £212 S £ o i
Ol MZ CtE& QIE{H0o|A ALO|E S1tst= ECfZ0| CtEat Z 0| AN A& 2 Ql6 RIEHEIIS
= LIEFHLCH

!--- The interfaces named 'test' and 'outside' have the same security level of 0

ci scoasa# show nanei f
Interface Nanme Security

G gabi t Et hernet0/0 inside 100
G gabit Et hernet0/1 dnz 50
GigabitEthernet0/2 test 0
GigabitEthernet0/5 outside 0
Managenment 0/ 0 ngnt O

!--- Traffic between different interfaces of same security level is blocked by an implicit rule

ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:

Implicit Rule

Addi ti onal Infornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a2ff90, priority=110, donmi n=permt, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i fc=test, output_ifc=any

Resul t:

input-interface: test

i nput-status: up

input-line-status: up

output-interface: outside

out put -status: up

output-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit inter-interface'

ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt inter-interface



!--- Traffic between different interfaces of same security level is allowed
ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a352d0, priority=2, dommi n=pernit, deny=fal se
hits=2, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
input _ifc=test, output_ifc=any

Resul t:

input-interface: test

i nput -status: up
input-line-status: up
output-interface: outside
out put -status: up

out put-1line-status: up
Action: allow

!--- Traffic in and out of the same interface is blocked by an implicit rule
ci scoasa# packet-tracer input outside tcp 10.0.0.10 1234 10.1.0.10 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a32f 30, priority=111, domai n=permit, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, flags=0x4000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de

Resul t:

input-interface: outside

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit intra-interface’



ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt intra-interface

!--- Traffic in and out of the same interface is allowed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Config

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f99609291c0, priority=3, dommin=pernit, deny=fal se
hits=1, user_data=0x0, cs_id=0x0, flags=0x4000, protocol=
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

AMLtE|2 6. To-The-Box EEHE& &|0{5t7| /& Ace 74

control-plane 7|2/ == ACLE AFE23510d to-the-box EZHEIE XNMo{& K| 042 E X|™HELICH. to-the-
box 22| EcH=loi CHEF HAM|A K[o] 7 =(http, ssh E= HY 242 HRIo 2 HO|E)2 control-
plane 40| MEE BZ| HMA FEECH M =27t =&LCH 2t O|FH 5 E &El El
Z2 to-the-box ACLO| 2|3 BA|XMo 2 HEE AR 5| L[o{ok ELct.

Ut HAA 720 F 2| QE{H o|A0 CHEF 2| 73 EEH el Zolle &AM HE It eigLct. oY

=7
& 22| HMA A UX|SHK| ofE HAE2 Ul UM A Kof & ol ofs BIHELICH =
ICMP 2|2 A8 35toq ClHo|Aof CHEH ICMP EB=E 2 AMo{g = U&Lch

HEL3 Ctolo{ 13y

10.65.63.155

.26 10.105.130.0/24

ACL2 IP &4 10.65.63.1550| A AAE|T ASAQ| 'Q|F' CIE{H|O|A IP A E KMEE|E to-the-
box EEH‘E.% xIEH5H7| 218l control-plane Z|RIE 2 L A4EL|CEH

access-1ist control -plane-test extended deny ip host 10.65.63.155 any
access-group control -plane-test in interface outside control-plane



Ct&& &QlgrLch

HMA BH0IM HE K4 B

b

felstod EEiE o[ ACLO ofslf At xl= x| & QIEFLICt

ci scoasa# show access-1list control-plane-test

access-list control-plane-test; 1 elenents; name hash: 0x6ff5e700

access-list control-plane-test line 1 extended deny ip host 10.65.63.155 any (hitcnt=4)
Oxedad4c6f

Syslog HA|X|= EEHE0['ID' AEH O|ANM AT EIRASE LIEHALICE.

Dec 27 2021 13:19:44: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity: 10. 105. 130. 26/ 8000 by access-group "control-plane-test" [Oxedad4c6f, 0xO]
Dec 27 2021 13:19:45: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:46: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:47: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]

2

log 7| E= ACE7t HERT HMAE 2|5 TiZlol ofE e I EZ SME2 M- ELICHaccess-
group B™AED &7 MEL|= ACL). @14 20| log ZIREE Q2iE B Al

=] AHE 27 HA|X|
1061002 7|2 =& (@) 7| 7J7='(3007=)0§ EMSELICE log 7IHEE 25X otomM HE
=l miZlof| cHsl 7|2 AAE 23 HIA|X] 1060230| MA=EIL|CH 20 SMe Ct=21F Z4LUch.
- level — 0~7 AtO|9| MZtE Bi|IQlL|Ct 7222 6(HE MB)Lict &4 ACEo CHaH of &

7
HS A8 22 Mool A HAZo| MEELICH 7|&E 4242 AS o™ ol 2ZE L
Ct.

- interval secs — syslog MIA|X| ZtQ| A|Zt ZHA(F)2 2, 12 E 6007+ K[ ILICH 7222 3004
LICt o] 2t &AM SH =&oll AASE FHA|M HIEE &2 AAIsH7| I8 AlZh §
2o ARE L0

. disable — 2 & ACE 2EZ & H|& M8}t &L|Ct.

. default — M| A|X[ 106023 2Z2 M3t LICE 0| ©H2 log M2 Z&5HX| i Aot S
grulct,

AAE 23 MHIAIX| 106023:

r\l
HI
o]
g\l
|0

Message:

Y%ASA- 4- 106023: Deny protocol src [interface_nane :source_address /source_port ] [([idfw_ user

| FRDN_string ], sg_info )] dst interface_nane :dest_address /dest_port [([idfw user |FQDN_string
], sg_info )] [type {string }, code {code }] by access_group acl_ID [0x8ed66b60, Oxf8852875]
AdO4.

= O

AIA| 1P TiZ!0] ACLO of5H HE E|Qi&LICt. O] IHIAIXI"ACLOH CH&H log = ='0|2E*H§+E|XI or2
20| LIEFLICH IP 2AS NATE E8l| EAIZE ZF CHAl AIK| 1P =A2UCH YUxlsts 1P =
27FUE B IP FAo0f CHsH AF2 R ID HESFQDN MEI 25 X1|-<'55.=.'L—IIZ} H OF Hi5}ed
ASAE ID & (domain\user) EE= FQDN(AF& XL O|& 2 A8 E =+ Qi d9)2 7IEHLICL ID H
EH EE=E FQDNE A8 £+ e Z;'—?— Secure Firewall ASAE AA 4l IZHM E-roﬂ CH3H o] HEE
24t



of:

Dec 27 2021 14:58:25: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nside:10.5.0.30/8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:26: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nside:10.5.0.30/8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:27: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nside:10.5.0.30/8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]

AAE 23 M A|X] 106100:

Message:

Y%ASA- 6- 106100: access-list acl _ID {permtted | denied | est-allowed} protocol interface_name
/source_address (source port ) (idfw user , sg_info ) interface name /dest_address (dest_port )
(idfw_user , sg_info ) hit-cnt number ({first hit | number -second interval}) hash codes

A

Z7| o4HHA EE olfY 72HH S22 & 0{7HA £7F LIAELICH O]l HAIX|E HEE Il 2
date HAIX| 106023'='EF {2 HEE M3otH HE H+ EE 77 7tset Bllg2 Z&etx|

= L—|EP
access-list 2t2101| log 27t /= B, S7I3tE|X| L2 THZ! 0] Secure Firewall ASAM| £ 2F5t 10
MM A SFof ofsf BItEI=2Z Of [HIAIXI IDE E2[HEY &= U&LICE o E E04, 2 E1|0|§01|
TCP 4Z40| e EoF wslEd ASAO|A ACK mHZl0| =4AIx|H H ok ah5lEd ASAE= THZ!0| {2
AS 2 LIEILH= HIAIX] 1061002 Mg = AU &LICE deqLt LS o Yx|st= AZ0| 7| IME
of iZ!lo| 2Ht2 7| AN Lt
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. dest_port — 2ZE &9 SXX| ZE(TCP == UDP)QILICL. ICMPL| B2 SHX| ZE F
O| itz LR HAIX| REoIM A8 7S 8 ICMP HIAIX| ZEQILICH f&E 89| 42 &4

OLICt ICMP HIAIX| &8 =552 URL http://www.iana.org/assignments/icmp-



parameters/icmp-parameters.xml2 EZSIAA[L.

- hit-cnt number — L& El A|Zt ZtZ4 S0k o] ACL & Foi 2|5l 0] &0| FEL|HLE HEEl &
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Dec 27 2021 15:09:58: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56261) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [Oxa26blilfb,
0x00000000]

Dec 27 2021 15:10: 15: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56266) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [Oxa26blifb,
0x00000000]

Dec 27 2021 15:10:55: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56270) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [Oxa26blilfb,
0x00000000]
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