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Current configuration : 1608 bytes
!
version 12.1

no service single-slot-rel oad-enabl e
servi ce tinmestanps debug uptine
service tinmestanps | og uptine

no service password-encryption
|
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host nane ci sco_endpoi nt
1
logging rate-linmt console 10 except errors
1
i p subnet-zero
1
no ip finger
!
ip audit notify |og

ip audit po nmax-events 100
1
!--- Internet Key Exchange (IKE) configuration crypto
isakmp policy 1

authentication pre-share

crypto isakmp key ciscorules address 172.18.124.157

1
!--- IPsec configuration crypto ipsec transform-set
rtpset esp-des esp-sha-hmac

1
crypto map rtp 1 ipsec-isakmp
set peer 172.18.124.157

set transform-set rtpset
match address 115

1
call rsvp-sync

cns event-service server
1
controller T1 1/0
1
controller T1 1/1
!
interface Ethernet0/0

i p address 172.18.124. 35 255. 255. 255. 240
i p nat outside

no i p nroute-cache

hal f - dupl ex

crypto map rtp

1
interface Ethernet0O/1

i p address 192.168.1.1 255.255.255.0
i p nat inside

hal f - dupl ex

!
interface FastEthernetl/0
no i p address

shut down

dupl ex auto

speed auto

!
i p kerberos source-interface any

ip nat pool INTERNET 172.18.124.36 172.18.124.36 netmask
255.255.255.240

ip nat inside source route-map nonat pool INTERNET

ip classless

iproute 0.0.0.0 0.0.0.0 172.18.124.34

no ip http server

1
access-list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0.255

access-list 101 permit ip 192.168.1.0 0.0.0.255 any
access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255

access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10




match ip address 101
!
di al - peer cor custom
!
line con O

transport input none
line aux 0

line vty 0 4

| ogin

!

end
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1. IKE 2! IPsec 7|2 ™2 #HI{ 7toll Ct=2 2 Z Properties > Encryption2 A1&43} 04

Checkpoint =8 & Cisco 7|27t0ll %A M LICt Cisco 7|2 IKE +=H2 864007 (1440
)O|H CtS BHEOZ & &= Q&LICt.crypto isakmp policy #+3 #74 7t 8t Cisco IKE

+=H2 60~86400% ILIC}. Cisco 7|& IPsec =32 3600Z 0|, crypto ipsec security-

association lifetime seconds @H2 2 =& £ U&LICH 7Y 7158t Cisco IPsec +=™H2

120~864007 &lL|C}



Properties Setup
High&wailsbilty | IPPoolMAT |  Accesslists | Desktop Securty |
Securty Policy ] Tratfiz Control ] Services ] Log and Alert ] Security Servers ]
Authentication ] SN Defender ] LDAF Encryption l ConnectControl ]
SKIF td anual IFSEC
[ Enable Expaortable SEIP _
. SPI allocation range [hex):
Change SKIP Session key
Every |1 n Seconds [0 for infinity) From |1 a0
or
Every  [10485760  Bytes (0O for infirity] To fi
143
Reneqgotiate [KE Securnty &zzociations eveny |'| 4410 minubes
FHenegatiate IPSEC Security Aszociationg every |3I3EII:1 seconds
-wWiordPad | ﬁl:ummand Prampt ||"|':F BTPCPYPN - Check .

2. Manage(#2l) > Network objects(L| E 2|3 7HA) > New(E+£ Edit) > Network(LE<|3)E M
Efsto] M EQE Fof 9= LHE WEL T ol chet JHAM(YLH "cpinside”)E TAgFLICHOlE
Cisco access-list 115 permit ip 192.168.1.0 10.32.50.0 0.0.0.255 B o| CHAH(F BHm) HIE
2139} 2 x|5Hok & LICt ?|%|(Location)ol| A LI E ME4EHL|CH



Metwork Properties |

Gerneral | MAT |

P Address: [10.32.50.0 Get address |

Met Masgk: |£05.205.255.0

Comment: Calar: I ] 1r|

Location: Broadcast:
|7'f=' Intemal € External |7f:' Allowed © Dizallowed

ak. Cancel Help

3. Manage(#2l) > Network objects(LIE- 3 7HA]) > Edit(FA &) & 41E45t04 Cisco 2R E{7} set
peer 172.18.124.157 W&o A 7}2|7|= RTPCPVPN Checkpoint(Hl0|Eg0]) 1= ZQOIE o]
i S B E g LICH 2l X](Location)ol M LIRS MESSHLICH Type(R )0 M Gateway(H O|E
Slol)& MEHEFLICH Modules Installed(A x| € =2 )0 A VPN-1 & FireWall-1 = It =X
5t 1 Management Station(# 2| AEl[0|4d) & QlgtS MEIEHL|CH



Workstation Properties |

General | Interfaces | SNMP | NAT | Certificates | vPN | authe 4| »

Mame: RTPCPVPM
IP &ddress: |172.18.124.157 et addreszs
Camment: Firewalled gateway to internet
— Locatior: Type:
% |nternal & External ’7 ™ Host 1 Gateway
— Modules [nztalled
¥ WPM-1 & Firg\aall-1 Version: |41 ¥ Get
l_ Flood(z ate-1 Wersiars 141 K
I | Compressieh Weramr (4.1 | -

W Management Station Color: I- 1r|

aF. Cancel Help

4. Manage(# 2l) > Network objects(L| E {3 7HX]l) > New(MZ BHE71) > Network(LE93)E
MEY 304 Cisco 2R E| £l U E 28 HEXHIZ(YLH "inside_cisco")0ll CHE THX|IE F A FHL
C}.0l= Cisco access-list 115 permit ip 192.168.1.0 10.32.50.0 0.0.0.255 TZ30| A A (K B
) HE 23 oF Lx|5HoF & LICH 9| Xl(Location)0l| A QI E MEHRFL|CH



Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

P Address: [192.166.1.0 Get address |

Met Masgk: |£05.205.255.0

Comment: Color: I ] vl

|' Lacation: |' Broadcast:

" Intemal @ Esxtemnal it Allowed O Dizallowed

ak. Cancel Help

5. Manage(&2l) > Network objects(LIE 3 7H]) > New(MZ BHg 7]) > Workstation( 32
Elo|M)& MEY3to{ 2% Cisco 2t E{ H|O|ES0|("cisco_endpoint"2t 1 &)of| CHEH 24| E
Z7tgLICt Ol= crypto map name B 0| 2 & &|= Cisco 2IE{H| O| A L|CH | %
(Location)0ll A I & MEAEFLICE Type(78)0A Gateway(HIO|ERONE M= LICH & 1.
VPN-1/FireWall-1 Izt S MEHSX| Ot A2



Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

Mame: cizco_endpaint

IP &ddress: |172.18.124.55 et addreszs

Conrnent:

— Locatior: Type:
™ |nternal % External ’7 ™ Host 1 Gateway

— Modules |nstalled
[~ WPM-1 & Firg\wiall-1 Vergion: |41 7 Get

l_ Flood(z ate-1 Wersiars 141 K

I | Compressieh ersats |41

"
—

[T Management Station Color: I- 1r|

aF. Cancel Help

6. Manage(#2l) > Network objects(LIE 3 7HA) > Edit(THE)E MEH504 Checkpoint
gateway endpoint(&'& "RTPCPVPN") VPN &2 T &g LICt. Domain(Z HI2!)0ll A Other(Z|
EHE MENSH I EECHR S S0i M Checkpoint HIE 3 9| LHE ("cpinside") & ME4EFLICE
Encryption schemes defined(X2|El & &3} #|7|)0l| M IKEE ME4S OIS Edit(=H)E S=FE



Workstation Properties |
Generall Interface&l SHMF'I MAT I Certificates  WFM |.-'-‘-.uthEL|_"|
— Domain: — Encryption zchemes defined:
™ Walid Addresses(of Interfaces) M B=1 Manual IPSEC
{+" Other: r SHIP
I [ ez
[T Exportable for SecuRemote Edi... |
= rathic Eantiel Eegamg
IV it rathie Eental Legais
aF. Cancel Help
L|CH

I'_u_

. DES 253} 9| IKE £4& #3504 Ctg B0 S2|ELICtHcrypto isakmp policy #2F 3}
des®1: DES & & 3l= 7|22/ 0|22 Cisco Z1T|2a|o|Mofl EA|Z|X| et &LICH.

O 3o 9-|3PE4':' IKE &d2 SHA1 s &2 B8 LTt crypto isakmp policy #35H Al
sha®f1: SHA 54! &1 2|&F0| 7|22t0|2 2 Cisco Z1T|2a|0| Mol EAIZ|X| St&LICHLHS
MY ?'j'%'i*L—IELAggressive Mode®E M&Y F|A8FLICH Supports Subnets(MEY! X|¢)E
MEHSEL|CE Authentication Method(21& &) of2i{oll A Pre-Shared Secret(AE Z'>-|c-’r s)2
MEfSrL|Ct O BHE2 Chg B3 8 YELICH crypto isakmp policy #2158 ALH 37



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 4

k

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CAST
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

F.E Properties k >

ak. Cancel Help

9. Edit SecretsE 2 215104 Cisco crypto isakmp key address address &
& 7|18 Ad™ELc

2ol 5

=| 0

te
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Workstation Properties |

Generall Interface&l SHMF'I MAT I Certificates  WFM |.-'3-.uthE 1 | "I
I

IKE Properties h X
General |
Shared Secret
— Shared Secrets List:
Peer Mame Shared Secret

ciscoendpoint

mEEE

E di

Remove

Ok Cancel |

Ok, | Cancel | Help |

aF. | Cancel | Help |

10. Manage(# 2l) > Network objects(LIE 2 7H&]|) > Edit(TAE) & ME45}04 "cisco_endpoint"
VPN B2 W& L|CH Domain(= M)A Other(ZIEHE B4t CHS Cisco HEXHZ 2| LY
2 ("inside_cisco"2t1 &)E MEIELICE Encryption schemes defined( 2| El & &3} | 7)o
M IKEE MEfE CH2 Edit(= ™) E SEIFLICH



11.

12.

Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——
" Disabled I = Manual IPSEC
" Walid Addresses(of Interfaces) W [
& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |
= rattic Eantrel g g
I | Titrrar irafhic: Eental Legais

aF. Cancel Help

CtE BAo| 52|t = IKE & DES %*_?i}% B4 538 LICt.crypto isakmp policy #2F £ 3}

des#1: DES &5 35t= 7|272/0|2 2 Cisco ZAI|22l|0| M0l EAIZIX| f&LICEH

Ct2 B0l S2lst2{™ IKE &2 SHA1 oH"'C> B4 & LIC}.crypto isakmp policy #38H Al

sha®f1: SHA si4& & 2|&F0| 7|22t0|2 2 Cisco Z1T| 20| Mol EA|Z|X| ef&L|ch.Ct

2 M™2 HEgLICHAggressive Mode® 18 F| A8 LICH Supports Subnets(MES! K|

)E ”E.* L|Ct.Authentication Method(2!& &'3]) of2H{0f| A Pre-Shared Secret(At™ 37 &
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]

General] Interfaces] SNMF‘] MAT ] Certificates  ¥FM l.i'-.uthE 1

KE Properties h by

General l
K.ey Megotiation Encrpption kMethod|z): Hazh Method:
[ MD5
= CAST
I =] 30es b SHAL
Authentication Method:
¥ Pre-Shared Secret Edit Secrets...

[ Public Eey Signatures

[ Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

S

—

Edit SecretsE 2 215104 crypto isakmp key address Cisco H&0l S2|5t= 5 Al

General ]
Shared Secret x

Ok
E[ER

13.

Shared Secrets List:
Shared Secret
RTPCPYPH i £ i
Remove
] Cancel |
aF. Cancel | Help |

E Adguct
H T4ZE|7]) 2ol M Source(A 2 )t Destination(CH4H) & 2 5 "inside_cisco"

14. Policy Editor(’3&4 T Z 2
L "cpinside" (YL EE Z&5t= EE A URLICH Set Service=Any, Action=Encrypt %!
Track=Long.
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File Edit Yiew Manage Policy ‘Window Help

Lo

HERO ‘e ESTS5E O & BEFF g las & BET &

£3 Secuily Policy - Standard | 3 Addvess Transistion - Standard | ¥ Bandwicth Policy - Standard |

m Source |D351ina’riun| Service |

Action

B

il o B o B
4| |
For Help. press F1 |RTPCPYPH [ReadAwiite
15. =M et 23} ot 0|22 Z2!5t 1 Edit properties& 41545104 Action X5 ofe{oll M =5t

&g 2AELIC

[ty Policy - Standard [££3 Address Translation - Standard | (& Bandwidth Policy - Standard |

P 1 Host P Ldap-Servers

@ lcdap

accept

P P Host Pt Logical-Servers

P loscl_agent

E ingide_cisco ﬁ Cpinsice

& Chinside % inside_cisco

) Any

P dest-unreach
b echo-reply
!_E;I echo-reguest
E :fmp-nmln
S INfO-rEphy

I into-req

B) any 8) any
|

g mask-reply
ICMD rmnle waen imed

T

16. IKEE MEHSt CI S EditE S=2/8LICH



Enciyption Properties

General l

Encryption gchemes defined:

- = [

L Manual IPSEC

" [sie] SKIP
) [fg PWT

................................

................................

ak. Cancel Help

17. IKE Properties(IKE &%) & 0i M crypto ipsec transform-set rtpset esp-des esp-sha-hmac &
H 9| Cisco IPsec #2to]| S2|et= & O[2{3t &8 HE LTt Transform(42) 04 A
Encryption + Data Integrity (ESP)& MEHEILICH 2538t 2T 2|E2 DES, H|0|H FZEH2
SHA10|0{0of 5tH, 3{&El |0 HO|EL|0|l= 2[F 2R E{ HO|E S 0l("cisco_endpoint "2t 1
ghoqof gfLict. Eels =gt

IKE Properties

General l

Tranztorm:
[% {+ Encryption + D ata Integrity [ESP)

" Drata Integrity Only [&H]

Erncryption &lgorithrn: DES ld
D ata [ntegrity SHAT -
Allowed Peer Gateway: | —
[ Usze Perffect Forsard Secrecy
ak. Cancel | Help
18. Checkpoint& 448t & Checkpoint M0 A Policy > Install2 1Ei5t04 H4E AlE 2 M &

g LICH.

CtSS & OIgLICt.

o| Mo M Hm|eiolMdo| MOz 2t Sst=X| & lste ol A8 =+ Ue HEE MSELCH



Output Interpreter = 7( DA SHE)(OIT)E S show B X|MELICEH OITE AFE St

 —
S
04 show & £2§0| E4

25 ZLoh

- show crypto isakmp sa - I|0{0{| A 24Xl IKE SA(Security Association)
. show crypto ipsec sa - $9&ll SAOIM AL SHE MHE FLCH

= -

=X =

ol Mol M= ZHulaBolM EXIE HZSHE O ALSE 4 U HEE MBELICH
24 sid EH

11 debug BB S ALE5t7| 7ol I B0l et S2 HEES HESAMAL.

S8ste o5 8t ATIOl CHEF Tl HAIKIS EAIE

H

0|I
n
mjo

- debug crypto engine - & =3} &
L|Ct.

- debug crypto isakmp - IKE O|HIE0f| CiEt HAIX|E E AR LICEH

- debug crypto ipsec - IPsec O|HIEE I A|ELIC}

. clear crypto isakmp - 2 £ & IKE &2 X|SLICH.

- clear crypto sa - 2= IPsec SAE X|ZLIC}H.

HESL|T 9of

Checkpointe| &t 23t = H|Qlof QIEd 8t oded LHE WERXF It 78 E Zé'-r i ClHto|AE= &0(R

2 ECi=Zn 2245104 O|E KIS 2 QUE £ QUESLICH BIRE7F YXISIES T HE|X| 2t 3
oaumMm&ﬂgg| MQM| ouammm4gmnmmmﬂw$uﬁﬂaﬂa
ol ZEETE TN 2 10.0.0.0 /2322 Q9E £ Ql&L|Ct.

HIEZOIE

Policy Editor(3% TE|7[) 0| M Tracking(F%4)0| Long2 £ ™
1 Rojof wztMo = T A|[o{of BfLICH AtM[EF CIHO HE = CIE2 2 AL836to] g = U&
|——|E|'.

C. \ W NNT\ FWL\ 4. 1\ f wst op
C\WNNT\ FW\ 4. 1\ fw d

-d
CHE Bl ChEE gL

C:\WNNT\ FW\ 4. 1\ fwst art
&t 1: Microsoft Windows NT A x|2lL|C}.

MIEZRIEM SAE X[RE{H OIS TS AdgfLC

fwtab -t IKE SA table -x
fwtab -t | SAKMP_ESP table -x
fwtab -t inbound SPI -x

t

fwtab -t | SAKMP_AH table -x
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offoil CHEFSHAIZI &L ZEZEo|MH SEHE + UA&LICH

ClH3T =2 M&

Configuration register is 0x2102

ci sco_endpoi nt #debug crypto isakmp
Crypt o | SAKMP debugging i s on
ci sco_endpoi nt #debug crypto isakmp
Crypto | PSEC debugging is on
ci sco_endpoi nt #debug crypto engine
Crypt o Engi ne debugging is on
ci sco_endpoi nt #
20: 54: 06: | PSEC(sa_request): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124. 157,

src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-sha-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = 0xA29984CA(2727969994), conn_id= 0, keysize= 0, flags= 0x4004
20: 54: 06: | SAKMP: received ke nessage (1/1)
20: 54: 06: | SAKMP: | ocal port 500, renmpote port 500
20: 54: 06: | SAKMP (0:1): beginning Main Mdde exchange
20: 54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) MV.NO_STATE
20: 54: 06: | SAKMP (0:1): received packet from 172.18.124. 157 (1) MM _NO _STATE
20: 54: 06: | SAKMP (0:1): processing SA payl oad. nmessage ID =0
20: 54: 06: | SAKMP (0:1): found peer pre-shared key matching 172.18.124. 157
20:54: 06: | SAKMP (0:1): Checking | SAKMP transform 1 against priority 1 policy

20:54: 06: | SAKMP: encrypti on DES- CBC
20: 54: 06: | SAKMP: hash SHA

20: 54: 06: | SAKMP: default group 1

20: 54: 06: | SAKMP: auth pre-share

20:54: 06: | SAKMP (0:1): atts are acceptable. Next payload is O
20: 54: 06: CryptoEngi ne0: generate al g paraneter
20: 54: 06: CRYPTO_ENG NE: Dh phase 1 status: O
20: 54: 06: CRYPTO_ENG NE: Dh phase 1 status: O
20:54: 06: | SAKMP (0:1): SA is doing pre-shared key authentication

using id type | D_| PVA_ADDR
20: 54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) MV_SA SETUP
20: 54: 06: | SAKMP (0:1): received packet from 172.18.124. 157 (1) MM _SA SETUP
20: 54: 06: | SAKMP (0:1): processing KE payl oad. nmessage ID =0
20: 54: 06: CryptoEngi ne0: generate al g paraneter
20: 54: 06: | SAKMP (0:1): processing NONCE payl oad. message ID =0
20: 54: 06: | SAKMP (0:1): found peer pre-shared key matching 172.18.124. 157
20: 54: 06: CryptoEngi ne0: create | SAKMP SKEYID for conn id 1
20: 54: 06: | SAKMP (0:1): SKEYID state generated
20: 54: 06: | SAKMP (1): | D payl oad

next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
I ength : 8

20:54: 06: | SAKMP (1): Total payload length: 12

20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20: 54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) MV _KEY_EXCH
20:54: 06: | SAKMP (0:1): received packet from 172.18.124.157 (1) MV _KEY_EXCH
20: 54: 06: | SAKMP (0:1): processing |ID payl oad. nmessage ID =0

20:54: 06: | SAKMP (0:1): processing HASH payl oad. nessage ID = 0

20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20:54: 06: | SAKMP (0:1): SA has been authenticated with 172.18.124. 157

20: 54: 06: | SAKMP (0:1): beginning Quick Mde exchange, M 1D of 1855173267



20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20:54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) QWL.IDLE

20: 54: 06: CryptoEngi ne0: cl ear dh nunmber for conn id 1

20:54: 06: | SAKMP (0:1): received packet from 172.18.124.157 (1) QV.IDLE
20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20: 54: 06: | SAKMP (0:1): processing HASH payl oad. nessage | D = 1855173267
20: 54: 06: | SAKMP (0:1): processing SA payl oad. nmessage | D = 1855173267
20: 54: 06: | SAKMP (0:1): Checking | PSec proposal 1

20: 54: 06: | SAKMP: transform 1, ESP_DES

20: 54: 06: | SAKMP: attributes in transform

20: 54: 06: | SAKMP: encaps is 1

20: 54: 06: | SAKMP: SAlife type in seconds

20: 54: 06: | SAKMP: SA life duration (basic) of 3600

20: 54: 06: | SAKMP: SA life type in kil obytes

20: 54: 06: | SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 O0xO0
20: 54: 06: | SAKMP: aut henticator i s HVAC SHA

20: 54: 06: validate proposal O
20:54:06: | SAKMP (0:1): atts are acceptable.
20: 54: 06: | PSEC(val i date_proposal _request): proposal part #1
(key eng. msg.) dest= 172.18.124.157, src= 172.18.124. 35,

dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transform esp-des esp-sha- hmac

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
20: 54: 06: validate proposal request O
20: 54: 06: | SAKMP (0:1): processing NONCE payl oad. message | D = 1855173267
20: 54: 06: | SAKMP (0:1): processing | D payl oad. nmessage | D = 1855173267
20: 54: 06: | SAKMP (0:1): processing | D payl oad. nmessage | D = 1855173267
20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1
20: 54: 06: ipsec allocate flow O
20: 54: 06: ipsec allocate flow O
20:54: 06: | SAKMP (0:1): Creating | PSec SAs

20: 54: 06: i nbound SA from 172.18.124.157 to 172.18.124.35
(proxy 10.32.50.0 to 192.168.1.0)

20: 54: 06: has spi 0xA29984CA and conn_id 2000 and flags 4

20: 54: 06: lifetinme of 3600 seconds

20: 54: 06: lifetime of 4608000 kil obytes

20: 54: 06: out bound SA from 172.18. 124. 35 to 172.18. 124. 157
(proxy 192.168.1.0 to 10.32.50.0)

20: 54: 06: has spi 404516441 and conn_id 2001 and flags 4

20: 54: 06: lifetinme of 3600 seconds

20: 54: 06: lifetime of 4608000 kil obytes

20: 54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) QWL.IDLE
20:54: 06: | SAKMP (0:1): deleting node 1855173267 error FALSE reason ""
20: 54: 06: | PSEC(key_engi ne): got a queue event...
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.35, src= 172.18.124. 157,
dest _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0xA29984CA(2727969994), conn_i d= 2000, keysize= 0, flags= 0x4
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124. 157,
src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0x181C6E59(404516441), conn_id= 2001, keysize= 0, flags= Ox4
20: 54: 06: | PSEC(create_sa): sa created
(sa) sa_dest= 172.18.124.35, sa_prot= 50,
sa_spi = 0xA29984CA(2727969994),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2000



20: 54: 06: | PSEC(create_sa): sa created
(sa) sa_dest= 172.18.124.157, sa_prot= 50,
sa_spi = 0x181C6E59(404516441),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2001
ci sco_endpoi nt#sho cry ips sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 172.18.124.35

| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.32.50.0/255.255.255.0/0/0)
current _peer: 172.18.124. 157
PERM T, flags={origin_is_acl,}
#pkts encaps: 14, #pkts encrypt: 14, #pkts digest 14
#pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 1, #recv errors O

| ocal crypto endpt.: 172.18.124.35, renote crypto endpt.: 172.18.124.157
path mu 1500, nedia ntu 1500
current outbound spi: 181C6E59

i nbound esp sas:

spi: OxA29984CA(2727969994)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtp

--Mre-- sa timng: remaining key lifetime (k/sec):
(4607998/ 3447)

1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x181C6E59(404516441)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4607997/3447)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:
out bound pcp sas:
ci sco_endpoi nt #show crypto isakmp sa
dst src state conn-id sl ot

172.18.124.157 172.18.124.35 OQM.IDLE 1 0

ci sco_endpoi nt #exit

2 HE

. IPSec EM/IKEZEES
. IPsec HIES{3 EOoF 2



//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/scfipsec.html?referring_site=bodynav

CQIEY 7| nEt HOt T2 ER A
. 7|& X|®¥ 8! XM - Cisco Systems



//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdike.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	IPsec 터널 구성 - Cisco 라우터에서 Checkpoint 방화벽 4.1
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	구성
	네트워크 다이어그램
	구성
	라우터 컨피그레이션
	검사점 방화벽 구성


	다음을 확인합니다.
	문제 해결
	문제 해결 명령
	네트워크 요약
	체크포인트
	디버그 출력 샘플

	관련 정보


