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VPN-HO|E%0[1

VPN Gat ewayl#show running-config
Bui | di ng configuration..

Current configuration : 1017 bytes
!
version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane VPN- Gat eway 1l
!

!--- VPN Gatewayl and VPN Gateway2 can be any devices
that !--- perform IPSec. For detailed information on
configuring IPSec !--- refer to IPSec Technology Support

Information. !--- IPSec configuration between VPN
Gatewayl and VPN Gateway? !--- is beyond the scope of
this document. boot-start-marker boot-end-narker ! !
clock timezone EST 0 no aaa new nodel ip subnet-zero ! !
ip audit po nax-events 100 no ftp-server wite-enable !
' 11 I-——— IKE policies (phase 1). crypto isakmp
policy 10

authentication pre-share
crypto isakmp key ciscol23 address 209.165.201.2

1
1
crypto ipsec transform-set basic esp-des esp-md5-hmac
1
!--—- IPSec policies (phase 1). crypto map mymap 10
ipsec-isakmp

set peer 209.165.201.2

set transform-set basic

match address 101

1
1
1

interface Ethernet0/0

i p address 192.168.1.1 255.255.255.0

1

interface Serial1/0

i p address 209. 165. 200. 2 255. 255. 255. 252
serial restart-delay 0O

crypto map mymap

1

ip classless

iproute 0.0.0.0 0.0.0.0 209. 165.200.1

no ip http server

no ip http secure-server

1
1
1
access-list 101 permit ip 192.168.1.0 0.0.0.255
172.16.2.0 0.0.0.255
access-list 101 remark Crypto ACL

1
1
1
control - pl ane
1
1



//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html

line con O
line aux 0
line vty 0 4
!
!
end

PAT-2t<E

PAT- Rout er #show running-config
Bui | di ng configuration..

Current configuration : 971 bytes
]
version 12.3
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption
]
host name PAT- Rout er
]
boot - start - mar ker
boot - end- mar ker
]
!
clock tinmezone EST O
no aaa new node
i p subnet-zero
]
!
ip audit po nmax-events 100
no ftp-server wite-enable
]
]
]
!
no crypto isaknp enabl e
]
]
!
interface Ethernet0/0
i p address 172.16.1.1 255.255.255.0
!--- This declares the interface as inside for NAT
purposes. ip nat inside
]
interface Serial 1/0
i p address 209. 165. 201. 2 255. 255. 255. 224
!--- This declares the interface as !--- outside for NAT
purposes. ip nat outside
serial restart-delay 0O
!
ip classless
ip route 0.0.0.0 0.0.0.0 209.165.201.1
ip route 172.16.0.0 255.255.0.0 172.16.1.2
no ip http server
no ip http secure-server
]
ip nat inside source list 1 interface Seriall/0 overload
!--- This allows PAT to be used for regular Internet
traffic. ip nat inside source static udp 172.16.1.2 4500
interface Seriall/0 4500
!--- This permits IPSec traffic destined for the
Seriall/0 !--- interface to be sent to the inside IP




address 172.16.1.2. ip nat inside source static udp
172.16.1.2 500 interface Seriall/0 500

!--- This allows UDP traffic for the Seriall/0 interface
to be !--- statically mapped to the inside IP address
172.16.1.2. !--- This is required for the Internet
Security Association !--- and Key Management Protocol
(ISAKMP) negotiation to be !--- initiated from VPN-
Gatewayl to VPN-Gateway2. ! | access-list 1 permit
172.16.0.0 0.0.255.255

1

1

!

control - pl ane

!

!

line con O

line aux 0

line vty 0 4

!

!

end

VPN-HO|EH0[2

VPN Gat eway2#show running-config
Bui | di ng configuration..

Current configuration : 986 bytes

!

version 12.3

service tinestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane VPN- Gat eway?2
!

!--—- VPN Gatewayl and VPN Gateway2 can be any devices !-
-- that perform IPSec. For detailed information on !---
IPSec configuration refer to IPSec Technology Support

Information. !--- IPSec configuration between VPN
Gatewayl and VPN Gateway2? !--- is beyond the scope of
this document. boot-start-marker boot-end-narker ! !
clock timezone EST 0 no aaa new nodel ip subnet-zero ! !
ip audit po max-events 100 no ftp-server wite-enable !
' 11 I-——- IKE policies (phase 1). crypto isakmp
policy 10

authentication pre-share

crypto isakmp key ciscol23 address 209.165.200.2

1

1
crypto ipsec transform-set basic esp-des esp-md5-hmac
1
!--- IPSec policies (phase 1). crypto map mymap 10
ipsec-isakmp

set peer 209.165.200.2

set transform-set basic

match address 101

1
1
1

interface Ethernet0/0

i p address 172.16. 1.2 255.255.255.0



//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html

crypto map mymap
!
interface Ethernet1/0
ip address 172.16.2.1 255.255.255.0
!
ip classless
iproute 0.0.0.0 0.0.0.0 172.16.1.1
no ip http server
no ip http secure-server
!
!
!
access-list 101 permit ip 172.16.2.0 0.0.0.255
192.168.1.0 0.0.0.255
access-list 101 remark Crypto ACL
!
!
!
control - pl ane
!
!
line con O
line aux O
line vty 0 4
!
!
end

IPSec NAT £H/M0| gl 74

. VPN-AH|O|EQIO[1
. PAT-2}H
. VPN-AH0|E€]0]2

VPN-HO|EH0]1

VPN Gat eway l#show running-config
Bui | di ng configuration..

Current configuration : 1017 bytes

!

version 12.3

service tinestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane VPN- Gat ewayl
!

!--—- VPN Gatewayl and VPN Gateway2 can be any devices !-
-- that perform IPSec. For detailed information on !---
IPSec configuration refer to IPSec Technology Support

Information. !--- IPSec configuration between VPN
Gatewayl and VPN Gateway? !--- is beyond the scope of
this document. boot-start-marker boot-end-narker ! !
clock timezone EST 0 no aaa new nodel ip subnet-zero ! !
ip audit po max-events 100 no ftp-server wite-enable !
' 11 I-——- IKE policies (phase 1). crypto isakmp
policy 10

authentication pre-share
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crypto isakmp key ciscol23 address 209.165.201.2

!

!
crypto ipsec transform-set basic esp-des esp-md5-hmac
!

!--—- IPSec policies (phase 1). crypto map mymap 10
ipsec-isakmp

set peer 209.165.201.2

set transform-set basic

match address 101

!

!

!

interface Ethernet0/0

i p address 192.168.1.1 255.255.255.0

!

interface Serial1/0

i p address 209. 165. 200. 2 255. 255. 255. 252

serial restart-delay O

crypto map mymap

|

ip classless
ip route 0.0.0.0 0.0.0.0 209.165.200.1
no ip http server
no ip http secure-server

!

!

!
access-list 101 permit ip 192.168.1.0 0.0.0.255
172.16.2.0 0.0.0.255
access-list 101 remark Crypto ACL

!

!
!
control - pl ane
!
!
line con O
line aux 0
line vty 0 4
!
!
end

PAT-2}E

PAT- Rout er #show running-config
Bui | di ng configuration..

Current configuration : 971 bytes
!
version 12.3

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!
host nane PAT- Rout er
!
boot - st art - mar ker
boot - end- mar ker

!
!

clock tinmezone EST O




no aaa new node
i p subnet-zero

ip audit po nmax-events 100
no ftp-server wite-enable

no crypto i saknp enabl e

interface Ethernet0/0

i p address 172.16.1.1 255.255.255.0

!--- This declares the interface as inside for NAT
purposes. ip nat inside

1
interface Serial1/0

i p address 209. 165. 201. 2 255. 255. 255. 224

!--- This declares the interface as !--- outside for NAT
purposes. ip nat outside

serial restart-delay 0O

1

ip classless

iproute 0.0.0.0 0.0.0.0 209.165.201.1

ip route 172.16.0.0 255.255.0.0 172.16.1.2

no ip http server

no ip http secure-server

1
ip nat inside source list 1 interface Seriall/0 overload
!--- This allows PAT to be used for regular Internet
traffic. ip nat inside source static esp 172.16.1.2
interface Seriall/O

!--- This permits the IPSec ESP tunnel mode !---

destined for the Seriall/0 interface to be sent !--- to
the inside IP address 172.16.1.2. The "esp" !--- option
allows a single ESP tunnel-mode !--- VPN setup to be

possible. ip nat inside source static udp 172.16.1.2 500
interface Seriall/0 500
!--- This allows UDP traffic for the Seriall/0 !---

interface to be statically mapped to the inside !--- IP
address 172.16.1.2. This is required !--- for the ISAKMP
negotiation to be initiated !--- from VPN-Gatewayl to
VPN-Gateway2. ! | access-list 1 permit 172.16.0.0
0.0.255.255

!

!

!
control - pl ane
!

!

line con O
line aux O
line vty 0 4
!

!

end

VPN-HO|EH0[2

VPN Gat eway2#show running-config




Bui | di ng configuration..

Current configuration : 986 bytes
!
version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

|

host nane VPN- Gat eway?2
!

!--—- VPN Gatewayl and VPN Gateway2 can be any devices !-
-- that perform IPSec. For detailed information on !---
IPSec configuration refer to IPSec Technology Support

Information. !--- IPSec configuration between VPN
Gatewayl and VPN Gateway2? !--- is beyond the scope of
this document. boot-start-marker boot-end-narker ! !
clock timezone EST 0 no aaa new nodel ip subnet-zero ! !
ip audit po nax-events 100 no ftp-server wite-enable !
'V 11 I-——- IKE policies (phase 1). crypto isakmp
policy 10

authentication pre-share
crypto isakmp key ciscol23 address 209.165.200.2

1
1
crypto ipsec transform-set basic esp-des esp-md5-hmac
no crypto ipsec nat-transparency udp-encaps

1

!--—- IPSec policies (phase 1). crypto map mymap 10
ipsec-isakmp

set peer 209.165.200.2

set transform-set basic

match address 101

1

1

1

interface Ethernet0/0

i p address 172.16. 1.2 255.255.255.0

crypto map mymap

1

interface Ethernetl1/0

i p address 172.16.2.1 255.255.255.0

!

ip classless

iproute 0.0.0.0 0.0.0.0 172.16.1.1

no ip http server

no ip http secure-server

1

1

1

access-list 101 permit ip 172.16.2.0 0.0.0.255
192.168.1.0 0.0.0.255

access-list 101 remark Crypto ACL

1

1

1

control -pl ane

1

1

line con O

line aux 0

line vty 0 4
!
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ol dMofM= Hu|aefo|Mo| Mz 2Sst=X| #Hlst= Ol ALY =+ Us SEE M3

U5 show BHL =3 °._|E-|£E| B £ oM X|E|=CI(SSE n2ph), ol E2 A& stH show &

E* EEI_-I EAM 208 & + AaUCh

. IPSec NAT E&HAM =|
. IPSec NAT £EHE gio| &2l

IPSec NAT £HAMO = &0l

. show crypto isakmp sa - I|0{2| Xl IKE(Internet Key Exchange) 20t 24ZE(SA)2 25 EA|

rLct.

VPN Gat eway l#show crypto isakmp sa

dst src state conn-id sl ot
209. 165. 200. 2 209. 165. 201. 2 QM I DLE 1 0

VPN Gat eway2#show crypto isakmp sa
dst src state conn-id slot
209. 165. 200. 2 172.16.1.2 QM I DLE 1 0

. show crypto ipsec sa - I|0{ Ztoll 25 El IPSec SAE E A|ErLICEH
VPN Gat eway l#show crypto ipsec sa

!-—- This command is issued after a ping !--- 1is attempted from PC2 to PC1. interface:
Serial 1/0 Crypto nap tag: mymap, |ocal addr. 209.165.200.2 protected vrf: local ident
(addr/ mask/prot/port): (192.168.1.0/255.255.255.0/0/0) renote ident (addr/mask/prot/port):
(172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0) current _peer: 209. 165.201.2: 4500 PERM T,
flags={origin_is_acl,} #pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6 #pkts decaps: 6
#pkts decrypt: 6, #pkts verify: 6 #pkts conpressed: 0, #pkts deconpressed: 0 #pkts not
conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors 0 local crypto endpt.: 209.165.200.2, remote crypto endpt.
209. 165.201. 2 path mtu 1500, nedia ntu 1500 current outbound spi: 9CCA0619 inbound esp sas
spi: Ox4E6B990F(1315674383) transform esp-des esp-nd5-hnmac , in use settings ={Tunnel UDP-
Encaps, } slot: 0, conn id: 2000, flow.id: 5, crypto map: mynmap crypto engi ne type:
Software, engine_id: 1 satinmng: remaining key lifetinme (k/sec): (4602622/3489)

i ke_cooki es: 8973C578 9C7DEB45 5CI9BE6DC 7F737D09 |V size: 8 bytes replay detection support:
Y i nbound ah sas: inbound pcp sas: outbound esp sas: spi: O0x9CCA0619(2630485529) transform
esp-des esp-nd5-hmac , in use settings ={Tunnel UDP-Encaps, } slot: 0, conn id: 2001,
flow.id: 6, crypto map: nynap crypto engine type: Software, engine_id: 1 sa timng:

remai ning key lifetine (k/sec): (4602622/3489) ike_cookies: 8973C578 9C7DEB45 5C9BE6DC
7F737D09 |V size: 8 bytes replay detection support: Y outbound ah sas: outbound pcp sas
VPN Gat eway2#show crypto ipsec sa

!-—- This command is issued after a ping !--- 1is attempted from PC2 to PC1. interface:
Et hernet0/0 Crypto map tag: nynmap, |ocal addr. 172.16.1.2 protected vrf: |ocal ident
(addr/ mask/ prot/port): (172.16.2.0/255.255.255.0/0/0) renpte ident (addr/nmask/prot/port):
(192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0) current _peer: 209. 165. 200. 2: 4500 PERM T,
flags={origin_is_acl,} #pkts encaps: 23, #pkts encrypt: 23, #pkts digest: 23 #pkts decaps
16, #pkts decrypt: 16, #pkts verify: 16 #pkts conpressed: 0, #pkts deconpressed: 0 #pkts not
conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: 0, #pkts deconpress failed: 0
#send errors 7, #recv errors O local crypto endpt.: 172.16.1.2, renpte crypto endpt.
209. 165. 200. 2 path mtu 1500, nedia ntu 1500 current outbound spi: 4E6B990F i nbound esp sas
spi: O0x9CCA0619(2630485529) transform esp-des esp-nd5-hnmac , in use settings ={Tunnel UDP-
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Encaps, } slot: 0, conn id: 2000, flow.id: 1, crypto map: mynmap crypto engi ne type:
Software, engine_id: 1 sa tinmng: remaining key lifetime (k/sec): (4384024/3481)
i ke_cooki es: 5CI9BE6DC 7F737D09 8973C578 9C7DEB45 |V size: 8 bytes replay detection support:
Y i nbound ah sas: inbound pcp sas: outbound esp sas: spi: Ox4E6B990F(1315674383) transform
esp-des esp-nd5-hmac , in use settings ={Tunnel UDP-Encaps, } slot: 0, conn id: 2001,
flow.id: 2, crypto map: nmymap crypto engine type: Software, engine_id: 1 sa timng:
remai ning key lifetine (k/sec): (4384024/3481) ike_cookies: 5CI9BE6DC 7F737D09 8973C578
9C7DEB45 |V size: 8 bytes replay detection support: Y outbound ah sas: outbound pcp sas

- show ip nat translations - & 4 NAT BH4& 2 E A LICtH
PAT- Rout er #show ip nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal CQut si de gl oba
udp 209. 165.201.2:500 172.16.1.2:500 --- ---
udp 209. 165. 201. 2: 4500 172.16. 1. 2: 4500 --- ---

IPSec NAT =HT gio| &2l

- show crypto isakmp sa - I|012| TAl| Z & IKE SAE EA[ELICt
VPN- Gat eway l#show crypto isakmp sa
dst src state conn-id sl ot
209. 165. 200. 2 209. 165. 201. 2 QM I DLE 1 0

VPN- Gat eway2#show crypto isakmp sa
dst src state conn-id sl ot
209. 165. 200. 2 172.16.1.2 QM I DLE 1 0
- show crypto ipsec sa - I|0{ Zt0oll & El IPSec SAE E A|EFL|C}.
VPN Gat eway l#show crypto ipsec sa

!-—- This command is issued after a ping !--- 1s attempted from PC2 to PC1. interface:
Serial1/0 Crypto map tag: nymap, |ocal addr. 209.165.200.2 protected vrf: |ocal ident
(addr/ mask/ prot/port): (192.168. 1.0/ 255.255.255.0/0/0) renmote ident (addr/nask/prot/port):
(172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0) current_peer: 209.165.201.2: 500 PERM T,
flags={origin_is_acl,} #pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21 #pkts decaps
15, #pkts decrypt: 15, #pkts verify: 15 #pkts conpressed: 0, #pkts deconpressed: 0 #pkts not
conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: 0, #pkts deconpress failed: 0
#send errors 4, #recv errors 0 local crypto endpt.: 209.165.200.2, renpte crypto endpt.

209. 165.201. 2 path mtu 1500, nedia ntu 1500 current outbound spi: EB89A0245 inbound esp sas
spi: OxB5F867BC(3052955580) transform esp-des esp-nd5-hmac , in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 7, crypto map: nynmap crypto engi ne type: Software,
engine_id: 1 sa timng: remaining key lifetinme (k/sec): (4538665/3553) ike_cookies: 8973C578
DD91CB42 5C9BE6DC 63813771 |V size: 8 bytes replay detection support: Y inbound ah sas

i nbound pcp sas: outbound esp sas: spi: OxE89A0245(3902407237) transform esp-des esp-nd5-
hmac , in use settings ={Tunnel, } slot: O, conn id: 2001, flow_.id: 8, crypto nap: nynap
crypto engine type: Software, engine_id: 1 sa timng: remaining key lifetime (k/sec):
(4538665/ 3553) i ke_cooki es: 8973C578 DDI1CB42 5CI9BE6DC 63813771 1V size: 8 bytes replay
detection support: Y outbound ah sas: outbound pcp sas: VPN Gat eway2#show crypto ipsec sa

!-—- This command is issued after a ping !--- 1is attempted from PC2 to PC1. interface:
Et hernet0/0 Crypto map tag: nymap, |ocal addr. 172.16.1.2 protected vrf: local ident
(addr/ mask/ prot/port): (172.16.2.0/255.255.255.0/0/0) renpte ident (addr/nmask/prot/port):
(192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0) current _peer: 209.165.200.2: 500 PERM T,
flags={origin_is_acl,} #pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5 #pkts decaps: 5
#pkts decrypt: 5, #pkts verify: 5 #pkts conmpressed: 0, #pkts deconpressed: 0 #pkts not
conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: 0, #pkts deconpress failed: 0
#send errors 1, #recv errors O local crypto endpt.: 172.16.1.2, renpte crypto endpt.
209. 165. 200. 2 path mtu 1500, nedia ntu 1500 current outbound spi: B5F867BC i nbound esp sas
spi: OxE89A0245(3902407237) transform esp-des esp-nd5-hmac , in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 3, crypto map: nynmap crypto engi ne type: Software,
engine_id: 1 sa timng: remaining key lifetime (k/sec): (4572084/3561) ike_cookies: 5CI9BE6DC
63813771 8973C578 DDO1CB42 |V size: 8 bytes replay detection support: Y inbound ah sas
i nbound pcp sas: outbound esp sas: spi: O0xB5F867BC(3052955580) transform esp-des esp-nd5-
hmac , in use settings ={Tunnel, } slot: O, conn id: 2001, flow_.id: 4, crypto nap: nynap



crypto engine type: Software, engine_id: 1 sa timng: remaining key lifetime (k/sec):
(4572084/ 3561) ike_cooki es: 5CI9BE6DC 63813771 8973C578 DDI91CB42 |V size: 8 bytes replay
detection support: Y outbound ah sas: outbound pcp sas:

- show ip nat translations - 43 NAT B82S Z AL
PAT- Rout er #show ip nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal CQut si de gl obal
udp 209. 165.201.2: 500 172.16.1.2:500 --- ---
esp 209. 165.201.2: 0 172.16.1.2:0 --- ---
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- debug crypto ipsec - 2EHH|2| IPSec &af 2 EAIELICH
. debug crypto isakmp - 1EH7| 2] ISAKMP a2 EAELLCH
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VPN Gat eway l#debug crypto ipsec
Crypto | PSEC debugging is on
VPN Gat eway l#debug crypto isakmp
Crypto | SAKMP debugging is on
VPN Gat eway l#show debug
Crypt ogr aphi ¢ Subsystem
Crypto | SAKMP debugging is on
Crypto | PSEC debugging is on

!-——- These debugs appeared after a ping !--- was attempted from PC2 to PC1. *Jun 27
09: 31:36.159: | SAKMP (0:0): received packet from 209.165.201.2 dport 500 sport 500 d obal (N)
NEW SA *Jun 27 09:31:36.159: | SAKMP: Created a peer struct for 209.165.201.2, peer port 500 *Jun
27 09:31:36.159: | SAKMP: Locking peer struct 0x2C50610, I KE refcount 1 for
crypto_i saknp_process_bl ock *Jun 27 09: 31:36.159: | SAKMP: | ocal port 500, renpote port 500 *Jun
27 09:31:36.559: insert sa successfully sa = 290B720 *Jun 27 09: 31: 36. 559:
| SAKMP: (0: 1: SW 1) : I nput = | KE_VESG FROM PEER, | KE_MM EXCH *Jun 27 09: 31: 36. 559:
| SAKMP: (0:1: SW1): O d State = | KE_READY New State = | KE_R MML *Jun 27 09: 31: 36. 619:
| SAKMP; (0: 1: SW1): processing SA payload. nessage ID = 0 *Jun 27 09:31: 36. 619:
| SAKMP; (0: 1: SW1): processing vendor id payload *Jun 27 09:31:36.619: | SAKMP: (0:1: SW1): vendor
ID seens Unity/DPD but mgjor 157 mismatch *Jun 27 09: 31:36.619: | SAKMP: (0: 1: SW1): vendor IDis
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NAT-T v3 *Jun 27 09: 31:36.619: | SAKMP: (0: 1: SW1): processing vendor id payload *Jun 27

09: 31: 36.619: | SAKMP: (0: 1: SW1): vendor ID seens Unity/DPD but major 123 m smatch *Jun 27

09: 31:36.619: | SAKMP: (0:1: SW1): vendor IDis NAT-T v2 *Jun 27 09: 31:36.619: | SAKMP: Looking for
a matchi ng key for 209.165.201.2 in default : success *Jun 27 09: 31: 36. 619:

| SAKMP: (0: 1: SW1): found peer pre-shared key matching 209. 165.201.2 *Jun 27 09: 31: 36. 619:

| SAKMP: (0: 1: SW1): |ocal preshared key found *Jun 27 09: 31:36.619: | SAKMP : Scanning profiles
for xauth ... *Jun 27 09: 31: 36. 619: | SAKWP: (0: 1: SW 1) : Checki ng | SAKMP transform 1 agai nst
priority 10 policy *Jun 27 09: 31: 36. 619: | SAKMP: encryption DES-CBC *Jun 27 09: 31: 36. 619:

I SAKMP:  hash SHA *Jun 27 09: 31: 36. 619: | SAKMP: default group 1 *Jun 27 09: 31: 36. 619: | SAKIVP:
auth pre-share *Jun 27 09: 31: 36.619: | SAKMP: |ife type in seconds *Jun 27 09: 31: 36. 619: | SAKWVP:
life duration (VPI) of Ox0 Ox1 0x51 0x80 *Jun 27 09: 31:36.619: | SAKMP: (0:1:SW1):atts are
acceptable. Next payload is 0 *Jun 27 09: 31: 36.619: | SAKMP: (0: 1: SW1): processing vendor id

payl oad *Jun 27 09: 31: 36.619: | SAKMP: (0:1: SW1): vendor |ID seens Unity/DPD but major 157

m smat ch *Jun 27 09: 31: 36.619: | SAKMP: (0: 1: SW1): vendor IDis NAT-T v3 *Jun 27 09: 31: 36. 619:

| SAKMP: (0: 1: SW1): processing vendor id payload *Jun 27 09: 31:36.619: | SAKMP: (0:1: SW1): vendor
ID seens Unity/DPD but major 123 mismatch *Jun 27 09: 31: 36. 619: | SAKMP: (0: 1: SW1): vendor IDis
NAT-T v2 *Jun 27 09: 31:36.619: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE *Jun 27 09:31:36.619: | SAKMP: (0:1:SW1):Od State = IKE R MML New State =
IKE_R MML *Jun 27 09:31:36.771: | SAKWP: (0:1: SW1): constructed NAT-T vendor-03 ID *Jun 27
09:31:36.771: | SAKMP: (0:1: SW1): sending packet to 209. 165.201.2 ny_port 500 peer_port 500 (R)
MM_SA_SETUP *Jun 27 09:31:36.771: | SAKWMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL,

| KE_PROCESS _COMPLETE *Jun 27 09:31:36.771: | SAKMP: (0:1:SW1):Od State = IKE R MML New State =
IKE_R_ MV2 *Jun 27 09: 31:37.179: | SAKWP (0:134217729): received packet from 209.165.201. 2 dport
500 sport 500 G obal (R} MM_SA SETUP *Jun 27 09: 31:37.179: | SAKWP: (0:1: SW1):Input =

| KE_MESG _FROM PEER, | KE_MM EXCH *Jun 27 09:31:37.179: | SAKMP: (0:1:SW1): A d State = | KELR MW
New State = | KE_LR_ MMB *Jun 27 09:31:38.199: | SAKMP: (0: 1: SW1): processing KE payl oad. nessage |D
= 0 *Jun 27 09:31:38.199: | SAKMP: (0:1: SW1): processing NONCE payl oad. nessage |ID = 0 *Jun 27
09: 31: 38. 759: | SAKMP: Looking for a matching key for 209.165.201.2 in default : success *Jun 27
09: 31:38. 759: | SAKMP: (0: 1: SW1):found peer pre-shared key matching 209. 165. 201. 2 *Jun 27

09: 31:38. 759: | SAKMP: (0: 1: SW1): SKEYID state generated *Jun 27 09: 31:38. 759: | SAKMP: (0: 1: SW1):
processi ng vendor id payload *Jun 27 09: 31:38.759: | SAKMP: (0:1: SW1): vendor IDis Unity *Jun 27
09: 31:38.759: | SAKMP: (0: 1: SW1): processing vendor id payload *Jun 27 09: 31: 38. 759:

| SAKMP: (0: 1: SW1): vendor IDis DPD *Jun 27 09:31:38.759: | SAKMP: (0: 1: SW1): processing vendor
id payload *Jun 27 09:31:38.759: | SAKMP: (0:1: SW1): speaking to another |10OS box! *Jun 27

09: 31: 38. 759: | SAKMP: recei ved payl oad type 17 *Jun 27 09: 31: 38. 759: | SAKMP: recei ved payl oad type
17 *Jun 27 09: 31:38. 759: | SAKMP (0: 134217729): NAT found, the node outside NAT *Jun 27

09: 31: 38. 759: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE *Jun 27
09:31:38.759: | SAKMP: (0:1: SW1):dd State = IKE_LR M3 New State = | KE_LR_ MMB *Jun 27
09:31:38.891: | SAKMP: (0:1: SW1): sending packet to 209.165.201.2 ny_port 500 peer_port 500 (R)
MM_KEY_EXCH *Jun 27 09:31:38.891: |SAKWMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,

| KE_PROCESS _COWMPLETE *Jun 27 09:31:38.891: | SAKMP: (0:1:SW1):Od State = IKE_R MVB New State =
I KE_R MW *Jun 27 09: 31:40.071: | SAKWP (0:134217729): received packet from 209. 165.201. 2 dport
4500 sport 4500 d obal (R) MM KEY_EXCH *Jun 27 09: 31:40.071: | SAKMP: (0:1: SW1):Input =

| KE_MESG_FROM PEER, | KE_MM EXCH *Jun 27 09: 31:40.071: | SAKMP: (0:1: SW1): A d State = | KELR M
New State = | KE_R_MVb *Jun 27 09:31:40.199: | SAKMP: (0: 1: SW1): processing |ID payl oad. nessage |ID
= 0 *Jun 27 09:31:40.199: | SAKMP (0:134217729): |ID payl oad next-payload : 8 type : 1 address :
172.16.1.2 protocol : 17 port : O length : 12 *Jun 27 09: 31:40.199: | SAKWMP: (0:1: SW1):: peer

mat ches *none* of the profiles *Jun 27 09: 31:40.199: | SAKMP: (0: 1: SW1): processing HASH payl oad.
nmessage |D = 0 *Jun 27 09:31:40.199: | SAKMP: (0: 1: SW1): processing NOTIFY | NI TI AL_CONTACT
protocol 1 spi 0, nmessage ID = 0, sa = 290B720 *Jun 27 09: 31:40.199: | SAKMP: (0:1: SW1): SA

aut hentication status: authenticated *Jun 27 09: 31:40.199: | SAKMP: (0:1: SW1): Process initial
contact, bring down existing phase 1 and 2 SA's with |ocal 209.165.200.2 rempote 209. 165. 201. 2
renote port 4500 *Jun 27 09: 31:40.231: | PSEC(key_engine): got a queue event with 1 kei messages
*Jun 27 09: 31:40.399: | SAKMP: (0: 1: SW1): SA authentication status: authenticated *Jun 27

09: 31:40.399: | SAKMP: (0:1: SW1): SA has been authenticated with 209.165.201.2 *Jun 27

09: 31:40.399: | SAKMP: (0:1: SW1): Detected port floating to port = 4500 *Jun 27 09: 31: 40. 399:

I SAKMP: Trying to insert a peer 209.165.200. 2/209. 165. 201. 2/ 4500/, and inserted successfully.
*Jun 27 09: 31:40.399: | SAKMP: (0:1: SW1):: peer matches *none* of the profiles *Jun 27

09: 31:40. 399: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE *Jun 27

09: 31:40.399: | SAKMP: (0:1: SW1):dd State = IKE_LR MW New State = | KE_LR_ MVb *Jun 27

09: 31:40.459: | SAKMP: (0:1: SW1):SA is doing pre-shared key authentication using id type

I D | PVA_ADDR *Jun 27 09: 31:40. 459: | SAKWP (0:134217729): |D payl oad next-payload : 8 type : 1
address : 209. 165.200.2 protocol : 17 port : O length : 12 *Jun 27 09: 31: 40. 459:

| SAKMP: (0: 1: SW1): Total payload Iength: 12 *Jun 27 09: 31:40.459: | SAKMP: (0: 1: SW1): sending



packet to 209.165.201.2 ny_port 4500 peer_port 4500 (R) MM KEY_EXCH *Jun 27 09: 31: 40. 459:

| SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS_COWVPLETE *Jun 27 09: 31: 40. 459:
| SAKMP: (0:1: SW1): O d State = IKE. R MW New State = | KE_P1_COWLETE *Jun 27 09: 31: 40. 539:
| SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL, | KE_PHASE1_COWPLETE *Jun 27 09: 31:40. 539:

| SAKMP: (0:1: SW1): O d State = | KE_P1_COVPLETE New State = | KE_P1_COVPLETE *Jun 27 09: 31: 40.999:

| SAKMP (0: 134217729): received packet from 209. 165.201. 2 dport 4500 sport 4500 d obal (R
QVLIDLE *Jun 27 09: 31:40.999: | SAKMP: set new node 1546295295 to QWL.IDLE *Jun 27 09: 31: 40. 999:

| SAKMP: (0: 1: SW1): processing HASH payl oad. nmessage | D = 1546295295 *Jun 27 09: 31: 40. 999:

| SAKMP: (0: 1: SW1): processing SA payload. nessage |ID = 1546295295 *Jun 27 09: 31: 40. 999:

| SAKMP: (0: 1: SW 1) : Checking | PSec proposal 1 *Jun 27 09:31:40.999: | SAKMP: transform 1, ESP_DES
*Jun 27 09: 31:40.999: | SAKMP: attributes in transform *Jun 27 09: 31:40.999: | SAKMP: encaps is
61443 (Tunnel - UDP) *Jun 27 09: 31:40.999: |ISAKMP: SA |ife type in seconds *Jun 27 09: 31: 40. 999:

I SAKMP: SA Iife duration (basic) of 3600 *Jun 27 09:31:40.999: |ISAKMP: SA life type in kil obytes
*Jun 27 09: 31:40.999: | SAKMP: SA life duration (VPI) of 0xO 0x46 0x50 0xO0 *Jun 27 09: 31:40.999:

| SAKMP:  aut henticator is HVAC-MD5 *Jun 27 09: 31:40.999: | SAKMP: (0:1: SW1):atts are acceptable.
*Jun 27 09: 31:40.999: |PSEC(val i date_proposal _request): proposal part #1, (key eng. nsg.)

I NBOUND | ocal = 209. 165. 200. 2, renote= 209. 165. 201. 2, |ocal _proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), renmote_proxy= 172.16. 2. 0/ 255. 255.255.0/0/0 (type=4), protocol = ESP, transform= esp-des
esp- md5- hmac (Tunnel -UDP), |ifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags=
0x400 *Jun 27 09:31:40.999: | PSEC(kei _proxy): head nymap, map->ivrf =, kei->vrf = *Jun 27
09: 31:40.999: | SAKMP: (0:1: SW1): processi ng NONCE payl oad. nessage | D = 1546295295 *Jun 27

09: 31:40.999: | SAKMP: (0:1: SW1): processing | D payl oad. nmessage | D = 1546295295 *Jun 27

09: 31:40.999: | SAKMP: (0:1: SW1): processing | D payl oad. nmessage | D = 1546295295 *Jun 27

09: 31:40.999: | SAKMP: (0:1: SW1): asking for 1 spis fromipsec *Jun 27 09: 31: 40. 999:

| SAKMP: (0: 1: SW 1) : Node 1546295295, I|nput = | KE_MESG FROM PEER, |KE_QM EXCH *Jun 27 09: 31: 40. 999:
| SAKMP: (0:1: SW1): O d State = | KE_ QM READY New State = | KE_LQVL SPI _STARVE *Jun 27 09: 31:41. 031:

| PSEC(key_engi ne): got a queue event with 1 kei mnmessages *Jun 27 09: 31:41. 031:

| PSEC(spi _response): getting spi 1315674383 for SA from 209. 165.200.2 to 209.165.201.2 for prot
3 *Jun 27 09: 31:41.079: | SAKWP: received i ke nessage (2/1) *Jun 27 09: 31:42.039:

| SAKMP: (0: 1: SW1): sending packet to 209.165.201.2 my_port 4500 peer_port 4500 (R) QWM IDLE *Jun
27 09:31:42.039: | SAKMP: (0: 1: SW1): Node 1546295295, |nput = | KE_LMESG FROM | PSEC, | KE_SPI _REPLY
*Jun 27 09:31:42.039: | SAKWMP: (0:1:SW1):dd State = | KE.QVM SPI _STARVE New State = | KE_QVM R QW
*Jun 27 09:31:42.311: | SAKMP (0:134217729): received packet from 209. 165.201.2 dport 4500 sport
4500 d obal (R) QVIDLE *Jun 27 09:31:42.311: |PSec: Flow switching Allocated flow for flow_id
134217733 *Jun 27 09: 31:42. 311: |1PSec: Flow switching Allocated flow for flow.id 134217734 *Jun
27 09: 31:43.339: %RYPTO 5- SESSI ON_STATUS: Crypto tunnel is UP . Peer 209.165.201.2:4500 |d:
172.16. 1.2 *Jun 27 09: 31: 43. 339: | SAKMP: Locki ng peer struct 0x2C50610, |IPSEC refcount 1 for for
stuff_ke *Jun 27 09:31:43.339: | SAKMP: (0: 1: SW1): Creating |IPSec SAs *Jun 27 09: 31: 43. 339:

i nbound SA from 209. 165.201.2 to 209.165.200.2 (f/i) 0/ O (proxy 172.16.2.0 to 192.168.1.0) *Jun
27 09: 31:43.339: has spi 0x4E6B990F and conn_id 2000 and flags 400 *Jun 27 09: 31: 43. 339:
lifetinme of 3600 seconds *Jun 27 09:31:43.339: lifetime of 4608000 kil obytes *Jun 27
09:31:43.339: has client flags 0x10 *Jun 27 09: 31:43. 339: outbound SA from 209. 165.200.2 to
209.165.201.2 (f/i) 0/0 (proxy 192.168.1.0 to 172.16.2.0) *Jun 27 09:31:43.339: has spi -
1664481767 and conn_id 2001 and flags 408 *Jun 27 09: 31:43.339: lifetime of 3600 seconds *Jun 27
09:31:43.339: lifetime of 4608000 kil obytes *Jun 27 09: 31:43.339: has client flags 0x10 *Jun 27
09: 31:43.339: | SAKMP: (0: 1: SW1):del eting node 1546295295 error FALSE reason "qui ck node done
(await)" *Jun 27 09:31:43.339: | SAKWP: (0: 1: SW1): Node 1546295295, |nput = | KE_MESG FROM PEER,

| KE_QM EXCH *Jun 27 09:31:43.339: | SAKWMP: (0:1:SW1):dd State = IKEQM R QW New State =

| KE_QM _PHASE2_COWVPLETE *Jun 27 09: 31:43.359: | PSEC(key_engine): got a queue event with 2 kei
nmessages *Jun 27 09:31:43.359: IPSEC(initialize_sas): , (key eng. msg.) | NBOUND | ocal =

209. 165. 200. 2, renote= 209. 165. 201. 2, | ocal _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform esp-des esp-nd5-
hmac (Tunnel -UDP), |ifedur= 3600s and 4608000kb, spi= 0x4E6B990F(1315674383), conn_id=
134219728, keysize= 0, flags= 0x400 *Jun 27 09:31:43.359: IPSEC(initialize_sas): , (key eng.
nmsg.) OUTBOUND | ocal = 209. 165. 200. 2, renote= 209. 165. 201. 2, | ocal _proxy=

192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy= 172.16. 2. 0/255. 255.255.0/0/0 (type=4),
protocol = ESP, transform esp-des esp-nd5-hmac (Tunnel -UDP), |ifedur= 3600s and 4608000kb, spi=
0x9CCA0619(2630485529), conn_id= 134219729, keysize= 0, flags= 0x408 *Jun 27 09: 31: 43. 359:

| PSEC( kei _proxy): head = nymap, map->ivrf =, kei->ivrf = *Jun 27 09: 31: 43. 359:

| PSEC(crypto_i psec_sa_find_ident_head): reconnecting with the sane proxies and 209. 165. 201. 2
*Jun 27 09:31:43.359: IPSEC(ntree_add_ident): src 192.168.1.0, dest 172.16.2.0, dest_port 0 *Jun
27 09:31:43.359: |IPSEC(create_sa): sa created, (sa) sa_dest= 209.165.200.2, sa_prot= 50, sa_spi=
Ox4E6B990F(1315674383), sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 134219728 *Jun 27
09:31:43.359: | PSEC(create_sa): sa created, (sa) sa_dest= 209.165.201.2, sa_prot= 50, sa_spi=



0x9CCA0619(2630485529), sa_trans= esp-des esp-nmd5-hmac , sa_conn_id= 134219729 *Jun 27
09: 32: 33. 359: | SAKMP: (0: 1: SW 1) : purgi ng node 1546295295 VPN CGat eway2#debug crypto ipsec
Crypto | PSEC debugging is on
VPN Gat eway2#debug crypto isakmp
Crypt o | SAKMP debugging is on
VPN Gat eway2#show debug
Crypt ogr aphi ¢ Subsyst em
Crypt o | SAKMP debugging is on
Crypto | PSEC debugging is on
VPN Gat eway 2#

!--- These debugs appeared after a ping !--- was attempted from PC2 to PCI1. *Jun 27

09: 31: 35.447: | PSEC(sa_request): , (key eng. nsg.) OUTBOUND | ocal = 172.16.1.2, renote=

209. 165. 200. 2, | ocal _proxy= 172.16. 2. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy=

192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform esp-des esp-nd5-hmac (Tunnel),

I'ifedur= 3600s and 4608000kb, spi = 0x9CCA0619(2630485529), conn_id= 0, keysize= 0, flags= 0x400A

*Jun 27 09: 31: 35.455: | SAKMP: received ke message (1/1) *Jun 27 09: 31: 35. 455:

| SAKMP: (0: 0: N A:0): SA request profile is (NULL) *Jun 27 09: 31: 35.455: | SAKMP: Created a peer

struct for 209.165.200.2, peer port 500 *Jun 27 09: 31: 35. 455: | SAKMP: Locki ng peer struct

0x2C42438, IKE refcount 1 for isaknp_initiator *Jun 27 09: 31: 35. 455: | SAKMP: |ocal port 500,

renote port 500 *Jun 27 09: 31: 35.487: | SAKMP: set new node O to QV IDLE *Jun 27 09: 31: 35. 487:

insert sa successfully sa = 2CB1E80 *Jun 27 09: 31:35.487: | SAKMP: (0:1: SW1): Can not start

Aggressive node, trying Main node. *Jun 27 09: 31:35.487: | SAKMP: Looking for a matching key for

209.165.200.2 in default : success *Jun 27 09:31:35.487: | SAKMP: (0: 1: SW1):found peer pre-shared

key mat ching 209. 165. 200. 2 *Jun 27 09: 31: 35.487: | SAKMP: (0: 1: SW1): constructed NAT-T vendor-03

ID *Jun 27 09: 31:35.487: | SAKMP: (0:1: SW1): constructed NAT-T vendor-02 I D *Jun 27 09: 31: 35. 487:

| SAKMP: (0: 1: SW1): I nput = | KE_MESG FROM | PSEC, | KE_SA REQ MM *Jun 27 09: 31: 35. 487:

| SAKMP: (0:1: SW1): O d State = | KE_ READY New State = I KE_| _MML *Jun 27 09: 31: 35. 487:

| SAKMP: (0: 1: SW1): begi nning Main Mbde exchange *Jun 27 09:31:35.487: | SAKMP: (0:1: SW1): sending

packet to 209.165.200.2 ny_port 500 peer_port 500 (1) MV _NO STATE *Jun 27 09: 31: 36. 607: | SAKMP

(0:134217729): received packet from 209.165. 200.2 dport 500 sport 500 d obal (1) MM_NO _STATE

*Jun 27 09:31:36.607: | SAKMP: (0:1: SW1):Input = | KE MESG FROM PEER, |KE_MM EXCH *Jun 27

09: 31:36. 607: | SAKMP: (0:1: SW1):dd State = KE_I_MML New State = | KE_| _MW *Jun 27

09: 31: 36.687: | SAKMP: (0: 1: SW1): processing SA payload. nmessage ID = 0 *Jun 27 09: 31: 36. 687:

| SAKMP: (0: 1: SW1): processing vendor id payload *Jun 27 09: 31:36.687: | SAKMP: (0:1: SW1): vendor

I D seens Unity/DPD but major 157 mismatch *Jun 27 09: 31: 36. 687: | SAKMP: (0: 1: SW1): vendor IDis

NAT-T v3 *Jun 27 09: 31: 36.687: | SAKMP: Looking for a matching key for 209.165.200.2 in default

success *Jun 27 09: 31: 36. 687: | SAKMP: (0: 1: SW1): found peer pre-shared key matching 209. 165. 200. 2

*Jun 27 09: 31:36.687: | SAKMP: (0:1: SW1): local preshared key found *Jun 27 09:31: 36. 687: | SAKMP
Scanning profiles for xauth ... *Jun 27 09:31:36.687: | SAKMP: (0: 1: SW 1) : Checki ng | SAKIP

transform 1 against priority 10 policy *Jun 27 09: 31: 36.687: | SAKMP: encryption DES-CBC *Jun 27

09: 31: 36. 687: | SAKMP: hash SHA *Jun 27 09:31:36.687: | SAKMP: default group 1 *Jun 27

09: 31: 36.687: | SAKMP: auth pre-share *Jun 27 09: 31:36.687: |ISAKMP: |life type in seconds *Jun 27

09: 31:36.687: | SAKMP: |ife duration (VPI) of OxO Ox1 0x51 0x80 *Jun 27 09:31: 36. 687:

| SAKMP: (0: 1: SW1):atts are acceptable. Next payload is 0 *Jun 27 09: 31: 36. 687:

| SAKMP: (0: 1: SW1): processing vendor id payload *Jun 27 09: 31:36.687: | SAKMP: (0:1: SW1): vendor

I D seens Unity/DPD but major 157 mismatch *Jun 27 09: 31: 36. 687: | SAKMP: (0: 1: SW1): vendor IDis

NAT-T v3 *Jun 27 09: 31:36. 687: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE *Jun 27 09:31:36.687: | SAKMP: (0:1:SW1):Od State = IKE_I_MW New State =

IKE_| _MWR *Jun 27 09: 31:36.795: | SAKWP: (0:1: SW1): sending packet to 209.165.200.2 ny_port 500

peer _port 500 (1) MM _SA SETUP *Jun 27 09: 31:36.795: | SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL,

| KE_PROCESS_COMPLETE *Jun 27 09:31:36.795: | SAKMP: (0:1: SW1):Od State = IKE_|_MW New State =

IKE_| _MVB *Jun 27 09: 31:38.727: | SAKMP (0:134217729): received packet from 209. 165.200. 2 dport

500 sport 500 G obal (1) MM SA SETUP *Jun 27 09: 31:38.727: | SAKWP: (0: 1: SW1):Input =

| KE_MESG _FROM PEER, | KE_MM EXCH *Jun 27 09:31:38.727: | SAKMP: (0:1: SW1): A d State = | KE_I _MVB

New State = | KE_| _MW *Jun 27 09:31:38.807: | SAKMP: (0: 1: SW1): processing KE payl oad. nessage |D

= 0 *Jun 27 09:31:38.807: |SAKMP: (0:1: SW1): processing NONCE payl oad. nessage ID = 0 *Jun 27

09: 31: 38.807: | SAKMP: Looking for a matching key for 209.165.200.2 in default : success *Jun 27

09: 31:38.807: | SAKMP: (0:1: SW1):found peer pre-shared key matchi ng 209. 165. 200. 2 *Jun 27

09: 31:38.807: | SAKMP: (0: 1: SW1): SKEYID state generated *Jun 27 09: 31:38.807: | SAKMP: (0: 1: SW1):

processi ng vendor id payload *Jun 27 09: 31:38.807: | SAKMP: (0:1:SW1): vendor IDis Unity *Jun 27

09: 31:38.807: | SAKMP: (0:1: SW1): processing vendor id payload *Jun 27 09: 31: 38. 807:

| SAKMP: (0: 1: SW1): vendor IDis DPD *Jun 27 09:31:38.807: | SAKMP: (0: 1: SW1): processing vendor

id payload *Jun 27 09:31:38.807: | SAKMP: (0:1: SW1): speaking to another |10OS box! *Jun 27



09: 31: 38.807: | SAKMP: recei ved payl oad type 17 *Jun 27 09: 31:38.807: | SAKMP (0:134217729): NAT
found, the node inside NAT *Jun 27 09: 31:38.807: | SAKMP: recei ved payl oad type 17 *Jun 27

09: 31: 38.807: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE *Jun 27

09: 31:38.807: | SAKMP: (0:1: SW1):dd State = IKE_I_MW New State = | KE_| _MW *Jun 27
09:31:38.935: | SAKMP: (0:1: SW1):Send initial contact *Jun 27 09:31:38.935: | SAKMP: (0: 1: SW1): SA
is doing pre-shared key authentication using id type ID_|IPV4_ADDR *Jun 27 09: 31: 38. 935: | SAKMP
(0:134217729): 1D payl oad next-payload : 8 type : 1 address : 172.16.1.2 protocol : 17 port : O
length : 12 *Jun 27 09: 31: 38.935: | SAKMP: (0: 1: SW1): Total payload |ength: 12 *Jun 27

09: 31:38.935: | SAKMP: (0: 1: SW1): sending packet to 209.165.200.2 ny_port 4500 peer_port 4500 (1)
MM_KEY_EXCH *Jun 27 09:31:38.935: | SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL,

| KE_PROCESS _COMPLETE *Jun 27 09:31:38.935: | SAKMP: (0:1:SW1):Od State = IKE_|_MW New State =
IKE_| _MVb *Jun 27 09: 31:40. 307: | SAKMP (0:134217729): received packet from 209. 165.200. 2 dport
4500 sport 4500 d obal (1) MM KEY_EXCH *Jun 27 09: 31:40.307: | SAKMP: (0:1: SW1):Input =

| KE_MESG _FROM PEER, | KE_MM EXCH *Jun 27 09: 31:40.307: | SAKMP: (0:1: SW1): O d State = | KE_I _MVb
New State = | KE_| _MV6 *Jun 27 09:31:40.367: | SAKMP: (0: 1: SW1): processing |ID payl oad. nessage |ID
= 0 *Jun 27 09:31:40.367: | SAKMP (0:134217729): |ID payl oad next-payload : 8 type : 1 address :
209. 165. 200. 2 protocol : 17 port : O length : 12 *Jun 27 09:31:40.367: | SAKMP: (0: 1: SW1):
processi ng HASH payl oad. message ID = 0 *Jun 27 09: 31:40.367: | SAKMP: (0:1: SW1):SA

aut hentication status: authenticated *Jun 27 09: 31: 40.367: | SAKMP: (0: 1: SW1): SA has been

aut henticated with 209. 165.200. 2 *Jun 27 09: 31:40. 367: | SAKMP: (0:1: SW1):: peer matches *none*
of the profiles *Jun 27 09: 31:40. 367: | SAKVP: (0: 1: SW1): Setting UDP ENC peer struct 0x2940710
sa= Ox2CB1E80 *Jun 27 09: 31:40.367: |SAKMP: Trying to insert a peer

172.16. 1. 2/ 209. 165. 200. 2/ 4500/, and inserted successfully. *Jun 27 09: 31: 40. 367:

| SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MCDE *Jun 27 09: 31:40. 367:

| SAKMP: (0:1: SW1): O d State = IKE_I_MWb New State = | KE_|_MVB *Jun 27 09: 31:40. 367: | SAKVP:
sendi ng nat keepalive packet to 209.165.200.2(4500) *Jun 27 09: 31: 40. 395:

| SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PROCESS_COWVPLETE *Jun 27 09: 31: 40. 395:

| SAKMP: (0:1: SW1): O d State = IKE_I_MWb New State = | KE_P1_COVWPLETE *Jun 27 09: 31: 40. 475:

| SAKMP: (0: 1: SW 1) : begi nni ng Qui ck Mbde exchange, M ID of 1546295295 *Jun 27 09: 31: 40. 507:

| SAKMP: (0: 1: SW1): sending packet to 209.165.200.2 my_port 4500 peer_port 4500 (1) QW IDLE *Jun
27 09:31:40.507: | SAKMP: (0: 1: SW1): Node 1546295295, |nput = | KE_LMESG | NTERNAL, | KE_IN T_QM *Jun
27 09:31:40.507: |SAKMP: (0:1:SW1): A d State = | KE.QVM READY New State = IKE_ QM | _QVL *Jun 27
09: 31: 40.507: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PHASE1_COWPLETE *Jun 27

09: 31:40.507: | SAKMP: (0:1: SW1):dd State = | KE_P1_COWLETE New State = | KE_P1_COWLETE *Jun 27
09: 31:41.887: | SAKMP (0:134217729): received packet from 209.165.200.2 dport 4500 sport 4500

G obal (1) QVLIDLE *Jun 27 09:31:41.887: | SAKWP: (0:1: SW1): processing HASH payl oad. nessage | D
= 1546295295 *Jun 27 09:31:41.887: | SAKMP: (0:1: SW1): processing SA payl oad. nmessage ID =
1546295295 *Jun 27 09: 31:41.887: | SAKMP: (0: 1: SW1): Checki ng | PSec proposal 1 *Jun 27
09:31:41.887: | SAKMP: transform 1, ESP_DES *Jun 27 09: 31:41.887: | SAKMP: attributes in
transform *Jun 27 09: 31:41.887: | SAKMP: encaps is 61443 (Tunnel -UDP) *Jun 27 09: 31: 41. 887:

| SAKMP: SA life type in seconds *Jun 27 09:31:41.887: |ISAKMP: SA life duration (basic) of 3600
*Jun 27 09:31:41.887: |ISAKMP: SA life type in kilobytes *Jun 27 09:31:41.887: |SAKMP: SA life
duration (VPl) of O0x0 0x46 O0x50 O0xO *Jun 27 09:31:41.887: | SAKMP: authenticator is HVAC- MD5 *Jun
27 09:31:41.887: | SAKMP: (0:1: SW1):atts are acceptable. *Jun 27 09: 31:41. 887:

| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. msg.) |INBOUND | ocal = 172.16. 1. 2,
renot e= 209. 165. 200. 2, | ocal _proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=

192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform= esp-des esp-nd5- hmac (Tunnel -
UDP), lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x400 *Jun 27

09: 31: 41. 887: | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf = *Jun 27 09: 31: 41. 887:

| SAKMP: (0: 1: SW1): processi ng NONCE payl oad. message | D = 1546295295 *Jun 27 09: 31: 41. 887:

| SAKMP: (0: 1: SW1): processing |ID payload. nessage | D = 1546295295 *Jun 27 09: 31: 41. 887:

| SAKMP: (0: 1: SW1): processing |ID payload. nmessage | D = 1546295295 *Jun 27 09: 31:41.887: | PSec:
Fl ow switching Allocated flow for flow_ id 134217729 *Jun 27 09: 31:41.887: |PSec: Flow_swi tching
Allocated flow for flow.id 134217730 *Jun 27 09:31:41.947: % CRYPTO 5- SESSI ON_STATUS: Crypto
tunnel is UP . Peer 209.165.200.2:4500 |Id: 209.165.200.2 *Jun 27 09: 31:41.947: | SAKMP: Locki ng
peer struct 0x2C42438, |PSEC refcount 1 for for stuff_ke *Jun 27 09:31:41. 947:

| SAKMP: (0: 1: SW1): Creating | PSec SAs *Jun 27 09: 31:41.947: inbound SA from 209. 165.200.2 to
172.16.1.2 (f/i) 0/ O (proxy 192.168.1.0 to 172.16.2.0) *Jun 27 09:31:41.947: has spi 0x9CCA0619
and conn_id 2000 and flags 400 *Jun 27 09:31:41.947: lifetinme of 3600 seconds *Jun 27
09:31:41.947: lifetime of 4608000 kil obytes *Jun 27 09:31:41.947: has client flags 0x10 *Jun 27
09: 31:41.947: outbound SA from 172.16.1.2 to 209.165.200.2 (f/i) 0/0 (proxy 172.16.2.0 to
192.168.1.0) *Jun 27 09:31:41.947: has spi 1315674383 and conn_id 2001 and flags 408 *Jun 27
09:31:41.947: lifetime of 3600 seconds *Jun 27 09:31:41.947: lifetime of 4608000 kil obytes *Jun
27 09:31:41.947: has client flags O0x10 *Jun 27 09:31:41.947: | SAKMP: (0: 1: SW1): sending packet



to 209.165.200.2 my_port 4500 peer_port 4500 (1) QW IDLE *Jun 27 09: 31:41. 947
| SAKMP: (0: 1: SW 1) :del eti ng node 1546295295 error FALSE reason "" *Jun 27 09:31:41.947:
| SAKMP: (0: 1: SW 1) : Node 1546295295, |nput = | KE_MESG FROM PEER, |KE_QM EXCH *Jun 27 09: 31: 41. 947
| SAKMP: (0:1: SW1): O d State = IKE.QM | _QVL New State = | KELQV PHASE2_COWPLETE *Jun 27
09: 31:41. 955: | PSEC(key_engi ne): got a queue event with 2 kei nessages *Jun 27 09:31:41.955
IPSEC(initialize_sas): , (key eng. nsg.) INBOUND | ocal = 172.16.1.2, renote= 209.165. 200. 2
| ocal _proxy= 172.16. 2. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), protocol= ESP, transform= esp-des esp-nd5-hmac (Tunnel -UDP), I|ifedur= 3600s and
4608000kb, spi = 0x9CCA0619(2630485529), conn_id= 134219728, keysize= 0, flags= 0x400 *Jun 27
09:31:41.955: IPSEC(initialize_sas): , (key eng. nmsg.) QOUTBOUND | ocal = 172.16.1.2, renote=
209. 165. 200. 2, | ocal _proxy= 172.16. 2. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy=
192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform= esp-des esp-nd5- hmac (Tunnel -
UDP), |ifedur= 3600s and 4608000kb, spi= Ox4E6B990F(1315674383), conn_id= 134219729, keysize= 0,
flags= 0x408 *Jun 27 09: 31:41.955: | PSEC(kei _proxy): head = nmymap, map->ivrf =, kei->ivrf =
*Jun 27 09: 31:41.955: I PSEC(crypto_ipsec_sa_find_ident_head): reconnecting with the same proxies
and 209. 165. 200.2 *Jun 27 09:31:41.955: | PSEC(ntree_add_ident): src 172.16.2.0, dest
192.168.1.0, dest_port 0 *Jun 27 09:31:41.955: |IPSEC(create_sa): sa created, (sa) sa_dest=
172.16. 1.2, sa_prot= 50, sa_spi= 0x9CCA0619(2630485529), sa_trans= esp-des esp-nd5-hmac ,
sa_conn_i d= 134219728 *Jun 27 09: 31:41. 955: | PSEC(create_sa): sa created, (sa) sa_dest=
209. 165. 200. 2, sa_prot= 50, sa_spi = O0x4E6B990F(1315674383), sa_trans= esp-des esp-nd5-hmac ,
sa_conn_i d= 134219729 VPN Gat eway2# *Jun 27 09: 32: 31. 979: | SAKMP: (0: 1: SW 1) : pur gi ng node
1546295295 PAT- Rout er #debug ip nat detail
I P NAT detail ed debugging is on
PAT- Rout er #show debug
Generic | P:

I P NAT detail ed debugging is on
PAT- Rout er #
l-—-- The "i" in this line indicates the packet 1is traveling from the !--- inside to the outside
(from a NAT perspective) interface. The number in !--- the brackets is the identification number
in the IP packet. This is !--- useful when correlating information with sniffer traces taken
with a !--- network analyzer while troubleshooting problems. *Jun 27 09:31:35.375: NAT*: i: udp
(172.16.1.2, 500) -> (209.165.200.2, 500) [66] !--- The "s" in this next line shows the source
address of the packet and how it is !--- being translated. *Jun 27 09: 31:35.375: NAT*:
s=172.16. 1. 2- >209. 165. 201. 2, d=209. 165.200.2 [66] *Jun 27 09: 31: 36.475: NAT*: o: udp
(209. 165. 200. 2, 500) -> (209.165.201.2, 500) [66] *Jun 27 09:31:36.475: NAT*: s=209.165. 200. 2,
d=209. 165. 201. 2->172.16. 1.2 [66] *Jun 27 09:31:36.683: NAT*: i: udp (172.16.1.2, 500) ->
(209. 165. 200. 2, 500) [67] *Jun 27 09:31:36.683: NAT*: s=172.16.1.2->209. 165. 201. 2,
d=209. 165. 200. 2 [67] *Jun 27 09: 31:38.595: NAT*: o: udp (209.165.200.2, 500) -> (209.165.201. 2,
500) [67] *Jun 27 09:31:38.595: NAT*: s=209.165.200.2, d=209.165.201.2->172.16.1.2 [67] *Jun 27
09: 31:38.823: NAT*: i: udp (172.16.1.2, 4500) -> (209.165.200.2, 4500) [68] *Jun 27
09: 31: 38.823: NAT*: s=172.16. 1. 2->209. 165. 201. 2, d=209. 165.200.2 [68] *Jun 27 09: 31: 40. 163
NAT*: o: udp (209.165.200.2, 4500) -> (209.165.201.2, 4500) [68] *Jun 27 09:31:40.163: NAT*:

$=209. 165. 200. 2, d=209. 165. 201. 2->172.16.1.2 [68] *Jun 27 09: 31:40.255: NAT*: i: udp
(172.16.1.2, 4500) -> (209.165.200.2, 4500) [69] *Jun 27 09:31:40.255: NAT*: s=172.16.1.2-
>209. 165. 201. 2, d=209. 165.200.2 [69] *Jun 27 09:31:40.395: NAT*: i: udp (172.16.1.2, 4500) ->

(209. 165. 200. 2, 4500) [70] *Jun 27 09:31:40.395: NAT*: s=172.16.1.2->209. 165. 201. 2,
d=209. 165.200.2 [70] *Jun 27 09:31:41.747: NAT*: o: udp (209.165.200.2, 4500) -> (209.165.201.2
4500) [69] *Jun 27 09:31:41.747: NAT*: s=209.165.200.2, d=209.165.201.2->172.16.1.2 [69] *Jun 27

09:31:41.839: NAT*: i: udp (172.16.1.2, 4500) -> (209.165.200.2, 4500) [71] *Jun 27
09:31:41.839: NAT*: s=172.16. 1. 2->209. 165. 201. 2, d=209. 165.200.2 [71] *Jun 27 09: 31: 43. 463:
NAT*: i: udp (172.16.1.2, 4500) -> (209.165.200.2, 4500) [72] *Jun 27 09:31:43.463: NAT*:

$=172.16. 1. 2->209. 165. 201. 2, d=209. 165. 200. 2 [72] *Jun 27 09: 31:43.523: NAT*: o: udp
(209. 165. 200. 2, 4500) -> (209.165.201.2, 4500) [70] *Jun 27 09:31:43.523: NAT*: s=209.165.200. 2,
d=209. 165. 201. 2->172.16. 1. 2 [70] *Jun 27 09:33:27.975: NAT*: i: udp (172.16.1.2, 4500) ->
(209. 165. 200. 2, 4500) [73] *Jun 27 09:33:27.975: NAT*: s=172.16.1.2->209. 165. 201. 2,
d=209. 165. 200. 2 [73] *Jun 27 09: 33:28.067: NAT*: o: udp (209.165.200.2, 4500) -> (209.165.201. 2,
4500) [71] *Jun 27 09:33:28.067: NAT*: s=209.165.200.2, d=209.165.201.2->172.16.1.2 [71] *Jun 27
09:33:28.115; NAT*: i: udp (172.16.1.2, 4500) -> (209.165.200.2, 4500) [74] *Jun 27
09:33:28.115: NAT*: s=172.16. 1. 2->209. 165. 201. 2, d=209. 165.200.2 [74] *Jun 27 09: 33: 28. 167:

NAT*: o: udp (209.165.200.2, 4500) -> (209.165.201.2, 4500) [72] *Jun 27 09:33:28.167: NAT*:
$=209. 165. 200. 2, d=209. 165. 201. 2->172. 16. 1. 2 [72] *Jun 27 09: 33: 28.227: NAT*: i: udp
(172.16.1.2, 4500) -> (209.165.200.2, 4500) [75] *Jun 27 09:33:28.227: NAT*: s=172.16. 1. 2-
>209. 165. 201. 2, d=209. 165. 200. 2 [75] *Jun 27 09: 33:28.283: NAT*: o: udp (209.165.200.2, 4500) ->
(209. 165. 201. 2, 4500) [73] *Jun 27 09:33:28.283: NAT*: s=209.165.200.2, d=209.165. 201. 2-



>172.16.1.2 [73] *Jun 27 09:33:28.355: NAT*: i: udp (172.16.1.2, 4500) -> (209.165.200.2, 4500)
[76] *Jun 27 09:33:28.355: NAT*: s=172.16.1.2->209. 165.201.2, d=209.165.200.2 [76] *Jun 27

09: 33: 28.407: NAT*: o: udp (209.165.200.2, 4500) -> (209.165.201.2, 4500) [74] *Jun 27
09:33:28.407: NAT*: s=209.165.200.2, d=209.165.201.2->172.16.1.2 [74] *Jun 27 09: 33: 28. 455;
NAT*: i: udp (172.16.1.2, 4500) -> (209.165.200.2, 4500) [77] *Jun 27 09:33:28.455: NAT*:
$=172.16. 1. 2->209. 165. 201. 2, d=209. 165. 200. 2 [77] *Jun 27 09: 33: 28.487: NAT*: o: udp
(209. 165. 200. 2, 4500) -> (209.165.201.2, 4500) [75] *Jun 27 09:33:28.487: NAT*: s=209.165.200. 2,
d=209. 165. 201. 2- >172. 16. 1. 2 [ 75]
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VPN Gat eway l#debug crypto ipsec
Crypto | PSEC debugging is on
VPN Gat eway l#debug crypto isakmp
Crypto | SAKMP debugging is on
VPN Gat eway l#show debug
Crypt ogr aphi ¢ Subsystem
Crypto | SAKMP debugging is on
Crypto | PSEC debugging is on

!-—- These debugs appeared after a ping !--- was attempted from PC2 to PC1. *Jun 27
09: 49: 58. 351: | SAKMP (0:0): received packet from 209.165.201.2 dport 500 sport 500 d obal (N)
NEW SA *Jun 27 09:49:58. 351: | SAKMP: Created a peer struct for 209.165.201.2, peer port 500 *Jun
27 09:49:58.351: | SAKMP: Locki ng peer struct 0x2C50328, |KE refcount 1 for
crypto_i saknp_process_bl ock *Jun 27 09:49:58.351: | SAKMP: |ocal port 500, renote port 500 *Jun
27 09:49:58.991: insert sa successfully sa = 29D2E80 *Jun 27 09: 49: 58. 991:
| SAKMP: (0:1: SW 1) : I nput = | KE_MESG FROM PEER, | KE_MM EXCH *Jun 27 09: 49: 58. 991
| SAKMP: (0: 1: SW1):dd State = | KE_READY New State = |KE_R MML *Jun 27 09:49:59. 151:
| SAKMP: (0: 1: SW1): processing SA payload. nessage ID = 0 *Jun 27 09:49:59. 151: | SAKMP: Looki ng
for a matching key for 209.165.201.2 in default : success *Jun 27 09:49:59. 151:
| SAKMP: (0: 1: SW1): found peer pre-shared key matching 209. 165.201.2 *Jun 27 09: 49:59. 151:
| SAKMP: (0: 1: SW1): |ocal preshared key found *Jun 27 09:49:59.151: | SAKMP : Scanning profiles
for xauth ... *Jun 27 09:49:59. 151: | SAKMP: (0: 1: SW 1): Checking | SAKMP transform 1 agai nst
priority 10 policy *Jun 27 09:49:59. 151: | SAKMP: encryption DES-CBC *Jun 27 09:49:59. 151:
| SAKMP:  hash SHA *Jun 27 09:49:59.151: | SAKMP: default group 1 *Jun 27 09:49:59. 151: | SAKMP:
auth pre-share *Jun 27 09:49:59.151: | SAKMP: life type in seconds *Jun 27 09: 49:59. 151: | SAKMP:
life duration (VPI) of O0x0O Ox1 Ox51 0x80 *Jun 27 09:49:59.151: | SAKMP: (0:1:SW1):atts are
acceptable. Next payload is 0 *Jun 27 09:49:59.151: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE *Jun 27 09:49:59.151: | SAKMP: (0:1:SW1):dd State = IKE.R MML New State =
IKE_R MML *Jun 27 09:49:59.223: | SAKWP: (0:1: SW1): sending packet to 209.165.201.2 ny_port 500
peer_port 500 (R) MM SA SETUP *Jun 27 09:49:59.223: | SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE *Jun 27 09:49:59.223: | SAKMP: (0:1:SW1):Add State = IKE_LR MML New State =
I KE_R_MV2 *Jun 27 09:49:59.711: | SAKMP (0:134217729): received packet from 209. 165.201. 2 dport
500 sport 500 G obal (R) MM SA SETUP *Jun 27 09:49:59.711: | SAKWP: (0:1: SW1):Input =
| KE_MESG_FROM PEER, | KE_MM EXCH *Jun 27 09:49:59.711: |SAKMP: (0:1:SW1): O d State = | KE.LR M2
New State = | KE_LR MMB *Jun 27 09:49:59.763: | SAKMP: (0: 1: SW1): processing KE payl oad. nessage ID
= 0 *Jun 27 09:49:59.763: | SAKMP: (0:1: SW1): processi ng NONCE payl oad. nessage ID = 0 *Jun 27
09:49:59.911: | SAKMP: Looking for a matching key for 209.165.201.2 in default : success *Jun 27
09:49:59.911: | SAKMP: (0: 1: SW1):found peer pre-shared key matching 209. 165.201.2 *Jun 27
09:49:59.911: | SAKMP: (0: 1: SW1): SKEYID state generated *Jun 27 09:49:59.911: | SAKMP: (0: 1: SW1):
processi ng vendor id payload *Jun 27 09:49:59.911: | SAKMP: (0:1:SW1): vendor IDis Unity *Jun 27
09:49:59.911: | SAKMP: (0: 1: SW1): processing vendor id payload *Jun 27 09:49:59.911:
| SAKMP: (0: 1: SW1): vendor IDis DPD *Jun 27 09:49:59.911: | SAKMP: (0: 1: SW1): processing vendor
id payload *Jun 27 09:49:59.911: |SAKMP: (0:1: SW1): speaking to another 10S box! *Jun 27
09:49:59.911: | SAKMP: (0:1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PROCESS MAI N_MODE *Jun 27
09:49:59.911: | SAKMP: (0:1:SW1):AOd State = IKE.R M3 New State = | KE R M3 *Jun 27



09: 50: 00. 051: | SAKMP: (0:1: SW1): sending packet to 209.165.201.2 ny_port 500 peer_port 500 (R)
MM_KEY_EXCH *Jun 27 09:50: 00. 051: | SAKMP: (0: 1: SW1):Input = | KE_MESG | NTERNAL,

| KE_PROCESS _COMPLETE *Jun 27 09:50: 00.051: | SAKMP: (0:1:SW1):Od State = IKE_R MVB New State =

I KE_R MW *Jun 27 09:50: 00. 743: | SAKMP (0: 134217729): received packet from 209.165.201. 2 dport
500 sport 500 G obal (R) MM KEY_EXCH *Jun 27 09:50: 00. 743: | SAKWP: (0: 1: SW1): I nput =

| KE_MESG_FROM PEER, | KE_MM EXCH *Jun 27 09:50:00.743: | SAKMP: (0:1: SW1): A d State = | KELR M
New State = | KE_R_MVb *Jun 27 09:50:00.811: | SAKMP: (0: 1: SW1): processing |ID payl oad. nessage |ID
= 0 *Jun 27 09:50:00.811: | SAKMP (0:134217729): |ID payl oad next-payload : 8 type : 1 address :
172.16.1.2 protocol : 17 port : 500 length : 12 *Jun 27 09:50:00.811: | SAKMP: (0:1: SW1):: peer
mat ches *none* of the profiles *Jun 27 09:50: 00. 811: | SAKMP: (0: 1: SW1): processing HASH payl oad.
nmessage |D = 0 *Jun 27 09:50: 00.811: | SAKMP: (0: 1: SW1): processing NOTIFY | NI TI AL_CONTACT
protocol 1 spi 0, nmessage ID = 0, sa = 29D2E80 *Jun 27 09:50:00.811: | SAKMP: (0:1:SW1):SA

aut hentication status: authenticated *Jun 27 09:50: 00.811: | SAKMP: (0:1: SW1): Process initial
contact, bring down existing phase 1 and 2 SA's with |ocal 209.165.200.2 rempte 209. 165. 201. 2
renote port 500 *Jun 27 09:50: 00. 811: | SAKMP: (0: 1: SW1): SA authentication status: authenticated
*Jun 27 09:50:00.811: | SAKMP: (0:1: SW1): SA has been authenticated with 209.165.201.2 *Jun 27
09:50: 00.811: | SAKMP: Trying to insert a peer 209.165.200.2/209. 165. 201. 2/500/, and inserted
successful ly. *Jun 27 09:50:00.811: | SAKMP: (0:1: SW1):: peer matches *none* of the profiles *Jun
27 09:50:00.811: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL, |KE_PROCESS MAI N_MODE *Jun 27

09: 50: 00. 811: | SAKMP: (0:1:SW1):dd State = IKE_LR MW New State = | KE_LR_ MVb *Jun 27

09: 50: 00. 851: | PSEC(key_engi ne): got a queue event with 1 kei nessages *Jun 27 09:50: 00. 963:

| SAKMP: (0: 1: SW1): SA is doing pre-shared key authentication using id type |D_|PV4_ADDR *Jun 27
09: 50: 00. 963: | SAKMP (0:134217729): |ID payl oad next-payload : 8 type : 1 address : 209. 165.200.2
protocol : 17 port : 500 length : 12 *Jun 27 09:50: 00. 963: | SAKMP: (0: 1: SW1): Total payl oad
length: 12 *Jun 27 09:50:00.963: | SAKMP: (0:1: SW1): sending packet to 209.165.201.2 ny_port 500
peer _port 500 (R} MM KEY_EXCH *Jun 27 09:50: 00. 963: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,
| KE_PROCESS _COMPLETE *Jun 27 09:50: 00.963: | SAKMP: (0:1:SW1):Od State = IKE_ R MVb New State =

| KE_P1_COWVPLETE *Jun 27 09:50:01.043: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,

| KE_PHASE1_COMPLETE *Jun 27 09:50: 01.043: | SAKMP: (0:1:SW1):dd State = | KE_P1_COVPLETE New
State = | KE_P1_COWPLETE *Jun 27 09:50: 01. 403: | SAKMP (0:134217729): received packet from

209. 165. 201. 2 dport 500 sport 500 dobal (R) QM. IDLE *Jun 27 09:50: 01.403: | SAKMP: set new node
1689610294 to QM IDLE *Jun 27 09:50: 01.403: | SAKMP: (0: 1: SW1): processi ng HASH payl oad. nmessage
I D = 1689610294 *Jun 27 09:50: 01.403: | SAKMP: (0:1: SW1): processing SA payl oad. nessage ID =
1689610294 *Jun 27 09:50: 01. 403: | SAKMP: (0: 1: SW1): Checki ng | PSec proposal 1 *Jun 27

09:50: 01. 403: | SAKMP: transform 1, ESP_DES *Jun 27 09:50: 01.403: | SAKMP: attributes in
transform *Jun 27 09:50: 01.403: | SAKMP: encaps is 1 (Tunnel) *Jun 27 09:50: 01. 403: | SAKWP: SA
life type in seconds *Jun 27 09:50:01.403: |ISAKMP: SA life duration (basic) of 3600 *Jun 27
09:50:01.403: | SAKMP: SA life type in kilobytes *Jun 27 09:50: 01. 403: | SAKMP: SA life duration
(VPI) of Ox0 0x46 0x50 Ox0 *Jun 27 09:50: 01.403: | SAKMP: authenticator is HVAC-MD5 *Jun 27
09:50: 01.403: | SAKMP: (0:1: SW1):atts are acceptable. *Jun 27 09:50: 01. 403:

| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nmsg.) | NBOUND | ocal =

209. 165. 200. 2, renote= 209. 165. 201. 2, | ocal _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
renote_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transforme esp-des esp-nd5-
hmac (Tunnel), lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2 *Jun 27

09: 50: 01. 403: | PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf = *Jun 27 09: 50: 01. 403:

| SAKMP: (0: 1: SW1): processi ng NONCE payl oad. message I D = 1689610294 *Jun 27 09:50: 01. 403:

| SAKMP: (0: 1: SW1): processing |ID payload. nessage |ID = 1689610294 *Jun 27 09:50: 01. 403:

| SAKMP: (0: 1: SW1): processing |ID payload. nessage |ID = 1689610294 *Jun 27 09:50: 01. 403:

I SAKMP: (0: 1: SW1): asking for 1 spis fromipsec *Jun 27 09:50:01. 403: | SAKMP: (0: 1: SW1): Node
1689610294, |nput = | KE_MESG FROM PEER, | KE_QM EXCH *Jun 27 09:50: 01.403: | SAKMP: (0:1:SW1): A d
State = | KE_QVI READY New State = | KE_QM SPI _STARVE *Jun 27 09:50: 01. 443: | PSEC(key_engi ne): got
a queue event with 1 kei messages *Jun 27 09: 50: 01. 443: | PSEC(spi _response): getting spi
3052955580 for SA from 209. 165.200.2 to 209.165.201.2 for prot 3 *Jun 27 09:50: 01. 463: | SAKMP:
recei ved ke message (2/1) *Jun 27 09:50:01.971: | SAKMP: (0:1: SW1): sending packet to

209. 165. 201. 2 my_port 500 peer_port 500 (R) QVLIDLE *Jun 27 09:50: 01. 971: | SAKMP: (0: 1: SW 1) : Node
1689610294, |nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY *Jun 27 09:50:01.971:

| SAKMP: (0:1: SW1): O d State = | KE_ QM SPI _STARVE New State = | KE.QM R QW2 *Jun 27 09: 50: 02. 303:

| SAKMP (0: 134217729): received packet from 209. 165.201.2 dport 500 sport 500 G obal (R} QV.IDLE
*Jun 27 09:50:02.303: IPSec: Flow switching Allocated flow for flow.id 134217735 *Jun 27

09:50: 02.303: | PSec: Flow switching Allocated flow for flow_.id 134217736 *Jun 27 09: 50: 03. 203:
YCRYPTO 5- SESSI ON_STATUS: Crypto tunnel is UP . Peer 209.165.201.2:500 Id: 172.16.1.2 *Jun 27
09: 50: 03. 203: | SAKMP: Locki ng peer struct 0x2C50328, |PSEC refcount 1 for for stuff_ke *Jun 27
09:50: 03.203: | SAKMP: (0:1: SW1): Creating |IPSec SAs *Jun 27 09:50:03.203: inbound SA from

209. 165.201.2 to 209.165.200.2 (f/i) 0/ O (proxy 172.16.2.0 to 192.168.1.0) *Jun 27



09: 50: 03. 203: has spi O0xB5F867BC and conn_id 2000 and flags 2 *Jun 27 09:50: 03.203: lifetine of
3600 seconds *Jun 27 09:50:03.203: lifetinme of 4608000 kil obytes *Jun 27 09:50:03.203: has
client flags 0x0 *Jun 27 09:50: 03. 203: outbound SA from 209. 165.200.2 to 209.165.201.2 (f/i) 0/0
(proxy 192.168.1.0 to 172.16.2.0) *Jun 27 09:50: 03. 203: has spi -392560059 and conn_id 2001 and
flags A *Jun 27 09:50:03.203: lifetine of 3600 seconds *Jun 27 09:50:03.203: lifetime of 4608000
ki | obytes *Jun 27 09:50: 03.203: has client flags Ox0 *Jun 27 09: 50: 03. 203:
| SAKMP: (0: 1: SW1):del eting node 1689610294 error FALSE reason "qui ck node done (await)" *Jun 27
09: 50: 03. 203: | SAKMP: (0: 1: SW1): Node 1689610294, |nput = | KE_MESG FROM PEER, | KE_QM EXCH *Jun 27
09: 50: 03.203: | SAKMP: (0:1: SW1):dd State = IKEQM R QW New State = | KE_ QM PHASE2_COVPLETE *Jun
27 09:50: 03.231: | PSEC(key_engine): got a queue event with 2 kei messages *Jun 27 09:50: 03. 231:
IPSEC(initialize_sas): , (key eng. nsg.) | NBOUND | ocal = 209. 165. 200. 2, renote= 209. 165. 201. 2,
| ocal _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac (Tunnel), Iifedur= 3600s and 4608000kb,
spi = O0xB5F867BC(3052955580), conn_id= 134219728, keysize= 0, flags= 0x2 *Jun 27 09: 50: 03. 231:
IPSEC(initialize_sas): , (key eng. nsg.) CQOUTBOUND | ocal = 209. 165. 200. 2, renote= 209. 165. 201. 2,
| ocal _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac (Tunnel), Iifedur= 3600s and 4608000kb,
spi = OxE89A0245(3902407237), conn_id= 134219729, keysize= 0, flags= OxA *Jun 27 09: 50: 03. 231:
| PSEC(kei _proxy): head = nymap, map->ivrf =, kei->ivrf = *Jun 27 09:50: 03. 231:
| PSEC(crypto_i psec_sa_find_ident_head): reconnecting with the sane proxies and 209. 165. 201. 2
*Jun 27 09:50:03.231: IPSEC(ntree_add_ident): src 192.168.1.0, dest 172.16.2.0, dest_port 0 *Jun
27 09:50: 03.231: IPSEC(create_sa): sa created, (sa) sa_dest= 209.165.200.2, sa_prot= 50, sa_spi=
0xB5F867BC(3052955580), sa_trans= esp-des esp-nmd5-hmac , sa_conn_id= 134219728 *Jun 27
09:50:03.231: | PSEC(create_sa): sa created, (sa) sa_dest= 209.165.201.2, sa_prot= 50, sa_spi=
OxE89A0245(3902407237), sa_trans= esp-des esp-nmd5-hmac , sa_conn_id= 134219729 *Jun 27
09: 50: 53. 231: | SAKMP: (0: 1: SW 1) : purgi ng node 1689610294 VPN CGat eway2#debug crypto ipsec
Crypto | PSEC debugging is on
VPN Gat eway2#debug crypto isakmp
Crypt o | SAKMP debugging i s on
VPN Gat eway2#show debug
Crypt ogr aphi ¢ Subsyst em

Crypt o | SAKMP debugging is on

Crypto | PSEC debugging is on
VPN Gat eway 2#

!--- These debugs appeared after a ping !--- was attempted from PC2 to PCI1. *Jun 27
09:49:57.799: | PSEC(sa_request): , (key eng. nsg.) OUTBOUND | ocal = 172.16.1.2, renote=
209. 165. 200. 2, | ocal _proxy= 172.16. 2. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy=
192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform esp-des esp-nd5-hmac (Tunnel),
I'ifedur= 3600s and 4608000kb, spi = O0xE89A0245(3902407237), conn_id= 0, keysize= 0, flags= 0x400A
*Jun 27 09:49:57.807: | SAKMP: received ke message (1/1) *Jun 27 09:49:57.807:
| SAKMP: (0: 0: N A:0): SA request profile is (NULL) *Jun 27 09:49:57.807: | SAKMP: Created a peer
struct for 209.165.200.2, peer port 500 *Jun 27 09:49:57.807: |SAKWP: Locking peer struct
Ox2BEDC78, |KE refcount 1 for isaknp_initiator *Jun 27 09:49:57.807: | SAKMP: |ocal port 500,
renote port 500 *Jun 27 09:49:57.839: | SAKWMP: set new node O to QV IDLE *Jun 27 09:49:57. 839:
insert sa successfully sa = 2CB1E80 *Jun 27 09:49:57.839: | SAKMP: (0:1: SW1): Can not start
Aggressive node, trying Main node. *Jun 27 09:49:57.839: | SAKMP: Looking for a matching key for
209.165.200.2 in default : success *Jun 27 09:49:57.839: | SAKMP: (0: 1: SW1):found peer pre-shared
key mat ching 209. 165.200. 2 *Jun 27 09:49:57.839: | SAKMP: (0:1: SW1):Input = | KE_MESG FROM | PSEC,
| KE_SA_REQ MM *Jun 27 09:49:57.839: | SAKMP: (0:1:SW1): O d State = | KE_ READY New State =
IKE_| _MML *Jun 27 09:49:57.839: | SAKWP: (0:1: SW1): begi nning Main Mode exchange *Jun 27
09:49:57.839: | SAKMP: (0:1: SW1): sending packet to 209. 165.200.2 ny_port 500 peer_port 500 (I)
MM_NO_STATE *Jun 27 09:49:59.099: | SAKMP (0:134217729): received packet from 209. 165.200. 2 dport
500 sport 500 G obal (1) MVM.NO STATE *Jun 27 09: 49:59.099: | SAKWP: (0:1: SW1):Input =
| KE_MESG _FROM PEER, | KE_MM EXCH *Jun 27 09:49:59.099: | SAKMP: (0:1:SW1):Add State = | KE_I _WMML
New State = | KE_| _MW2 *Jun 27 09:49:59.139: | SAKMP: (0: 1: SW1): processing SA payl oad. nessage |ID
= 0 *Jun 27 09:49:59.139: | SAKMP: Looking for a matching key for 209.165.200.2 in default
success *Jun 27 09:49:59.139: | SAKWP: (0: 1: SW1):found peer pre-shared key matching 209. 165. 200. 2
*Jun 27 09:49:59.139: | SAKMP: (0:1: SW1): local preshared key found *Jun 27 09:49:59. 139: | SAKMP
Scanning profiles for xauth ... *Jun 27 09:49:59.139: | SAKMP: (0: 1: SW 1) : Checki ng | SAKIVP
transform1 against priority 10 policy *Jun 27 09:49:59.139: | SAKMP: encryption DES-CBC *Jun 27
09:49:59. 139: | SAKMP: hash SHA *Jun 27 09:49:59.139: | SAKMP: default group 1 *Jun 27
09:49:59. 139: | SAKMP: auth pre-share *Jun 27 09:49:59.139: |ISAKMP: |life type in seconds *Jun 27
09:49:59.139: | SAKMP: |ife duration (VPI) of OxO Ox1 0x51 0x80 *Jun 27 09:49:59. 139:



| SAKMP: (0: 1: SW1):atts are acceptable. Next payload is 0 *Jun 27 09: 49: 59. 139:

| SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PROCESS MAI N_MODE *Jun 27 09:49:59. 139:

| SAKMP: (0:1: SW1):dd State = IKE_I _MW2 New State = IKE_| _MM2 *Jun 27 09:49: 59. 259:

| SAKMP: (0: 1: SW1): sending packet to 209.165.200.2 my_port 500 peer_port 500 (1) MVL._SA SETUP
*Jun 27 09:49:59.259: | SAKMP: (0: 1: SW1): I nput = | KE_ MESG | NTERNAL, | KE_PROCESS COWLETE *Jun 27
09: 49:59. 259: | SAKMP: (0:1: SW1): Od State = IKE_I_MW New State = | KE_|_MVB *Jun 27
09:49:59.919: | SAKMP (0:134217729): received packet from 209. 165.200.2 dport 500 sport 500

G obal (1) MM _SA SETUP *Jun 27 09:49:59.919: | SAKMP: (0: 1: SW1):Input = | KE_ MESG FROM PEER,

| KE_MM EXCH *Jun 27 09:49:59.919: |SAKMP: (0:1:SW1):dd State = IKE_I_MVB New State = | KE_| _Mw4
*Jun 27 09:49:59.947: | SAKMP: (0:1: SW1): processing KE payl oad. nmessage |ID = 0 *Jun 27
09:49:59.947: | SAKMP: (0: 1: SW1): processi ng NONCE payl oad. nessage ID = 0 *Jun 27 09:49:59. 947:
| SAKMP:  Looking for a matching key for 209.165.200.2 in default : success *Jun 27 09: 49: 59. 947:
| SAKMP: (0: 1: SW1): found peer pre-shared key matching 209. 165.200.2 *Jun 27 09: 49: 59. 947:

| SAKMP: (0: 1: SW1): SKEYI D state generated *Jun 27 09:49:59.947: | SAKMP: (0:1: SW1): processing
vendor id payload *Jun 27 09:49:59.947: | SAKMP: (0:1: SW1): vendor IDis Unity *Jun 27
09:49:59.947: | SAKMP: (0: 1: SW1): processing vendor id payload *Jun 27 09: 49: 59. 947:

| SAKMP: (0: 1: SW1): vendor IDis DPD *Jun 27 09:49:59.947: | SAKMP: (0: 1: SW1): processing vendor
id payload *Jun 27 09:49:59.947: | SAKMP: (0:1: SW1): speaking to another |10OS box! *Jun 27

09: 49: 59. 947: | SAKMP: (0: 1: SW1): I nput = | KE MESG | NTERNAL, | KE_PROCESS MAI N MODE *Jun 27

09: 49:59.947: | SAKMP: (0:1: SW1): Od State = IKE_|_MW New State = | KE_|_MW *Jun 27

09: 50: 00. 059: | SAKMP: (0:1: SW1):Send initial contact *Jun 27 09:50:00.059: | SAKMP: (0: 1: SW1): SA
is doing pre-shared key authentication using id type ID_|IPV4_ADDR *Jun 27 09: 50: 00. 059: | SAKMP
(0:134217729): 1D payl oad next-payload : 8 type : 1 address : 172.16.1.2 protocol : 17 port

500 length : 12 *Jun 27 09: 50: 00. 059: | SAKWP: (0: 1: SW1): Total payload |ength: 12 *Jun 27

09: 50: 00. 059: | SAKMP: (0:1: SW1): sending packet to 209. 165.200.2 ny_port 500 peer_port 500 (I)
MM _KEY_EXCH *Jun 27 09: 50: 00. 059: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE *Jun 27 09: 50: 00. 059: | SAKMP: (0:1: SW1): O d State = IKE_I_MW New State =
IKE_| _MVb *Jun 27 09: 50: 00. 827: | SAKMP (0:134217729): received packet from 209. 165.200. 2 dport
500 sport 500 G obal (1) MM KEY_EXCH *Jun 27 09:50: 00.827: | SAKWMP: (0: 1: SW1):Input =

| KE_MESG FROM PEER, | KE_MM EXCH *Jun 27 09:50: 00. 827: | SAKMP: (0:1: SW1):dd State = I KE_| _Mb
New State = | KE_| _MM6 *Jun 27 09:50: 00.859: | SAKMP: (0: 1: SW1): processing |ID payl oad. nessage |ID
= 0 *Jun 27 09:50:00.859: | SAKMP (0:134217729): |ID payl oad next-payload : 8 type : 1 address :
209. 165. 200. 2 protocol : 17 port : 500 length : 12 *Jun 27 09:50:00.859: | SAKMP: (0:1: SW1):
processi ng HASH payl oad. message ID = 0 *Jun 27 09:50:00.859: | SAKMP: (0:1: SW1): SA

aut hentication status: authenticated *Jun 27 09:50: 00.859: | SAKMP: (0: 1: SW1): SA has been

aut henticated with 209. 165. 200. 2 *Jun 27 09:50: 00. 859: | SAKMP: (0:1: SW1):: peer matches *none*
of the profiles *Jun 27 09:50: 00. 859: | SAKMP: Trying to insert a peer

172.16. 1. 2/ 209. 165. 200. 2/ 500/, and inserted successfully. *Jun 27 09:50: 00. 859:

| SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL, | KE_PROCESS MAI N_MODE *Jun 27 09:50: 00. 859:

| SAKMP: (0:1: SW1):dd State = IKE_I _MWB New State = IKE_| _MVB *Jun 27 09:50: 00. 919:

| SAKMP: (0: 1: SW 1) : I nput = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE *Jun 27 09:50: 00. 919:

| SAKMP: (0:1: SW1):dd State = IKE_I _MWB New State = | KE_P1_COWPLETE *Jun 27 09:50: 00. 959:

| SAKMP: (0: 1: SW 1) : begi nni ng Qui ck Mbde exchange, M ID of 1689610294 *Jun 27 09:50: 01. 007:

I SAKMP: (0: 1: SW1): sending packet to 209.165.200.2 my_port 500 peer_port 500 (1) QWLIDLE *Jun 27
09: 50: 01. 007: | SAKMP: (0: 1: SW1): Node 1689610294, Input = | KE_MESG | NTERNAL, I KE INIT_QM *Jun 27
09: 50: 01. 007: | SAKMP: (0:1: SW1): O d State = | KE QMW READY New State = IKE. QM | _QVL *Jun 27

09: 50: 01. 007: | SAKMP: (0: 1: SW1): I nput = | KE MESG | NTERNAL, | KE_PHASE1_COWPLETE *Jun 27

09: 50: 01. 007: | SAKMP: (0:1: SW1): O d State = | KE_ P1_COWLETE New State = | KE_P1_COWLETE *Jun 27
09:50: 01.839: | SAKMP (0:134217729): received packet from 209. 165.200.2 dport 500 sport 500

G obal (1) QVLIDLE *Jun 27 09:50: 01.839: | SAKMP: (0: 1: SW1): processing HASH payl oad. nessage | D
= 1689610294 *Jun 27 09:50: 01.839: | SAKMP: (0:1: SW1): processing SA payl oad. nmessage ID =
1689610294 *Jun 27 09:50: 01.839: | SAKMP: (0: 1: SW1): Checki ng | PSec proposal 1 *Jun 27

09:50: 01.839: | SAKMP: transform 1, ESP_DES *Jun 27 09:50: 01.839: | SAKMP: attributes in
transform *Jun 27 09:50: 01.839: | SAKMP: encaps is 1 (Tunnel) *Jun 27 09:50: 01. 839: | SAKWP: SA
life type in seconds *Jun 27 09:50:01.839: |ISAKMP: SA life duration (basic) of 3600 *Jun 27
09:50:01.839: |ISAKMP: SA life type in kilobytes *Jun 27 09:50: 01. 839: | SAKMP: SA life duration
(VPI) of Ox0 0x46 0x50 Ox0 *Jun 27 09:50: 01.839: | SAKMP: authenticator is HVAC-MD5 *Jun 27
09:50:01.839: | SAKMP: (0:1: SW1):atts are acceptable. *Jun 27 09:50: 01. 839:

| PSEC(val i dat e_proposal _request): proposal part #1, (key eng. msg.) |INBOUND | ocal = 172.16. 1. 2,
renot e= 209. 165. 200. 2, | ocal _proxy= 172.16. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), renote_proxy=

192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transform esp-des esp-nd5-hmac (Tunnel),
lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2 *Jun 27 09:50: 01. 839:

| PSEC( kei _proxy): head = nymap, map->ivrf =, kei->ivrf = *Jun 27 09:50: 01. 839:

| SAKMP: (0: 1: SW1): processi ng NONCE payl oad. message | D = 1689610294 *Jun 27 09:50: 01. 839:



| SAKMP: (0: 1: SW1): processing |ID payload. nessage |ID = 1689610294 *Jun 27 09:50: 01. 839:
| SAKMP: (0: 1: SW1): processing |ID payload. nessage |ID = 1689610294 *Jun 27 09:50:01.839: | PSec:
Fl ow switching Allocated flow for flow_ id 134217731 *Jun 27 09:50:01.839: |PSec: Flow_swi tching
Allocated flow for flow.id 134217732 *Jun 27 09:50: 01. 899: % CRYPTO 5- SESSI ON_STATUS: Crypto
tunnel is UP . Peer 209.165.200.2:500 Id: 209.165.200.2 *Jun 27 09:50: 01.899: | SAKMP: Locki ng
peer struct Ox2BEDC78, |PSEC refcount 1 for for stuff_ke *Jun 27 09:50: 01. 899:
I SAKMP: (0: 1: SW1): Creating | PSec SAs *Jun 27 09:50: 01.899: inbound SA from 209. 165.200.2 to
172.16.1.2 (f/i) 0/ O (proxy 192.168.1.0 to 172.16.2.0) *Jun 27 09:50: 01. 899: has spi OxE89A0245
and conn_id 2000 and flags 2 *Jun 27 09:50:01.899: lifetime of 3600 seconds *Jun 27
09:50:01.899: lifetime of 4608000 kil obytes *Jun 27 09:50: 01.899: has client flags Ox0 *Jun 27
09: 50: 01. 899: out bound SA from 172.16.1.2 to 209.165.200.2 (f/i) 0/0 (proxy 172.16.2.0 to
192.168.1.0) *Jun 27 09:50:01.899: has spi -1242011716 and conn_id 2001 and flags A *Jun 27
09:50:01.899: lifetime of 3600 seconds *Jun 27 09:50:01.899: lifetime of 4608000 kil obytes *Jun
27 09:50:01.899: has client flags Ox0 *Jun 27 09:50: 01. 899: | SAKMP: (0: 1: SW1): sending packet to
209. 165. 200. 2 my_port 500 peer_port 500 (I) QM. IDLE *Jun 27 09: 50: 01. 899:
| SAKMP: (0: 1: SW1):del eting node 1689610294 error FALSE reason "" *Jun 27 09:50:01. 899:
| SAKMP: (0: 1: SW 1) : Node 1689610294, I|nput = | KE_MESG FROM PEER, |KE_QM EXCH *Jun 27 09:50:01. 899
| SAKMP: (0:1: SW1): O d State = IKE. QM | _QVL New State = | KELQV PHASE2_COWPLETE *Jun 27
09: 50: 01. 907: | PSEC(key_engi ne): got a queue event with 2 kei nessages *Jun 27 09:50:01. 907:
IPSEC(initialize_sas): , (key eng. nsg.) |INBOUND | ocal = 172.16.1.2, renote= 209.165. 200. 2,
| ocal _proxy= 172.16. 2. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac (Tunnel), Iifedur= 3600s and 4608000kb,
spi = OxE89A0245(3902407237), conn_id= 134219728, keysize= 0, flags= 0x2 *Jun 27 09: 50: 01. 907:
IPSEC(initialize_sas): , (key eng. nsg.) OUTBOUND | ocal = 172.16.1.2, renote= 209. 165. 200. 2,
| ocal _proxy= 172.16. 2. 0/ 255. 255. 255.0/0/0 (type=4), renote_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0
(type=4), protocol = ESP, transform= esp-des esp-nd5-hmac (Tunnel), |ifedur= 3600s and 4608000kb,
spi = 0xB5F867BC( 3052955580), conn_id= 134219729, keysize= 0,flags= OxA *Jun 27 09:50: 01. 907:
| PSEC( kei _proxy): head = nymap, map->ivrf =, kei->ivrf = *Jun 27 09:50: 01. 907:
| PSEC(crypto_i psec_sa_find_ident_head): reconnecting with the sane proxies and 209. 165. 200. 2
*Jun 27 09:50:01.907: IPSEC(ntree_add_ident): src 172.16.2.0, dest 192.168.1.0, dest_port 0 *Jun
27 09:50:01.907: IPSEC(create_sa): sa created, (sa) sa dest= 172.16.1.2, sa_prot= 50, sa_spi=
OxE89A0245(3902407237), sa_trans= esp-des esp-nmd5-hmac , sa_conn_id= 134219728 *Jun 27
09:50:01.907: | PSEC(create_sa): sa created, (sa) sa_dest= 209.165.200.2, sa_prot= 50, sa_spi=
0xB5F867BC(3052955580), sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 134219729 *Jun 27
09: 50: 51.927: | SAKMP: (0: 1: SW 1) : purgi ng node 1689610294 PAT- Rout er #debug ip nat detail
I P NAT detail ed debugging is on
PAT- Rout er #show debug
Generic | P:

I P NAT detail ed debugging is on
PAT- Rout er #
l-—-- The "i" in this line indicates the packet 1is traveling from the !--- inside to the outside
(from a NAT perspective) interface. The number in !--- the brackets is the identification number
in the IP packet. This is !--- useful when correlating information with sniffer traces taken
with a !--- network analyzer while troubleshooting problems. *Jun 27 09:49:57.727: NAT*: i: udp
(172.16.1.2, 500) -> (209.165.200.2, 500) [94] !--- The "s" in this line shows the source
address of the packet and how it is !--- being translated. *Jun 27 09:49:57.727: NAT*:
s=172.16. 1. 2- >209. 165. 201. 2, d=209. 165.200. 2 [94] *Jun 27 09: 49: 58.927: NAT*: o: udp
(209. 165. 200. 2, 500) -> (209.165.201.2, 500) [100] *Jun 27 09:49:58.927: NAT*: s=209. 165. 200. 2,
d=209. 165. 201. 2->172.16. 1.2 [100] *Jun 27 09:49:59.147: NAT*: i: udp (172.16.1.2, 500) ->
(209. 165. 200. 2, 500) [95] *Jun 27 09:49:59.147: NAT*: s=172.16.1.2->209. 165. 201. 2,
d=209. 165. 200. 2 [95] *Jun 27 09:49:59. 755: NAT*: o: udp (209.165.200.2, 500) -> (209.165.201. 2,
500) [101] *Jun 27 09:49:59.755: NAT*: s=209.165.200.2, d=209.165.201.2->172.16.1.2 [101] *Jun
27 09:49:59.947: NAT*: i: udp (172.16.1.2, 500) -> (209.165.200.2, 500) [96] *Jun 27
09: 49: 59. 947: NAT*: s=172.16. 1. 2->209. 165. 201. 2, d=209. 165.200.2 [96] *Jun 27 09: 50: 00. 667
NAT*: o: udp (209.165.200.2, 500) -> (209.165.201.2, 500) [102] *Jun 27 09:50:00.667: NAT*:
$=209. 165. 200. 2, d=209. 165. 201. 2->172.16. 1.2 [102] *Jun 27 09: 50: 00. 895: NAT*: i: udp
(172.16.1.2, 500) -> (209.165.200.2, 500) [97] *Jun 27 09:50:00.895: NAT*: s=172.16.1. 2-
>209. 165. 201. 2, d=209.165.200.2 [97] *Jun 27 09:50:01.679: NAT*: o: udp (209.165.200.2, 500) ->
(209. 165. 201. 2, 500) [103] *Jun 27 09:50:01.679: NAT*: s=209.165.200.2, d=209.165. 201. 2-

>172.16.1.2 [103] *Jun 27 09:50:01.787: NAT*: i: udp (172.16.1.2, 500) -> (209.165.200.2, 500)
[98] *Jun 27 09:50:01.787: NAT*: s=172.16.1.2->209.165.201. 2, d=209. 165.200.2 [98] *Jun 27
09:50: 23.667: NAT*: i: esp (172.16.1.2, 26556) -> (209.165.200.2, 0) [99] *Jun 27 09:50: 23. 667:

NAT*: s=172.16. 1. 2->209. 165. 201. 2, d=209.165.200.2 [99] *Jun 27 09:50: 23.715: NAT*: o0: esp
(209. 165. 200. 2, -392560059) -> (209.165.201.2, 0) [104] *Jun 27 09:50: 23. 715: NAT*:



$=209. 165. 200. 2, d=209. 165. 201. 2->172. 16. 1. 2 [104] *Jun 27 09:50: 23.787: NAT*: i: esp
(172.16.1.2, 26556) -> (209.165.200.2, 0) [100] *Jun 27 09:50:23.787: NAT*: s=172.16. 1. 2-
>209. 165. 201. 2, d=209. 165. 200. 2 [100] *Jun 27 09:50:23.847: NAT*: o: esp (209.165.200.2, 581) ->
(209.165.201. 2, 0) [105] *Jun 27 09:50:23.847: NAT*: s=209. 165.200.2, d=209.165.201. 2-
>172.16.1.2 [105] *Jun 27 09:50:23.915: NAT*: i: esp (172.16.1.2, 26556) -> (209.165.200.2, 0)
[101] *Jun 27 09:50:23.915: NAT*: s=172.16.1.2->209. 165.201. 2, d=209. 165.200.2 [101] *Jun 27

09: 50: 23. 967: NAT*: o: esp (209.165.200.2, 581) -> (209.165.201.2, 0) [106] *Jun 27

09: 50: 23. 967: NAT*: s=209. 165. 200. 2, d=209. 165. 201.2->172.16. 1.2 [106] *Jun 27 09: 50: 24. 047:
NAT*: i: esp (172.16.1.2, 26556) -> (209.165.200.2, 0) [102] *Jun 27 09:50: 24.047: NAT*:

s=172. 16. 1. 2->209. 165. 201. 2, d=209. 165. 200. 2 [102] *Jun 27 09:50: 24.095: NAT*: o0: esp
(209. 165. 200. 2, 581) -> (209.165.201.2, 0) [107] *Jun 27 09:50:24.095: NAT*: s=209. 165. 200. 2,
d=209. 165. 201. 2->172.16. 1. 2 [107] *Jun 27 09:50: 24.207: NAT*: i: esp (172.16.1.2, 26556) ->
(209.165. 200. 2, 0) [103] *Jun 27 09:50:24.207: NAT*: s=172.16.1.2->209. 165. 201. 2,
d=209. 165. 200. 2 [103] *Jun 27 09:50:24.267: NAT*: o: esp (209.165.200.2, 581) -> (209.165.201.2,
0) [108] *Jun 27 09:50:24.267: NAT*: s=209.165.200.2, d=209.165.201.2->172.16.1.2 [108]

#ed HE
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