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EIf(PIX)

Bui | di ng configuration..
Saved

Pl X Version 6.3(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane el f

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

!--- Access control list (ACL) to avoid NAT on the IPsec
packets. access-list nonat permit ip 192.168.1.0
255.255.255.0 10.1.1.0 255.255.255.0

pager lines 24

| oggi ng on

| oggi ng buffered debuggi ng

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown

ntu outsi de 1500

nmu inside 1500

ntu intf2 1500

ip address outside 172.18.124.2 255.255.255.0

ip address inside 192.168.1.1 255.255.255.0

ip address intf2 127.0.0.1 255.255. 255. 255

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address intf2 0.0.0.0

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

!-- Binds ACL nonat to the NAT statement to avoid NAT on
the IPsec packets nat (inside) 0 access-list nonat
nat (inside) 1 0.0.0.0 0.0.0.0 0 O

!--- Permits Internet Control Message Protocol (ICMP)
traffic for testing. !--- Do not enable it in a live
network. conduit permit icmp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00

h323 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05: 00 absolute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol tacacs+




no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

no sysopt route dnat

!--- IPsec configuration crypto ipsec transform-set
router-set esp-des esp-md5-hmac

crypto dynamic-map cisco 1 set transform-set router-set
crypto map dyn-map 10 ipsec-isakmp dynamic cisco
crypto map dyn-map interface outside

isakmp enable outside

!--- Internet Security Association and Key Management
Protocol (ISAKMP) !--- policy for accepting dynamic
connections from remote PIX. !--- Note: In real show run
output, the pre-shared key appears as *******_ jgakmp
key ciscol23 address 0.0.0.0 netmask 0.0.0.0

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tineout 5

ssh timeout 5

terminal wdth 80

Crypt ochecksum eeb67d5df 47045f 7e6ac4aa090aab683

: end

[X]

el f#

Mop(Cisco 7204 Router)

nop#show running-configuration
Bui | di ng configuration..

Current configuration : 1916 bytes
!

version 12.4

service tinestanps debug uptine
service tinestanps |og uptine

no service password-encryption

!

host nane nop

i p subnet-zero

no i p domai n-1ookup

!

ip cef

ip audit notify |og

ip audit po max-events 100

!

!--- Internet Key Exchange (IKE) policies crypto isakmp
policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 172.18.124.2
!

!

!--- IPsec policies crypto ipsec transform-set pix-set




esp-des esp-md5-hmac
1
crypto map pix 10 ipsec-isakmp

set peer 172.18.124.2

set transform-set pix-set

match address 101

1
interface FastEthernet0/0

no i p address

shut down

dupl ex hal f

!

interface Ethernetl/0

ip address dhcp

ip nat outside
dupl ex hal f
crypto map pix

1

interface Ethernetl/1

ip address 10.1.1.1 255.255.255.0

ip nat inside
dupl ex hal f

!

!--- Except the private network from the NAT process. 1ip
nat inside source route-map nonat interface Ethernetl/0
overload

ip classless

iproute 0.0.0.0 0.0.0.0 Ethernet1/0

no ip http server

ip pimbidir-enable

!

!--- Include the private-network-to-private-network !---
traffic in the encryption process. access-list 101
permit ip 10.1.1.0 0.0.0.255 192.168.1.0 0.0.0.255

! --- Except the private network from the NAT process.
access-list 110 deny ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0.255

access-list 110 permit ip 10.1.1.0 0.0.0.255 any

1

route-map nonat permit 10

match ip address 110

1

line con O

exec-timeout 0 O

line aux O

line vty 0 4

l ogin

Ol M2 AHZ 3104 4T3 0|40 MIHZ EHSsH=X| EelEt

Output Interpreter =7 (S
show B £3{9| 24
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. show crypto isakmp sa - IL|0{2| $4Xl IKE SA(Security Association)& 25 ZE A& LICt

- show crypto ipsec sa - $1&l(IPsec) SAOIM AF2SHE MM E EAIELICH

- show crypto engine connections active(f 23} QT Q14 &4 EAl) - #x) o128 L &5 351 L
2t s sii=E mZlol CiEt HEE EAIFLICHEHREol| 2 3HE).

I|o{ 250iM SAE X|QloF &Lt
- PIX ¥HE2 Au|ago|d 2=l = ELICH clear crypto isakmp sa - 1EH74| SAE X|ZLICH
.clear crypto ipsec sa - 2Et7| SAE X|ZLIC}.

. BFRE BE2 #4438 2= =~ ELICt clear crypto isakmp - 1EHA SAE XIS LICt.clear
crypto sa - 2EHAH| SAE X|ZLICH.

= -

24 H&d

ol Mol M HIlTBOIM EXIE HZSHE O ALSE 4 U HEE MBELICH
=4 siE HH

Output Interpreter = 7(SE E T ZHBF SHE)(OIT)E EX show BH S K| HELICHOITE A2 5104
show B £3o| EME FLIC}.

11 debug BB S AL 57| 7ol ClH T B0l et S HEE HESAMAL.

- show crypto isakmp sa - IL|01{2| 34X IKE SAE 25 EA|ELICH

- show crypto ipsec sa - $1&l(IPsec) SAOIM AF2SHE MM E EAIELICH

. show crypto engine connections active(f 23+ QT o4 &4 E A|) - 344 o122 & ¢ 55} &
s SHSE miZlol Cist HEE EAIELICHEHRE ol 2 SHE).

2 He

. IPsec 84/KE Z2E 8 X|¥ HO|X|
. PIX 500 Series 22 o{&Z2}0|21A

. Cisco Secure PIX Firewall 24 & x
- RFC(Request for Comments)

. 7|1& x| % £ XM - Cisco Systems
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