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MEEE=FTEH 24
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ASAZQ| IKEv1 Z1I| 18| 0| Ad
ASA Code 9.8(1) O|Al0{lM VTIE AIE35HE IKEV2 B2 7|8
FTD2| IKEv1 ZdT|aao|M
A Z7|H EEiE] METIE AIE5t = IKEv2 BE J[8

0| 2 M0 ME Cisco ASA 2! Cisco Secure FirewallZ} Microsoft Azure 22} E AMH|A ZFH VPN
it o] cha A>EEhLIct.
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VPN 223 TH|Q!

IP &4 2| IPSec2 VPN E{E0] #ofe &= /&LICH 535t EHRI2 24 EeiE MEIT[Q H
4 EpfE MEHT|E A8 35104 IPSecO| A5t 2 E

VPN @235t SHQIE Molste weols T 7hRI7F &Ltk AR Tl EE A 7|8t s
EH7|

ZAZ 7|8t

o .

&S5 THQI2 IPSec E{EE E0{QE= ZE EBZE 5185t S MHELICH IPSec 24 2 ¥
7 2= Mei7|E 0,0.0.002 MHEL Ol IPSec EH{dZ 2t el BE Ea§=o] AA/Ch
& MEUo A glol &t 5 stEE ofolguct.

Cisco ASA(Adaptive Security Appliance)= HZ 9.8 O|&0i M VTI(Virtual Tunnel Interface)& A+
5o B2 7|8 VPN X[ ErLct.



FMC(Firepower Management Center)0{| A £ 2|5t= Cisco Secure Firewa

s
el

Threat Defense)= HZ 6.7 O[Ol VTIE ALE35t04 B 7|8 VPNE X LICt.

oA 7|8k

55t THQR2 A4 CHY 2Fof e SX IP HUD 253612 MY ELICH G2 Jjgt 2
A ECfE ME7| 9 274 EpfE ME7|= IPSec2 Sl ¥ 3te EfE S AMEELIC

Microsoft Azure= A2 7|8, MM 7|8t EE= AZ20|MHE HA 7|8t ECHE MEf7|E A5l 8
2 7|42 K| HELICH Azures 3R MEISH VPN S J|Hto 2 48 & Q= IKE(Internet
Key Exchange) HHAE ANgtstn U&LICH AR 7|ghol= IKEv27t ERst HA 7|dtod=
IKEv10| ZREfLICH &, IKEV2E AFE35lE B2 Azuredlld B2 7|dtE MEIS T ASAMIM VTIE
AE35HoF 3HX|BH ASANIAM ZE HM HE0f 53t Mot X|Hsts 2 E3 7|8 Egf = MET|
E A835to B2 7|80 CHEH AzureE 435l oF & LICH O 242 Microsoftol A
UsePolicyBasedTrafficSelectors& £ &35t= M2 7315t 7| 2/5H PowerShell AT ZE HIZE &
5l Azure EEHO|M =& EILICI. https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-
connect-multiple-policybased-rm-ps

ASA 2 FTD ZAI|aeo|H oM efstedH

- 455 Yo R LG EIASAFTDL| B Azures= HH 7|8 VPN &=
UsePolicyBasedTrafficSelectors£ Z &2 Z7|gtoi| CH3H T 43540k & L|Ct.

- VTIZ 24 E ASAS| B2 ZAZ 7|8t VPNO] CHal AzureE F435HoF & LICt.

- FTDO| B2 VTIE F/dst= Wdol| CHEt REAIEH LI 2 047(0f| M &elg £ Q&L ct

https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/quide/fpmc-config-
quide-v67/firepower threat defense site to site vpns.html#concept ccj p4r cmb

AX T A g
QF Arg

Ct2 Aol Cist X|Alg ERetn /o™ KSFLICH

- ASAOIM VTIE AH83HE IKEv2 B2 7|8 VPNO| Z2: ASA = HT1 9.8(1) Ol4 (B= 7|8t
VPNO{| CHaH AzureE TH'd5H OF BfLICH)

- ASA L FTDOIM =3t WS AFSSHE IKEv1 HA 7|8 VPNl Z2: ASA ZE T 8.2 0|
2 FTD 6.2.0 Ol & (3 7|8 VPNOI| CHal AzureE T3l ok &)

- Y3 7|8 EEfE MEST|QF BTH ASAIM 2S5t S AL8 St IKEv2 A2 7|8 VPNe| B2
A3 YWo = FHEIASA T E H{T 8.2 0|4 (UsePolicyBasedTrafficSelectors& At& 3104
A2 7|8t VPNOY| CH3H AzureE 48K ok & LICt)

- FTD 22| & Fgoi Cigt FMC X4

MBEE TE 24
Ol 2Mo| HEE Chg AZEQ o] U St YIS 7Igho 2 Fhct

. Cisco ASA
. Microsoft Azure


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
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https://www.cisco.com/c/ko_kr/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb
https://www.cisco.com/c/ko_kr/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb

. Cisco FTD

. Cisco FMC
Ol EMo| MEE= 5§ # &#32| C|HIO|AE EOHE FYEIRELICE ol EMo| AAEEl 2& ClHt
OolA= Z7|3HE(7|2) Ax[azo|Me s AI’S.*Eli’}!ﬁL—lEL A HERFI 2tE SR B EE
B o| EAH el J&Z 0|2 =XIsHAIZ| v LICEH

7

TN EHAE RZELICH IKEVT, VTIE S8 IKEV2
(ASAS| &5 3t )2 S8t IKEv2 B2 7|gt 71 & stLtE MEHELICEH

ASAZS| IKEv1 Z4dI|2d|o]4d

ASAO| M Azure22| AFO|E 7t IKEv1 VPNQ| A CI=2 ASA ZI|ado I 1€ WELICH Azure £
oflAM M2 7|dt B{dE FAd5HoF ELiCt. O] 01|01IH: ASAOIAM 2S5l BHo| AL ELICE.

FHAAIL.

ol

ASAZQ| ™A IKEv1 Zdx|2lo|M HE = 0| Cisco EME & X

12t 2|F QIE{H0]|A 0| M IKEv1E & d3tefLCt.

Ci sco- ASA(confi g) #crypto ikevl enable outside
2CHA|. SHA|, @15, Diffie-Hellman 28, =& L 23 stoi| AISE Lo 2|&/4H2 Ho|
MAGS MAMSHL|C}.

t= IKEV1

ol

At L= 1EHA| IKEVA Egﬁ 0| B7Hx 2 2 M3 El= Microsoft EM0IAM 71E E11%0
= Xﬂ-“E' L|C}. XM LH2 2 Microsoft Azure X|¢40| Eo|5HM|L..

Ci sco- ASA(confi g) #crypto ikevl policy 1

Ci sco- ASA(confi g-i kevl- policy)#authentication pre-share
Ci sco- ASA(confi g-i kevl-policy)#encryption aes

Ci sco- ASA(confi g-i kevl-policy)#hash sha

Ci sco- ASA(confi g-i kevl-policy)#group 2

Ci sco- ASA(config-ikevl-policy)#lifetime 28800

3Bl IPsec & ofefoll BEid &S BFE1 T|o{ IP F4 W EE MM S/ 7I1E FEELICH

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA( conf i g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikevl pre-shared-key cisco

4EHA| ot 35t W ElIE EaHTlg Molshe AMA S22 MastLICh of ool M BA EafEe

_ 1 1 E ooHd™
E{=oll A 10.2.2.0 MEU0IM 10.1.1.02 2 0|SstE EEfEQILICE ALO|E AFO|odl 0484 MHELIO|

i
ZHE B2 A FFE Y + &L

BT 8.4 OlM 0l ME LIESIT, MEL, SAE 1P 52 & o] &S] HefolLf Hgg ste 7f
A EE WM I8 BHE + QlaLICh 27 U B AEU0| UL F UM S MMstol 22 sl
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ACL(Access Control List) 2! NAT(Network Address Translation) & 2501 AF& &L}


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
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Ci sco- ASA(confi g) #object network 10.2.2.0_24
Ci sco- ASA( confi g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

5EtH|. TS(Transform Set)& FA38fL|Ct o] MAMolle 7|QE7F Z8HE|o{ok & L|Chikev:. 73 =
oz SYet TSE ddstiok &Lich

o LAE 2B IKEv1 E42 37HM2 2 M3 ElE 0] Microsoft EMHIA 7+ £1tx o
= Xﬂ-‘-E' L|C}t. REMIEE LI 2 Microsoft Azure X|¢d0f 22|5tMIL2.

Ci sco- ASA(confi g) #crypto ipsec ikevl transform-set myset esp-aes esp-sha-hmac
6CHA|. =23t WE FHoT CHF 7 247t U= 2F QE{H o|A0 HEELICt

Zjof IP T4
#lshs EHTO| ZBHE HOlE HMA 25

A L—- O -
‘TS
-4 0| PFS(Perfect Forwarding Secrecy)E MM X| A &LICH SO E AIRE £+ Qe
Azure MH M= PFS7}F Azure2| IKEv10]| EHé H|g 3t |0 &LICH HIO|EHE E&5t7| 25
A& E|= M Diffie-Hellman 7| ‘&2 MMd5t= MEIM pFS A7 AE35to] &

S| He |:+2 -IrL|:L1“JIO|/k=I2
st =+ &LICt ol & 7= 2EF71IE AlZtSt7| ol PFSE &

outside_map 20 set pfs .

- 2EHH| IPSec +HE2 SO ZE MBS El= Azure BEAE 7B 2 $rLICEH RHAIEH LIS
Microsoft Azure X| 0| E2|5tMI2.

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(confi g) #crypto map outside_map 20 set ikevl transform-set myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 3600
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
102400000

Ci sco- ASA(confi g) #crypto map outside_map interface outside

7EH. VPN EEHEO| CHE NAT w212 H2X| oL =X| FlghLch NAT ofl 2| 73 & BrEuch

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup
I 0{] MEHS M85l 4R ZE 24 LY MEHOZ JHA 2&2 M50 NAT
TEO M AFE 3t oF ELC

Ci sco- ASA( conf i g) #object-group network 10.x.x.x SOURCE
Ci sco- ASA( conf i g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
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Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0

Ci sco- ASA(confi g) #object network 10.x.x.x DESTINATION
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x SOURCE 10.x.x.x SOURCE
destination static 10.x.x.x DESTINATION 10.x.x.x_DESTINATION no-proxy-arp route-lookup

ASA Code 9.8(1) O|& 0l VTIE AFHE38tE IKEV2 B2 7|8t

ASA ZEO0|M ALO|E CH AFO|E IKEV2 BE 7|8 VPNL| Z<2 o] Ax|az|o|Me mELct.
Azure7t A2 7|8 VPNO{ CHsH T4 Elo] J=X| &elstT Azure ZEHO|M
UsePolicyBasedTrafficSelectors& T35t x| Ot & A|2. VTI= ASA0] F+4&ELICH.

™A ASA VTI Zx|ado|Md HE = 0| Cisco EME R EFHAAIL.

157, 2|F QIE{H 0|A0|M IKEV2E & &3tefLC.

Ci sco- ASA(confi g) #crypto ikev2 enable outside

2EHA|. IKEv2 1EHH| HA g FI71ELCt.

&1 Microsoft= Azuredl M AL 3tE S |

A

Ev2 1|:|'7=” %il- ':'7=|A-| I:II J\|:|:| EA"I’_ 6
EES

ot HEE HAIRELICH LIYE EM2 -3“7Hx"°§ MBEE 0 | Microsoft —-—A‘IOHA-I T
FMo 2 MBS EILICE Microsofto] IKEv2 §M41 SE5t= HEI 047(0] EAIEILICE KHA]
Bt LH2 £ Microsoft Azure X|¢40i 22|5tM|L2.

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-pol i cy)#encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-pol i cy)#group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800

3EHA IKEv2 22| IPsec Mt MHE FIHEILICH 2 E 38t IPseco| A 22t OH7H#H~E X ELICtH
ikev2 ipsec-proposal Z1XL|12{|O|M B E:

ZZEZ esp Y53} {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
ZZEZ esp FZM {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

2t 1: Microsoft= AzureO|AM Al E|= EX 2EHA IPSec ¥ 535 2! 44 EATF 2245104
MELE HEE AAZELICH LHLE EMH2 -_'“7H7°"°§ M2 E|= 0| Microsoft & A{01| A

ic
7% 080 2 MBS EILICEH Microsoftl| 2EHA| IPSec EMI S ESHE ME7F 047]0f EA
ZlL|c}. AFMIEF LHZ 2 Microsoft Azure X| 20l 22|5tHIR.

Ci sco- ASA(conf i g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1
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4CHA|. CF2 8 XISt IPSec T2 ZIS F UL},

O|Zof 248t ikev2 2EHAH| IPSec A| Ot
- 2EHH| IPSec = H(MEE AP (= L/EE= ZEHIO|E
. PFS 2 E(ME AME

2t 1 MicrosoftE AzureO| M AR L= EX 20| IPSec £ 2! PFS E441} gtdstod 4=
e MEE HAIBISLICH LIYE EMS ZIIMoZ X2 E|= 0] Microsoft 2 A 0| A 7F&
EFNMO 2 MBS EILICEH Microsofte| 2B IPSec S8t SE5t= HE 7 0{7]0i EAIELICE

. REAIEH LI 2 Microsoft Azure X| 20| 22|5tM| 2.

Ci sco- ASA(confi g) #crypto ipsec profile PROFILE1

Ci sco- ASA(confi g-i psec-profil e)#set ikev2 ipsec-proposal SET1

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime seconds 27000

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime kilobytes unlimited
Ci sco- ASA(confi g-i psec-profil e)#set pfs none

5B IPsec &4 ofziol BId 2 &S BET To{ IP 4 HIKEV2 24 L HAEE MM SR
718 -_r“éé.%.*L—IEL

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

6Er7l. CHE S XIHst

rr

VTIE & d&Lict

- M E{ QIE{HO|A #H5: CIE{H|O|A E{L [HE]

. M E{'d 2IE{H|0|A O|&: nameif [0|E]

- EH'd IE{H|0|A0f EXHSHX| &t = IP T4 ip T4 [ip-address] [mask]

- VPNO| 242 F=k|= B &4 QIETHO|A: EHE & A CIE{H O|A [int-name]
. Azure HIOIESO] IP FA: E{d CHA [Azure 28 IP]

. IPSec IPv4 2E: E{d 2 E ipsec ipv4

- O| VTIO| At8 & IPSec Z2 I Y: E{'d 23 ipsec Z2E [profile-name]

Ci sco- ASA(confi g) #interface tunnel 100

Ci sco- ASA(confi g-if)#nameif vti

Ci sco- ASA(config-if)#ip address 169.254.0.1 255.255.255.252
Ci sco- ASA(confi g-i f)#tunnel source interface outside

Ci sco- ASA(confi g-i f)#tunnel destination [Azure Public IP]

Ci sco- ASA(confi g-i f)#tunnel mode ipsec ipv4

Ci sco- ASA(confi g-i f)#tunnel protection ipsec profile PROFILE1

o

e 1E B2 E ddsto BEidE Eote Ef
FS L=ELCH

L]

£ X8t 1H B2 & Fotsted{H OIS &E

route if_name dest_ip mask gateway_ip [distance]

Ol dest_ip & mask 2 Azure et EQ| CHA HIEL|Z0f CHEH IP FARILICHO4: 10.0.0.0/24).
gateway_lp_ E{d QIE{HO|A MEUIO| P F=A(0: 169.254.0.2)040F EfLICE. O] gateway_ip2l &
M2 B QEHo|AR EEEE Bz RO|X|2t £ HO|ELQ 0| IP RiX= &2 35HX| ef&Lct

Ls =
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Ci sco- ASA(confi g) #route vti 10.0.0.0 255.255.255.0 169.254.0.2

FTD2| IKEv1 Z1x| 1 oM

FTDO| M Azure 2 Q| Site-to-Site IKEv1 VPN2| A< FTD C|HIO|AE FMCO O|2| S&3loF &L|ct

1EHA|. Site-to-Site HAM S MAMEFL|CH EF M Epmc dashboard > Devices > VPN > Site to Site.

Overview Analysis Polices [uENISEE Objects  AMP  Intelligence Y System Helpv sdmin v

Device Management  MAT VPN = Site ToSite QoS Platform Settings  FlexConfig  Certificates

\ & Acaven -

Node & Hode B
Troubleshoating

There are no VPN Topologies. Create a topology by adding Firepower Device (or) Firepower Threat Defense Device.

2CHA| M| M Z MdshLct. ChE&8 Z2IgLICH addven ESCHR Hfw & AMES Firepower Threat

Defense device .

Overview Analysis Polices JIUEEY Objects AMP  Intelligence

Device Management NAT VPN » Site To Site Qos Patform Settings FlexConfig Certificates

=b } AddVEN =

Hode A Hede B Firapowgr Deygles

Firepower Threat Delense Device

There are no VPN Topologies. Create a topology by adding Firepower Davice (or) Firepower Threat Defense Device.

3EHA. create new VPN Topology & 04| A Topology Name, IKEVI ZE2EZ 2 Ql2tE Z2I5t1 ke B, 0] 0
M= M S5 717t 218 WHo = AFSELICEH

CFS S Z=2IELIC} authentication Type ESLCHR H|FF, Pre-shared manual key . T A B F 7|E Key
o
m



Create New VPN Topology

Topology Name: * Policy-Based-to-Azure  S—

Network Topology: ~+ point to Point *%* Hub and Spoke | “5* Full Mesh

IKE Version:* — IKEvl | | IKEv2

Endpoints IPsec Advanced
IKEv1 Settings
Paolicy:= preshared_sha_szes256_dh5_ 5 h @
Authentication Type: Pre-shared Automatic Key "*"|

Pre-shared Key Length:= Pre-shared Automatic Key

Pre-shared Manual Key h—___

IKEvZ Settings Certificate
Policy:= AES-GCM-NULL-SHA hd
Authentication Type: Pre-shared Automatic Key w

Endpoints m IPsec Advanced

IKEv1l Settings

Palicy: = preshared_sha aes256 dh5 & b @
Authentication Type: Pre-shared Manual Key hd
Key:* FEEEREEE

'h-_
Confirmn KE}":* Illllllll -——-

ATHA| M OH7HEd~E 435104 ISAKMP 2 L= 1EHA| Of7HH~8 78 ELICH 22 Z oA
green plus button M| ISAKMP &g F7}&LICt HA ol O|F 2 X't #dt= Encryption( £ 3t),
Hash(all Al), Diffie-Hellman Group(Diffie-Hellman Z1&), Lifetime(s=3) % Authentication
Method(21& WH)E ME4EE CHS save .



New IKEv1 Policy

Name:= I Azure-policy-based 'L

Description: ‘

Priority: ' | (1-65535)

Encryption:= | 3des — "l

Hash:* |SHA — V]

Diffie-Hellman Group:* |2 -— ]

Lifetime:* 86400 Jr— | seconds (120-2147483647)
Authentication Method:> IPr&!sl'mre{:i Key "l

( save J[_ cance |

S5EHA|. IPsec E& = 20HAH DW= 8 FHELICH B M ipsec B, A& static 0| crypto Map Type &
QlehE ME |=|'|—| Ch.ct=22 2=2FL E|' edit pencil OFO|2 IKEV1 IPsec Proposals O] Transform sets &M &
MEdSFL|CE



Create New VPN Topology

Topology Name:* Policy-Based-to-Azure
Network Topology: ~~ point to Point ¥ Hub and Spoke | %* Full Mesh
IKE Version:* IKEvl [ | IKEvZ

Endpoints IKE Advanced

Crypto Map Type: © Static ) Dynamic

Transform Sets: IKEv1 IPsec Pmpn IKEw2 IPsec Proposals,
‘ tunnel_aes256_sha

" | Enable Reverse Route Injection

" | Enable Perfect Forward Secrecy

Lifetime Duration®: 28800 Seconds (Range 120-2147483647)

Lifetime Size: 4603000 Kbytes (Range 10-2147483647)

| ESPv3 Settings

6HAl. M IPsec M[2HE BHELICE. 0 kevi iPsec Proposal 2 04| A green plus button A IFU S F 74|
Ct. ESP & &35t & ESP sHA| 1 2|&o0i CHEF 2 o|& L #5t= o7& XI'H3t D save.



New IKEv1 IPsec Proposal ? X

Mame:* |Azure—IPse::—prupﬂsar — |

Description:

ESP Encryption:™

ESP Hash:=

o Al. sec Proposal & MAS selected Transform Sets AllA &1 F 2| .
7EHA|. ol Ikevi IPsec P 1 ZHo]l A IPsec "HZH 2 selected Transform Sets AllAM 3 22! ok

IKEv1 IPsec Proposal ? X

Available Transform Sets & @ Selected Transform Sets

|'-—£ Search | A\ tunnel_aes256_sha |
. ﬂ @ Azure-IPsec-proposal @

A tunnel_aes128_sha
#A tunnel_aes192_sha
'?ﬂ |

. tunnel_des_sha

8EFA|. ipsec RHOIM Hot= = 7|2t & 27|& FFHELICH



I Create New VPN Topology

Topology Name: * Policy-Based-to-Azure

|

K Metwork Topology: =~ point to Point % Hub and Spoke + Full Mesh
IKE Version:* IKEvl [ | IKEw2

Endpoints IKE m Advanced

Crypto Map Type: © Static ' Dynamic

Transform Sets: IKEv1 IPsec Proposals™® (_/" IKEv2 IPsec Proposals,
tunnel_aes?56_sha
Azure-IPsec-proposal

" | Enable Reverse Route Injection

| Enable Perfect Forward Secrecy

Lifetime Duration™: 28800 e Seconds (Range 120-2147483647)

Lifetime Size: 4608000 hb- Kbytes {(Range 10-2147483647)

| ESPv3 Settings

9':|'7=” ;§|' I:|:|‘||OI/EE|‘|"1| Eﬂ | HsE = |-T||E =R, *.jE—.E.*I—IEP EH\H Endpomts 0‘” Node A = Al
M green plus button A ItL S FIIELICE O] o0l M= =E A7t FTDO‘” EH°|' 2Z A‘|'=“""o§ A|‘£z

Lot



Add Endpoint ? X

Device: [fravi  q— I~

Interface:™® IEmﬂ - - o
IP Address:* [Empty m— |v|@

"] This IP is Private

Cennection Type: |Bln|rectfom| |V|

Certificate Map: | |V]°

Protected Netwarks:*
© Subnet / IP Address (Network) () Access List (Extended)

|
!

10EHA. Add Endpoint & 0lA ALE & FTDE pevice 2218 QIE{H|O|A L ALSE IP A9}
Ct2 Hlw& MEghLCE.

ook
S
N
IHu

11EtAH|. 24 EgfE MEI7|E X|ZH 324 Protected Networks =412 2 2!6F 1 green plus button A ZHX]|

12EH7. Network Objects 2 0 A green plus button 20| Available Networks EIAE & 1235101 Af 24 E2f
| MEHY| ZHA|S DFSL|C),

Network Objects

Available Networks & @ Selected Networks
|Q. Search

Byany

i any-ipvd
! any-ipvé
=2 1Pva-Benchmark-Tests

{3 1Pv4-Link-Local I]
55! IPva-Multicast

= IPv4-Private-10.0.0.0-8

5 IPv4-Private-172.16.0.0-12
5 1Pva-Private-192.168.0.0-16
2 IPvd-Private-All-RFC1918

13 A|. New Network Object & 0l M 7HA| 2| O|F 2 XI'H3t 11 host/network/range/F QDN MEHSHL|C}.
OH CHS save.



New Network Object ?7 X

Name: 10CEl-TI0  —
Description:
Network: | Host | Range © Network s || FQDN

192.168.20.0/24] S —

Allow Owverrides:

14HA|. 7HR|E selected Networks A& Network Objects 20| A ok . & 2! ok 01| Add Endpoint 2F &IL|C}.

Network Objects ? X

Available Networks & @ Selected Metworks
| 4, Search | == local-ftd &
== local-ftd B

1% any

é any-ipvd

é any-ipve

é IPvd-Benchmark-Tests

= IPv4-Link-Local

=i IPv4-Multicast

=1 IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0-12

5 IPv4-Private-192.168.0.0-16

[ T I I o T et R Bz ]

15E|'7:”. O| oJloflA Azure QI = E B M Jcc'>|9—||g=||'|——||-_-|' 01l create New VPN Topology &0l A Node B
L= | MEAT|E FItELICH X Extranet = E
Ag} Eolor FMCOIM ZE2l5tx| 2f= ZE VPN Z|o{ IEZQIEof CH3H CIHIO|A O|E(REHE B8
o

gn_l' 75'°0'||E|‘) ELJ OH%I' IP 2|<‘_/|\_§ =H e I—“-_-I'.



Add Endpoint ? X

Device: |Extranet  pm— 2

Device Name:* | Azure —
1P Address:* [17.17.17.17  Sfmm—

|
|
|
Certificate Map: vl@

Protected Networks:=

© Subnet / IP Address (Network) Qmust

16EHAH|. A4 ECliE MEHT| A E MMELICEH B A protected Networks AME =I5+ green plus
button A ZHAM| & F 7+ & LIC}.

1727 Network objects & 04| A green plus button Q01| Available Networks A ZH&E ':'l'
New Network Object & 0| A 7HA|2| O|F & K|35t host/range/network/FQDN =
Save .

J>' IIIII'I
Jl'ﬂ
|>

> ||'|'|
I°
r
ul
2

New Network Object

Name: |Azu re-local m—

Description:

O Host o Range

172.16.200.0/2¢

Allow Overrides: ||

187, Network Objects 2 04| A B3 THAIE F7FELICE. selected Networks Al 2 22l ok . 2] ok O
Add Endpoint %I'%“-—“:L



Network Objects ? X

Available Networks €& @ Selected Networks
| -, Search |

é Azure-local -—H
1% any
I =-.-§ any-ipvd
:—.-g any-ipvs
I :-.-g IPv4-Benchmark-Tests
=l IPva-Link-Local
=l IPv4-Multicast
==l IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0-12
I =l IPv4-Private-152.168.0.0-16

[ T N s T AR T =Y = = W= s

o Cancel

19EHA|. create New VPN Topology O|Al| 2HIE ECHE MEAZ|/ES HEXIII U= FEE =
&Lt 22| save.

Fae)
_I_AAI



Create New VPN Topology ? % I

Topology Name:* Palicy-Based-to-Azure

| ]
Network Topology: >+ Point to Point %% Hub and Spoke <* Full Mesh
IKE Version:* IKEvl [ IKEvZ
IKE IPsec Advanced
Node A: ]
Device Name VPN Interface Protected Metworks
1.1.1.1 m&:ﬁ-iﬁ & @
Node B: ]
Device Name VPN Interface Protected Metworks

17.17.17.17 Azure-10Cal < — ra:|

1) Ensure the protected networks are allowed by access control policy of each device.

20| FMC CHAIE2 E0{ M peploy LEZ & EF Z0i M FTD C|HIO|AE MEHSL T peploy .

21EtA|. CLIOIAM VPN ZAI| 28 0|M2 ASA C|HIO|A Q| ZAI|aBfo|Mut S UsHH EILICH.

A Jldh EciE ME7|E A83tE IKEv2 F= 7|t

of S35l BO| Q= ASAL| ALO|E 7t IKEv2 VPNOI| CHai A= o] ZAZ|z2|o|ME & LICH Azure7t
ZZ 7|8t VPN CHEH A Elof QE K| & Q151 PowerShell2 AHE 304 Azure Z 201 A
UsePolicyBasedTrafficSelectors& T433foF & LIC}.

Microsoftol M AM|& 35t O --A‘Ioﬂkl" ZAZ 7|8k Azure VPN 2 =2} &7
UsePolicyBasedTrafficSelector® Td5t= W2 MHELICH ol BHE 22 35HX| oo H
Azuredl| M = AI5H EBfE MEHT|7} Q Klonl OP 2535t Mol A= ASANIM AZAE % E‘%PXI =
gfuct.

=

et 3 @ Zdu|Tejo|M HE 7 ZEEl TA| ASA IKEv20] CHSH M= _O| Cisco EME T ESHAAIR

1EHA. 2IF ClE{H 0|A 0| M IKEV2E & &3tefLCt.


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-site2site.html
/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-site2site.html
/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-site2site.html

Ci sco- ASA(confi g) #crypto ikev2 enable outside
2EtA| IKEv2 1EH A HAg F7tErLict

21 MicrosoftE AzureOl M AF25tE EM IKEV2 1B H ¢33 FAM U P EMI SE
st GEE AARELICH LIEE Sd2 SIIHe=R Xﬂ%ilf 0| Microsoft & A0l A 7}
ENrMo 2 MBELICH S E3H= Microsoftl| IKEv2 44 HE 7| 047|ofl EAIEILICEH REAMIEH

LI 2 Microsoft Azure k|40l E2|5HMI2.

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-policy) #encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-policy) #group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800

3EHA|. IPsec &4 otclol Ef'd 2 &S BtE1D T(of IP A Y IKEv2 24 2 HA EE MEH SR
71 -_r“é;'.‘;.*I—IEL

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(conf i g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

4THA. 35t W EILYE ERHTS Moot ANA B2 MABLICH 0] oM 2A EFjT2
|

E{'—"Oilkl 10.2.2.0 MEH0{M 10.1.1.02 2 0|Sst= ECHZILICH ALO|E Ato]of 0424 MELIO

EEE S o4 $ES LY £ AL

HZ 8.4 O|&olM=E UERXZ, MEH, 54 FALE 7
MEs MM OES BtE = JU&LICHh 24 2 #4 MEHIO| e F A E dM5tod =35

ACL 2 NAT & Z50i| AASELch

Ci sco- ASA( confi g) #object network 10.2.2.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

5EHA|. IKEV2 2B H| IPsec MICHMHE FIHEMLICEH @F 5 3t IPsec ikev2 ipsec-proposal Z1I| 12| 0|4
ZCoAM 2o o7~ E KIZE ' LIC.

ZZ2EZ esp ¥ 53} {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes- gma c | aes-gmac-192 | aes-gmac-256 | null}
ZZEZ esp FZY {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

211 Microsoft= Azured| M AFE 3= &7 2EHA| IPSec & 55}
HMEE HAIM&LICH LIYE EME2 7o 2 ME &= 0| Mic
Mo 2 MBEILICE 2B Microsofttl M SEE|E IPSec EM N

Q248 EMU S
osoft E MM 71H

] =

= =
oro Xt
H7t 0o47|0l| & A[ELICE &t

Icol- ol
=or



https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

Mgt LI 2 Microsoft Azure X|20f E2|5tM|L2.

Ci sco- ASA(conf i g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1
6EHA. %55t M2 TN T CH T4 247 ZEE Q% IE{H 0lA0f M BtLIC
Tof 1P F4

Hste ERfZo| TEE HolE AMA =5

IKEv2 2EHAH| IPSec A ¢t

- 28| IPSec +—H(X)

-PFS(Perfect Forward Secrecy) A& (ME AIE) - CIOIE{ ES E
Hellman 7| &g MA&LICH2BAI7E AR EZ| ol ¥ 0| PFS

Microsoft= Azured| M AFE3tE E7% 2EHA| IPSec & L PFS EM1} &t#dsto] S =5t HEE
HAIZH&LICE,

Lt S4e ohan 2

0

o| &

fjo

MB&rL|ct. o] 374 Microsoft & A.

o
b

2EHA| Microsoftol A S EC|E IPSec EM ME 7 047|0f| EAIEIL|CE REAMISH LHE 2 Microsoft
Azure X|¢dol 22/5AM|2.

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(confi g) #crypto map outside_map 20 set ikev2 ipsec-proposal myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 27000
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
unlimited

Ci sco- ASA(conf i g) #crypto map outside_map 20 set pfs none

Ci sco- ASA(confi g) #crypto map outside_map interface outside

8EHAl VPN EZHZI0| CHE NAT #Elo| 228 Uhx| o= x| 2QIgtLICt NAT ofl2] REI2 BHEL
Ct.

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup

0 MEHZ AI88tE R ZE 24 J Y MEHoZ 7| 258 H4H5H0{ NAT
20| A AL& st oF ZrLct

Ci sco- ASA(confi g) #object-group network 10.x.x.x_SOURCE

Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.x.x.x_ DESTINATION

Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x_SOURCE 10.x.x.x_ SOURCE
destination static 10.x.x.xX_DESTINATION 10.x.x.xX DESTINATION no-proxy-arp route-lookup


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

Cte& &Qlghuct.

ASA % Azure H|O|E{ 0] 2ZF0iA ZI|T2)|0|MHE 2tz 8t F Azure= VPN EHEE AIEfEfLICEH
CHS BYEE AEst0{ E{'A0| SHIZ A YEE[=X| &g + AU&LICH

1EHAH|

1EtA| SA(Security Association)7t 75 EIi= K| = QI8 LICt.
IKEV2

CI=So 2 UDP ZE 5002 2Z 2|5 QIE{H|O|A IP 192.168.1.204| A 423 CHAF IP 192.168.2.22
TFEE IKEV2 SA7F EAIEILICH =8t ¢S 5HE ERfEIO| SUSIES XM E K58 52 SAE
&L|C}H

Ci sco- ASA# show crypto ikev2 sa
| KEv2 SAs:

Session-id: 44615, Status: UP-ACTIVE, | KE count:1, CH LD count:1

Tunnel -id Local Renot e
St at us Rol e

3208253 192.168. 1. 2/ 500 192. 168. 2. 2/ 500
READY I NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Lifel/Active Tine: 86400/ 142 sec
*-->Child sa: local selector 192.168.0.0/0 - 192.168.0. 255/ 65535
renote sel ector 192.168.3.0/0 - 192. 168. 3. 255/ 65535
ESP spi in/out: 0x9b60edc5/ 0x8e7a2el2
07|l M= ASAE 7HAIXLZ |01 IP 192.168.2.201 CH3H &2 +=HO0| 86388 2! IKEv1 SATF EA|
ElLct.

Ci sco- ASA# sh crypto ikevl sa detail
| KEvl SAs:
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 192.168.2.2

Type © L2 Rol e :initiator
Rekey : no State : MM_ACTI VE
Encrypt : aes Hash : SHA
Aut h . preshared Lifetime: 86400
Li feti me Remai ni ng: 86388

2EHA|

IPSec 2 ot 24Z30] show crypto ipsec sa peer [peer-ip] .

Ci sco- ASA# show crypto ipsec sa peer 192.168.2.2
peer address: 192.168.2.2



Crypto map tag: outside, seq num 10, local addr: 192.168.1.2

access-1ist VPN extended permit ip 192.168.0.0 255.255.255.0 192.168. 3. 0 255. 255. 255.0
| ocal ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0)

renote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

current _peer: 192.168.2.2

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICVWP Errors rcvd: O

#send errors: 0O, #recv errors: O

l ocal crypto endpt.: 192.168.1.2/500, renote crypto endpt.: 192.168.2.2/500
path mu 1500, ipsec overhead 74(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

I CVMP error validation: disabled, TFC packets: disabled

current outbound spi: 8E7A2E12

current inbound spi : 9B60EDC5

i nbound esp sas:

spi: O0x9B60EDC5 (2606820805)

SA State: active

transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, |KEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (4193279/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x0000001F

out bound esp sas:

spi: Ox8E7A2E12 (2390371858)

SA State: active

transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, |KEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (3962879/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

IPSec SAE Sl 4742| I{Z!0| & =1 47=

Q2 5F gio| =4&IE LIt SPI 0x9B60EDC57t Z & &l
StLto| @IHH2 E SAQ SPI 0x8E7A2E127F & El §

tLE2| of R HE2 = SA7 ol & T2 A R|ELCH

CcC
o

rot

O| HAALE &5l Clo|E{7} E{d g Satst=X| 2 e = UELICH vpn-sessiondb 121 & F:

Ci sco- ASA#show vpn-sessiondb 121
Session Type: LAN-to-LAN

Connection : 192.168.2.2

Index : 44615 I P Addr : 192.168.2.2

Protocol : IKEv2 | Psec

Encryption : I KEv2: (1)AES256 |Psec: (1)AES256



Hashing : I KEv2: (1)SHA1l |Psec: (1)SHAL
Bytes Tx : 400 Bytes Rx : 400

Login Time : 18:32:54 UTC Tue Mar 13 2018
Duration : Oh:05m 22s

HFO|E Tx: & HIO|E Rx: ipsec SAE Sl & L w4l C|0|H 72EE EAIEfLICH

= e e

1EHA|. VPNOI| CHEF EB=I0| Azure 7Ol HEQITZE & r“ LH & IE1E+IOI/\01IH ASAO] =4 |EIE
X| &olgrLict E|lAESHY| {3 H=' Z22I0|1E M 21 pingS TFA45H T ASANIAM THZ! KR E
TA5lo{ =4l R E Ele £~ Ql&LCt.

capture [cap-name] interface [if-name] match [protocol] [src-ip] [src-mask] [dest-ip] [dest-mask]

show capture [cap-name]

Ci sco- ASAftcapture inside interface inside match ip host [local-host] host [remote-host]
Ci sco- ASA#tshow capture inside

2 packets captured

1: 18:50:42.835863 192.168.0.2 > 192.168.3.2: icnp: echo request
2: 18:50:42.839128 192.168.3.2 > 192.168.0.2: icnp: echo reply
2 packets shown

Azurel| 2|4l EEHEO| EA|E[H VPNO| SHIEH 2|0 ECfEHE M&/sAlELICH

>
>
|m

o

cHEO| Sl B2 YARI7L ASAR SHIEH| 2B E1 AU=X] Zelgfct

16
IT

>
>
m

el o] EAIZIX|BF Azure2| 3|41 EEiEO| gl G2 Hl& TI™stod o|fE = lgfLC

ClE{m|O| A0 M =218 EBHEIO| ASAMIA 2HIEH & 2|E| VPN 2 Bt E

2CEHA ASA LHE
QIghLIcH,

LIFS N

ICMP 0|2 R E AlE20|445tE{H
packet-tracer input [inside-interface-name] icmp [inside-host-ip] 8 0 [azure-host-ip] detail

M W 57| AR RIEIS 0470l A HelE 4 gLt
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-
using-packet-tracer/ta-p/3114976

Ci sco- ASA# packet-tracer input inside icmp 192.168.0.2 8 0 192.168.3.2 detail

Phase: 1
Type: CAPTURE
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6cl9afb0al, priority=13, donmi n=capture, deny=fal se
hits=3, user_dat a=0x7f6c19af b9b0, cs_i d=0x0, | 3_type=0x0
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0000. 0000. 0000
i nput _i fc=i nsi de, output_ifc=any


https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976

Phase: 2
Type: ACCESS- LI ST

Subt ype:
Resul t: ALLOW
Confi g:
Implicit Rule

Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c195971f0, priority=1, domai n=pernit, deny=false
hi ts=32, user_data=0x0, cs_id=0x0, |3_type=0x8
src mac=0000. 0000. 0000, nmask=0000. 0000. 0000
dst mac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i fc=i nsi de, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional Information:

found next-hop 192.168.1.1 using egress ifc outside

Phase: 4
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c19250290, priority=0, domai n=nat-per-session, deny=true
hits=41, user_data=0x0, cs_id=0x0, reverse, use_real _addr, flags=0x0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 5
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1987c120, priority=0, domai n=inspect-ip-options, deny=true
hi t s=26, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 6
Type: QCS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c19a60280, priority=70, donmai n=qos-per-cl ass, deny=false
hi t s=30, user_dat a=0x7f 6c19a5c030, cs_i d=0x0, reverse, use_real _addr,
prot ocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 7

prot ocol =0

f 1 ags=0x0,



Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1983ab50, priority=66, donmai n=i nspect-icnp-error, deny=fal se
hits=27, user_data=0x7f6c1987afc0, cs_i d=0x0, use_real _addr, flags=0x0, protocol=
src ip/id=0.0.0.0, nmask=0.0.0.0, icnp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 8
Type: VPN
Subt ype: encrypt
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
out id=0x7f6cl9afelal, priority=70, domai n=encrypt, deny=fal se
hits=2, user_data=0x13134, cs_i d=0x7f6c19349670, reverse, flags=0x0, protocol=
src ip/id=192.168. 0.0, nmask=255.255.255. 0, port=0, tag=any
dst ip/id=192.168.3.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=outside

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 43, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_tracer_drop

snp_fp_i nspect _i p_options
snp_fp_inspect _icnp

snp_f p_adj acency

snp_f p_encrypt

snp_f p_fragment

snp_i fc_stat

Modul e information for reverse flow ...

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

NAT= EcHElE Mg L|ch(#etol M E|X| 2t=). VPN EEi=0{ A NAT H4Eto| Er M5t K| of=
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2. 15 A encrypT: ALLOw THZ! FEAT[0M 2 = U&LICH
IPsec SA7} A x|E|of U=X| ZQISE show crypto ipsec sa.
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Ci sco- ASAtdebug crypto ike-common 255

Ci sco- ASA# Mar 13 18:58: 14 [| KE COWON DEBUG Tunnel Manager di spatching a KEY_ACQU RE nessage to
I KEvl. Map Tag = outside. Mp Sequence Number = 10.
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IKEV1

A ikevt CIHI HAL & B2 0{7[M] &l £ &Lt

Ci sco- ASA#fdebug crypto ikevl 127
Ci sco- ASA#fdebug crypto ipsec 127

IKEv2

Al ikev2 CIHZ Mt A M2 0{7|M &lg + &L/

Ci sco- ASA#fdebug crypto ikev2 platform 127
Ci sco- ASA#fdebug crypto ikev2 protocol 127
Ci sco- ASA#fdebug crypto ipsec 127


https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
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