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- AEE AHNA SE2 GREE ZEEEE 5{&38HoF & LICt access-list 101 permit gre host
x.X.X.X host y.y.y.y x.x.x = <tunnel_source> y.y.y.y = <tunnel_destination>
. BRI P 2AE AHESH0] IKE(Internet Key Exchange) L|0{ & E{'d &4 L E'd a2 AE

5t04 7+ &M S A AIZLICEH
. 7Hs 8 MTU(Maximum Transmission Unit) 2|0l &t XFA|EH LI 2 Windows 2! Sun AlA
ZHoi A IP MTU, TCP MSS & PMTUD EME & X5HMAIL.
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10S 743 #11: Cisco I0S Software Release 12.2(13)T &/ 0|F I E(HE 7 =S T-EHQ 2 E
Cisco I0S Software Release 12.3 0|4 ZE)E A3t £ E! IPSec "crypto map"gt 22X Q!
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Software Release 12.2.(13)T & 0|& ZEE AISE M S 2| L EH'd QIE{H 0|A0 "crypto
map"0| = e 04X5| EtserLct Lt 22X QE{mo|Ao| B MEsts Zdo| E&LICH

L|E<|3 Ctolo{a 2

Ol 2M0oiM= of Cholo{a ol ZAIE HEST dEE ALSELICH

Tunnel 0 Tunnel 0
172.16.1.X 10.1.1.1/30 10.1.1.2/30 172.16.2.8
Light
172.16.1.1/24 %’ GRE/IPSec Tunnel H"“i“ 172.16.2.1/24
Loopback Loopback
192.168.1.1/24 192.168.2.1/24
Ethernet 0/0 Fast Ethernet 0/0
10.64.10.13/27 10.64.10.14/27
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Current configuration

|

version 12.2

no service single-slot-rel oad-enabl e
service tinmestanps debug uptinme

service tinmestanps | og uptine

no service password-encryption

|

host nane Li ght

!

logging rate-linmt console 10 except errors
|

i p subnet-zero

!

!

no ip finger

!

no i p dhcp-client network-discovery

ipx routing 00e0.b06a.40fc

|

!--- IKE policies. crypto isakmp policy 25
hash md5

authentication pre-share

crypto isakmp key ciscol23 address 192.168.2.1
|

!--- IPSec policies. crypto ipsec transform-set WWW esp-
des esp-md5-hmac

mode transport

|

crypto map GRE | ocal - address LoopbackO
crypto map GRE 50 ipsec-isaknp

set peer 192.168.2.1

set transformset WAW

! -—-- What to encrypt? match address 101

!

call rsvp-sync

!

fax interface-type npdem

na receive maxi mumrecipients 0

!
interface Loopback0

p address 192.168.1.1 255.255.255.0

F- o= R

nterface TunnelO
p address 10.1.1.1 255.255.255.252
ip mtu 1440

ipx network CC

H-

tunnel source Loopback0
tunnel destination 192.168.2.1
crypto map GRE

interface FastEthernet0/0

ip address 10.64.10.13 255.255.255.224
no i p route-cache

no i p nroute-cache

dupl ex auto

speed auto

crypto map GRE

|
interface FastEthernet0/1

i p address 172.16.1.1 255.255.255.0
dupl ex auto

speed auto

ipx network AA




|
router eigrp 10
network 10.1.1.0 0.0.0.3
network 172.16.1.0 0.0.0.255
network 192.168.1.0
no aut o- sunmmary
no ei grp | og-nei ghbor -changes
|
i p kerberos source-interface any
ip classless
ip route 192.168.2.0 255.255.255.0 10.64. 10. 14
ip http server
|
!--- What to encrypt? access-list 101 permit gre host
192.168.1.1 host 192.168.2.1
|
di al - peer cor custom
|
line con O
transport input none
line aux 0
line vty 0 4
| ogi n

Current configuration

version 12.1

servi ce tinmestanps debug uptinme

service tinestanps |og uptine

no service password-encryption

1

host nane House

!

i p subnet-zero

!

ipx routing 00e0.b06a.4114

1

!--- IKE policies. crypto isakmp policy 25
hash md5

authentication pre-share

crypto isakmp key ciscol23 address 192.168.1.1
1

!--- IPSec policies. crypto ipsec transform-set WWW esp-
des esp-md5-hmac

mode transport

!

crypto map GRE local-address Loopback0
crypto map GRE 50 ipsec-isakmp

set peer 192.168.1.1

set transform-set WWW

! -—- What to encrypt? match address 101
1

1

interface Loopback0

ip address 192.168.2.1 255.255.255.0

!

interface Tunnel0

ip address 10.1.1.2 255.255.255.252




ip mtu 1440

ipx network CC

tunnel source LoopbackO

tunnel destination 192.168.1.1
crypto map GRE

!
interface FastEthernet0/0

ip address 10.64.10.14 255.255.255.224
no i p route-cache

no i p nroute-cache

dupl ex auto

speed auto

crypto map GRE

!
interface FastEthernet0/1

i p address 172.16.2.1 255.255.255.0
dupl ex auto

speed auto

i px network BB

!
interface FastEthernet4/0
no i p address

shut down

dupl ex auto

speed auto

!
router eigrp 10

network 10.1.1.0 0.0.0.3
network 172.16.2.0 0.0.0.255
network 192.168.2.0

no aut o- sunmary

no ei grp | og- nei ghbor-changes
!
ip classless

ip route 192.168.1.0 255.255. 255. 0 10. 64. 10. 13

ip http server

!--- What to encrypt? access-list 101 permit gre host
192.168.2.1 host 192.168.1.1

!
line con O
line aux O
line vty 0 4
| ogin

!

end

House#

(=]
C}S & EreldrLct.
o MMM HI|ad|o|Mo| MCHZE 2 sst=X| &Qlste Ol A S E = = MEE NBEL|CH
QUL show HHE2 £31 PIHZZ|H & oM XML =C|((SEE n20h, 0| EE AHE5H show &
HEHO|EM ANE =& £ UgLICt.

. show crypto engine connections active(®f £} ¢lIZl o1 & E Al) - IPSec I|0o{ 7t &5 3 &
2 SSE WIS EAIRLICH

. show crypto isakmp sa - 1Et7| 20t 442 & A[gFLICt
. show crypto ipsec sa - 2EtAH| £t A4S E A LICEH
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- show ipx route [network] [default] [detailed]—IPX 2t 2 & EfO|E 9| LIEES EA|

show B E3(Ed &)

Li ght #show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
172.16.1.0 is directly connected, FastEthernet0/1
D 172.16.2.0 [90/297246976] via 10.1.1.2, 00:00:31, TunnelO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
C 10.1.1.0/30 is directly connected, Tunnel 0
C 10.64.10.0/27 is directly connected, FastEthernet0/0
C
S

(@]

192.168.1.0/24 is directly connected, LoopbackO
192.168.2.0/24 [1/0] via 10.64.10. 14

Li ght #ping

Protocol [ip]:

Target | P address: 172.16.2.1

Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]:

Ext ended conmmands [n]: y

Source address or interface: 172.16.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [ OxABCD] :

Loose, Strict, Record, Ti mestanp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

Li ght#

House#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
172.16. 1.0 [90/297246976] via 10.1.1.1, 00:00:36, TunnelO
172.16.2.0 is directly connected, FastEthernet0/1
10.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
10.1.1.0/30 is directly connected, Tunnel 0
10.64.10.0/27 is directly connected, FastEthernet0/0
192.168.1.0/24 [1/0] via 10.64.10.13

O 0O

n oo



C 192.168.2.0/24 is directly connected, LoopbackO
House#ping

Protocol [ip]:

Target |P address: 172.16.1.1

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 172.16.2.1

Type of service [0]:

Set DF bit in I P header? [no]:

Validate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

Li ght #show ipx route

Codes: C - Connected prinmary network, ¢ - Connected secondary network
S - Static, F - Floating static, L - Local (internal), W- |PXWAN
R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses, U - Per-user static

3 Total IPX routes. Up to 1 parallel paths and 16 hops al |l owed.

No default route known.

C AA (NOVELL- ETHER), Fa0/1
C CC (TUNNEL), Tuo
R BB [151/01] via CC. 00€0. b06a. 4114,  17s, TuO

House#show ipx route

Codes: C - Connected prinmary network, ¢ - Connected secondary network
S - Static, F - Floating static, L - Local (internal), W- |PXWAN
R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses, U - Per-user static

3 Total IPX routes. Up to 1 parallel paths and 16 hops al |l owed.

No default route known.

C BB (NOVELL- ETHER), Fa0/1
C CC (TUNNEL) , Tuo
R AA [151/01] via CC. 00€0. b06a. 40fc,  59s, TuO

Li ght #ping ipx BB.0004.9af2.8261

Type escape sequence to abort.
Sendi ng 5, 100-byte | PX Novell Echoes to BB. 0004.9af2.8261, tinmeout is 2 second:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns
House#ping ipx AA.0004.9af2.8181

Type escape sequence to abort.
Sendi ng 5, 100-byte | PX Novell Echoes to AA 0004.9af2.8181, tinmeout is 2 second:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

Li ght #show crypto isa sa
dst src state conn-id sl ot



192.168.2.1 192.168.1.1 QV I DLE 1 0
192.168.1.1 192.168.2.1 QV I DLE 2 0
House#show crypto isa sa
dst src state conn-id sl ot

192.168.1.1 192.168.2.1 QV I DLE 1 0
192.168.2.1 192.168.1.1 QV I DLE 2 0
Li ght #show crypto engine connections active

ID Interface | P- Addr ess State Algorithm

1 <none> <none> set HMVAC_MD5+DES 56_CB

2 <none> <none> set HMVAC_MD5+DES 56_CB
2000 Fast Et hernet0/0 10.64.10. 13 set HVAC _MD5+DES_56_CB
2001 Fast Ethernet0/0 10.64.10. 13 set HVAC _MD5+DES_56_CB
2002 Fast Et hernet0/0 10.64. 10. 13 set HVAC_MD5+DES_56_CB
2003 Fast Et hernet 0/ 0 10. 64. 10. 13 set HVAC_MD5+DES_56_CB
2004 Fast Et hernet0/0 10. 64. 10. 13 set HVAC_MD5+DES_56_CB
2005 Fast Et hernet0/0 10. 64. 10. 13 set HVAC_MD5+DES_56_CB
House#show crypto engine connections active

ID Interface | P- Addr ess State Algorithm

1 <none> <none> set HMVAC_MD5+DES 56_CB

2 <none> <none> set HMVAC_MD5+DES 56_CB
2000 Fast Ethernet0/0 10.64.10. 14 set HVAC_MD5+DES_56_CB
2001 Fast Ethernet0/0 10.64.10. 14 set HVAC_MD5+DES_56_CB
2002 Fast Et hernet0/0 10.64.10. 14 set HVAC_MD5+DES_56_CB
2003 Fast Et hernet 0/ 0 10. 64. 10. 14 set HVAC_MD5+DES_56_CB
2004 Fast Et hernet0/0 10.64. 10. 14 set HVAC_MD5+DES_56_CB
2005 Fast Et hernet0/0 10. 64. 10. 14 set HVAC_MD5+DES_56_CB
House#show crypto ipsec sa detail
interface: Tunnel 0

Crypto map tag: GRE, |local addr. 192.168.2.1

| ocal
renote ident
current _peer:

#pkt s
#pkt s
#pkt s
#pkt s
#pkt s
#pkt s
#pkt s
#pkt s
#pkt s

i dent

PERM T,
encaps:
decaps:

not

(addr/ mask/ prot/port):
(addr/ mask/ prot/port):
192.168.1.1
flags={origin_is_acl,transport_parent,}
192, #pkts encrypt:
190, #pkts decrypt:
conpressed: 0, #pkts deconpressed: O
conpressed: 0, #pkts conpr.
no sa (send) 12, #pkts invalid sa (rcv) O
encaps failed (send) 0, #pkts decaps failed (rcv) O
invalid prot (recv) 0, #pkts verify failed: O
invalid identity (recv) 0, #pkts invalid len (rcv) O

replay rollover (send): 0, #pkts replay rollover

##pkts replay failed (rcv):

#pkts interna

| ocal

err

(send):

crypto endpt.:

192.168. 2. 1,

0, #pkts interna

0

path mu 1514, nedia ntu 1514

current outbound spi: 1FA721CA
i nbound esp sas:
spi: OxEE52531(249898289)

transform esp-des esp-nd5-hmac

in use settings ={Transport, }

slot: O,
sa timng:

conn id: 2000
remai ning key lifetine (k/sec):

flow.id:

192, #pkts digest
190, #pkts verify 190

192

Encrypt
0

0

0

161

O O o o

Encrypt
0

0

0

159

O O O o

(192. 168. 2. 1/ 255. 255. 255. 255/ 47/ 0)
(192.168. 1. 1/ 255. 255. 255. 255/ 47/ 0)

Decr ypt
0

0

161

O O O oo

Decr ypt
0

0

159

O O O oo

failed: 0, #pkts deconpress failed: O

renote crypto endpt.

1,

err (recv) O

crypto map: GRE

(rcv) O

192.168.1.1

(4607961/ 2797)



1V size: 8 bytes
repl ay detection support: Y
spi: OxFEE24F3(267265267)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2002, flow.id: 3, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2826)
1V size: 8 bytes
repl ay detection support: Y
spi: 0x19240817(421791767)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2004, flow.id: 5, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2759)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: Ox1FA721CA(531046858)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4607972/2797)
1V size: 8 bytes
repl ay detection support: Y
spi: 0x12B10EBO(313593520)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2003, flow.id: 4, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2826)
1V size: 8 bytes
repl ay detection support: Y
spi: 0x1A700242(443548226)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2005, flow.id: 6, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2759)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/0/0)
renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current _peer: 192.168.1.1
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: 0O
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (recv) O



| ocal crypto endpt.: 192.168.2.1, remote crypto endpt.: 192.168.1.1
path mu 1514, media ntu 1514
current outbound spi: 0

i nbound esp sas:
i nbound ah sas:
i nbound pcp sas:
out bound esp sas:
out bound ah sas:

out bound pcp sas:

interface: FastEthernet0/0
Crypto map tag: GRE, |local addr. 192.168.2.1

| ocal ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/47/0)
current _peer: 192.168.1.1
PERM T, flags={origin_is_acl,transport_parent,}
#pkts encaps: 193, #pkts encrypt: 193, #pkts digest 193
#pkts decaps: 192, #pkts decrypt: 192, #pkts verify 192
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0O
#pkts no sa (send) 12, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: 0O
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (recv) O

| ocal crypto endpt.: 192.168.2.1, remote crypto endpt.: 192.168.1.1
path mu 1514, nedia ntu 1514
current outbound spi: 1FA721CA

i nbound esp sas:
spi: OxEE52531(249898289)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4607961/2789)
IV size: 8 bytes
repl ay detection support: Y
spi: OxFEE24F3(267265267)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2002, flow.id: 3, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2817)
1V size: 8 bytes
repl ay detection support: Y
spi: 0x19240817(421791767)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2004, flow.id: 5, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2750)
1V size: 8 bytes
repl ay detection support: Y



i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: Ox1FA721CA(531046858)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4607972/2789)
1V size: 8 bytes
repl ay detection support: Y
spi: 0x12B10EBO(313593520)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2003, flow.id: 4, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2817)
1V size: 8 bytes
repl ay detection support: Y
spi: 0x1A700242(443548226)
transform esp-des esp-nd5-hmac
in use settings ={Transport, }
slot: 0, conn id: 2005, flow.id: 6, crypto map: GRE
sa timng: remaining key lifetime (k/sec): (4608000/2750)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/0/0)
renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current _peer: 192.168.1.1
PERM T, flags={transport_parent,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: O
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (recv) O

| ocal crypto endpt.: 192.168.2.1, renmote crypto endpt.: 192.168.1.1
path mu 1514, nedia ntu 1514

current outbound spi: 0

i nbound esp sas:

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

out bound ah sas:

out bound pcp sas:
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1 debug BHS A™s5H7| Mof ClHO HHo Ciet S HEE HESAARL.

- debug crypto isakmp - 1Et7H| & L FE EAIEfLICH

. debug crypto ipsec - 2EHH| & @ FE EAIELICH

. debug crypto engine - & 535} AT HEE F AIFLICH

. debug ip your routing protocol - B+ & T2 EZ9| gt & ERM Mo Ciet HEE EAIFL

Ct.

- &3 HAFE HA id X7 [&& | rsm | vip}—31KH TI& S0 S stE MMS SEELICH &
S5 MM2 MMOo| AlZh ZotE|mM Uitxo 2 F 2 ELICH show crypto cisco connections &
242 AF235104 connection-id 22 & QIhL|Ct.

- clear crypto isakmp - 1EHH| 2ot ¢14E X|ZLCt.

. clear crypto sa - 2EtH| 29t 44 E X[ LICH

2 HE

. IPSec X|¥ H 0| x|

- IPSec(IP Security) 1% 3} A7

. IPSec HEQ|3 EHoF 34

O F| wEt BOt IR ES T4
- HHE XS T R(SSE n2pk i)
- Technical Support - Cisco Systems
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